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Index

Note to the reader: Throughout this index boldfaced page numbers indicate primary discussions of
a topic. Italicized page numbers indicate illustrations.

Symbols and
Numbers

& (ampersand), in command
shell, 77
# (hash mark)
in command prompt, 75
for comments in /etc/
inetd.conf, 274
for shell script comments, 113
$ (dollar sign), in command
prompt, 75
* (asterisk), as wildcard, 80
? (question mark), as wildcard, 80
| (pipe), 90-91, 529
~ (tilde), for home directory, 81
10Base-2, 11
10Base-5, 11
10Base-T, 11
80x86 CPUs, 8
100Base-T, 11
802.11b (Wi-Fi), 308
1000Base-SX, 11
1000Base-T, 11
1024-cylinder limit, 43, 512

A

AbiWord, 19
absolute directory name, 81, 512
Accelerated-X, 12
access control lists (ACLs),
101-102, 512
accounts in Linux, 91-97, 512
reviewing, 398-399
script to create, 115-116
ACLs (access control lists),
101-102, 512
ACPI (Advanced Configuration
and Power Interface), 461,
462-463, 512
acpi command, 502
Address Resolution Protocol
(ARP), 315, 512

adduser command, 139
administrator. See also
superuser account
written log of, 414-415
Advanced Configuration and
Power Interface (ACPI),
461, 462-463, 512
Advanced Graphics Port (AGP),
7,512
Advanced Intelligent Tape
(AIT), 215
Advanced Linux Sound
Architecture (ALSA)
driver, 14
Advanced Package Tool (APT)
utilities, 250
Advanced Power Management
(APM), 461, 462, 512
Advanced Technology
Attachment (ATA) devices,
3,181, 512
configuring, 455-457
problem diagnosis, 491-493
alien program, 254
Alpha, 9
AMANDA, 216
AMD processors, 8
AMD64, 513
ampersand (&), in command
shell, 77
Apache web server, 21, 344
APM (Advanced Power
Management), 461,
462, 512
apm command, 462, 502
apmd package, 462
appending text to file, 91
Apple/IBM/Motorola
PowerPC, 9
Apple, LocalTalk, 307-308
AppleTalk, 313, 513
apropos command, 437, 442
apt-get tool, 250-253, 296
commands, 251-252
ARKEIA, 216
Aspfilter, 474-477, 475, 476
asterisk (*), as wildcard, 80

ﬁ%

at command, 282-283
AT power connectors, 451
ATA. See Advanced Technology
Attachment (ATA) devices
audio CD-Rs, creating, 212
audio hardware, 7. See also
sound cards
audio/visual programs, 20
auditing, 396-400
check for open ports, 396-398
verifying installed files and
packages, 400
auto-mounter support, 197
awk command, 106-108, 120

background processes, 293-294
backups, 213-225
common hardware, 214-216
common programs, 216-221
cpio program, 216-220
mt command, 220-221
partitions and, 29
planning schedule, 222-223
recovery, 223-225
of system configuration,
415-416
baseline. See performance,
normal measures
bash shell, 24, 74-75
setting environment
variables, 108-109
Basic Input/Output System
(BIOS). See BIOS (Basic
Input/Output System)
baud rate, 513
Berkeley Internet Name Domain
(BIND), 23, 335
Berkeley Standard Distribution
(BSD) LPD printing, 469,
472-477
configuration tools, 474-477
[etc/printcap file, 472-474
bg command, 294
binary, 513
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binary package, 238, 513
BIND (Berkeley Internet Name
Domain), 23, 335
BIOS (Basic Input/Output
System), 40, 513
checking settings, 459-460
restricting boot options,
375-376
bit, 513
blowfish, 513
BogoMIPS measure, 9
/boot/grub/menu.1st file, 47
boot loader, 27, 39-49, 513
available options, 41-49
GRUB configuration,
47-49
LILO configuration,
42-46
role, 40-41
boot method, for Linux install,
34-35
/boot partition, 29
boot sector, 40, 513
bracketed values, for
wildcards, 81
broadband, 513
broadcast, 315, 514
BRU, 216
BSD. See Berkeley Standard
Distribution (BSD)
LPD printing
buffering disk accesses, 4
bugs
local program, 371-372
server, 372-373
build number, 241, 514
bus, 7, 514
byte, 514
bzip2 program, 254

C

C compiler, 24

C library (libc), 25, 514

cabling, 451-453, 453
problems with peripheral

devices, 496

for SCSI devices, 494

cache, for floppy disk writes, 200

cache memory, 10, 514

camera, 14

Card Services, 464, 514

Cardbus, 463-464, 514
carrier file, 236
case, changing in Vi, 105
case sensitivity
of parameters, 76
of passwords, 156
of usernames, 135
cat command, 76, 89-90, 120
cathode ray tube (CRT), 3, 514
CD-based Linux system, 224
cd command, 76, 81-82, 120
CD-ROM drives, 13, 181
for Linux boot install, 34, 35
CD-ROM in book, xxiii
cdrecord command, 209, 227
cdrtools package, 209
central processing unit (CPU),
514. See also CPU (central
processing unit)
CERT (Computer Emergency
Response Team), 370
certification
exam objectives, xxiv—xxvii
process for, xx
reasons for, xx
chage command, 143-144, 169
chains in filter table, 381, 382
Challenge-Handshake
Authentication Protocol
(CHAP), 325
checksums, 514
from package managers,
394-395
from Tripwire, 393-394
chgroup command, 97
chgrp command, 120
child process, 285, 514
chipset, 514
on motherboard, 9
chkcontfig utility, 271
chkrootkit program, 403
intrusion detection with, 394
chmod command, 98-100, 120
for script execute
permission, 113
chown command, 97, 120
CHS address, 43
CHS translation schemes, 43
CIFS. See Common Internet
Filesystem (CIFS)
Cinelerra, 20
clients, 515
vs. servers, 319
Code Crusader, 24

%

color-coded file listing, 79
combining files, with cat
command, 89
command-line interface, 74, 515.
See also command shell
command mode for Vi, 103, 105
command prompt, 75, 515
command shell, 74-78
retaining control, 77
shortcuts, 77-78
starting, 74-75
commands
external, in shell scripts,
113-115
scrolling previously used, 78
Common Gateway Interface
(CGI) scripts, 344-345
Common Internet Filesystem
(CIFS), 22, 515
Compact Flash card, 181
Compagq, 9
compiler, 24, 515
compiling source code, 258-262
advantages and drawbacks,
239-240
Complementary Metal Oxide
Semiconductor (CMOS)
setup utility, 459, 459, 515
compressed archives, 254
cpio or tar, 218
Computer Emergency Response
Team (CERT), 370
computers
evaluating requirements, 2-5
dedicated appliances, 4
servers, 3—4
special needs, 4-5
workstations, 3
hardware components,
6-14, 8
CPU, 8-9
hard disk drives, 10-11
network hardware, 11-12
RAM, 9-10
video hardware, 12-13
risks from opening case, 450
software needs, 15-26
for any system, 23-25
Linux distributions, 15-18
server programs, 21-23
validating requirements,
25-26
workstation programs,
18-21

e
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Computing Technology Industry
Association, certification
exam, Xix

concatenating files, 89-90

conditional expressions, 515

in shell scripts, 117-118

Conectiva Linux, 16

configure script, 259-260

console, 515

Coordinated Universal Time
(UTC), 38

copying files, 82

core system problems, 489-491

cp command, 82, 120

cpio program, 216-220, 227

incremental backups
with, 222
CPU (central processing unit), 6,
8-9, 514
limiting time for user, 401
load as performance
measure, 418-419
problems, 489
processes consuming,
289-291, 290
restricting process use by,
291-292
temperature, 490
crackers, 155, 390, 515.
See also security
packet sniffer use by, 391
creating filesystem, 515
cron jobs, 280, 515
creating system, 280-281
creating user, 282
for distribution database
update, 87
for logrotate, 425-426
for running Tripwire, 393
cron program, 280-283
role of, 280

crontab utility, 282, 296

cross-platform discs, creating,
212-213

CUPS configuration, 469,
477-482

printer definitions, 480
web-based utilities,
480-482, 481
current directory, finding and
changing, 81-82

cut command, in shell

scripts, 114

cylinder/head/sector (CHS)
addressing, 516

cylinder/head/sector (CHS)
translation, 516

D

daemon, 516
daemon account, 158
daemon process permissions, 285
DAT (digital audio tape), 215
data cables, internal, 451-452
Data Display Channel (DDC),
60, 516
data- plotting programs, 20
database, installed file, 237
date, Linux install settings, 38
dd command (Vi), 105
DDC (Data Display Channel), 60
Debian GNU/Linux, 16
Debian package tools, 236
information about
packages, 237
Debian packages, 15,
247-254, 516
apt-get tool, 250-253
dpkg command set, 248-250
vs. other package formats,
253-254
vs. RPM, 246-247
dedicated appliances, hardware
requirements, 4
default group, for new user
account, 140
default permissions, 100-101
default route, 323, 516
default shell, for user accounts,
131, 145
deleting
directories, 85
files
with rm command, 83-84
sticky bit and, 97
groups, 152
partitions, 186
user accounts, 148
denial-of-service (DoS) attacks,
373,516
dependencies, 238, 265-269, 516
failed, 25
for RPM packages, 242
tarballs and, 257-258

%

workarounds to problems,
266-269
forcing install, 266-267
rebuilding packages,
267-268
upgrading or replacing
package, 267
desktop computers, 3, 516. See
also workstations
desktop environment, 18, 516
/dev/fd, 183
/dev/hdx, 182
/dev/nvram file, 184
/dev/sdx, 182
/dev/ttySx device files, 466
/dev/zero file, 192
development kernel, 516
device drivers, 14-15
identifying supported and
unsupported, 498-499
special procedures for
compiling, 260-262
for video card, 61
df command, 195, 202, 226,
421, 442
dhclient, 320
DHCP (Dynamic Host
Configuration Protocol),
320-321, 518
configuring, 333-335
servers, 23
DHCP lease, 320, 517
dhcped client, 320
diff command, 399
dig program, 317, 361
digital audio tape (DAT), 215
digital cameras, 487
digital linear tape (DLT), 215
digital signature, for Debian
package, 253
digital video recorder
software, 20
DIMM (dual inline memory
module), 9, 517
direct memory access (DMA),
457,517
configuring, 453-454
directories. See also home
directory
changing, 76, 81-82
execute bit for, 96
manipulating with
commands, 85-86
moving, 83
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order for backup, 219
in root partition, 28
viewing, 75-76
disabling services, 333
disabling unused accounts, 158
disaster recovery, backups for,
223-225
Disk Operating System
(DOS), 517
disk storage, 6
quotas, 166, 517
RAID, 204-208
array design, 205-206
forms, 205
Linux configuration,
206-208
use as performance measure,
420-421
display devices. See monitor
DISPLAY environment
variable, 111
distributed denial-of-service
(DDoS) attack, 373, 517
distributions, 15-18, 517
mixing packages from
different, 242
DLT (digital linear tape), 215
dmesg command, 499-500, 502
DNS (Domain Name Service)
for hostname delivery,
configuring, 335-336
iptables configuration for
traffic, 386
documentation
exam essentials, 441-442
help resources, 434-440
info pages, 437-438
Internet-based resources,
439-440
man pages, 435-437
miscellaneous program
documentation,
438-439
log files, 422-429
importance, 429-430
options, 423-425
for problem identification,
430431
remote server for,
428-429
rotating, 425-428
syslogd for
maintaining, 423
tools for scanning,
431-434

normal performance
measures, 418-422
CPU load, 418-419
disk use, 420-421
memory load, 420
system statistics
collection, 421-422
official policies and
procedures, 416-418
system configuration,
412-418
administrator's log,
414-415
backups, 415-416
installation, 413-414
dollar sign ($), in command
prompt, 75
domain, 517
Domain Name Service (DNS),
317-318, 517
configuring, 335-336
servers, 23
domain names, 316
dot file, 517
dpkg command set, 248-250, 296
options, 249
primary actions, 248-249
drivers. See device drivers
drum scanners, 487
.dsc file, 253
dselect utility, 250
dual inline memory module
(DIMM), 9, 517
dump utility, 204, 218
DVD-ROM, 35, 181
Dynamic Host Configuration
Protocol (DHCP),
320-321, 518
for IP address delivery,
configuring, 333-335
servers, 23
dynamic RAM (DRAM), 10, 518
dynamic web content, 344-345

e-mail
network clients for, 347-350
servers, 340-343
Postfix, 342-343
sendmail, 341-342
echo command, in shell
scripts, 114

%

ECLIiPt Roaster, 209
Edit mode for Vi, 103, 105
EDITOR environment
variable, 111
edquota command, 167, 170
effective user ID, 518
EHCI (Enhanced Host
Controller Interface), 465
emergency boot disk, 499
emergency system recovery, 224
encrypt passwords parameter, in
smb.conf file, 337
encryption, security and,
373-374, 376
end of log files, tools to check,
432-433
Enhanced Host Controller
Interface (EHCI), 465
Enhanced Integrated Device
Electronics (EIDE), 3, 518
env command, 110, 120
envelope, 309, 518
environment variables, 74,
108-112, 518
meanings of common,
110-112
and shell scripts, 117
user cron job to set, 282
where to set, 108-110
error messages, in log files, 431
errors, checking filesystem for,
189-190
ESP Print Pro, 480
[etc/acpi/events directory,
462-463
fetc/apache directory, 344
[etc/apt/sources.list file, 251
/etc/cron.d directory, 280
/etc/crontab file, 280
letc/csh.cshre file, 109
/etc/csh.login file, 109
Jetc/cups/cupsd.conf file, 478-479
[etc/cups/printers.conf file,
478-479
fetc/dhcpd.conf file, 333-334
/etc directory, backups, 415-416
Jetc/exports file, 339
letc/fstab file, 188, 203-204
for permanent partition
settings, 194
for permanent swap file, 192
[etc/ftpusers file, 162, 163
Jetc/group file, 135-136, 149
editing, 151-152
[etc/gshadow file, 151

e
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Jetc/hosts file, 318
fetc/hosts.allow file, 387
fetc/hosts.deny file, 387
fetc/httpd directory, 344
/etc/ined.conf file, 273-274
/etc/inetd.conf file, 331-332
Jetc/init.d directory, 271
Jetc/inittab file, for permanent
runlevel change, 279
/etc/lilo.conf file, 42-43
/etc/mtab file, 197
/etc/named.conf file, 335-336
Jetc/nsswitch.conf file, 356-357
Jetc/pam.d files, 147
fetc/pam.d/passwd file, 159
[etc/pam.d/system-auth file,
159, 160
Jetc/passwd file, 132, 136,
158, 399
modifying, 145-148
fetc/pemcia directory, 464
[etc/postfix/main.cf file, 342-343
Jetc/ppp/chap-secrets file, 325
letc/ppp/pap-secrets file, 325
[etc/printcap file, 470, 472-474
Jetc/profile configuration file, 109
letc/raidtab file, 207-208
Jetc/rc.d/init.d directory, 271
fetc/re.d/relocal script, 276
fetc/re.d/ren.d directory, 271
[etc/samba/smbpasswd file, 337
[etc/securetty file, 165
Jetc/security/access.conf file, 161
[etc/security/limits.conf file, 400
Jetc/services file, 379
letc/shadow file, 132, 148,
157,158
modifying, 145-148
fetc/snort directory, 391
Jetc/ssh/sshd_config file, 162, 340
fetc/sudoers file, 171
Jetc/syslog.conf file, 423-425, 429
/etc/xinetd.conf file, 275, 388
Jetc/xinetd.d directory, 388-389
fetc/xinetd.d file, 275, 332-333
[etc/yp.conf file, 356
Ethernet, 307, 518
Ethernet card, 7, 11
Linux support, 12
Evolution (Ximian), 19, 348
Ex mode for Vi, 103
execute permission, 96
Exim, 21
expired user accounts, 143-144
date for, 140

/etc/hosts file - filesystems 545

export command (bash), 120
for environment variables,
108-109
ext2 (Second Extended
Filesystem), 30, 533
ext2fs, 30
ext3fs (third extended
filesystem), 31, 536
extended INT 13, 518
extended INT13 calls, 43
extended partitions, 26, 518
numbering in Linux, 183
Extent Filesystem (XFS), 31, 518
external cables, 452-453
external commands, in shell
scripts, 113-115
external devices, 463-468
IEEE-1394 devices (FireWire),
5,465-466, 519
legacy devices, 466-468
PCMCIA cards, 463-464
USB devices, 464-465
external transfer rate, 518

F

failed dependencies, 25, 519
FDDI (Fiber Distributed Data
Interface), 307, 519
fdformat utility, 183
FDISK tool (DOS), 32
fdisk tool (Linux), 33, 184-186,
185,227
commands, 185
for partition listing, 194-195
Fedora Linux, 16, 241
fg command, 294
Fiber Distributed Data Interface
(FDDI), 307, 519
Fibre Channel, 308, 519
file access control string, 94-97
file access permissions, 519
file access servers, 22-23
File Allocation Table (FAT)
filesystem, 32
file collections, 236-237
file owner, 92, 519
file permissions, 91-102
account and ownership
basics, 91-97
file access components,

92-93

%

interpreting file access
codes, 94-97
ownership
modification, 97
permissions modification,
98-100
ACLs (access control lists),
101-102
default permissions, 100-101
file share definitions, in Samba,
337-338
file-sharing protocols, 22, 519
file size, 93
searching by, 86
File Transfer Protocol (FTP), 373
file transfers, in remote
administration, 353-354
file type codes, 94, 519
filenames, 93
completion, 519
searching by, 86
files
concatenating, 89-90
editing. See text editors; Vi
examining contents, 88-90
listing for tarball, 257
manipulating with
commands, 78-91
copying, 82
links, 84-85
locating, 86-88
moving, 83
navigating, 79-81
removing, §3-84
renaming, 83
redirection and pipes, 90-91
Tab key for name
completion, 77-78
Tripwire to check for
changes, 393-394
viewing, 75-76
viewing last lines in, 90
filesystems, 180, 519
checking for errors, 189-190
creating, 186-187
data structures, 93
defining standard, 203-204
disk quotas, 166-167
exam essentials, 225-226
network, 200-202
NES shares, 201-202
SMB/CIFS shares,
200-201
options for Linux, 30-32
partitions and, 29
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film scanners, 487
find command, 86-87, 120
to locate orphan files, 152
to locate user-owned files, 148
in shell scripts, 114
finding files, 86-88
FIPS (First Nondestructive
Interactive Partition
Splitting) program, 33
Firestarter, 378
firewall, 519
firewall configuration, 376-386
common server ports,
378-381
iptables tool, 381-386
Linux software, 378
location in network, 377, 377
FireWire (IEEE-1394), 5,
465-466, 519
interface problems, 498
flatbed scanners, 487
floating point unit (FPU), 419
floppy-based Linux
distributions, 499
floppy drives, 13
care in removing disks, 200
identifier for, 183
interface problems, 496-497
for Linux install, 34, 36
twisted cable, 496
folders. See directories
font server, 57, 520
fonts for X, path configuration, 57
Foomatic, 480
for loop, 118
foreground processes, 293-294
fork, 285, 520
FORWARD chain in filter table,
381-382
forward-only DNS server,
335-336, 520
fragmentation, of swap file, 193
fragmented, 520
frame buffer, 520
frame buffer drivers, 13
frames, 520
in Ethernet, 309
free command, 190-191, 226,
420, 442
Free Software Foundation
(FSF), 438
free space bitmaps, 93
FreeCiv, 20
frequently asked question
(FAQ), 520

Fresh RPMs, 247
fsck tool, 189-190
check order, 204
FTP (File Transfer Protocol), 373
system access control, 162-163
FTP clients, 19
full-duplex, 308, 520
full recursive DNS lookup,
336, 520

G

gateways, 311, 520
gawk command, 106
gEdit, 23
Gentoo Linux, 16, 258
getfacl command, 102
gFTP, 19
Ghostscript, 468, 470-471
GIDs. See group IDs (GIDs)
gigabit Ethernet, 11, 307, 520
gigahertz, 9
GIMP, 20, 489
GIMP Print, 480
glibc, 25, 520
GNOME Toaster, 209
GNU (GNU's Not Unix), 520
GNU Compiler Collection,
24,259
GNU/Linux, 520
Printing Web page, 474
GNU Network Object Model
Environment, 19
GNU Parted, 33, 187-188
GNU plotutils package, 20
GNU Privacy Guard, 373
GnuCash, 20
Gnumeric, 19
gpasswd command,
150-151, 170
and user private groups, 153
Grand Unified Boot Loader
(GRUB). See GRUB (Grand
Unified Boot Loader)
graphical user interface
(GUI), 521
graphics processing unit
(GPU), 419
graphics viewers, 20
Greenwich Mean Time (GMT),
38,521
grep command, 88-89, 120
for log files, 433

%

in shell scripts, 114
group administrators,
150-151, 521
group IDs (GIDs), 91, 92,
131, 521
coordinating across
systems, 138
mapping, 136-137
searching by, 86
group owner, 92, 521
groupadd command, 149, 169
groupdel command, 152, 170
groupmod command, 150, 170
groups, 92, 135-136, 521
adding, 149
deleting, 152
disk quotas, 166
modifying information,
149-151
for new user account, 140
user membership in
multiple, 154
groups command, 169
grpck command, 159
grpconv command, 158, 170
grpunconv command, 159, 170
GRUB (Grand Unified Boot
Loader), 27, 41, 521
configuring, 47-49
adding kernel or OS, 49
passwords, 376
Guarddog, 378
GUI (graphical user
interface), 521
GUI installations, 36-37
GUI login server, shutting
down, 55
GUI tools
for firewall configuration, 378
for network configuration,
323-324, 324
for package management,
262-264, 263
vs. command-line package
management, 265
for remote system login, 353
gzip program, 254

hackers, 155, 521.
See also security
half-duplex, 308, 521

e
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hand scanners, 487
hard disk drives, 10-11, 181
as backup media, 215
documenting use, 420-421
GRUB reference method, 47
for Linux install, 35
partition planning, 26-33
common options, 28-30
Linux filesystem options,
30-32
Linux requirements,
27-28
for PCs, 26-27
partitioning tools, 32-33
problems, 491-492
statistics, 214
hard links, 84, 521
hardware. See also computers;
printing configuration
configuration, 450-460
ATA devices, 455-457
BIOS settings, 459-460
cabling, 451-453, 453
IRQ, DMA and I/O
settings, 453-454
documentation of, 413
exam essentials, 501-502
external devices, 463-468
IEEE-1394 devices
(FireWire), 5,
465-466, 519
legacy devices, 466-468
PCMCIA cards, 463-464
USB devices, 3, 14,
464-465, 536
for networks
basic functions, 306-307
configuration, 319-320
types, 307-308
power management, 461-463
problem diagnosis, 489-500
ATA problems, 491-493
core system problems,
489-491
dmesg for, 499-500
peripherals problems,
495-498
unsupported
hardware, 498
scanners, 487-489
SCSI devices
configuring, 457-458
problem diagnosis, 494
hardware addresses,
314-315, 521

%

hand scanners - installing Linux 547

hardware compatibility lists,
498-499
hardware interrupts, statistics
on, 422
hash mark (#), in command
prompt, 75
hashes, 521
from Tripwire, 393-394
hdparm command, 420-421,
492-493, 502
and SCSI device, 495
head command, 432, 442
header files, 522
for compiling source code, 259
heat sink, for video card
chipsets, 52
help resources, 434-440
info pages, 437-438
Internet-based resources,
439-440
man pages, 435-437
miscellaneous program
documentation,
438-439
Hierarchical Filesystem (HFS), 32
High-Performance Filesystem
(HPEFS), 32
High-Performance Parallel
Interface (HIPPI), 307, 522
home directory, 522
importance, 138-139
for new user account, 140
for system administrator, 28
tilde (~) for, 81
for user accounts, 131
HOME environment
variable, 110
/home partition, 29
[homes] share, in Samba, 338
host program, 317, 361
HOSTNAME environment
variable, 110
hostnames, 316-317, 522
configuring DNS for
delivery, 335-336
resolution, 317-318
hot standby, 205, 522
hot swapping, 452, 522
HOWTO documents, 522
HTTP (Hypertext Transfer
Protocol), 21, 344,373, 522
httpd.conf file, 344
HTTPS, 374
hub, 308, 309, 522
human element, 374

%

hung processes, 291, 522
Hypertext Transfer Protocol
(HTTP), 21, 344, 373, 522

1386 architecture code, 241
IA-64 CPUs, 9
IEEE-1394 devices (FireWire), 5,
465-466, 519, 522
interface problems, 498
if command, in shell scripts, 117
ifconfig command, 322-323, 361
i.LINK, 5
IMAP (Internet Message Access
Protocol), 21
incremental backups, 222, 522
Industry Standard Architecture
(ISA), 7, 455, 522
inetd server, 387
configuring, 331-332
inetd.conf file, 273-274
info command, 442
info pages, 78,434, 437-438, 523
init program, 296
to change runlevels, 277-279
initiating PPP connection,
324-328
inode, 92, 523
tile permissions in, 100
INPUT chain in filter table,
381-382
input devices, 7
input/output (I/O), 523
port configuration, 453-454
input, redirecting, 90-91
installed file database,
237-238, 523
installing
packages, 240-264
compiling source code,
258-262
Debian packages,
247-254
RPM packages, 240-247
tarballs, 254-258
X server, 53-54
installing Linux, 38-39, 40
documentation for, 413-414
exam essentials, 63-64
method selection, 34-37
boot method, 34-35
GUI installations, 36-37

e
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installation media, 35-36
scripted installations, 37
text-based installations, 37
X configuration after, 50-63
monitor options, 59-60
screen options, 62-63
selecting X server, 50-54
video card options, 60-61
integrated development
environment, 24
in.telnetd, 22
interactive mode, when copying
files, 82
internal data cables, 451-452
internal modem, 14
internal power connectors, 451
internal transfer rate, 523
internet, 311, 523
Internet , 311, 523
Internet-based help resources,
439-440
Internet Control Message
Protocol (ICMP), 312
Internet domains, 316
Internet Engineering Task
Force, 312
Internet Message Access
Protocol (IMAP), 21, 523
Internet Packet Exchange (IPX),
312, 523
Internet Printing Protocol (IPP),
478,523
interpreted programming
languages, 24. See also shell
scripts
interrupt request (IRQ), 523
configuring, 453-454
interrupts, statistics on, 422
intrusion detection, 389-396
with chkrootkit, 394
log monitoring, 395-396, 430
with package manager
checksums, 394-395
with PortSentry, 392-393
with Snort, 390-391, 392
symptoms, 389-390
with Tripwire, 393-394
intrusion detection system (IDS),
391, 523
IP addresses, 315-316, 523
configuring DHCP for
delivery, 333-335
static, configuring, 321-323
IP forwarding, enabling, 351

ipchains tool, 23, 116, 378, 403
ipfwadm tool, 378, 403
IPP (Internet Printing Protocol),
478,523
iptables tool, 23, 378,
381-386, 403
creating firewall rules,
383-384
Linux packet filter
architecture, 381-382
sample configuration,
385-386
IPve6, 313, 524
IPX/SPX (Internet Packet
Exchange/Sequenced
Packet Exchange), 312
ISA (Industry Standard
Architecture), 455
ISO-9660 filesystem, 32
Itanium platform, 9

J

Java, 24
ied, 23
job numbers, for foreground and
background processes, 294
Joliet filesystem, 32
support, 213
Journaled Filesystem (JES),
31, 524
journaling filesystems, 30-31,
32, 524

K

K Desktop Environment,
18-19

K3B program, 209
KDE PPP (KPPP) dialer, 326, 327
KDevelop, 24
Kedit, 24
kernel, 39, 524

adding to GRUB, 49

adding to LILO, 45-46

naming files, 46

special procedures for

compiling, 260-262

kernel module, 524
kernel module autoloader, 524
kernel ring buffer, 499-500, 524

%

keyboard, 7, 13
interface, 467
interface problems, 497
Linux install options, 38
xorg.conf file for
configuring, 58
kill command, 276, 292-293, 296
for X server, 55
killall command, 293, 296
klogd daemon, 423
KMail, 19, 348
Add Account dialog box, 348
Knoppix, 224, 499
ksysv utility, 272,272
KWord, 19

L

language, for Linux install, 38
laptop computers, power
management, 462
LaTeX, 19
layout for keyboard, 58
LBA (linear block addressing),
43, 525
LD_LIBRARY_PATH
environment variable, 110
LED cables, 452
legacy devices, 466-468
less command, 76, 90, 442
to search log files, 434
for viewing log files, 432
for viewing man pages, 436
Libranet GNU/Linux, 16
Debian packages, 247
libraries, 25
for compiling source code, 259
problems from missing or
incompatible, 265-266
software requirements, 26
library, 525
LILO (Linux Loader), 27, 41, 525
configuring, 42-46
adding new kernel, 45-46
adding new OS, 46
passwords, 376
linear block addressing (LBA),
43, 525
links for files, 84-85
Linspire, 16
Linux, 525
benefits of learning, xix
what it is, xix

e
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Linux distributions, 15-18
Linux Documentation Project,
439-440
Linux Embedded Appliance
Firewall, 377
Linux Hardware Compatibility
HOWTO, 498
Linux kernel, video drivers, 13
Linux Lab Project, 5
Linux Loader (LILO). See LILO
(Linux Loader)
Linux packet filter architecture,
381-382
Linux Video Studio, 20
LinuxPPC, 241
liquid crystal display (LCD)
monitor, 3, 525
Lm_sensors package, 490
In command, 84-85, 120
LNX-BBC, 499
load average for CPU, 291, 525
LOADLIN, 41-42
local program bugs, 371-372
LocalTalk, 307-308, 525
locate command, 87, 120
locking user accounts, 142
log files, 412, 422-429, 525
for dmesg output, 500
importance, 429-430
monitoring for intrusion
detection, 395-396
options, 423-425
for problem identification,
430-431
remote server for, 428-429
rotating, 425-428
syslogd for maintaining, 423
tools for scanning, 431-434
log rotation, 525
Logcheck, 434
logcheck.sh script, 442
logging in, and starting shell, 75
logical partitions, 26, 525
numbering in Linux, 27, 183
login access, system access
control, 162
login privileges, 131
login shells, 399
logrotate package, 425, 442
logs, administrator's, 414-415
loopback traffic, iptables
configuration for, 386
loops, 525
in scripts, 117-118
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lp account, 158

Ipc command, 486, 502

Ipd tool, 468
deficiencies, 469

lpq command, 485, 502

Ilpr command, 468, 483-484, 502
dialog box, 484

Iprm command, 485, 502

LPRng package, 469, 472-477
configuration tools, 474-477
letc/printcap file, 472-474

Is command, 75-76, 79-80, 119
wildcards in, 80-81

Lycoris, 16

LyX, 19

machine names, 316, 526
magnetic disks, removable, 181
magnetic tape, 181
access devices for, 183-184
mail program (client), 348,
349, 361
mail servers, 21-22
configuring, 340-343
Postfix, 342-343
sendmail, 341-342
mail spool, for user accounts, 132
mailq command, 343
main memory, 10, 526
mainboard, 6. See also
motherboard
major version number, 526
make utility, 259, 260
Makefile file, 260
man pages, 78, 434, 435-437,
442, 526
less command to display, 90
Mandrake Linux, 17
mangle table, 381
mapping UIDs and GIDs,
136-137
markup languages, 19
Master Boot Record (MBR),
27,526
master in PATA chain, 455, 526
Maxwell, 20
mdadm command, 206, 227
Media Access Control (MAC)
addresses, 314, 526
/media partition, 30

%

megahertz, 9
memory, 6
memory load, as performance
measure, 420
memory stick, 181
Message Digest 4 (MD4)
password, 526
Message Digest 5 (MDS5)
hash, 159
Message Digest 5 (MDS)
password, 526
Metrowerks CodeWarrior, 24
Microsoft Office documents,
import/export filters, 19
mirroring, 205
mkdir command, 85, 120
mkdosfs utility, 187
mkfs command, 184,
186-187, 227
mkfs.ext3 utility, 187
mkinitrd command, 261
mkisofs command, 208-209, 227
for backup to optical
media, 220
mkraid command, 208, 227
mkreiserfs utility, 187
mkswap command, 192,194,227
/mnt partition, 30
mode, 526
mode lines, 526
for monitor resolution, 60
modems, 7, 14, 526
network connections with,
324-325
module, 527
monitor, 7, 14
CRT vs. LCD, 3
interface problems, 497
X server configuration, 59-60
more command, 76, 90, 442
for viewing log files, 432
motherboard, 6, 527
chipset, 9
problems, 489
mount, 527
mount command, 195-197, 226
options, 197-199
for SMB/CIFS shares, 201
mount points, 28, 195, 527
in /etc/fstab file, 203
mounting partitions, 195-197
mouse, 3, 7, 13-14
3-button, 59
interface, 467-468
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interface problems, 497
Linux install options, 38
xorg.conf file for
configuring, 58-59

moving files, 83

Mozilla, 19

MP3 players, 20

msisofs command, 212

mt command, 220-221, 227

multiple group membership, 154

multitasking system, user
accounts in, 132-133

multiuser system, user accounts

in, 131-132
Mutt, 19, 348, 349, 350
mv command, 83, 120
MythTV, 20

names
of files
changing, 83
problems from
mismatched, 266
for kernel files, 46
for RPM packages, 241
navigating filesystems, 79-81
Nedit, 23
Nessus, 397
Netatalk, 313
NetBEUIL, 312, 527
NetBIOS, 312, 527
netconfig tool, 323
netmask, 315
Netscape, 19
netstat tool, 359, 361, 403
to check for open ports,
396-397

network account databases, 147

network addressing, 314-319
hostname resolution,
317-318
network ports, 318-319
types, 314-317
hardware addresses,
314-315
hostnames, 316-317
IP addresses, 315-316
network clients, 19, 346-350
e-mail, 347-350
remote use of X programs,
346-347

Network Configuration, 323,
324
network devices, 7
Network Filesystem (NFS),
338-339, 527
network filesystems, 200-202
NFS shares, 201-202
system access control,
163
SMB/CIFS shares, 200-201
network hardware, 11-12
Network Information Service
(NIS), 355-357, 527
network mask, 315, 527
network scanners, 397-398
networks
configuration, 319-328
DHCP, 320-321
with GUI tools, 323-324,
324
hardware, 319-320
initiating PPP connection,
324-328
static IP addresses,
321-323
diagnostic tools, 357-359
network status check,
359
testing basic connectivity,
357-358
tracing route, 358-359
exam essentials, 360-361
hardware
basic functions, 306-307
types, 307-308
interface problems, 498
for Linux install, 35
Linux install options, 38
packets, 309
protocol stacks, 309-313
OSI model, 310, 311
TCP/P, 311-312
TCP/IP alternatives,
312-313
remote system
administration,
351-355
file transfers, 353-354
GUI logins, 353
protocols, 354-355
text-mode logins,
351-353
routing, 350-351

%

server configuration,
329-346

DHCP for IP address
delivery, 333-335

DN for hostname
delivery, 335-336

mail servers, 340-343

NFS for file delivery,
338-339

remote access server
setup, 339-340

Samba for file delivery,
336-338

super servers, 329-333

web servers, 344-346

New Technology Filesystem
(NTFS), 32

newgrp command, 136, 154, 169

NFS. See Network Filesystem
(NFES)
NFS shares
accessing, 201-202
system access control, 163
nice command, 291-292, 296
NIS (Network Information
Service), 355-357
Nmap, 397, 398, 403
nmbd server, 336
NNTPSERVER environment
variable, 111
nobody account, 158
nodes, 527
for info pages, 438
nonvolatile RAM (NVRAM),
182,527
access devices for, 184
nslookup program, 317, 361
ntsysv utility, 272

NVRAM (nonvolatile RAM), 182

access devices for, 184

o

OCR Shop, 488
office tools, 19

official policies and procedures,

416-418

Open Host Controller Interface

(OHCI), 465
open mail relays, 340, 528
open ports, 359, 528
check for, 396-398

e
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Open Sound System (OSS)
drivers, 14
Open System Interconnection
(OSI) model, 310, 311, 528
opening computer cases, risk
from, 450
OpenOffice.org, 19
OpenSSH, 22, 340
Opera, 19
operating systems
adding to GRUB, 49
adding to LILO, 46
/opt partition, 29
optical media, 181
access devices for, 183
as backup media, 2135, 220
statistics, 214
writing to, 208-213
cross-platform discs,
212-213
example, 210-212
tools for, 208-210
OS Loader, 41
OSI model. See Open System
Interconnection (OSI) model
OUTPUT chain in filter table,
381-382
overwriting files
with redirection and pipes, 91
when copying, 82
ownership of files
modification, 97
when copying, 82

P

p command (Vi), 105
Package Management program,
262-264, 263
package manager checksums,
intrusion detection with,
394-395
packages
basics, 236-240
file collections, 236-237
installed file database,
237-238
rebuilding packages,
238-240
dependencies and conflicts,
265-269
exam essentials, 295-296

GUI package management
tools, 262-264, 263
installing and removing,
240-264
compiling source code,
258-262
Debian packages,
247-254
RPM packages, 240-247
tarballs, 254-258
selecting for install, 38
packaging methods, 15
packet, 528
packet-filter firewalls, 376, 528
packet sniffer, 390-391, 528
packets, 309
paging through files, 90
pam_access.so module, 161
pam_limits module, 400
PAP (Password Authentication
Protocol), 325
parallel ATA (PATA), 528
parallel ATA (PATA) chain, 455
Parallel Line Interface Protocol
(PLIP), 306
parallel port, 14, 466
interface problems, 497
parameters, 528
passing to program, 76
in shell scripts, 115
parent directories, creating, 85
parent process, 285, 528
parity bit, 10
partial restores, 223
partition table, 27, 528
partitioning tools, 32-33
PartitionMagic (PowerQuest),
33,188
partitions, 184-194, 528. See
also filesystems
adding swap space, 190-194
creating during Linux
install, 38
df command for
information, 202
documentation of, 413
exam essentials, 225-226
fdisk to create, 184-186, 185
filesystem creation on,
186-187
identifier for, 183
managing, 194-208
identification, 194-195

%

mounting and
unmounting,
195-200
network filesystems, 200-202
NEFS shares, 201-202
SMB/CIFS shares,
200-201
planning, 26-33
common options, 28-30
Linux filesystem options,
30-32
Linux requirements,
27-28
for PCs, 26-27
real world scenario, 31
type codes, 193
passwd command, 141-142, 169
password requirements, 155
Password Authentication
Protocol (PAP), 325
password cracking programs, 156
passwords, 131
BIOS, 376, 460
chage command for
parameters, 144
encrypted for Samba, 337
enforcement, 155-157
on floppy disks, 399
for groups, 150-151
risk reduction for
compromised, 157
security, 415
stolen, 371
patch files, Debian support
for, 253
path, 528
PATH environment variable, 76,
109, 110, 111
payload, 309, 529
PC Card, 463-464, 529
PCL (Printer Control Language),
469, 530
PCMCIA cards, 463-464
performance
of CPU, 9
normal measures, 418-422
CPU load, 418-419
disk use, 420-421
memory load, 420
system statistics
collection, 421-422
Peripheral Component
Interconnect (PCI), 7, 529
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peripheral devices, 529
problem diagnosis, 495-498
Perl, 24
permission bits, 95-96, 529
permission string, 92
permissions. See also file
permissions
daemon process, 285
process, 283-285
searching by, 86
when copying files, 82
Person VUE, xx
Personal Computer Memory
Card International
Association (PCMCIA)
cards, 463-464, 529
personal productivity tools, 20
phishing, 374, 529
physical access, as security issue,
371,375-376
pico, 23
Pine, 350
ping command, 357-358, 361
pipe (1), 90-91, 529
pkgtool utility (Slackware),
254,258
Pluggable Authentication
Module (PAM)
configuration files, 147
for controlling system access,
160-162
Point-to-Point Protocol (PPP), 529
GUI dialer for connecting,
326-328, 327
initiating connection,
324-328
text-based utilities, 325-326
policies and procedures,
documenting, 416-418
POP (Post Office Protocol), 21
port number, 529
ports, 318-319
common on servers, 378-381
open, 359, 396-398
PortSentry, 403
intrusion detection with,
392-393
Post Office Protocol (POP),
21, 529
Postfix, 21, 342-343
PostScript, 12, 469-470, 529
PostScript Printer Definition
(PPD), 478, 530

POV-Ray, 20
power cables, 451
power management, 461-463
ACPI, 461, 462-463, 512
activating kernel support,
461-462
APM, 461, 462, 512
power-on self-test (POST),
489-490
PowerPC distributions, 241
PowerQuest, PartitionMagic, 33
ppc architecture code, 241
PPP connection, initiating,
324-328
ppp-off script, 325-326
ppp-on-dialer script, 325-326
ppp-on script, 325-326
PPP Over Ethernet (PPPoE), 325
pppd utility, 325
Preboot Execution Environment
(PXE), 5, 530
precompiled package, 238
primary boot loader, 40, 530
primary partitions, 26, 530
identifier for, 183
numbering in Linux, 27
print queue, 468, 530
Ghostscript in, 470-471
monitoring and control,
483-486
information display with
lpq, 485
Ipc for control, 486
lprm to remove jobs, 485
using multiple, 477
Printer Control Language (PCL),
469, 530
printer driver, 469, 530
printers, selecting for Linux, 471
printing configuration, 468-486
BSD LPD and LPRng,
472-477
configuration tools,
474-477
[etc/printcap file, 472-474
configuring CUPS, 477-482
printer definitions, 480
web-based utilities,
480-482, 481
Ghostscript, 470-471
Linux printing architecture,
468-469
PostScript, 469-470

%

print queue monitoring and
control, 483-486
information display with
lpq, 485
Ipc for control, 486
Iprm to remove jobs, 485
printing to Windows or
Samba printers,
482-483
running printing system,
471-472
priority for process, 288, 290
privileged ports, 381, 530
problem diagnosis, 489-500
ATA problems, 491-493
core system problems,
489-491
peripherals, 495-498
SCSI devices, 494
unsupported hardware, 498
/proc/dma file, 455
/proc/interrupts file, 455
/procfioports file, 455
process permissions, 283-285
processes, 285-295, 530
CPU use restriction, 291-292
foreground and background,
293-294
kill command, 292-293
ps to examine process lists,
286-291
statistics on, 422
top, 289-291
processor. See CPU (central
processing unit)
Programmed Input/Output
(PIO), 457, 530
programming tools, 24
programs
documentation, 438-439
launching, 76-77
project groups, 153-154
protocol stacks, 309-313, 530
OSI model, 310, 311
TCP/IP, 311-312
TCP/IP alternatives, 312-313
protocols, ports used by, 379-380
proxy filters, 377
proxy servers, 23
ps command, 276, 286-291, 296
interpreting output, 287-289
options, 286-287
PS1 environment variable, 111

e
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PS_PERSONALITY
environment variable, 287

pull mail protocol, 340, 530

pump DHCP client, 320

push mail protocol, 340, 531

pwck command, 159

pwconv command, 158, 170

pwd command, 81, 120

PWD environment variable, 110

pwunconv command, 159, 170

Python, 24

Q

QTParted, 188, 188
question mark (?), as wildcard, 80
queue for mail, 343
quotacheck command, 167, 170

RAID (redundant array of
independent disks), 28,
204-208, 531

array design, 205-206
forms, 205
Linux configuration, 206-208

raidtools package, 206

RAMbus dynamic RAM
(RDRAM), 9, 531

random access, 531

random access devices for
backups, 214

random access memory (RAM),
6,9-10

evaluating use, 191
problems, 489
vs. swap space, 191

ray tracing programs, 20

rc-update utility, 272

RDRAM inline memory
modules (RIMMs), 9, 531

read-only memory (ROM), 6

README files, 438-439

rebuilding packages, 238-240

recovery, with backups, 223-225

recursive copy, 82

recursive file listing, 80

Red Hat Linux, 17, 241. See also
RPM packages

PS_PERSONALITY environment variable — Samba 553

user private group, 153
redirection, 90-91, 531
redundant array of independent
disks (RAID). See RAID
(redundant array of
independent disks)

refresh rate, X server
configuration for monitor,
59-60

regular expressions, 531

in grep command, 89
ReiserFS, 31, 531
relative directory name, 81, 531
release kernel, 531
release number (build number),

241,514
remote access server setup,
configuring, 339-340
remote configuration tools, 23
remote login access, 162

by root user, 165
remote login servers, 22, 531
remote server, for log files,

428-429
remote system administration,
351-355

file transfers, 353-354

GUI logins, 353

protocols, 354-355

text-mode logins, 351-353
remote use of X programs,

346-347
removable magnetic disks, 181

as backup media, 215

statistics, 214
removing files, 83-84
renice command, 292, 296
repquota command, 167, 170
Requests for Comments (RFCs),

312,532
restart startup script
command, 271
rexec tool, 353
ribbon cable, 451-452, 532
rlogin tool, 352-353
rm command, 83-84, 120
rmdir command, 85-86, 120
RMON (Remote Monitoring)
protocol, 354
Rock Ridge support, 213
root (/) directory, 28, 532
/root directory, 28
root DNS servers, 336, 532

%

root filesystem, 532
root kits, 394, 532
root partition, 28, 532
for GRUB, 48
root password, 39
security and, 371
root user, 170. See also
superuser account
dangers, 171
and passwd command, 142
system access control,
165-166
rooted, 532
rotating log files, 425-428
route command, 350, 361
router, 532
routing, 350-351
information about, 359
Roxen, 21
rpm command set, 243-246, 296
common operations, 243-244
common options, 244-245
query output, 246
RPM Package Manager, 15,
236, 532
checksums, 394-395
information about
packages, 237
vs. other package formats,
246-247
upgrades, 243
RPM packages, 240-247
compatibility issues, 242
distributions and
conventions, 240-242
RPMFind web site, 247
RS-232 serial ports, 466
interface problems, 497
.rules files, for Snort, 391
runlevels, 54, 269, 277-279, 532
init or telinit to change,
277-279
permanent change, 279
role, 277

S

Samba
for file delivery, configuring,
336-338
printers, 482-483
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system access control,
163-164
user lists, 148
Samba Web Administration Tool
(SWAT), 354, 355, 532
SANE (Scanner Access Now
Easy), 488-489
sar program, 421-422, 442
saving changes in Vi, 106
/sbin/halt, 399
/sbin/shutdown, 399
scanimage command, 502
scanners, 487-489
Linux software for, 488-489
scheduling jobs, 280-283
with at, 282-283
creating system cron jobs,
280-281
creating user cron jobs, 282

firewall configuration,

376-386
common server ports,
378-381
iptables tool, 381-386
Linux software, 378
location in network,
377,377

imposing user resource

limits, 400-401

intrusion detection, 389-396

with chkrootkit, 394
log monitoring, 395-396
with package manager
checksums, 394-395
with PortSentry, 392-393
with Snort, 390-391, 392
symptoms, 389-390
with Tripwire, 393-394

partitions and, 28
physical access, 375-376
root account and, 171
super servers, 387-389
access control via TCP

cron role, 280
scientific data acquisition, 5
scientific programs, 20-21
SciGraphic, 21
script kiddies, 394, 532
scripted installations, 37 Wrappers, 387-388
scripting languages, 24, 533 access control via xinetd,
scripts. See also shell scripts; 388-389

SysV scripts for system cron job
Common Gateway Interface directories, 281
(CGI), 344-345 Telnet and, 22
for firewall, 378 with user accounts, 154-160

for network connections,
325-326
scrolling previously used
commands, 78
SCSI (Small Computer System
Interface) devices, 3, 181,
457-458, 534
performance, 11
problem diagnosis, 494
searching
log files, 433-434
in Vi, 105
Second Extended Filesystem
(ext2), 30, 533
secondary boot loader, 40, 533
Secure Shell (SSH), 22, 533
security
auditing, 396-400
check for open ports,
396-398
verifying installed files
and packages, 400
exam essentials, 402-403

disabling unused
accounts, 158

risk reduction for
compromised
passwords, 157

shadow passwords,
158-160

user password
enforcement,
155-157

user accounts with 0 UID, 137
vulnerability sources,

370-374
denial-of-service
attacks, 373
encryption issues,
373-374
human element, 374
local program bugs,
371-372
physical access, 371
server bugs, 372-373
stolen passwords, 371

%

sed command, 106-108, 120
in shell scripts, 114
sendmail, 21, 341-342
queue management, 343
Sentry Tools package, 434
Sequenced Packet Exchange
(SPX), 312, 533
sequential access, 533
for backup devices, 214
Serial ATA (SATA), 11,
456-457, 533
problems, 491
Serial Attached SCSI (SAS), 11,
458,533
serial port, 14
server bugs, 372-373
Server Message Block/Common
Internet File System
(SMB/CIFES) protocol suite
accessing shares, 200-201
Samba for, 163-164, 336
Server Message Block (SMB),
22,533
servers, 533
vs. clients, 319
common ports, 378-381
configuration, 329-346
DHCP for IP address
delivery, 333-335
DN for hostname
delivery, 335-336
mail servers, 340-343
NFS for file delivery,
338-339
remote access server
setup, 339-340
Samba for file delivery,
336-338
super servers, 329-333
web servers, 344-346
hardware requirements, 3—4
programming tools on, 24
software needs, 21-23
user lists, 148
services
ports used by, 379
removing from computer, 273
starting and stopping,
269-277
custom startup files,
276-277
editing inetd.conf file,
273-274

e
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editing xinetd.conf or
xinetd.d files,
275-276
with SysV scripts,
269-273
set group ID (SGID) option, 97,
283,533
bugs in programs, 371-372
finding programs using,
284-28S5
risk from, 284
set user ID (SUID) option, 96,
283,533
bugs in programs, 371-372
finding programs using,
284-28S5
risk from, 284
setenv command (tsch), 109, 120
setfacl command, 101-102
setserial command, 466-467
shadow passwords, 132, 157,
158-160, 533
Jetc/gshadow file to store, 151
shadowing, 460
share, 533
shell, 534. See also command shell
SHELL environment variable, 110
shell scripts, 112-118, 534
beginning, 113
conditional expressions,
117-118
external commands, 113-115
variables, 115-117
shell shortcuts, 77-78
"shoulder surfing," 157
shutdown command,
278-279, 296
signal, 534
SIGTERM signal, 278
Simple Mail Transfer Protocol
(SMTP), 21, 340, 373, 534
Simple Network Management
Protocol (SNMP), 534
Single Inline Memory Module
(SIMM), 9, 534
Slackware Linux, 17
file database, 254
tarballs for distribution, 255
slave in PATA chain, 455, 534
slocate command, 87
Small Computer System
Interface (SCSI) devices, 3,
181, 457-458, 534
performance, 11

set group ID — swap file 555

problem diagnosis, 494
Small Outline (SO) DIMM, 9, 534
smart filter, 470-471, 534
SMB/CIFS (Server Message

Block/Common Internet
File System), 336

printer queue, 482-483

shares, 200-201
SMB (Server Message Block), 22
smbclient program (Samba), 200
smb.conf file, 336-337
smbd server, 336
smbmount program (Samba),

200, 226
smbpasswd utility, 337
smbumount command, 226
SMTP (Simple Mail Transfer
Protocol), 21, 340, 373, 534
SNMP protocol, 354
Snort, 403
intrusion detection with,
390-391, 392
social engineering, 374, 534
soft links, 84-85, 534
software, 15-26
server programs, 21-23
validating requirements,
25-26

workstation programs, 18-21
software modem, 14, 534
solid-state storage,

removable, 181
sound cards, 14
SoundBlaster-compatible sound
cards, 455
source code
available formats, 239
compiling, 258-262
procedures for, 259-260
source package, 238, 535
source RPMs, 239, 535
spam, 373, 535

open mail relays and, 340
SPARC CPU, 9
spawn, 535
specialty accounts, deleting, 158
speed of drive interface vs.

device, 10
splash image, for boot process, 48
spool directory, 535
spreadsheet software, 19
Squid, 23
src architecture code, 241
SSH protocol, 352

%

iptables configuration for
traffic, 386
vs. Telnet, 340
SSH server, login access, 162
stable kernel, 535
standard input, 90, 535
standard output, 535
standby mode, 462
StarOffice, 19
start command, 271
start of log files, tools to
check, 432
starting services
custom startup files, 276-277
with SysV scripts, 269-273
startup scripts, 112, 535
problems, 269
state, for network
connections, 384
stateful packet inspection,
384, 535
static IP addresses, configuring,
321-323
sticky bit, 96, 97, 535
stolen passwords, 371
stop command, 271
stopping services, with SysV
scripts, 269-273
storage devices. See also
backups; partitions
hardware configuration,
182-184
types, 180-182
Storm Package Manager, 262
string replacement, in Vi, 105
striping, 205
su command, 169, 170-171, 284
subdomains, 316, 535
subnet mask, 315, 535
sudo command, 169, 171
Super DLT, 215
super servers, 273, 387-389, 535
access control via TCP
Wrappers, 387-388
access control via xinetd,
388-389
configuring, 329-333
role, 329-330, 330
superuser account, 133-134, 535
SuSE Demo, 499
SuSE Linux, 17
demo version as CD, 224
suspend mode, 462
swap file, 192-193, 535
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swap partition, 29, 31,
193-194, 535
swap space, 184, 420, 535
adding, 190-194
real world scenario, 191
statistics on, 422
swapoff command,
192-193,227
swapon command, 192, 227
SWAT (Samba Web
Administration Tool),
354, 355
switch for network, 308,
309, 536
symbolic links, 84-85, 534
permissions, 96
symbolic modes, 98-99
sync command, 200
syslogd daemon, 423
system access control, 160-167
FTP access, 162-163
login access, 162
NFS access, 163
root access, 165-166
Samba access, 163-164
via PAM, 160-162
system administrator, home
directory, 28
System Commander, 41
system-config-packages
command, 296
system configuration
documentation, 412-418
administrator's log, 414-415
backups, 415-416
installation, 413-414
system cron jobs, 280, 536
creating, 280-281
system resources, for compiling
source code, 259
system statistics collection, as
performance measure,
421-422
System V (SysV), 536
syststat package, 421-422
SysV scripts
for DHCP server startup, 333
problems, 269
starting and stopping services
with, 269-273
startup, 536

T

Tab key, for filename
completion, 77-78
tail command, 90, 432-433, 442
tape drives, 13
as backup media, 214, 215
mt command for, 220-221
statistics, 214
tar command, 216, 218-220,
227,296
for configuration file
backup, 415
tar command set, 255-257
qualifiers, 256-257
tarballs, 15,237, 254-258, 536
compiling vs. packaging, 239
file list for, 257
and installed file database, 238
vs. other package formats,
257-258
vs. RPM, 247
.tar.bz2 file extension, 254
.tar.gz file extension, 254
.tbz file extension, 254
TCP/IP, 311-312, 537
alternatives, 312-313
TCP Wrappers, 275, 378
access control via, 387-388
tepd program, 387, 403
tcsh shell, 24, 75
telinit program, 54, 296
to change runlevels, 277-279
Telnet, 22, 339, 536
security issues, 162, 351
telnetd, 22
TERM environment variable, 111
terminal program, 324, 536
termination of SCSI chain,
457,494
testing network connections,
357-358
TeX, 19
text-based installations, 37
text editors, 23-24, 536.
See also Vi
for composing mail, 349
for viewing log files, 432
text-mode commands, 74
exam essentials, 119
.tgz file extension, 254
theft of hardware, 375
thin clients, 5, 536

%

Third Extended Filesystem
(ext3), 31, 536
Thomson Prometric, xx
thttpd, 21
tilde (~), for home directory, 81
time
indicators for cron jobs,
280-281
Linux install settings, 38
timeout, for booting default
08, 48
/tmp partition, 30
Token Ring, 307, 536
Tom's Root/Boot disk, 36
top-level domains, 316
top tool, 289-291, 290, 296, 419
traceroute command,
358-359, 361
Transmeta, 8
Transmission Control Protocol/
Internet Protocol (TCP/IP),
311-312, 537
alternatives, 312-313
Travan tape drives, 215, 216
Triple Data Encryption Standard
(3DES), 159, 537
Tripwire, 403
intrusion detection with,
393-394
Trivial File Transfer Protocol
(TFTP), 537
server, S
troubleshooting.
See problem diagnosis
tsch shell, setting environment
variables, 109
TurboLinux, 17
Tux Racer, 20
tw.cfg file, 393
twinstall.sh program, 393
tw.pol file, 393

U

UHCI (Universal Host
Controller Interface), 465

UIDs. See user IDs (UIDs)

umask command, 100-101, 120

umount command, 199-200, 226

Universal Disk Format (UDF),
32,213

Universal Host Controller
Interface (UHCI), 465

e
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Universal Serial Bus (USB), 537.
See also USB (Universal
Serial Bus) devices

Unix, killall command, 293

Unix Filesystem, 32

unlocking user accounts, 142

unmounting partitions, 199-200

unprivileged ports, 381, 537

unsupported hardware, 498

unused accounts, disabling, 158

Update Agent (Red Hat), 264

upgrades of Debian packages,
250-253

uptime command, 291, 419, 442

USB (Universal Serial Bus) devices,
5, 14, 464-465, 537

interface problems, 497
user accounts, 39, 130-135
adding, 139-141
deleting, 148
disk quotas, 166
modifying, 141-147
in multitasking system,
132-133

in multiuser system, 131-132
superuser account, 133-134
usernames, 135

user cron jobs, 280, 537
creating, 282

User Datagram Protocol
(UDP), 312

USER environment variable, 110

user IDs (UIDs), 91, 131, 537

coordinating across
systems, 138
mapping, 136-137
searching by, 86
user management, 537
account security, 154-160
disabling unused
accounts, 158
risk reduction for
compromised
passwords, 157
shadow passwords,
158-160
user password
enforcement,
155-157
common strategies, 152-154
multiple group
membership, 154
project groups, 153-154
user private group, 153

Universal Serial Bus — web resources 557

exam essentials, 168-169
filesystem quotas, 166-167
groups, 135-136
adding, 149
deleting, 152
modifying information,
149-151
home directory, importance,
138-139
mapping UIDs and GIDs,
136-137
system access control,
160-167
FTP access, 162-163
login access, 162
NFS access, 163
root access, 165-166
Samba access, 163-164
via PAM, 160-162
user accounts, 130-135
adding, 139-141
deleting, 148
modifying, 141-147
in multitasking system,
132-133
in multiuser system,
131-132
superuser account,
133-134
usernames, 135
user mask (umask), 100, 537
user private group, 153, 537
user resources, imposing limits,
400-401
useradd command, 139-141, 169
userdel command, 148, 169
usermod command,
142-143, 169
for groups, 150
usernames, 92, 131, 135, 537
users, educating about
passwords, 156
/usr/local partition, 29
/usr partition, 29
/usr/src/linux/.config file, 414

\"/

validating requirements for

software, 25-26
/var/lib/dpkg directory, 237
/var/lib/rpm directory, 237
[var partition, 30

%

/var/spool/cron directory, 280
variables, 538. See also
environment variables
in shell scripts, 115-117
verifying installed files and
packages, 400
Vi, 23, 102-106, 104
basic text-editing
procedures, 103-105
launching and loading
file, 104
modes, 103
saving changes, 106
video hardware, 7, 12-13
video acquisition boards, 14
video card chipset, 51
determining, 50-52
video card option settings,
60-61
video input, 4
Video4Linux project, 4, 14
viewing files and directories,
75-76
Vim, 103
virtual filesystem, 538
virtual hosting, 345, 538
Virtual Networking Computing
(VNC), 347
virtual terminals (VTs), 133, 538
VirtualDocumentRoot
directory, 345
virus scanning, 394
visudo command, 171
VNC (Virtual Networking
Computing), 347
VueScan, 488

)]

web browsers, 19
web resources
CUPS utilities, 480-482, 481
desktop environments, 19
on Ghostscript, 471
GNU/Linux Printing Web
page, 474
for GRUB, 47
hardware compatibility lists,
498-499
as help resources, 439-440
on IPv6, 313
Linux distributions, 16,17, 18
Linux Printing web site, 480

e
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office tools, 19

on PC cards, 464

for RPMs, 247

scanner software, 488

on security issues, 370

on X servers, 52
web servers, 21

configuring, 344-346
Webmin, 23, 354
whatis command, 437, 442
whereis command, 88, 120
Wi-Fi (802.11b), 308
wildcards, 538

in Is command, 80-81
window managers, 18, 538
Windows

report on video card chipset,

50, 51
sharing Linux files and
printers. See Samba
Windows printers, 482-483
wireless protocols, 308
word processors, 19
WordPerfect, 19
workgroup parameter, in
smb.conf file, 337

workstations, 538

hardware requirements, 3

software needs, 18-21
write permission

for directories, 96

in Samba, 338

X

X-based program, launching, 77
X-CD-Roast, 209, 210, 210-212

X client, 50, 538
X configuration, 39
after installing Linux, 50-63
monitor options, 59-60
screen options, 62-63
selecting X server, 50-54
video card options,
60-61
X Display Manager (XDM), 538
X Multimedia System, 20
X server, 538
installing, 53-54
starting, 55
X sessions
tunneling, 22
virtual terminals (VTs)
and, 133
X Window System, 12,
18-19, 538
remote use of programs,
346-347
x86 CPUs, 8
Xandros Linux, 17
Debian packages, 247
XAnim, 20
Xconfigurator command, 55, 65
XEmacs, 23
xf86¢fg command, 56, 61, 65
XFree86, 12,13, 52-53, 65, 538
font directory, 57
Xi Graphics, 53
Ximian Evolution, 19, 348
xinetd program, 275-276, 387
configuring, 332-333
super server access control
via, 388-389
xman program, 437
Xorg command, 53, 65

X.org-X11, 12, 13, 52-53, 538
font directory, 57
xorg.conf file
Device section, 61
keyboard configuration, 58
manually editing, 56-57
Monitor section, 59
mouse configuration, 58-59
path configuration, 57
Screen section, 62
ServerLayout section, 62-63
XSane, 489
xterm, 538
and starting shell, 75
XV (graphic viewer/editor), 20

Y

yanking text in Vi, 104-105
YaST (SuSE), 264, 323
Yellow Dog Linux, 17, 241
Yellow Pages (YP), 355
yp-tools package, 356
ypbind package, 356

yy comand (Vi), 105

Y4

Zeus, 21

Ziegler, Robert, 378

zip utilities, vs. tar, 254

ZipSlack distribution, 36, 499
for emergency recovery, 224




