Chapter

Background

i1 Definition of a Technical Report

In the scientific and technical cominunity, the term “report” 12 applicd to a
number of documents that, oftentimes, bave common elements, such as an
abstract, and sharc a colleclive purpose—to inform a specific audience
about a particular subject. They range from the formal to the informal.
However, a traditional scientific and technical report or. simply, technical
report, as it is commonly known, is unique among reporls. (“Scientific and
technical report™ and “techaical report™are used interchangeably amongthe
various scientific and technical disciplines and in the related standards; the
terms are essentially synonymons. For brevity, “technical report” will be
used hereinafter.)

By definition, technical reparts “copvey the results of hasic ar applied
research and support decisions based on those results. A [technical] report
includes the ancillary information necessary for interpreting. applying, and
replicsting the results or lechniques of an investigadon. The primary pur-
pases of such a [technical] report are to disseminate the results of scientific
and technical research and to recommend action.™ {As explained later in
this chapier, the term “technical report” has become more inclusive and Jess
restrictive and includes documents that do not necessarily fit this defini-
tion.})

A technical report iy similar to o techmeal or scientific paper. Both are an
integral and essential part of research, and, by definition, both should pro-
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vide enough infermation so thal an experienced and knowledgeable investi-
gator in the same ficld could repeat the described procedure and nbtan the
same resuits.

The differences between a technical report and a scientific paper are few
Lt noteworthy., A technical report often has a limited distribution within an
organization and, therefore, a imited readership. A scientific paper 15 usaal-
ly published in a journal, which, for the most pard, is publicly accessible,
and it may be presented osally at a conference. {Notwithstanding, there are
some journals that publish classified scientific papers.y Technical reporls
tend to be more extensive than scientific papers becanse of page restrictions
10 journals. Occasionally, some technical reports are submitted to journals
for publication ax scientilic papers.

While the accompanying information contained in the front and back
matter of technical reports distingpishes them from scientific papers, the
core elements of technical reports and scientific papers are closely related,
i.e., they contain an introduction, a section on materials and methods used,
a section discussing the results obtained, and a scction presenting the con-
clusions reached, However, a technical report reflects an organizational ef-
fort, as opposed to an individual or personal effort. As such, it should addi-
ilonally comain a summary (in addition to an abstract) or, as it is more
commonly known, an executive sunmmary, which is intended to read by
management within the particulur organization sponsoring the work, and a
recommendations section, which prescribes a future course of action for de-
cisionmakers within the same orgaoization,

Technical manuals, whick are commonplace in the defense community,
“are publications that contain instructions for the installation, operation,
maintenance, training, and support of weapon systems, weapon system
components and support equipment.”® Technical manuals should not be
conlused with or presented as technical reports, which serve a different pur-
pose. Occasionally, portions of a techaical manual may be incorparated into
or appended 10 o technical report. This usually occurs when, as a result of
rescarch findmgs, a technical manual requires modification.

Waraings, cautions, and notes freguently appear m technical manuals to
highlight certain information; their use in technical reports is rare and
should only cccur when they are part of an incorporated oy appended tech-
nical manual, They should not be used to kighlight other portions of a tech-
nical report. Further gnidance on warnings, castions, and notes is provided
in MIL-STD-387234.% Figure 1-1, derived from MIL-STD-38784. shows a
warming, caution, and note and provides a description of cach.
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WARNING

Highlights an essential operating or maintenance
procadure, practice, condition, statement, etc., which, if
not strictly observed, could result in injury to, or death
of, personnel orf long term health hazards.

Highlights an essential operating or maintenance
procedure, praciice, condition, statement, etc., which, if
not strictly observed, could result in damage to, or
destruction of, equipment or loss of mission
effectiveness,

NOTE

Highlights an essential operating or maintenance
procedure, candition, of statement.

Figure 1-1. Warning, Caution, and Noie

Memorandums are often incorrectly substituted for technical reports. By
definition, a memoranduwm is an ioternal docoment, A memorandum may
appear sisuilar to a technical report and eventually evolve into a technical
report, but because of iis fransitory nature it does not. in itself, merit the
significance or retain the permanence of a technical report.

Other techpical documents “such as brochures, proposals, reliability
plang, safety plons, viewgraph compifations, conference proceedings, com-
puter programs, cngineering change proposals, and specitications”™ also
serve a different purpose than techaical repords and should not be confused
with or presented as such.

Because of category imilations oo the various types of technical docu-
menty, some are often {oosely considered technival reports and some, in
fact. have been included in databases such as the Defense Technical Infor-
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matan Center’s (DTTC sy technieal report database. Regardless, a distine-
tion shiruld be made beyween technical reports and other technical docu-
ments.

The delinition of a technical report has, in itselt] not always been stan-
dard and has changed over timie, as have the varions standards addressing
technical reports.

1.2 Standards

1.2.1 History

The Department of Defense (DoD) began an iniliaiive years ago to replace,
where possible, military standards with industry standands. Osiginally,
MIL-STD-847, “Format Requirements for Scientific and Technical Re-
ports Prepared by or for the Depurtment of Defense,” cstablished guide-
lines on how to prepare a technical report for DoD. MIL-5TD-5847 15 a
relatively brief document that is less claborative than its snecessor industry
standards and now clearly dated; it does, however, provide some guidance
regarding classified technical reports.

MIL-STD-547 defipes a techoical report as a docnment that “encom-
passes the evaluated relevant facts on a study or phase of a study of a partic-
ular art, science, profession, or trade, and stands as a permanemt official
record in u formal document.”® Interestingly, this definition of a technical
reporl may more accuratety describe what a technical report is currently
considered, as discussed later in this chapter. The absence of 4 phrase re-
garding the need for “ancillary information necessary for interpreting, ap-
plving, and replicating the resulis or techmiques of an investigation™ is
noteworthy and wdicates the evolutionary nature of the definition of a tech-
nical report that would eventually be changed when an industry standard
superseded the military standard.

ANST Z39.18-10987, “Scientific and Technical Repoits - Organization,
Preparation, and Production,” which superseded  MIL-STD-847, was
sponsored by the National Information Standards Organization (NSO}, ap-
proved by the American National Standards Institute (ANSI}, and adopted
by DoD. ANSI 7Z39.18-1987 defines a techinical report as “u publication
designed to convey the results of basic or applied research,™ ANSI
739 18-1937 introduces the statement that a techoical report bicludes “the
anctllary information necessary for the interpretation, application, and repii-
cation of the results or techniques of an investigation.” However, it does
Aot contain the phrase “and support decisions based on those resuits.”™ This
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phrase, which highlights the tole of management in technical reporting, was
added in ANSINISO £39.18-1995,

ANSENISO Z39.18-1945, “Scientific and Technical Keporis—Ele-
ments, Organizafion. and Design,™ was developed by NISO, approved by
ANSE, and adopted by DoD. ANSINISO Z3918-1995 closely resemblesy
its predecessor. ANST Z39. 18- 1ORT, in layout and appearance. ANSINISO
Z39.15-1995 “establishes guidelines for the elements, organization, and de-
sign of scientific and technical reports.™ The guidelines in ANSINISO
£330 18-1995 pertain exclusively to print (paper and ink) technical reporis,
and, as such, ANSI/NISO 739, 18-1995 soon became limited in its applica-
tion with the imereasing number of technical reports being prepared and pre-
sented electronically,

The staadard on techiical reports entered the electronic or digital age
with the issuance of ANSENISO £39.18-2005, “Scientilic and Techaical
Reports - Preparation, Presentation, and Preservation,”™

i1.2.2 ANSI/NISO 239,18-2005, “Scientific and Technical
Reporis - Preparation, Presentation, and Preservation”

As stated in the preface, ANSINISO Z39.18-2003 is the current Dob stan-
dard for technical reports. and, like its predecessor, it was developed by
NISO and approved by ANSI. ANSI/NISO Z239.18-2005 "outlines the ele-
ments, organization, and design of scientific and technical reports, inciud-
ing guidance for uniform presentation of front and back matter, text. and
visnal and tabular material io print and digital formats, as well a3 recom-
mendations for multimedia [technical] seports.™

While continuing to provide guidance that closcly resembles ANST/
NISO Z39.18-1995 on how 1o present prinl 1echnical reports, ANSI/NISO
Z39.18-2005 is an otherwise significant departure from its predecessorn
ANSI/NISO Z39.158-20¢005 discusses the evoletion of the organization of a
technical report from “a content-based 10 a wser-based organizational pat-
tern.”? As part of this discussion, the standard introduces “metadata” to the
standard. Metadata “refer 1o information about information o, equivaleatly,
data sbout duta.”? A thorough description of metadata is provided by NISO
in “Understanding Metadata 1"

To fwther detine the term, ANSEI/MNISO Z39.18-2005 draws a distinciion
between content and meiadata: “The bady ol the [technical] report, with its
discussion of methods, results, and conclusions, is content. Apy informa-
tion that helps the user find, assemble, and properly attribute the [technical |
reporl is metadata.”=
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ANSINISO 739.18-2005 emphasizes the significance of metadata and
describes their three classes: descriptive, structural, and administrative.

Metadata are a significant matter . . - because of the large amount and
diversity of daia represenfed. The quantity and diversity of {technical]
report conlent and format presented information management chal-
lenges i an era when |techaical] reports were published exclusively
on paper; 1o the digitol age these challenges have multiplicd consider-
ablv. A scientific [and] technical report that does not tuke metadata
into account has no readily-found identify and will not be used. To
avold this problem, compilers of Jtechnical] teports must provide me-
tadata in three broad classes: descriptive, structural, and administra-
tive.

Descriptrve metadata . . . convey information that helps the user find a
[technical] report and distingnish it from other similar ones. . . . Such
metadata inclode the title and creator {author), as well as any kev-
words or subject references.

Structural metadata explain the relationship between parts of multipart
ohjects and enhance iaternal navigation. Such metadaia include a tabie
of contents or Jist of figures and talles.

Administrative metadata support maintaining and archiving [techni-
cal] reports and ensure their long-term availability. . . . Such metadata
include type and version of software nsed 1 preparing the |technicai]
report and rights-management requirements.?

Descriptive and siructural metadata are integral parts ot any good techni-
cal report—print or digital, Administrative data relate, primarily, to digitat
technical reports.

Acknowledging if not acquicscing to the evolving nature of what consti-
tutes a “technical report.” ANSINISO Z39.18-2005 docs noi attemipt 1o
define a technical report. Furthecmore, it alse states that “there is no single
format [regarding technical reports| that authors should use.™ Notwith-
standing, ANSTNISO Z39.18-2005 hasically repeats the conventional for-
mat fortechnical reports presented by ANSUNISO Z39, 18- 1995, however,
it also prescribes optional, shortened formats.

ANSENISO 739.18-2005 discusses “print-specific™ (paper and ink)
technical reports versus “non-print-specific” (totally digital) technical re-
ports, the implication seemingiy being that print technical reports may be
“born digital”® or created electronicalty but, ultimately, are meant to be
printed and, thus, read on paper. (Today, technical teports are rarely, itever,
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hand-written or, for that matter, produced on a typewriter ) Nan-print tech-
nical reports are “born digital”™ and remain digital and are intended 1o be
read or viewed almaost exclusively on screen and, insome instances, heard.
Nop-print techmical reports may comprise muliimedia and employ features
imavaitabie to print technical reports, such as sound and animation. They,
ultimately, present o distinct contrast to the common features of print tech-
nical reports.

The guidance provided herein prescribes two conveniional formats apphi-
cable to any print defense-related techuical report, regardless it it complete-
1y satisfies the traditional definition presented earlier in this chapier. While
the fogic employed in presenting print technical reports may, in certain
instances, be carricd over to non-printtechnical reports, the Jatter, neverthe-
less, remain the exception, not the rule, in the defense community. Further-
mare. toattempt to address all facets of non-print defense-related technicsl
repurts would be challenging if not overwhelming and is, thus, beyond the
scope of this effort,

1.2.3 Related NISO Standards

NISO has developed two other standards related to technical reports: ANSLY
NISO Z39.23-1997" and ANSI/NISG 7.39.14-1907 12

1.2.3.1 ANSIUNISO  Z39.23-1997, “Standard Technical
Report Number Format and Creation”s

ANSEPNISO 239.23-1997 provides formaitting guidance on how to create a
standard technical report number. The same subject is addressed herein, and
an example of a typicel Doy organizational technical report number is pro-
vided, ANSINISO Z£39.23-1997 is referenced in NISO Z39 18-2005 and,
therefore, is part of that standard.

1.2.3.2 ANSINISO Z39.14-1997, "Guidelines for Abstracts”®

ANSUNISO Z239.14-1997 provides guidance on how to write an abstract,
which 15 a required element of a technical repot. Abstracts are addressed
herein, and visval examples of typical abstracts appearing in defense-related
technical reports are provided. ANSINISO Z39.23-1997 is referenced in
NISO Z39.18-200}5 and, therefore, is part of that standard,

ANSINISO Z39.18-2005, ANSUNISO Z39.23-1997. and ANSI/NISO
Z239.14-1997 may be downloaded and printed free of charge at the follow-
ing Web site: www.niso.org or purchased through NISO.

“Revised in 2002,
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1.3 Department of Defense’s Scientific and Technical
information Program

Doby has cstablished and maintains a scicntilic and technicyd information
program {S11P} “1o document the results and outcome of Dol-sponsored
andfor purformed research and cngincering (R&E) and studies efforts and
provide access to those efforts in an etfective muanner consistent with the
Dol mission ™7 As a source of documentation, fechnical reports are an
essential i not the main compovent of Dolds STIP. DoD aittaches special
significance to its STLP:
The Department of Delense shall aggressively pursue a coordinated
and comprehensive STIP, thereby providing masximum contribution to
the advancement of science and technology. The STIP shall permit
timely, effective, and efficient conduct and management of Dol re-
search and engincering (R&E) ond studies programs, and elminate
unnceessary duplication of effort and resources by encouraging ansd
expediting the interchange and use of STI [scientific and technical in-
formation]. Interchange and use of DoD STT is intended to include the
Dol Components, their contractors, other Federal Agencies, their
contractors, and the national and internationai R&E community.™

Scientists and engineers in the defense community should be aware of
their role in couotributing to Dold’s STIP. However, safeguards should be
maintaiaed. Sections 1.4 to 1.7 provide un overview of the responsibilities
of those involved in the process, as well as @ discussion of the various
means of controlling STL

1.4  Publishing Requirementsd

Research, development, test, and evaluation (RDT&E) is the general, inclu-
sive category under which the defense community produces STI. Publica-
tion of RDT&E in the form of a technical report is a fundamental precept in
the scientific and engineering prolession. As such, it attests to the profes-
sionalism of one’s ovganization and increases the stature of its scientists and
CHZINeers,

Teehnical reports are often the unly RDTAE producks seen by high level
military personnel and congressional groups, RIT&E not reported is basi-
cally irrelevant. Technical reports assist congressional comymittees and 130D

Ihdost of the Wnformation n Sections 1.4 10 L6 was obiaimed from the $7¢ Handhbook.S the
information has been updated, expanded, and adapted w zpply to techmical reparts, i par-
ticulur, as apposed 10 ST W general.
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organizations plan how to aliocate funding for RDT&E and determine what
activities should receive funding. Conversely, lack of published RDT&E
can decrcase available funding.

Duplication of RDT&E causes loss of rescarch funds, DoD constders this
wasteful and possibly a maiter to be investigated by an iaspector general.
An andit trail of how public funds have been spent is provided within the
technical reporl. Because a technical report has been reported to DTIC, a
permanent record of RDT&E has been esiablished and Dol)’s expenditure
ot public [unds has been maintained.

1.4.1 Author Responsibilities

Scientists and engineers (authors) in the defense community should comply
with the following publishing reguirements:

+ DD scientists and engineers, ax well as those sclentists and engi-
neers under contract to Dol (industry and acadenia), should publish
the results of RDTE&E in the form of a technical report and submit
the techoical report to DTIC tor inclusion in its iechnical repart data-
hase.

»  Positive and negative results should be published. Specifically, de-
fense community scientisis and engineers should cnsure that all sig-
nificant scientific or technological observations, findings, recom-
mendations, and results derived Irom DoD endeavors, including
those gencrated under coutracts or grants pertinent to the Dol» mis-
sion, that coutribute fo the Dol nr nationa) scientific or technologi-
cal base are recorded.

*  Technical reports should be completed in a timely manner, usually
within 6 months of the conclision of the RDT &L or within & months
of a significant scientific or technological observation. Draft techni-
cal reports should not languish so that sheir relevance is diminished
if oot obsolete.

»  Sciealists and engineers should budget for the costs of editing aad
publishing their technecal reports. Technical editors and illustrators
should, if possible, assist authors in the prepuaration of technical re-
poits. The involvement of technical editors and illustrators 15 usually
dependent upon anthors. While authors are inclined 1o seek the help
of ustrators, they are seemingly reluctant to approach technical edi-
tors for assistance, The prmary job of a technical editor is to evalu-
ate not what is being presenled in a technical report, which is the
rexponsibility of a techoical reviewer (Section 1.5.1), but how it js
being presented. Technical editors usually become involved afier a
drafl has been completed; however, they should begin advising au-
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thors at, preferably, 4n earlier stage in the technmical report process to
allevinge potential problem arcas.

1.4.2 Non-Author Responsibilities

In addition 1o the authors™ responsibilities, others have certain responsibili-
ties with tegard to publishing RDT&E:

+  BSupervisors should ensure that engineers and scientists under their
supervision and those of their DoD contractors publish their RIXT&L
in the form of a technical report.

*  Project and program munagers should ensure that the results of their
projects and programs, respectively, are published in the form of &
technical report. Thev shauld also budget for and fund the publica-
tion of technical reports and coordinate their respective project’s and
Program’s requirenients,

» A contracting officer’s technical represeniative (COTR)Y should en-
sute the results ol contract RDT&E are published in the form of a
technical reporl. Acguisifiion regulations reguire that Dol) contractors
provide technical reports, cousistent with the objectives of the
ROT&E involved, 43 a permanent record of the ROT&E accom-
plished under the contract. COTRs should also include applicable
daia item descriptions {DIDs}) for a technical report in the confract
and ensure that Do) contractors are aware of their responsibilities.

1.5 Review of Technicai Reports

All techmical reports should be reviewed by someons other than the author
before publication; however, technical reporis intended for public release
are required to be reviewed to ensure that they are suitable for public release
and. thus, have the correct distribution staiement, The review process usual-
lv includes the public affuirs office of the performing organization, The in-
dividual responsible for releasing a technical report to the public should be
specifically authorized by the appropriate officials to perioror this feaction.
The purpose of the total review process is te do the following:
«  Check the technical report for rechnical adequacy;
= Verify the classification level of the technicul report and, if the tech-
nical report 18 classified, to ensnre all portions are properly marked
andd all applicable notices dre included:
»  Select the appropriate distribution statement;
*  Determine if export-controlled information bas been included in the
technical report; and
= (Check {or patentable infotmation.
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1.5.1 Technical Review

The purpose of a techatcal review is 1o improve the value of the technical
report by evaluating the scientific and techmicat merit of the work. The role
of a technical reviewer Is to ascertain the techinieal adeguacy of a technicsl
report, As such, the basic conceras of a technical reviewer are to ensure
accurate reporting of the material, reasonable interpretation of the data, and
logical inferences.

Supervisors usually perform a technical review; however, an independent
review of the technical report may be performed by another enginesr or
scientist who 13 a subject matter expert. The technical content is evaluated,
and ways are suggested to improve communication with the intended audi-
ence. While comments rezarding non-techmical matters, e.g., grammar and
punctuation, are wsually welcome, technical reviews should not concentrate
on these aspects of a technical report; they are best lelt to a technical editor
(Section 1.4.1).

A technical reviewer should remain aware of the status of the technology
being reported and shovld, if possible. do the tollowing:

+  Become a subject matter expert on the status of the rechnology 1 the
defense community, including industry and scademiy, and the inter-
naiional arena;

*  Ask the internal securify office for assistance in interpreting sccurity
guidelines:

e ise DTIC and the organization™s hbrary or technical wiormation
center (T1C) for resources and should, ideally, be a regular contribu-
tor to both;

»  Stay aware of independent research and development {([R&D) in aca-
demia and industry;

*  When applicahle, use the local intelligence office to obtain §T1 on
military equipment belonging to U.S, Allics and adversaries;

»  Participate in techinical professional societies; and

»  Use the Militarily Critical Technologies List and provide input to
Dol 1o chanpge the fist as technology changes,

1.5.2 Security Review

The author uswally makes the initial determination concerning the classiti-
cation of the technical report. W the author is in doubt about its classifica-
tion, the orgamzation’s security office should be consulted. Tn deciding if
the information in the technical report is classitied, the following are arcas
that might require classification:

= Performance apd capabilities
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»  Specifications

= Vulnerabilitics

=  Procurement and production plans and schedoles

+  Cperalions.

If the techuical report is classilied, all portions shoutd be properly
marked, the corcect classification source should be cited, and the declassiti-
cation or review information should be correct. If multiple sources are vsed
1o classify the technical report, a list of those sources shonld be included
with the fechnical report. Classified technical reports ure discussed in great-
er detail in Section 1.7,

1.5.3 Distribution Statement Review

The author should muke the initial determination concerning what organiza-
fions can have access to the technical report. This decision then torms the
basis for selecting the correct distribution statement. In making the deci-
ston, the anthor tentatively determines it the technical report can be released
to the public without any restrictions; it so, the techoical report is in the
public domain, where it can he apprapriated by anvone, including foreign
nationals or representatives of foreign indusiries or goverpments.

DoD has the following seven broad RDT&E categories:

*  DBasic rescarch

«  Applied rescarch

= Advanced technology development

*+  Advuanced component development and prototypes

o System development and demonstration

*  RDT&E management support

»  Operational systems development.t®

Two of the RDT&E categories affect whether a technical report inay he
untimited or Himited in its disiribution: basic rescarch and applied rescarch,

Basic research 15 sysiematic study directed wward greater knowledge
or understanding of the fundamental aspects of phenomena and of ob-
servable Facts without specific applications towards processes or prod-
uets in mind. It includes a scientific study and experimentation di-
rected toward increasing fundamental knowledge and understanding in
these fields of the physical, engineering, environmeatal, and life
sciences related 1o long-term national security needs, It is farsighted
high payoft research that provides the basis for technological progress.
Basic research may lead to: {a) subseguent applied research and ad-
vanced fechnology developments in Defense-related technotogies, and
(b) new apd improved military financial capabilities in areas such as
communications, detection, tracking, swrveillance, propulsion, mobil-
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iy, guidance and control, navigation, energy conversion, materials and
structures, and personnel support.

Applicd research is systematic study t© understand the means to meet
a recognized and specific need. It 15 a systematic expausion and ap-
plication of knowledge to develop nseful materials, devices, and sys-
tems or methods, Lt may be oriented, ultimately, to the design, devel-
opment, and improvement of prototypes and new processes to meet
general mission area requirements. Applied research may franslate
promising basic rescarch into solations for broadly detined military
noeds, short of system development. This type of elfort may vary from
systematic mission-directed research beyond that in |basic rescarch] to
sophisticated breadboard hardware, study, programming and planning
etforts that establish the initial feasibility and practicality of proposed
solutions to technolagical chailenges. Tt includes studies, investiga-
tions, and non-system specific technology efforts. The dominant char-
acleristic 18 that applied research is directed toward general military
needs with @ view loward developing and evaluating the Feasibility
and practicabity of praposed solutions and determining their parame-
ters A3

To help determine if work performed under basic research or applied re-
search can be released to the public, basic research may usually be released
to the public until the “state of cmergence™ is evident, Lo, the trassition
has been made from basic research to applied research with specific military
applications. Adter that has occurred, the distribution of the technical report
should he limited. (The distinction between basic research and applied re-
search is a sensitive if not controversial issue in the defense community; a
thurough review process should be conducted before releasing a technical
report to the public)

it the technical repart cannol be released 1o the public, the author should
determine the extent of its availability without additional approval of the
coiirolling organization. The controlling organization is usually the spon-
soring organization or the prepating organization. Distribution sfatemenis
atlow the antkor to limit access of the fechnical report to any of the follow-
ing groups:

» LS. Guvernment agencies

= U5, Government agencies and thelr contractors

+  DoD and U.S. DoD) contractors

+  Dob components

* LLS, Governmieni agencics and private individuals or emterprises eli-

gihle to obtain export-contradled techmical data,
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In addition, the author can comptetely limit access to the technical report
amd require that all requests for the technical report be approved by the con-
tredlling organization.

After the author hay decided on the level of access, the author should
select a reason for the limitation. Reasons for limiting access to a technical
repott are as fnllows:

«  Foreign government information

*  Vroprietary information

s Clritical techoology

*  Test and evaloation

*  Contractor performance evaluation

= Premature dissemination

= Administrative/operational use

» Software documeniation

*  Specific authority

*  Direct military support,

An author’s decision to select a certain distribution statement should be
reviewed and approved by the anthor’s supervisors and any other internal
office that makes the final determination regarding distribution statements.
Technical reports approved for public release should be reviewed and ap-
proved by the appropriate Dol componeat. Distribution statements are dis-
enssed in greater dedail in Chapter 3, Section 3.12.6.

1.5.4 Export Control Review

An author should make a decision regarding expart contrels when deter-
mining a distribution statement. When making the decision, the author
should consider DoDlY's Militarily Critical Technologics List, the Depait-
ment of State’s U.S. Munitions List, the Department of Commerce’s Comn-
merce Control List, and the author’s knowledge concerning the state of the
art of the applicable technology. Export controls are discussed 1a greater
detail in Chapter 3, Section 3.12.7.

1.5.5 Patent and Technology Transfer Review

All defense-related technical reports should be reviewed for inclusion of
STT that can be patented and. if there 15 commercial intecest, transferable as
a techmology to husiness and industry, Financial incentives are often put in
place by various organizations for authors who produce such ST The legal
counsel of the author’s organization showld perform fthe patent review.
{Most large organizations retain patent counsels.j Some lasge organizations
raginiain a technology transfer office, which should be able to review o
techpical report for applicable ST1.
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1.6 Distribution of Technical Reporis

1.6.1 Basic Guidelines

When distributing a technicat report, a secipient other than DTIC and, per-
haps, an organization’s lbrary or TIC should. at a minimum, receive one
paper copy. (DTICs distribuiion requirements are further discossed i Sce-
tion 1.6.2.2.1 and Appendix A, Section A2 1.2; organizational distribution
is discussed in Section 16,273 A digital or electronic copy is provided
an orgapization’s library or THC specifically tequests i to facilitate repro-
duction and preservaiion ar a portion of the technical report is solely elec-
tronic in nature, e, a moellimedia appendix or a software program; other-
wisc, an clectronic copy of the technical report is optional. Occasionally, a
technical report comprises 4 combination of the twa,

With the exception ol DTIC and an organization’s library or TIC, cantion
should be exercised when distnbuting electronic copies of {inal technical
reports. Paper copies are more difficult and, thercfore, less likely to be al-
tered and reproduced without the auther’s knowledge and approval; thus,
the author retains greater control over the technical report’s integrity and
distrihution. Electronice copies of final technicul reports should be saved in
an unalicrable or read-only status before they are distributed.

Electronic coptes of technical repotts may be distributed in a number of
formats; however, a Portuble Document Format (PDF), especially if the
softwire used to create the technical report is wncommeon, is generally the
preferred format. The International Organization for Standardization {(ISO)
published 2 standard in 2005 for archiving PDF files, called PDF/A-1,16
which should facilitate the tong-term preservabon of electronic technical
reports. The standard wmay be obtained from [SO. ISO%s Web site s
www lso.ch/iso/en/ESO0nline.

The preparing organization is responsible for distributing the techmical
report 1o cergain individuals. Only personael with 2 need to know and an
appropriate security clearance should receive a copy of classified and un-
classified, limited distribution technical reports. All technical reports should
be properly reviewed to assign the correct distribution stafement, determine
the classification level, and verify their technical adequacy.

1.6.2 Primary Distribution

Primary distzibution is the initial distribution (intcroal and external) of tech-
nical teporls. e, those copies ol a final technical report distribuied imme-
diately alter printtng or after an electronic copy of the technical report has
been made.
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1.6.2.1 internal Distribution

Internal distribution refers lo distribotion to personnel within an author’s
organtzation. I addition to coples for the asthor and any co-authors, the
internal distribution st should inciude the following: the author’s chain of
command up through the head of the organization, colleagues of the author
who might have an interest in the technical seport, the organization’s Lihrary
or TIC (reference and archival use). and the organization’s legal counsel
{patent counsel}. Stock paper copies should be created for anticipated sec-
ondary distribution; however, large quaniities xhould be onnecessary be-
cause of the ease of electronic reproduction.

1.6.2.2 External Distribution

1.6.2.2.1 General Guidelines

Futernal distribution refers to distribution to individuals and organization’s
outside one'’s own organization. This includes DTIC, sponsois, other DoD
crganizations, and DoD cootractors, including academia. The following
guidelines for external distribution should be used:

a.  The Guvernment-lndestsy Dala Exchange Program (GIDEP) should
be provided a copy, GIDEP is managed by DaN: however. it encom-
passes the entire defense community and s “a cooperalive activily
befween government and industry participants seeking to reduce or
climinate expeaditures of resources by sharing technical information
essentisl dunng research, design, developrent, production and op-
erational phases of the lite cyele of svsterns, facilities and eguip-
ment.”!" Classificd technical reports and technical reports that con-
tain proprietary information should nof be sent to GIDEP. GIDEP’s
Web site is www. gidep.org.

b. If the technical report is classified, the security clearances of any
contractors on the primary distribution list should be veritied to en-
sure they can receive classified information up to the overall classifi-
cution level ol the technical report and they have a need to know the
information revealed in the techuical report. Verification is deone
through DolV’s Defense Security Service (1X58). 115S’s Web site is
wwvw.dss mil.

<. It the technical report contains export-controfled information, the eli-
gibitity of any contractors on the primary distabution list 1o receive
specific export-controlled mbornmation should be verified. Verifica-
tion is done through the Defense Logistics Agency. specifically {he
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Defense Logistics lolormation Scervice’s United States/Canada Joint
Certification Program (JCP). JCP's Web site is www.dlis.dla mily
JCP

d. Transmitial letiers should be prepared if the author's organization re-
guires transmiital jetters for technical teports sent to other organiza-
tiens. Classified technical reports should inflow the appropriate in-
structions regarding mailing clagsified information,

1.6.2.2.2 Secondary Distribution

Secondary distribution refers to requests received atter primary distibution
is completed. Most secondary distribution requests come either in tesponse
to DTICs announcernent and inclusion ob the techmcal repart in its techni-
cal report database or through the use of the technical report as a reference.
Alihough a performing organization may reccive a request for secondary
distribution of a technical repost, it is the regponsibility of DTIC to perform
this task. Reguesters. except those within the anthor’s organization. should
be referred to DTIC.

One of the principal tfunctions of DTIC ig to acquire, store, announce,
retrieve, and provide secondary distribution of DoD STL DTIC services are
avatlable to all components of oD, Dol contractors, other Government
orgautzations al their contractors, grantees, and potential contraciors. Be-
fore DTIC ¢an reiease a limited distribution technical report to someons not
authorized by the assigned distribution statement to receive the technical
report, DTIC most have the approval of the controlling (speusoring) orga-
a1zation identified in the distribution statement. Approval or disapproval is
obtained thyough the use of DTTIC Form 55, f the technical report is classi-
fied or subject to export control reguiations, DT1C verities that the request-
et has the appropriste clearances, le., security and export control registra-
tion, before forwading DTIC Form 55 to the controlling osganization.
Figures 1-2 and {-3 show DTIC Form 55. Figure 1-2 shows the form it-
self; Figure 1-3 shows the instructions for completing it. DTIC Form 55 is
available online at www.dtic.mil/dtic/forms/user_form35. html

1.6.2.2.3 Foreign Distribution

Distribution of rechnical reports to forcign nationals is strictly controlled.
The performing organization™s sccurity office should be consulted before
refessing o technical report fo a foreign national.

Technical reports that flave been cleared for public release may be re-
leased to foreign nationals. Forelgn nationals may be included on the pri-
mary distribution list in technical reports that have been cleared for public
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release after approval by the performiing orgunization’s security office; sec-
emdary distribution requests should be seat to the performing organization’s
security office.

The release of unclassified, Hmited distribution and classificd technical
reports to foreign nationals should be cleared by DoD. Requestx to include
a foreign national on the initial distribution list on vnclassificd, limited dis-
trituition and classified technical repons are evaluated by DobD on a case-
by-case basis; primary and sccondary distribution requests should be for-
warded {0 the performing organization’s secunity office, which will
covrdinate the request with DolD.

1.7 Classified Technical Reports

1.7.1 Description

Classified technical reports contain classitied information, which is “infor-
mation that has been determined pursuant to this order |Executive Order
132892§ or any predecessor order to require protection against unauthorized
digclosure and is marked to indicate its classitied status when in documen-
tary form.”'® While some foreign countries have additional levels of classi-
fication, there are only three levels of classification for U.S. defense-related
technical reports: Top Secret, Secret, and Confidential.

a. Tap Sceret “shalt be applied to 1nformation, the unauthorized disclo-
sure of which reasomably could be expected {0 canse exceptionally
geave damage o Ure national security that the original classification
authority is zble to identify or describe.”t® Examples include infor-
mation whose unauthorized release could result in armed hostilities
wgainst the United States or its Allies, a disruption of loreign rela-
tions vitally atfecting the national secuvrity, the compromise of vital
nativawl defense plans. the disclosure of complex cryplographic and
communications intelligence systems, the disclosore of sensitive in-
telligence operations. and the disclosure of significanr scientific or
technolngical developments vital to naticnal security.!?

b, Secret “shall be applied to intormation, the unauthovized disclosure
of which reasonably could be expected to cause serious damage to
the national security that the original classification authority is able
to identify or describe.”!8 Examples include information whose un-
authorized release could resull in the disruption of foreign relations
significantly affecting the nafional sccurity, the significani impair-
ment of @ program or policy directly related to the national security,
the disclosure of sigmificant nulitury plans or intelligence operations,
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and the disclosure of scientific or technological developments relat-
ing to national security. '

¢, Confidential “shall be applied to information, the unauthotized dis-

closure of which reasonahly could be expected to canse damage 1o
the national security that the origingd classification authority is able
to identily or describe.” 1% Fxamples include information whose un-
authorized releaze conld result in disclosure of ground, air, and naval
torces {e.g.. foree levels and foree dispositions) or disclosure of per-
formance charactenstics such as design, test, and production data of
(1.5, munitions and weapon systems.!?

Most defense-related technical reports are unclassified. A technpical report
should aot be considered for classification unless it concerns one or more of
the following areas listed in Executive Order 1329218

a.  Milifary plans, weapons syskems, or operations;

h, Toreign government information;

c. [Intefligence activities (including special activities), intelligence

sources or methods. or cryptology:

d. Forcign relations or forsign activities of the United States, including
cemfidential sources;

Scienlific. technological, or economic matters relating to the national

scourity, which includes defense aguinst trapsnationa! terrorisn;

t. U5 Government programs for safeguarding auclear materials or fa-
cilities;

g, Volnerabilities or capahilities of systems, instadlations. infrastruc-
tures, projects, plans, or protection services relating to the national
securily, which includes defense against transnational terrorism; or

h. Weapons of mass destruction.

v:".?

1.7.2 Author Responsibilities

An auihor of o classified technical report is vesponsible for (he following:

»  Correctly marking the technical report, including clectronic copies,
50 that no doubt exists about its overall level of classification;

»  Comectly raarking pages, headings, paragraphs, lists. figures and
tables, figure and table titles. and footnotes n the rechnical report;

*  Determining how long the technical report should remaio classified
based on the classification insiruciiony perlineat to the subject mat-
ier;

+  Incorporating any additional meussures necessary to profect the tech-
nicul report. eg, dentifying export-conlrolled infosmarion; and

* Identifying the originator of the techoical report (vsually the prepar-
ing organization).
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1.7.3 Original and Derivative Classification

Original classification involves determining that the material requires
profection trom unusuthorized disclosure and the level of protection re-
guired. These original classification determinations are usuaily issued as
program sccurity classification guides. Subsequently, any lime this matertal
is used in any foom, it is derivatively classificd based on the orginal classi-
fication determination.

Derivative classitication is done by anyone who incorporates, para-
phirases, restates, or generales in new form material that is alreadv classi-
fied. Derivative classification is most commonly done by marking material
according 1o the program security classification guide. Most classified in-
formativon produced by Dol is derivatively classified.

Chapter 3. Section 3.12.8 provides further guidance rcgarding original
and derivative classificanon markings.

1.7.4 Marking Requirements for Classified Technical
Reports

The basic marking requirements for classified technical reporis are as fol-
lows:

s Overall classificanton marking (Top Secrct, Secrct, or Confidential):

required

¢ Classification source of matenal: cequired

*  Declassification date of material; required

¢« Date of origin of material: required

= Office that originated the material: required

*  Distribution statement: required

«  Downgrading date of material: 1f available from source document

« Jotelligence control marking: if required by sowrce document

»  Warning notice: if required by soorce document

«  Export control notice: if required by export documents.

The preceding information should be included on the cover and title page
of a classified technical report. Chapter 3 provides specilic intormation re-
garding these marking requirements.

Chapters 2 to 5 provide further guidance regarding the marking of the
various elements in a classitied technical report.



