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Index
A
A1 notation, cell references (table), 340
Active X controls, unsupported by Excel Services, 85
Add Users, 261, 279
Administration

administrator group, membership and MOSS setup, 32
Central Administration, 140–41
ECS process, maximum size setting, 60
Excel Services Settings, 151–59
international deployment, 184–89
levels of, 207
load balancing, 62–63
monitoring MOSS. See Monitoring
number of sessions, configuring, 54
and Office SharePoint Server, 20
request timeout, configuring, 56
Shared Services Administration settings, 140–41
Trusted Data Connection Libraries, 159–62
trusted data providers, 162–66
Trusted File Locations, 139, 142–50
User-Defined Function Assemblies, 166–69

Adventure Works
accessing, 320–21
KPI connection to cube, 325–26

Alerts
Stop alert, 339
use, steps in, 284–85

Allow Cross Domain Access, 204
Allow External Data, 95–96, 102, 116

as security measure, 206
Always Use Connection File, 95
Anonymous users

allow access, 193
disadvantages of, 202

Application pools
optimizing performance, 135–36
process recycles, setting, 136

Application Programming Interface (API)
A1 notation, reference calls with, 340
capabilities of, 25
closing session, 67
culture settings, 338
custom solutions. See Application Programming Interface

(API) applications
local linking to access, 343
restricting programmatic access, 80
session ID, 338
SOAP Fault message, 339–40
status, return of, 339

Application Programming Interface (API) applications
API web reference, adding, 341
C# console application, 340–41
Calculate, 350–52
CalculateA1, 349–50
CalculateWorkbook, 352
calling API, 341–43
CancelRequest, 347–48
CloseWorkbook, 346–47
GetApiVersion, 344

GetCell, 357–58
GetCellA1, 356–57
GetRange, 354–56
GetRangeA1, 353–54
GetSessionInformation, 345–46
GetWorkbook, 364–65
OpenWorkbook, 344–45
Refresh, 348–49
requirements for, 340
SetCell, 363–64
SetCellA1, 362–63
SetRange, 360–62
SetRangeA1, 358–60
web pages, creating, 380–88

Application servers
large server farm topology, 123
medium server farm topology, 122

Apply Filters, 311
Approval status, content approval, 262–66
Arguments

argument data types, 368–69
user defined function (UDFs), 369–70

Arrays, UDF arguments, 369
Arrow keys, scrolling with, 232
ASP.NET 2.0, 10–11

authentication system, design of, 192
enabling, 32
timeout setting, increasing, 137

Assembly Details, User-Defined Function Assemblies
settings, 167–68

Attacks, external, 101
Attributes, user-defined function (UDF) for adding, 373
Auditing

audit log reports, viewing, 288–89
purpose of, 13, 202, 287
repudiation prevention, 202
types of events, 287
workbook usage, 288

Authentication, 192–93
allow anonymous access, 193
forms, 192
process of, 10–11
spoofing prevention, 199
Windows, 192, 198

Authoring, control of, 259–60
Authorization, 193–94

process of, 11, 193
Automatic calculations, 133, 147
Automatic refresh, 148
Automatic Refresh Data Cache Lifetime, 110–11

B
Base workbooks, ECS memory use by, 130–31
BIFF12. See .xlsb (Excel Binary Workbook) file format
Boolean data type, 368, 371
Bottlenecks, problems/solutions, 135–37
Browsers

chart differences, 88–89
default click, changing, 226–27
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navigate worksheet in, 232–33
sheet rendering differences, 87–88
viewing workbooks. See Viewing workbooks
workbook parameters, changing, 248–50

Business Data Catalog filter, 311
Business intelligence (BI) functions, 16–20

BI portal, publishing reports, 116
dashboards, 305–16
Data Connection Libraries (DCLs), 17
EWA, adding to server home page, 317–18
key performance indicators (KPIs), 18, 300–305
Report Centers, 16, 293–95
Report Libraries, 17, 296–97
SQL Server Analysis Services, 318–29

C
C# class library, creating, 372
C# console application, creating, 340–41
Cache, 57–61

and capacity planning, 132
for charts, 61, 70
disabling, 333
Excel Services Settings, 155
expiration of, 110–11
External Data settings, 148
lifetime settings, 109–11, 148
location of, 203
memory cache, settings, 154–55
and memory optimization, 58–61, 68, 70
objects, 60–61
refresh, 148
security measures, 58
size of, 57, 68
and unused objects, 59–60, 68, 70
user/server operations, 58–59
and volatile functions, 59

Calculation(s)
automatic, 133, 147
CalculateA1, 349–50
Calculate method, 350–52
CalculateWorkbook, 352
calculating on server, 26
and capacity planning, 132–33
data tables exception, 147
with EWA toolbar, 252–53
manual, 69, 133, 146, 206, 252–53
offloading to server. See Offloading workbook calculations
time factors, 8
workbook mode, 146, 206
See also Volatile functions

Calculation Behavior, Trusted File Locations settings,
146–47

Capacity planning, 126–37
calculation intensity factors, 132–33
and concurrent users, 134
defined, 126
external data factors, 132
formatting factors, 133
influencing factors, 127–28
memory factors, 128, 130–31, 136
problems/solutions, 135–37
scaling out/scaling up, 128
and update frequency, 133
and user actions, 133–34
and workbook file size, 129–29

Cells
font installation for, 88
GetCell, 357–58
GetCellA1, 356–57
SetCell, 363–64
SetCellA1, 362–63

Central Administration, 140–41
accessing, 140, 173–74
event traces, 178
Operations page, 174–75
See also Administration

Charts, 63–64
caching of, 61, 70
charting, order of operations, 63–64
display differences, 88–89
grouped, unsupported by Excel Services, 84
maximum size, 71, 145, 206
optimizing performance, 70–71
PivotCharts, 251

Check-in/check-out, 224
versioning, 273–78

Children Trusted, 144, 193, 205
Choice filter, 311–13
Clients

client/WFE connection optimization, 65–66
font installation for, 88
optimizing performance for, 71

Clip art, unsupported by Excel Services, 84
Closing sessions, 54, 338

Close Session Before Opening A New One, 67
CloseWorkbook, 346–47

Code, unsupported by Excel Services, 85
Collaboration, activities, scope of, 14–15
Columns

display of, 232
grouped, expanding/collapsing, 238–39

Command line
Excel Services Settings options, 157
Trusted Data Connection Libraries options, 160–61
trusted data providers options, 165
Trusted File Locations options, 148–50
User-Defined Function Assemblies options, 168

Comments, unsupported by Excel Services, 84
Compute Cluster Server (CCS) 2003, 70, 335

CCS head node, 125
set-up, 124–25, 127

Concurrent users
and capacity planning, 134
defined, 134

Configuration. See Installation/setup
Connecting content, with filters, 19
Connection Encryption, 201
Connections

external. See External data connections
information on. See Data Connection Libraries (DCLs)
network connections, 65–66

Content approval, 262–66
set-up/use, 263–65
workflows approval, 267–70

Content Management Server, 13
Content types

defined, 296
of Report Centers, 296

Context Editor, web page creation, 380–82
Contribute permission, 260–61
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Copy and Print, user permission, 80
CPU

and capacity planning, 128–29, 132, 137
performance optimization, 61, 69

Credentials, 103–9
defining, 105
delegation, 196–97
and external data query, 197–98
and impersonation, 194, 197
integrated/database credentials, 104, 109
Kerberos-constrained delegation, 106–7, 196
multiple hop topologies, 104–5
one-hop topology, 103–4, 196
one-machine topology, 105
opening workbook, 196–97
and process account, 197
single sign-on (SSO), 108–9, 198
spoofing prevention, 199
and trusted subsystem, 196–97
unattended account, 107–8
workbook embedded, 107

Cross-site scripting attack
defined, 204
prevention of, 204

Cultures
data culture, 186, 338
neutral culture, 338
UI culture, 338

Current user filter, 311

D
Dashboards, 305–16

creating, steps in, 306–7
data-bound, creating, 324–25
edit mode, 40
filter workbook on dashboard, 19, 312–15
forecasts, display of, 315–16
functions of, 18–19
key performance indicators (KPIs), configuring, 309–10
Report Center template, 19, 296
spreadsheets in, 7
with SQL Server Analysis Services, 318, 324–25
template for, 306
Web Parts, configuring, 308
workbooks in, 25, 307–15

Databases, external
connecting/querying. See External data connections;

External data queries
database credentials, 104, 109
tampering with data, prevention, 201–2

Database servers. See Servers
Data Connection Libraries (DCLs), 93–96

benefits of, 93
connections, adding to, 94–95
functions of, 17, 93
linked connection path, 96
Trusted Data Connection Libraries, 159–62

Data culture, 186
API setting, 338

Data providers, security measures, 209
Data queries. See External data queries
Data validation

set-up, 86
unsupported by Excel Services, 86

Date filter, 311

DateTime data type, 368, 371
Delegation

credentials, 196–97
spoofing prevention, 199

Denial-of-service attacks, 204–6
defined, 198, 204
forms of, 204, 208, 209
prevention of, 204–6

Deployment topologies. See Topologies
Diagnostic Logging, Unified Logging Service (ULS), 175
Digital signatures

functions of, 80
set-up, 80
unsupported by Excel Services, 80, 196

Display differences. See Browsers
Distribution

spreadsheet problems, 5–6
workbooks. See Workbook distribution

Document encryption
functions of, 80
set-up, 80
unsupported by Excel Services, 80, 196

Document libraries
alerts, 284–85
authorization to open workbook, 193
check-in/check-out, 224
default click, changing, 226–27
downloading mechanism, 57
functions of, 11–12
publishing workbook to, 56
compared to Report Libraries, 296
RSS feed, 285–86
security features, 12
viewing workbooks from, 225–27
See also Data Connection Libraries (DCLs)

E
Edit control block (ECB) menu, trusted file locations, 143
Edit mode, dashboards, 40
Elevation of privilege attack

defined, 198, 207
prevention of, 207

Embedded credentials, 107
Encryption

Connection Encryption, 201
document encryption, 80, 196
Security setting, 151
Windows Encrypted File System (EFS), 58, 203

Evaluation servers
hardware requirements, 30
installing, 32, 38–39
single-server topology, 120–21

Event rules, Microsoft Operations Manager (MOM) Pack,
182–84

Event Throttling, Unified Logging Service (ULS) settings,
176–77

Event Viewer, 177–79
configuration changes to, 177–79
functions of, 177–78
launching, 178

Excel 2007. See Excel Services
Excel Binary file format. See .xlsb (Excel Binary Workbook)

file format
Excel Calculation Server (ECS)

cache, 58–61
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charting, 63–64
communication with WFE, 66
data connections, steps in, 92
data stored, calculation for amount of, 67
ECS process (w3wp.exe process), viewing, 129
external database, query information from, 58
firewall for, 203, 205
functions of, 46–47, 53
installation method, 30
load balancing, 62–65
loading workbook to server, 56–57
memory size, 67–68
requests, 55–56
session state in memory, 55
thread management, 63

Excel client (Excel.EXE)
relationship to Excel Services, 27
and installation, 32

Excel Services
components of. See Excel Services components
custom solutions, 25–26
file formats supported by, 32, 56, 75–76, 95
functions of, 8–9
hardware requirements, 30
installation methods, 29–30
load balancing, 64–65
main components of, 45
multiple machines, scaling to, 61–62
needs not serviced by, 27–28
operations, 53–64
optimizing performance, 64–71
portals/dashboards, creating, 25
running and Office SharePoint Server 2007, 29–30
unsupported features. See Excel Services unsupported

features
users, focus of, 26–27
workbook operations. See Workbooks

Excel Services components
Excel Calculation Server (ECS), 46–47, 50
Excel Web Access (EWA) Web Part, 46–47, 51–52
Excel Web Services API, 45, 52–53
interaction among, 46–47
Office SharePoint Server architecture, 48–50

Excel Services Settings, 151–59
accessing link, 151
command-line options, 157
External Data, 156
Load Balancing, 152–53, 158–59
Memory Utilization, 154–55
Security, 151
Session Management, 153
Workbook Cache, 155

Excel Services unsupported features, 76–86
code/macros, 85
data validation, 86
digital signatures, 80
document encryption, 80
graphics objects, 84
PivotTables, 82–83
query tables, 83
restricted permission, 79–80
shared workbooks, 86
SharePoint lists, 83
sheet protection, 81
Show Formulas mode, 86

Web queries, 84
workbook protection, 81

Excel Viewer page
viewing workbooks in, 227
workbook URL on, 229

Excel Web Access (EWA), 112–15
and capacity planning, 133–34
functionality for visitors, setting, 134
functions of, 46–47
installation, testing, 39–42
interactivity, 113–14, 256–57
periodic refresh, 114–15
refresh on open, 112
row/column default, 133
toolbar. See Excel Web Access (EWA) toolbar
See also Web Parts

Excel Web Access (EWA) toolbar, 251–56
calculate workbook, 252–53
find data in workbook, 255–56
open workbook, 251–52
reload workbook, 254–55

Excel Web Services API, 45
Extensibility

malicious user-defined functions, 207–9
managed user-defined functions, 89

External Data Cache Lifetime, as security measure, 206
External data connections

allowing external data options, 147
connection, steps in, 92
Connection Lifetime, 111, 156
credentials, 197–98
Data Connection Libraries (DCLs), 93–96, 147
Excel Services Settings, 156
External Data Cache Lifetime, 68, 148
performance optimization, 109–12
and PivotTables, 99
refresh, settings, 147–48
security solutions, 99–109
to SQL Server Analysis Services, 319–22
trusted data providers, 96–99
Trusted File Locations settings, 147–48
user defined function (UDFs) for, 99
workbook connections, 95–96

External data queries
business intelligence portal, 116
cache expiration, 110–11
connection aspects. See External data connections
line of business data, 116
maximum number, setting for, 63
parallel execution of, 63
PivotTables, 82–83
publishing workbooks, error message, 223–24
query tables, 83
restricted data, reports on, 116
SharePoint lists, 83
sharing, 60
unsupported features, 82–84

Extranet topology, 124

F
Farm

hardware requirements, 30
large server farm topology, 123
medium server farm topology, 122
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scaling, 61–62
small server farm topology, 121

File access, Security settings, 151
File formats

compatibility pack, use of, 75
for data connection files, 95
and file size on disk, 129
macro-enabled, using with Excel, 76
supported. See .xlsb (Excel Binary Workbook) file format;

.xlsx (Excel Workbook) file format
unsupported by Excel Services, 56, 75–76

File Location tab, 35–36
Filters

Apply Filters requirement, 311
capabilities of, 19
filter part, connect KPI to workbook, 326–28
forecasts, display on dashboard, 315–16
hiding, 311
limiting filtering, 81
out-of-the-box, 19
parameters, defining, 324
PivotTables, 243
tables, filtering data with, 240–42
types of, 311

Find feature, EWA toolbar, 255–56
Firewalls

between ECS and WFE, 203, 205
in multiple-machine topologies, 66
speed issue, 66

Fonts, installation, scope of, 88
Forecasts, display on dashboard, 315–16
Formatting, and capacity planning, 133
Forms authentication, 192
Forms Services, capabilities of, 15–16
Forms toolbars, unsupported by Excel Services, 85
Formulas, display in worksheet, 86

G
GetApiVersion, 344
GetCell, 357–58
GetCellA1, 356–57
GetRange, 354–56
GetRangeA1, 353–54
GetSessionInformation, 345–46
GetWorkbook, 364–65
Global Assembly Cache (GAC), 167
Goals, key performance indicators (KPIs), 18
Graphics Device Interface (GDI), 64
Graphics objects, unsupported by Excel Services, 84–85

H
Hardware requirements, 30
High-end workbooks, performance optimization, 69–70
High-performance computing (HPC) solutions

Compute Cluster Server (CCS) 2003, 70, 124–26
HTML

display differences and browsers, 88
generation for web page, 46–47
workbooks, saving as, 23

HTTP locations
authorization methods, 194
delegation of credentials, 197
downloading mechanism, 57
publishing workbook to, 56

spoofing prevention, 200
viewing workbooks, sending link, 227–29

HTTPS locations (secure connections)
information disclosure prevention, 203
for intranet, 201
speed issue, 65

Hyperlinks
navigation with, 237–38
unsupported by Excel, 237

I
IBM, trusted data providers, 97, 163
ID (identification)

data provider, 164
session ID, 54, 338

IIS. See Microsoft Internet Information Services (IIS) 6.0
Impersonation

delegation of credentials, 194, 197
Security setting, 151

Indexing data, and search, 15
InfoPath, and Forms Services, 15
Informat, 79–80
Information disclosure threat, 202–4

defined, 198, 202
forms of, 202, 208
prevention of, 203–4

Information Rights Management (IRM), permissions, 79–80
Ink annotations, unsupported by Excel Services, 84
Installation/setup, 29–42

ASP.NET 2.0, enabling, 32
configuration wizard, 37–38
of evaluation server, 32, 38–39
Excel 2007 client requirement, 32
Excel Web Access (EWA) Web Parts, 39–42
File Location tab, 35–36
hardware/software needs, 30–31
of IIS 6.0, 31
installation methods, 29–30, 35
Server Type tab, 35
setup wizard options, 33–36

Integrated credentials, 104, 109
Interactivity

EWA settings, 256–57
Navigation and Interactivity settings, 256–57
PivotCharts, 251
PivotTables, 113–14, 243–45
unsupported by Excel, 251

International deployment, 184–89
locale settings, changing, 186–87
SharePoint regional settings, 88
single language packs (SLPs), 183–85
workbook, creating/publishing, 187–89

Intranet topology, 124
I/O

optimizing performance, 70
thread management, 63, 70

ISS. See Microsoft Internet Information Services (IIS) 6.0

J
JavaScripts

client browser caching of, 71
EWA generation of, 46
web page creation, 380–83
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Job scheduler
offloading workbook calculations, 334
Windows Compute Cluster Server 2003, 335

K
Kerberos-constrained delegation, 106–7

forms authentication, 192
Key performance indicators (KPIs), 300–305

Adventure Works cube, connecting to, 325–26
configuring, steps in, 309–10
creating, 300–302
filter part, connecting KPI and workbook, 326–29
functions of, 18, 300
manual update, 303–5
SQL Server Analysis Services for, 325–29

L
Language, foreign, single language packs (SLPs), 183–85
Large farm topology, 123
Libraries. See Data Connection Libraries (DCLs); Report

Libraries
Lifetime settings, cache, 109–11, 148
Lightweight Directory Access Protocol (LDAP), 10–11, 192
Line of business (LOB) applications

connecting to, 116
Links, viewing workbooks, 227–29
Lists, key performance indicators (KPIs), 18
Live Communications Server, 14
Load balancing, 62–65

default, 65
Excel Services Settings, 152–53, 158–59
local method, 62, 152
offloading workbook calculations, 334
retry interval, 153
round robin method, 63, 152
workbook URL method, 63, 152

Local disk, Excel Calculation Server (ECS) uses of, 70
Locale settings, changing, 186–87
Local method, load balancing, 62, 152
Location

Trusted Data Connection Libraries settings, 160
Trusted File Locations settings, 143–44

Locking workbooks, workbook protection, 81
Logging

audit log reports, viewing, 288–89
Event Viewer, 177–79
Unified Logging Service (ULS), 170–77
verbosity and performance, 70

Low-end workbooks, performance optimization, 69

M
Macro-enabled file formats

unsupported by Excel Services, 75–76
using with Excel Services, 76

Macros, unsupported by Excel Services, 85
Malicious author, stealing data, method for, 101
Malicious user-defined functions, 208
Managed-code approach, web page creation, 383–88
Manual calculations, 69, 133, 146

with EWA toolbar, 256–57
as security measure, 206

Manual refresh
defined, 148
Manual Refresh Data Cache Lifetime, 110

Maxconnection attribute, modifying, 137
Maximum Chart Size, 71, 145

as security measure, 206
Maximum Concurrent Queries Per Session, 63, 148

as security measure, 206
Maximum Private Bytes, 60–61, 68
Maximum Request Duration, 70, 145
Maximum Sessions Per User, 153, 205
Maximum Size of Workbook Cache, 155
Maximum Unused Object Age, 60, 68, 155
Maximum Workbook Size, 145

as security measure, 206
MaxUserPort, registry entry for, 136
Medium server farm topology, 122
Memory

base workbooks consumption, 130–31
and capacity planning, 128, 130–31, 136
of Excel Calculation Server (ECS), 67–68
Excel Services Settings, 154–55
fragmentation, avoiding, 136
inactive objects in memory cache, 60, 68, 155
Memory Cache Threshold, 60–61, 68, 154
optimizing performance. See Memory optimization
private bytes allocation, 154

Memory optimization
and cache, 58–61, 68, 70
hardware requirements, 68
and session size, 68
and sessions opened, 67

Method, user-defined function (UDF) for adding, 373
Methods in-process, 343
Microsoft Internet Information Services (IIS) 6.0

authentication, 192–93, 205
connection failure, solution to, 136–37
HTTP compression, use of, 66
installation of, 31

Microsoft .NET Framework 2.0, as installation requirement,
31

Microsoft Office 2007, and Excel Services, 8–9
Microsoft Office Compatibility Pack, 75
Microsoft Office SharePoint Server (MOSS), 9–20

accessing, 9
administration, 20
administrator group membership, 32
auditing capability, 13
business intelligence functions, 16–20
capabilities of, 10
and collaboration, 14–15
content management, 13
document libraries, 11–12
Forms Services, 15–16
installation methods, 29–30
platform requirements, 30–32
records management policy, 13
search, 15
security features, 10–11
single sign-on (SSO) store, 11
Web Part Pages, 11
workflows, 12–13

Microsoft OLAP Services, trusted data providers, 96–97,
163

Microsoft Operations Manager (MOM) Pack, 182–84
rules support (table), 182–83

Microsoft SharePoint Portal Server, 10
Microsoft Software License Terms page, 33–34
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Microsoft SQL Server 2005. See SQL Server 2005
Microsoft Windows Compute Cluster Server (CCS).  See

Compute Cluster Server (CCC)
Microsoft Windows Server 2003 with Service Pack 1, as

installation requirement, 31
Microsoft Windows SharePoint Services, 10
Microsoft Windows SharePoint Services Tracing service,

170–71
Microsoft Windows Workflow Foundation, as installation

requirement, 31
Models, workbook problems, 7–8
Modify Shared Web Part, 40, 134
Monitoring, 169–84

Microsoft Operations Manager (MOM) Pack, 182–84
performance counters, 179–81

MSOLAP.2 driver, limitations of, 98
Multiple machines

load balancing, 66
scaling out, 61–62

Multi-processor machines, scaling up, 61–62
Multi-threaded recalculation (MTR), 63, 70
My Site, for data-sharing, 15

N
Named Item Drop-Down List, 316
Named Item view, 234, 236–37, 316
Navigation

grouped rows and columns, expanding/collapsing, 238–39
with hyperlinks, 237–38
scrolling within worksheet, 232–33
switching between workbook items, 234–37
switching between worksheets, 232–33
worksheet in browser, 232–33

Network connections, 65–66
client/WFE connections, 65–66
with external machines, 66
for Office SharePoint Server machines, 66

Networking operations, thread management, 63
Neutral culture, API setting, 338
New Technology File System (NTFS), as installation

requirement, 31
Nodes, Compute Cluster Server (CCS) 2003 set-up, 125,

127
Non-repudiation, defined, 202
Numeric data type, 368, 371

O
Object data type, 368–69, 371
Object Linking and Embedding Database (OLEDB), 82
Objects, unsupported by Excel Services, 84
ODBC, 164
ODBC DSN, 164
.odc (Office Data Connection) file format, 95
Office Open XML file format. See .xlsx (Excel Workbook)

file format
Office SharePoint Server. See Microsoft Office SharePoint

Server (MOSS)
Offline editing, publishing workbook, error message,

224–25
Offloading workbook calculations, 331–35

benefits of, 331–32
and deployment topology, 333–34
load balancing, 333–34
server settings, 332–33

solutions, types of, 334–35
Windows Compute Cluster Server 2003, 335

OLE DB, 164
OLE objects, unsupported by Excel Services, 85
One-click install, single-server topology, 120–21
One-dimensional array

returning range, 371
UDF argument, 369

One-hop topology, 103–4, 196
Online Analytical Processing (OLAP)

external data connection, 99
external data queries, 58, 81–82
performance optimization, 111–12
See also PivotTables

Open Database Connectivity (ODBC) protocols, 82
Open permission, 195, 203
Open workbook

authorization, 193–94
credentials, 196–97
EWA toolbar, 251–52
GetWorkbook, 364–65
OpenWorkbook, 344–45

Operations
cancelling requests, 56
Central Administration, 174–75
defined, 55
flow of requests, 55
request settings, 56

Oracle, trusted data providers, 97, 163

P
Page fields

filter for, 311
unsupported by Excel Services, 83

Parallel queries, 111
Parameter array argument, UDF argument, 370
Parameters, workbooks. See Workbook parameters
Passwords

document encryption, 80, 196
and embedded credentials, 107
spoofing prevention, 199–200
unattended account, 156
Windows authentication, 192

Pending status, 263–64
Performance counters, 179–81

adding, 179
counter names/descriptions (table), 180–81
Performance Object settings, 179

Performance Monitor
launching, 179
See also Performance counters

Performance optimization, 64–71
cache lifetime settings, 109–11
for charting, 70–71
and client hardware, 71
connection pooling, 111
and CPU, 61, 69
and high-end workbooks, 69–70
for I/O, 70
load balancing, 64–65
and low-end workbooks, 69
memory. See Memory optimization
network connections, 65–66
offloading workbook calculations, 333–34
for OLAP formulas queries, 111–12
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parallel queries, 111
and SQL Server Analysis Services 9.0, 111
and .xlsb file format, 76

Periodic refresh,114–15
Permissions

Contribute, 260–61
Information Rights Management (IRM), 79–80
Open, 195, 203
for restricted data, 116
restricting. See Restricted permissions
View Only, 195–96, 203, 280–81

Pictures, unsupported by Excel Services, 84
PivotCharts, updating, 251
PivotTables, 243–45

from analysis services data, 322–23
external data connection with, 99
functions of, 82, 243
and interactivity, 113–14
similar to query table, creating, 83
sorting/filtering options, 243
supported types, 82
unsupported types, 82–83
use, steps in, 243–44

Policies, records-related. See Records management policy
Portal, default page, loading, 38
Private bytes, maximum, setting, 154
Process account

Security setting, 151, 194
spoofing prevention, 200

Product Key page, 33
Properties, Web Parts (table), 378–79
Provider, trusted data provider settings, 164
Publishing workbooks, 213–25

defined, 53, 56
information displayed, control of, 195–96, 217–20
locations for, 56
operations in, 215–16, 220
problems related to, 221–25
publishing, control of, 260–62
ranges of workbook, 56, 195–96
steps in, 214–15

Q
Query string (URL) filter, 311
Query tables

functions of, 83
PivotTable as substitute, 83
unsupported by Excel Services, 83

R
Random-access memory (RAM) requirements, 30
Range of data

caching of, 61
GetRange, 354–56
GetRangeA1, 353–54
PivotTables, 82–83
publishing, 56, 195–96
SetRange, 360–62
SetRangeA1, 358–60
sheet protection, 81
UDF, returning range, 371–72

Read access, user permissions, 79
Records management policy, defining, 13

Refresh
automatic, 110–11, 148
cache, 148
Excel Web Access (EWA), 112–15
External Data settings, 147–48
periodic, 114-15
Refresh All Connections, 114
Refresh Selected Connection, 113–14
Stop When Refresh On Open Fails, 100, 103, 116, 148
Warn on Data Refresh, 102, 147, 202
web service request, 348–49

Regedit.exe, connection failure, solution to, 136–37
Registry keys, WFE key value, increasing, 66
Relational database query. See External data queries
Reload workbook, EWA toolbar, 254–55
Report Centers, 293–95

BI portal elements of, 293–94
functions of, 16
new, creating, 294–95
templates, content types, 296

Report histories, 296–97
functions of, 296–97
working with, 296–97

Report Libraries, 296–97
compared to document libraries, 296
functions of, 16–17, 296
report histories, 296–97
Report viewer page, 296
report viewer page, 296, 299
workbooks in, 25

Reports
key performance indicators (KPIs), 18
Report Center template, 296
viewing in document library, 297

Report viewer page
features of, 299
working with, 299

Repudiation
defined, 198, 202
prevention of, 202

Requests, 55–56
canceling, 56
CancelRequest, 347–48
flow of, 55
long, failure of, 137

Request Timeout, 56
Trusted File Locations, 206

Restricted data, reports on, 116
Restricted permissions, 79–80

set-up, 79
SharePoint model, 79–80
unsupported by Excel Services, 79, 196
View Only, 195–96, 203, 279–81

Retry interval, load balancing, 153
Return data types, UDF (table), 371
Review workbooks

content approval, 262–66
workflow approval, 266–70

Round robin method, load balancing, 63, 152
Rows

display of, 232
grouped, expanding/collapsing, 238–39

RSS feed, subscribing to, 285–86
Run-time reference, user-defined function (UDF), 373
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S
Saving

Excel file formats, 32, 223
workbook to server, 220–21

Scaling of system
and capacity planning, 128
scaling out, 61–62, 128
scaling up, 61, 128

Scrolling
with arrow keys, 232
limitations of, 232

Search
activities, scope of, 15
find data in workbook, 255–56

Secure connections. See HTTPS locations (secure
connections)

Security, 99–109
Allow External Data, 102
authentication, 10–11, 192–93
authorization, 11, 193–94
breaches. See Security threats
cache directory, 58
configuration, importance of, 100
credentials, 103–9, 196–98
digital signatures, 80
document encryption, 80
and document libraries, 12
Excel Services Settings, 151
and Excel Services workbook access, 22
and external data queries, 58, 99–109
firewalls, 66, 203, 205
passwords, 80
restricted permission, 79–80
server security issue, 82
sheet protection, 81
spreadsheet sharing issue, 6
Stop When Refresh On Open Fails, 103
trusted data providers, 96–99
trusted file locations, 56, 102
unsupported features, 78–82, 196
View Only permission, 195–96
Warning on Data Refresh, 102
Windows Encrypted File System (EFS), 58
workbook protection, 81

Security threats
cross-site scripting attack, 204
denial-of-service attacks, 204–6, 209
elevation of privilege, 207
external attacks, 101
information disclosure, 202–4
malicious author, 101
repudiation, 202
spoofing, 199–200
tampering with data, 200–202
unauthorized read access, 100
and user-defined functions (UDFs), 207–9
users’ data, reading of, 100

Servers
application servers, 122–23
evaluation servers, 30, 32, 38–39
EWA, adding to server home page, 317–18
large server farm topology, 123
medium server farm topology, 122
offloading workbook calculations to, 331–35

publishing workbook to. See Publishing workbooks
Server Authentication, 107
Server Type tab
small server farm topology, 121

Session(s), 53–55
administrator settings. See Session Management
closing, 54, 67, 338
defined, 53
GetSessionInformation, 345–46
length, reducing, 67
load balancing, 62–63
maximum number, configuring, 54, 67
session ID, 54, 338
sharing state, facilitating, 68
state, 54–55
timeout, setting, 144–45

Session Management
Excel Services Settings, 153
Trusted File Locations settings, 144–45

SetCell, 363–64
SetCellA1, 362–63
SetRange, 360–62
SetRangeA1, 358–60
Setup. See Installation/setup
Shapes, unsupported by Excel Services, 84
SharedServices1, 135, 140
Shared Services Administration, accessing, 140–41
Shared Services Provider (SSP)

Shared Services Administration, 140–41
UDF assembly, deploying, 374–75

SharePoint lists
export data to spreadsheet, 83
filter for, 311
functions of, 83
unsupported by Excel Services, 83

Sharing workbooks
publishing workbook, 213–25
set-up, 86
sharing not allowed, 59
unsupported by Excel Services, 86
uploading to SharePoint, 220–21
viewing workbooks, 225–29
See also Publishing workbooks; Viewing workbooks

Sheet protection
functions of, 81
set-up, 81
unsupported by Excel Services, 81, 196

Short Session Timeout, 67
Session Management setting, 145
Trusted File Locations, 205

Show Formulas mode, unsupported by Excel Services, 86
Signature line, unsupported by Excel Services, 84
Single front-end servers, small server farm topology, 121
Single language packs (SLPs), 183–85

installing, 185–86
removing, 186

Single-server topology, 120–21
Single sign-on (SSO)

and authentication, 11, 192–93
cached results, sharing, 109
credentials, 108–9, 198
Excel Calculation Server (ECS) use of, 58
line of business data, connecting to, 116
memory/settings, separate, 68
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set-up, 108–9
to SQL Server Analysis Services, 318, 320

Site Collection Administration, 289
Small server farm topology, 121
SmartArt, unsupported by Excel Services, 84
Smart tags, unsupported by Excel Services, 84
Snapshots, creating, 281–83
SOAP Fault message, 339–40
Software requirements, for installation/configuration, 31
Sorting

limiting, 81
PivotTables, 243
tables, use of, 240–42

Spoofing, 199–200
defined, 198
and information disclosure, 202
prevention of, 199–200

Spreadsheets
display differences, 87–88
distribution problem, 5–7

SQL Server Analysis Services, 98, 316, 318–29
Adventure Works, 320–21
data-bound dashboard, creating, 324–25
data connection file, creating, 319–21
filter part, connecting KPI and workbook, 326–29
KPIs connecting to Adventure Works cube, 325–26
log-in methods, 318
optimizing performance, 111
PivotTable, creating, 322–24

SQL Server 2000
medium server farm topology, 122
small server farm topology, 121

SQL Server 2005
filter, 311
installation method, 30

medium server farm topology, 122
small server farm topology, 121
trusted data providers, 96, 162

Stand-alone method, installation, 30
Standalone servers, single-server topology, 120–21
State of session, 54–55

sharing state, facilitating, 68
Status, API return, 339
Stop alert, 339
Stop When Refresh On Open Fails, 100, 103, 116, 148
String data type, 368, 371

T
Tables

to sort/filter data, 240–42
See also PivotTables

Tampering with data, 200–202
prevention of, 200–201
types of attacks, 200–201

TcpTimeWaitDelay, 136–37
Templates, of Report Centers, 296
Text boxes, unsupported by Excel Services, 84
Text filter, 311
Thread management

and high-end workbooks, 69–70
and I/O operations, 63, 70
maximum number, setting for, 63, 111

Three-dimensional charts, unsupported by Excel Services,
88–89

Timeouts
cache, 132
requests, 56
session length, reducing, 67
Session Management setting, 54, 144–45
Trusted File Locations, 205–6

Title, Web Parts, 316
Toolbars

unsupported by Excel Services, 85
See also Excel Web Access (EWA) toolbar

Tool pane, Web Parts, 308
Topologies, 119–26

Compute Cluster Server, high-performance computing,
124–26

extranet, 124
intranet, 124
large farm topology, 123
medium server farm topology, 122
single-server topology, 120–21
small server farm topology, 121

Trace logs, 170–73
content, example of, 171–72
directory for, 170–71
event fields (table), 172
Event Viewer, 177–79
functions of, 170
naming convention, 170
security function, 202
trace event levels (table), 173
Unified Logging Service (ULS) settings, 175–76

Trends, key performance indicators (KPIs), 18
Trusted Data Connection Libraries, 159–62

accessing link, 159
adding, 159, 161
command-line options, 160–61
edit/delete, 159, 161–62
External Data settings, 147
Location settings, 160

Trusted data providers, 96–101, 162–66
accessing link, 163
adding, 163, 166
command-line options, 165
criteria for use, 98
driver, installing, 97–98
driver options, 164
edit/delete, 163
ID for, 164
listing of, 96–97, 162–63
MSOLAP.2 driver limitations, 98
Provider settings, 164

Trusted File Locations, 142–50
accessing link, 142
adding location, 143, 150–51
administrator creation of, 139
Calculation Behavior, 146–47
command-line options, 148–49, 150
edit/delete location, 143
External Data, 147–48
Location, 143–44
planning for, 142
publishing workbooks, error message, 222
security factors, 56, 102
security measures, 205–6
Session Management, 144–45
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User-Defined Functions, 148
Workbook Properties, 145

Trusted subsystem
delegation of credentials, 196–97
spoofing prevention, 199

Try-catch statement, 339–40
Two-dimensional array

returning range, 371–72
UDF argument, 369

U
.udc (Universal Data Connection) file format, 95
UdfMethodAttribute Class, 367–68
UI culture

API setting, 338
See also International deployment

Unattended Account, 107–8
elevation of privilege prevention, 207
External Data setting, 156
External Data settings, 198
spoofing prevention, 200

Unified Dimension Model (UDM), 318
Unified Logging Service (ULS), 167, 170–77

Diagnostic Logging, 175
Event Throttling, 176–77
trace logs, 170–73
Trace Log settiings, 175–76

Universal Naming Convention (UNC) path
authorization methods, 194
delegation of credentials, 197
downloading mechanism, 57
publishing workbook to, 56
spoofing prevention, 200

Uploading, workbook to SharePoint, 220–21
URL, query string filter, 311
User-Defined Function Assemblies, 166–69

accessing link, 166–67
Assembly Details, 167–68
command-line options, 168
creating, steps in, 169
deploying, 374–75

User-defined functions (UDFs)
argument data types, 368–69
attributes/methods, adding, 373–74
avoiding and performance, 68, 69
C# class library, creating, 372
calling UDF, 375
for external data queries, 99
malicious, 208
one/two dimensional array arguments, 369
parameter array argument, 370
personal information, 59, 68
for PivotTable data, 82
purpose of, 166, 207
requirements for use, 372
return data types, 370–71
returning range, 371–72
run-time reference, creating, 373
security measures, 206, 209
and security threats, 206, 207–9
sharing workbooks , preventing, 68
signature, installing on server, 89
Trusted File Locations settings, 148
UdfMethodAttribute Class, 367–68

for web queries, 83
XLL support of, 375

User identification. See Authentication
Username, spoofing prevention, 200

V
#Value data type, 368–69
Versioning, 273–78

content approval, 265
different versions, working with, 275–78
GetApiVersion, 344
turning on, 274–75
uses of, 273

Viewing workbooks, 20–23, 225–29
from document library, 225–27
Excel Viewer page, 227
sending link, 227–29
snapshots, 281–83
View Item, 278–80
View Only, 195–96, 203, 279–81

View Item, settings, 278–80
View Only, 195–96, 203

settings, 279–80
viewing workbook, steps in, 280–81

Visual Basic for Application (VBA) code, unsupported by
Excel Services, 85

Visual Studio
C# class library, creating, 372
C# console application, creating, 340–41
signatures for web service methods, 343

Volatile Function Cache Lifetime, 59, 68, 69, 133
as security measure, 206

Volatile functions
avoiding and performance, 68, 69
and cached workbooks, 59
Calculation Behavior settings, 146
recalculation of, 68

W
Warn on Data Refresh, 102, 147, 202
Web access. See Excel Web Access (EWA)
Web arts, key performance indicators (KPIs), 18
Web folder, publishing workbook to, 56
Web front end (WFE) servers

communication with ECS, 66
denial-of-service attack prevention, 204–5
firewall for, 203, 205
installation method, 29
large server farm topology, 123
medium server farm topology, 122
registry key value, increasing, 66
small server farm topology, 121
as stateless machines, 67

Web page
file formats, unsupported, 76
HTML, building of, 46–47

Web page creation, 380–88
fininshed page, functionality, 388
JavaScript method, 380–83
loading application, 387
managed-code approach, 383–88
Web Part Page, creating, 387

Web Parts
configuring, steps in, 308
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dashboards, building, 305–17
filters, 19, 305, 311–15
functions of, 11
installation/set-up, 39–42
key performance indicators (KPIs), 18, 300–305
modifying, 40, 316
Navigation and Interactivity, 256–57
new page, creating, 387
out-of-the-box types, 11, 311
properties (table), 378–79
tool pane, accessing, 308
working with, guidelines, 316–17
xlviewer.aspx, creating, 376–77

Web queries
creating, 84
unsupported by Excel Services, 84

Web service
web service assembly, location of, 343
WFE registry key value, 66
See also Application Programming Interface (API);

Application Programming Interface (API) applications
WFE. See Web front end (WFE) servers
Windows Authentication

external data connection, 198
setting options, 192

Windows Encrypted File System (EFS), 58, 203
WinFx, 31
WordArt, unsupported by Excel Services, 84
Workbook(s)

base workbooks, 130–31
cache, 57–61
calculations. See Calculations; Offloading workbook

calculations
custom solutions from, 25–26
in dashboard, 25, 308–15
display differences, 86–89
distribution. See Workbook distribution
Excel Calculation Server (ECS) functions, 54–60
file formats for loading, 32
filtering on dashboard, 312–15
find data in, 255–56
high-end, 69–70
loading to Excel Services, 26, 56–57
loading with xlviewer.aspx, 41–42
low-end, 69
maximum size, 58, 145, 206
and model development, 7–8
navigating. See Navigation
operations, 55–56
parameters. See Workbook parameters, 246–50
performance optimization, 69–70
private copy in memory, 131
protection, set-up, 81
publishing. See Publishing workbooks
range of data, 56
in Report Libraries, 25
saving as HTML, 23
saving locations, 21
security. See Workbook security
sessions, 53–55
shared. See Sharing workbooks
Trusted File Locations settings, 145

updated files, sessions for, 57
viewing in browser. See Viewing workbooks

Workbook Calculation Mode, security measures, 206
Workbook distribution, 20–24

alerts, 284–85
auditing, 286–90
authoring, control of, 259–60
browsers to access/view workbooks, 20–23
content approval, 262–66
control of viewing. See Viewing workbooks
permission to view, 23–24
problems related to, 6–7
publishing, control of, 260–62
RSS feed, 285–86
second workbook created, 24
versioning, 273–78
workflow approval, 266–70

Workbook parameters, 246–50
changing in browser, 248–50
defining, 246–48
settings, 81

Workbook security
authorization to open, 193–95
credentials, 107, 196–97
information disclosure threat, 203–4
levels of, 22
and opening workbooks, 193–94, 196–97
permissions, 79–80
to protect content, 195–96
read-only mode, 57, 80
tampering with data, prevention of, 201–2
unsupported features, 80–81, 196
View Only, 195–96

Workbook URL method, load balancing, 63, 152
Workflows

approval process, 266–70
of Office SharePoint Server, 12–13
tracking progress, 270–72
triggering, 12

Write, user permission, 80

X
.xlam file format, unsupported by Excel Services, 76
XLL, UDF support, 375
XLM (Excel macros), unsupported by Excel Services, 85
.xlsb (Excel Binary Workbook) file format

and file size on disk, 129
and loading workbooks, 32
performance enhancement with, 76
and publishing, 56

.xlsm file format, unsupported by Excel Services, 56,
75–76

.xls file format, unsupported by Excel Services, 56, 75–76

.xlsx (Excel Workbook) file format
as default, 32, 76
and file size on disk, 129
and loading workbooks, 32
and publishing, 56

.xltm file format, unsupported by Excel Services, 76
Xlviewer.aspx

custom version, creating, 376–77
workbooks, loading, 41–42
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