






often using search engines), a standard executable application, a wireless handheld device, or a request
from a chip embedded in an appliance, such as a refrigerator. In this book, you’ll focus mostly but not
exclusively on browser clients; therefore, you can think of the words “browser” and “client” as essen-
tially the same thing for most of the book. I’ll make it a point to warn you when the terms are not
interchangeable.

The server and the browser are usually on separate computers, but that’s not a requirement. You
can use a browser to request pages from a Web server running on the same computer—in fact, that’s
probably the setup you’ll use to run most of the examples in this book on your development machine.
The point is this: Whether the Web server and the browser are on the same computer or on opposite
sides of the world, the request works almost exactly the same way.

Both the server and the client use a defined protocol to communicate with each other. A protocol is
simply an agreed-upon method for initiating a communications session, passing information back and
forth, and terminating the session. Several protocols are used for Web communications; the most com-
mon are Hypertext Transfer Protocol (HTTP), used for Web page requests; Secure Hypertext Transfer
Protocol (HTTPS), used for encrypted Web page requests; File Transfer Protocol (FTP), used to
transfer binary file data; and Network News Transfer Protocol (NNTP), used for newsgroups. Regard-
less of the protocol used, Web requests piggyback on top of an underlying network protocol called
Transmission Control Protocol/Internet Protocol (TCP/IP), which is a global communications
standard that determines the basic rules two computers follow to exchange information.

The server computer patiently waits, doing nothing, until a request arrives to initialize communica-
tion. In a Web application, the client always gets to send the initialization to begin a session—the
server can only respond. You’ll find that this can be a source of frustration if you are used to writing
stand-alone programs. Session initialization consists of a defined series of bytes. The byte content isn’t
important—the only important thing is that both computers recognize the byte series as an initializa-
tion. When the server receives an initialization request, it acknowledges the transmission by returning
another series of bytes to the client. The conversation between the two computers continues in this
back-and-forth manner. If computers spoke in words, you might imagine the conversation being con-
ducted as follows:

Client Hello?

Server Hello. I speak English.

Client I speak English, too.

Server What do you want?

Client I want the file /mySite/myFiles/file1.htm.

Server That file has moved to /mySite/oldFiles/file1.htm.

Client Sorry. Goodbye.

Server Goodbye.

Client Hello?

Server Hello. I speak English.
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Client I speak English, too.

Server What do you want?

Client I want the file /mySite/oldFiles/file1.htm.

Server Here’s some information about that file.

Client Thanks; please send the data.

Server Starting data transmission, sending packet 1, sending packet 2, sending packet 3…

Client I got packet 1, packet 2 has errors, I got packet 3, I got packet 4.

Server Resending packet 2.

The conversation continues until the transmission is complete.

Server All packets sent.

Client All packets received in good condition. Goodbye.

Server Goodbye.

TCP/IP is only one of many computer communication protocols, but due to the popularity of
the Internet, it has become ubiquitous. You won’t need to know much more than that about TCP/IP
to use it—the underlying protocol is almost entirely transparent. However, you do need to know a
little about how one machine finds another machine to initiate a communications session.

How a Client Requests Content
When you type a request into a browser address bar or click a hyperlink, the browser packages the
request and sends an important portion of the URL, called the domain name to a naming server, nor-
mally called a DNS server, typically located at your Internet Service Provider (ISP). The naming server
maintains a database of names, each of which is associated with an IP address. Computers don’t under-
stand words very well, so the naming server translates the requested address into a number. The text
name you see in the link or the address bar is actually a human-friendly version of an IP address. The IP
address is a set of four numbers between 0 and 255, separated by periods: for example, 204.285.113.34.
Each 3-digit grouping is called an “octet.”

Each IP address uniquely identifies a single computer. If the first naming server doesn’t have the
requested address in its database, it forwards the request to a naming server further up the hierarchy.
Eventually, if no naming server can translate the requested name to an IP address, the request reaches
one of the powerful naming servers that maintain master lists of all the publicly registered IP addresses.
If no naming server can translate the address, the failed response travels back through the naming server
hierarchy until it reaches your browser. At that point, you’ll see an error message.

If the naming server finds an entry for the IP address of the request, it caches the request so that
it won’t have to contact higher-level naming servers for the next request to the same server. The cache
times out after a period of time called the Time to Live (TTL), so if the next request exceeds the TTL,
the naming server may have to contact a higher-level server anyway, depending on when the next request
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arrives. The naming server returns the IP address to the browser, which uses the IP address to contact
the Web server associated with the address. Many Web pages contain references to other files that the
Web server must provide for the page to be complete; however, the browser can request only one file
at a time. For example, images referenced in a Web page require a separate request for each image.

Thus, the process of displaying a Web page usually consists of a series of short conversations
between the browser and the server. Typically, the browser receives the main page, parses it for other
required file references, and then begins to display the main page while requesting the referenced files.
That’s why you often see image “placeholders” while a page is loading. The main page contains refer-
ences to other files that contain the images, but the main page does not contain the images themselves.

How the Web Server Responds—Preparation
From the Web server’s point of view, each conversation is a brand-new contact. By default, a Web server
services requests on a first-come, first-served basis. Web servers don’t “remember” any specific browser
from one request to another.

Modern browsers and servers use version 1.1 of HTTP, which implements keep-alive connections.
As you would expect, that means that the connection itself, once made, can be kept active over a series
of requests, rather than the server and client needing to go through the IP lookup and initialization
steps for each file. Despite keep-alive HTTP connections, each file sent still requires a separate request
and response cycle.

Parts of a URL
The line that you type into the browser address field to request a file is called a Uniform Resource
Locator (URL). The server performs a standard procedure to service each request. First, it parses the
request by separating the requested URL into its component parts. Forward slashes, colons, periods,
question marks, and ampersands—all called delimiters—make it easy to separate the parts. Each part
has a specific function. Here’s a sample URL request:

http://www.microsoft.com:80/CSharpASP/default.htm?Page=1&Para=2

The following list shows the name and function of each part of the sample URL.

http Protocol. Tells the server which protocol it should use to respond to the request.

www.microsoft.com Domain name. This part of the URL translates to the IP address. The domain
itself consists of several parts separated by periods: the host name, www; the enterprise domain
name, microsoft; and the top-level Internet domain name, com. There are several other top-level
Internet domain names, including org (organization), gov (government), and net (network).

80 Port number. A Web server has many ports. Each designates a place where the server “listens”
for communications. A port number simply designates one of those specific locations (there are
65,537 possible ports). Over time, the use of specific port numbers has become standardized. For
example, I used 80 as the port number in the example, because that’s the standard (and default)
HTTP port number, but you can have the server listen for requests on any port.

CSharpASP Virtual directory. The server translates this name into a physical path on a hard drive. A
virtual directory is a shorthand name, a “pointer” that references a physical directory. The name
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of the virtual and physical directories need not be the same. One way to define virtual directories
is through the Web server’s administrative interface. Another way to create virtual directories is by
creating a new Web application or Web service project in VS.NET. For example, VS.NET creates
a virtual directory for you whenever you create a new Web application or a Web service project.

default.htm Filename. The server will return the contents of the file. If the file were recognized as
executable via the Web server (such as an ASP file) rather than an HTML file, the server would exe-
cute the program contained in the file and return the results rather than returning the file contents.
If the file is not recognized, the server offers to download the file.

? (Question Mark) Separator. The question mark separates the file request from additional
parameters sent with the request. The example URL contains two parameters: Page=1 and Para=2.

Page Parameter name. Programs you write, such as ASP pages, can read the parameters and use
them to supply information.

= (Equals Sign) Separator. The equals sign separates a parameter name from the parameter value.

1 Parameter value. The parameter named Page has a value of 1. Note that the browser sends all
parameter values as string data. A string is a series of characters: A word is a string, a sentence is a
string, a random sequence of numbers and letters is a string—text in any form is a string. Your
programs are free to interpret strings that contain only numeric characters as numbers, but to be
safe, you should cast or change them to numeric form.

& (Ampersand) Separator. The ampersand separates parameter=value pairs.

Para=2 Parameter and value. A second parameter and value.

Server Translates the Path
You don’t make Web requests with “real” or physical paths; instead, you request pages using a virtual
path. After parsing the URL, the server translates the virtual path to a physical pathname. For example,
the virtual directory in the URL http://myServer/myPath/myFile.asp is myPath. The myPath virtual
directory maps to a local directory such as c:\inetpub\wwwroot\CSharpASP\myFile.asp or to a network
Universal Naming Convention (UNC) name such as \\someServer\somePath\CSharpASP\myFile.asp.

Server Checks for the Resource
The server checks for the requested file. If it doesn’t exist, the server returns an error message—usually
HTTP 404 -- File Not Found. You’ve probably seen this error message while browsing the Web; if
not, you’re luckier than I am.

Server Checks Permissions
After locating the resource, the server checks to see if the requesting account has sufficient permission
to access the resource. By default, Internet Information Server (IIS) Web requests use a special guest
account called IUSR_Machinename, where Machinename is the name of the server computer. You’ll often
hear this called the “anonymous” account, because the server has no way of knowing any real account
information for the requesting user. For ASP.NET pages, IIS uses the SYSTEM account or another guest
account named aspnet_wp_account (ASPNET) by default.

7HOW THE WEB SERVER RESPONDS—PREPARATION

2989c01.qxd  5/20/02  1:40 PM  Page 7



For example, if the user has requested a file for which that account has no read permission, the
server returns an error message, usually HTTP 403 -- Access Denied. The actual error text depends
on the exact error generated. For example, there are several sublevels for 403 error messages. You can
find a complete list of error messages in the IIS Default Web Site Property dialog. Web servers pro-
vide default error messages but usually allow you to customize them. By default, IIS reads error mes-
sage text from the HTML files in your %SystemRoot%\ help\common\ directory, where the variable
%SystemRoot% stands for the name of your NT directory, usually named winnt.

How the Web Server Responds—Fulfillment
Graphics files, Word documents, HTML files, ASP files, executable files, CGI scripts—how does the
server know how to process the requested file? Actually, servers differentiate file types in a couple of
different ways.

Internet Information Server (IIS) differentiates file types based on file extensions (such as .asp, .htm,
.exe, and so on) just like Windows Explorer. When you double-click a file or icon in Windows Explorer,
it looks up the file extension in the Registry, a special database that holds system and application infor-
mation. The Registry contains one entry for each registered file extension. Each extension has an associ-
ated file type entry. Each file type entry, in turn, has an associated executable file or file handler. The
server strips the file extension from the filename, looks up the associated program, and launches that
program to return the file. IIS follows the same series of steps to determine how to respond to requests.

Other Web servers also use file extensions to determine how to process a file request, but they don’t
use Registry associations. Instead, they use an independent list of file extension–to–program associa-
tions. The entries in these lists are called MIME types, which stands for Multipurpose Internet Mail
Extension, because e-mail programs needed to know the type of content included with messages. Each
MIME type—just like the Registry associations—is associated with a specific action or program. The
Web server searches the list for an entry that matches the file extension of the requested file.

Most Web servers handle unmatched file extensions by offering to download the file to your com-
puter. Some servers also provide a default action if you request a URL that doesn’t contain a filename.
In this case, most servers try to return one of a list of default filenames—usually a file called either
default.htm or index.htm. You may be able to configure the default filename(s) for your Web server
(you can with IIS), either globally for all virtual directories on that server or for each individual virtual
directory on that server.

The server can begin streaming the response back to the client as it generates the response or it can
buffer the entire response and send it all at once when the response is complete. There are two parts to
the response: the response header and the response body. The response header contains information
about the type of response. Among other things, the response header can contain the following:

◆ A response code

◆ The MIME type of the response

◆ The date and time after which the response is no longer valid

◆ A redirection URL

◆ Any cookie values that the server wants to store on the client
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Cookies are text strings that the browser saves in memory or on the client computer’s hard drive. The
cookie may last for the duration of the browser session or it may last until a specified expiration date.
The browser sends cookies associated with a site back to the server with each subsequent request to
that site.

Note There’s a lot of hype in the media about cookies. Some people have been so intimidated by these scare tactics that
they use their browser settings to “turn off cookies.”That means the browser will not accept the cookies, which can have a major
impact on your site because you must have some way to associate an individual browser session with values stored on the
server tier in your application. While methods exist for making the association without using cookies, they’re not nearly as
convenient, nor do they persist between browser sessions.

What the Client Does with the Response
The client, usually a browser, needs to know the type of content with which the server has respond-
ed. The client reads the MIME type header to determine the content type. For most requests, the
MIME type header is either text/html or an image type such as image/gif, but it might also be a
word processing file, a video or audio file, an animation, or any other type of file. Browsers, like
servers, use Registry values and MIME type lists to determine how to display the file. For standard
HTML and image files, browsers use a built-in display engine. For other file types, browsers call upon
the services of helper applications or plug-ins, such as RealPlayer, or Microsoft Office applications
that can display the information. The browser assigns all or part of its window area as a “canvas” onto
which the helper program or plug-in “paints” its content.

When the response body consists of HTML, the browser parses the file to separate markup from
content. It then uses the markup to determine how to lay out the content on-screen. Modern HTML
files may contain several different types of content in addition to markup, text, and images; browsers
handle each one differently. Among the most common additional content types are the following:

Cascading Style Sheets These are text files in a specific format that contain directives about
how to format the content of an HTML file. Modern browsers use Cascading Style Sheet (CSS)
styles to assign fonts, colors, borders, visibility, positioning, and other formatting information to
elements on the page. CSS styles can be contained within a tag, can be placed in a separate area
within an HTML page, or can exist in a completely separate file that the browser requests after it
parses the main page but before it renders the content on the screen.

Script All modern browsers can execute JavaScript, although they don’t always execute it the same
way. The term JavaScript applies specifically to script written in Netscape’s JavaScript scripting language,
but two close variants—Microsoft’s JScript scripting language and the ECMA-262 specification
(ECMAScript)—have essentially the same syntax and support an almost identical command set.

Note Note that the JScript scripting language is distinct from JScript.NET—another, much more robust version of
JScript that Microsoft released as an add-on to Visual Studio.NET.

In addition to JScript, Internet Explorer supports VBScript, which is a subset of Visual Basic for
Applications, which, in turn, is a subset of Microsoft’s Visual Basic (pre-VB.NET) language.

9WHAT THE CLIENT DOES WITH THE RESPONSE

2989c01.qxd  5/20/02  1:40 PM  Page 9



Note You can find the complete ECMA-262 specification at http://www.ecma.ch/stand/ecma-262.htm.

ActiveX Components or Java Applets These small programs execute on the client rather than
the server. ActiveX components run only in Internet Explorer on Windows platforms (roughly 60
percent of the total market, when this book was written), whereas Java applets run on almost all
browsers and platforms.

XML Extensible Markup Language (XML) is similar to HTML—both consist of tags and
content. That’s not surprising, because both are derived from Standard Generalized Markup Language
(SGML). HTML tags describe how to display the content and, to a limited degree, the function of
the content. XML tags describe what the content is. In other words, HTML is primarily a formatting
and display language, whereas XML is a content-description language. The two languages comple-
ment each other well. XML was first used in IE 4 for channels, a relatively unsuccessful technology
that let people subscribe to information from various sites. IE4 had a channel bar to help people
manage their channel subscriptions. With IE 5, Microsoft dropped channels but extended the
browser’s understanding of and facility with XML so that today you can use it to provide data
“islands” in HTML files. You can also deliver a combination of XML and XSL/XSLT (a rules
language written in XML that’s similar in purpose to Cascading Style Sheets but more powerful) to
generate the HTML code on the client. The XML/XSL combination lets you offload processing
from the server, thus improving your site’s scalability. Netscape 6 offers a different and—for display
purposes—more modern type of support for XML. Netscape’s parsing engine can combine XML
and CSS style sheets to format XML directly for viewing. Unfortunately, Netscape doesn’t directly
support XSLT transformations, so you’re limited to displaying the data in your XML documents
without intermediate processing.

Introducing Dynamic Web Pages
The client-to-server-to-client process I’ve just described is important because it happens each time your
client contacts the server to get some data. That’s distinctly different from the stand-alone or client-
server model you may be familiar with already. Because the server and the client don’t really know
anything about one another, for each interaction, you must send, initialize, or restore the appropriate
values to maintain the continuity of your application.

As a simple example, suppose you have a secured site with a login form. In a standard application,
after the user has logged in successfully, that’s the only authentication you need to perform. The fact
that the user logged in successfully means that he’s authenticated for the duration of the application. In
contrast, when you log in to a Web site secured by only a login and password, the server must reauthen-
ticate you for each subsequent request. That may be a simple task, but it must be performed for every
request in the application.

In fact, that’s one of the reasons dynamic applications became popular. In a site that allows anony-
mous connections (like most public Web sites), you can authenticate users only if you can compare the
login/password values entered by the user with the “real” copies stored on the server. While HTML
is an adequate layout language for most purposes, it isn’t a programming language. It takes code to
authenticate users.
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Another reason that dynamic pages became popular is because of the ever-changing nature of infor-
mation. Static pages are all very well for articles, scholarly papers, books, and images—in general, for
information that rarely changes. But static pages are simply inadequate to capture employee and contact
lists, calendar information, news feeds, sports scores—in general, the type of data you interact with
every day. The data changes far too often to maintain successfully in static pages. Besides, you don’t
always want to look at that data the same way. I realize I’m preaching to the choir here—you wouldn’t
have bought this book if you weren’t aware that dynamic pages have power that static HTML pages
can’t match. But it’s useful to note that even dynamic data usually has a predictable rate of change—
something I’ll discuss later in the context of caching.

How Does the Server Separate Code from Content?
In classic Active Server Pages (ASP), you could mix code and content by placing special code tags
(<% %>) around the code or by writing script blocks, where the code appeared between <script> and
</script> tags. Classic ASP uses an .asp filename extension. When the server receives a request for
an ASP file, it recognizes—via the extension associations—that responding to the request requires
the ASP processor. Therefore, the server passes the request to the ASP engine, which parses the file
to differentiate the code tag content from the markup content. The ASP engine processes the code,
merges the results with any HTML in the page, and sends the result to the client.

ASP.NET goes through a similar process, but the file extension for ASP.NET files is .aspx rather
than .asp. You can still mix code and content in exactly the same way, although now you can (and usu-
ally should) place code in a separate file, called a code-behind class, because doing so provides a cleaner
separation between display code and application code and makes it easier to reuse both. In ASP.NET,
you can write code in all three places—in code-behind classes and also within code tags and script
blocks in your HTML files. Nevertheless, the ASP.NET engine still must parse the HTML file for
code tags.

How and When Does the Server Process Code?
The ASP.NET engine itself is an Internet Server Application Programming Interface (ISAPI) appli-
cation. ISAPI applications are DLLs that load into the server’s address space, so they’re very fast.
Different ISAPI applications handle different types of requests. You can create ISAPI applications
for special file extensions, such as .asp or .aspx, or to perform special operations on standard file
types such as HTML and XML.

There are two types of ISAPI applications: extensions and filters. The ASP.NET engine is an ISAPI
extension. An ISAPI extension replaces or augments the standard IIS response. Extensions load on
demand when the server receives a request with a file extension associated with the ISAPI extension
DLL. In contrast, ISAPI filters load with IIS and notify the server about the set of filter event notifica-
tions that they handle. IIS raises an event notification (handled by the filter) whenever a filter event of
that type occurs.

Note You can’t create ISAPI applications with C#—or indeed in managed code—although you can create them in
Visual Studio.NET using unmanaged C++ and the Active Template Library (ATL). However, you can override the default
HttpApplication implementation to provide many of the benefits of ISAPI applications using C#.
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ASP.NET pages bypass the standard IIS response procedure if they contain code tags or are associ-
ated with a code-behind class. If your ASPX file contains no code, the ASP.NET engine recognizes
this when it finishes parsing the page. For pages that contain no code, the ASP.NET engine short-
circuits its own response, and the standard server process resumes. With IIS 5 (ASP version 3.0), classic
ASP pages began short-circuiting for pages that contained no code. Therefore, ASP and ASPX pages
that contain no code are only slightly slower than standard HTML pages.

How Do Clients Act with Dynamic Server Pages?
How do clients act with dynamic server pages? The short answer is this: They act no differently than
with any other request. Remember, the client and the server know very little about one another. In
fact, the client is usually entirely ignorant of the server other than knowing its address, whereas the
server needs to know enough about the client to provide an appropriate response.

Beginning Web programmers are often confused about how clients respond to static versus dynamic
page requests. The point to remember is that, to the client, there’s no difference between requesting a
dynamic page and requesting a static page. For example, to the client there’s no difference between
requesting an ASPX file and requesting an HTML file. Remember, the client interprets the response
based on the MIME type header values—and there are no special MIME types for dynamically gener-
ated files. MIME type headers are identical whether the response was generated dynamically or read
from a static file.

When Is HTML Not Enough?
I mentioned several different types of MIME type responses earlier in this chapter. These types are
important because, by itself, HTML is simply not very powerful. Fortunately, you’re getting into Web
programming at the right time. Browsers are past their infancy (versions 2 and 3), through toddlerhood
(version 4), and making progress toward becoming application delivery platforms. While they’re not yet
as capable as Windows Forms, they’ve come a long way in the past five years and are now capable of
manipulating both HTML and XML information in powerful ways.

All of these changes have occurred because HTML is a layout language. HTML is not a styling
language; therefore, CSS became popular. HTML is not a graphics description or manipulation lan-
guage; therefore, the Document Object Model (DOM) arose to let you manipulate the appearance
and position of objects on the screen. HTML is not a good language for transporting or describing
generalized data; therefore, XML is rapidly becoming an integral part of the modern browser’s toolset.
Finally and, for this book, most importantly, HTML is not a programming language. You must have a
programming language to perform validity checks and logical operations. Modern browsers are partway
there; they (mostly) support scripting languages.

In Internet Explorer 5x and, to a lesser degree, Netscape 6x, all these technologies have become
intertwined. You can work with XML through CSS or XSL/XSLT. You can use the DOM to
change CSS styles and alter the appearance of objects dynamically. You can respond to some user
events with CSS directly (like changing the cursor shape), and you can respond to or ignore almost
all user events through script.
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What C# Can Do
Since you’re about to commit yourself to programming the latest server-side technology for creating
dynamic Web applications, you should know what C# can do. Surprisingly, when you break Web
programming down into its constituent parts, there’s very little difference between Web programming
and standard applications programming.

Make If/Then Decisions
If/Then decisions are the crux of all programming. C# can make decisions based on known criteria.
For example, depending on whether a user is logged in as an administrator, a supervisor, or a line
worker, C# can select the appropriate permission levels and responses.

Using decision-making code, C# can deliver some parts of a file but not others, include or exclude
entire files, or create brand-new content tailored to a specific individual at a specific point in time.

Process Information from Clients
As soon as you create an application, you’ll need to process information from clients. For example,
when a user fills out a form, you’ll need to validate the information, possibly store it for future refer-
ence, and respond to the user. With C#, you have complete access to all the information that clients
send, and you have complete control over the content of the server’s response. You can use your exist-
ing programming knowledge to perform the validation, persist data to disk, and format a response.
Beyond giving you the programming language to do these tasks, C# Web applications provide a great
deal of assistance.

C# Web applications use the ASP.NET framework to help you validate user input. For example,
you can place controls on the screen that can ensure that a required field contains a value, and auto-
matically check whether that value is valid. C# Web applications provide objects that simplify disk
and database operations and let you work easily with XML, XSLT, and collections of values. With
C#, you can write server-side code that behaves as if it were client-side script. In other words, you can
write code that resides on the server but responds to client-side events in centralized code rather than
in less powerful and difficult-to-debug client-side script. ASP.NET helps you maintain data for indi-
vidual users through the Session object, reduce the load on your server through caching, and main-
tain a consistent visual state by automatically restoring the values of input controls across round trips
to the server.

Access Data and Files
In most applications, you need to read or store permanent data. In contrast to previous versions of
ASP, ASP.NET uses the .NET framework to provide very powerful file access. For example, many
business applications receive data, usually overnight, from a mainframe or database server. Typically,
programmers write special scheduled programs to read or parse and massage the new data files into a
form suitable for the application. Often, major business disruptions occur when something happens
so that the data files are late or never appear.

Similarly, have you ever written a program that created a file and later tried to access it only to
find that the user had deleted or moved the file in the interim? I know—you’re sure to have written
defensive code so that your program could recover or at least exit gracefully, right?
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Many applications would be much easier to write and maintain if the program itself could inter-
operate with the file system to receive a notification whenever the contents of a specific directory
changed. For example, if you could write code that started a data import process whenever data
arrived from the mainframe, you could avoid writing timing loops that check for the appearance of a
file or scheduling applications that run even though the data may not be available.

Similarly, if you could receive a notification before a user deleted that critical file, you could not only
avoid having to write the defensive code but also prevent the problem from occurring in the first place!

You’ll find that you can perform these types of tasks much easier using C# than you could in earlier
versions of any programming language. You’ll find that the most common file and database operations
are simpler (although wordier) in C#. For example, one of the more common operations is to display
the results of a database query in an HTML table. With VBScript or JScript code in a classic ASP
application, you had to loop through the set of records returned by the query and format the values
into a table yourself. In C#, you can retrieve a dataset and use a Repeater control to perform the
tedious looping operation.

Format Responses Using XML, CSS, XSLT, and HTML
As I said earlier, you have complete control of the response returned by your application. Until recently,
Web applications programmers needed to worry only about the browser and version used by the appli-
cation’s clients, but now an explosion of other Web client types has complicated things. Handheld
devices, dedicated Internet access hardware, pagers, Web-enabled telephones, and an ever-increasing
number of standard applications are raising the formatting requirements beyond the capability of
humans to keep up.

In the past, for most pages with simple HTML and scripting needs, you could usually get away
with two or three versions of a page—one for complete idiot browsers without any DHTML or
scripting ability, one for Netscape 4, and one for IE 4 and higher. But as the number and type of
clients expand, creating hand-formatted HTML pages for each new type of client becomes a less and
less viable and palatable option. Fortunately, the wide and growing availability of CSS and XML is a
step in the right direction.

Using CSS styles, you can often adjust a page to accommodate different resolutions, color depth,
and availability. But CSS styles only affect the display characteristics of content—you can’t adjust the
content itself for different devices using CSS alone. However, through a combination of XML, CSS,
and XSLT, you can have the best of both worlds. XML files hold the data, XSLT filters the data accord-
ing to the client type, and CSS styles control the way the filtered data appears on the client’s screen.

Visual Studio helps you create all these file types, and C# lets you manipulate them programmati-
cally. The end result is HTML tailored to a client’s specific display requirements.

Launch and Communicate with .NET and COM+ Objects
For the past year or two, the most scalable model for ASP has been to use ASP pages as little more
than HTML files that could launch COM components hosted in Microsoft Transaction Server (MTS)
or in COM+ applications. Microsoft termed this model Windows DNA. If you’ve been building appli-
cations using that model, you’ll find that little has changed except that it’s now much easier to install,
move, rename, and version components. Of course, that’s not such a small change.
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Until .NET, you had to use C++ or Delphi to create free-threaded COM objects suitable for use
in Web applications. (To be completely honest, some people did write code that let VB use multiple
threads, but it wasn’t a pretty sight, nor was it a task for programmers with typical skills.) Multithread-
ing may not seem like such a big deal if you’ve been writing stand-alone applications. After all, most
stand-alone and client-server applications don’t need multithreading. However, in the Web world, it is a
big deal. Web applications almost always deal with multiple simultaneous users, so for .NET to be a
language as suitable for Web applications as Java, it had to gain multithreading capabilities. Many
classic ASP programmers migrated from classic VB, and so they naturally tended to use that language
to generate components. Unfortunately, VB5/6–generated DLLs were apartment threaded. Without
going into detail, this meant that Web applications couldn’t store objects written using VB5/6 across
requests without causing serious performance issues.

C#-generated objects are inherently free threaded, so your Web applications can store objects you
create with C# across requests safely. Of course, you still have to deal with the problems caused by
multiple threads using your objects simultaneously, but you can mark specific code sections as critical,
thus serializing access to those sections. But that’s a different story.

C# also lets you access legacy COM DLLs, so you can use existing binary code without rewriting
it in a .NET language. There’s some debate over exactly how long you’ll be able to do this. Personally,
I think you have several years’ grace to upgrade your COM DLLs to .NET. To use an existing COM
DLL in .NET, you “import” the type library. One way to do this is by using the TlbImp.exe utility,
which creates a “wrapper” for the class interface through which you can call the methods and properties
of the class. Of course, there’s a slight performance penalty for using a wrapper for anything, but that’s
often acceptable when the alternative is rewriting existing and tested code.

You can just as easily go in the opposite direction and export .NET assemblies for use with unman-
aged C++, VB5/6, Delphi, or any COM-compliant language. To do that, you use the TlbExp.exe
utility. This utility creates a type library but doesn’t register it. Although TlbExp is easier to remember
(it’s the opposite of TlbImp), another utility, called RegAsm.exe, can both register and create a type
library at the same time. Use the /tlb flag with RegAsm.exe to tell the utility to create the type library
file. You can also use RegAsm.exe to create a REG (registration) file rather than actually registering the
classes in your assembly, which is useful when you’re creating setup programs to install application code
on another machine.

Advantages of C# in Web Applications
C# is an extremely powerful tool for building applications for the Windows platform (and maybe
someday soon for other operating systems as well). But it’s certainly not the only tool for building
applications. There’s very little C# can do that older languages can’t do if you’re willing to delve deeply
enough into the API or write enough code. However, by providing built-in support for certain kinds of
applications, for memory management, and for object-oriented development, C# greatly reduces the
effort involved in building them.

Web Services
A Web service is nothing more than a Web interface to objects that run on the server. Wait, you say,
isn’t that the same as Distributed COM (DCOM)? Not exactly, but it’s similar. DCOM lets your
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applications launch and use remote applications and DLLs as if they were running on the local
machine. It does this by creating proxy “stubs” on both sides of the transaction. DCOM wraps up
the function, subroutine, method, or property call from your local application, along with any
accompanying parameters, and forwards them over the network to a receiving stub on the server. The
server stub unwraps the values, launches the object or application (if necessary), and makes the call,
passing the parameters. The reverse operation occurs with return values. DCOM uses a highly effi-
cient binary wrapper to send the data over the network.

DCOM was created in an era when remote calls came from machines that resided on a hard-wired
proprietary network. As companies began to use the public Internet for business purposes, the net-
work was no longer proprietary; instead, DCOM calls had to cross the boundary between the public
network and the private corporate network. However, letting binary data cross that boundary is
inherently dangerous because you can’t know what the data will do. For example, the data may con-
tain viral programs. Therefore, companies also put up firewalls that prevent binary data from crossing
the boundary. Text data, like HTML, can cross the boundary unobstructed, but binary data cannot.
Unfortunately, that had the side effect of preventing DCOM from operating easily through the fire-
wall, because the firewalls are generally unable to differentiate between potentially unsafe public
binary data and perfectly safe DCOM binary data.

Web services solve that problem. Web services perform exactly the same tasks as DCOM—they
let you use remote objects. However, they typically use a different system, called the Simple Object
Access Protocol (SOAP), to wrap up the call and parameter data. SOAP is a text file format. It uses
XML to simplify the syntax for identifying the various types of data values needed to make generic
remote calls. Because SOAP is a text file, it can cross firewall boundaries. However, SOAP is not a
requirement for making remote calls; it’s simply a standardized and therefore convenient method for
doing so. In other words, you’re perfectly free to write your own remoting wrapper—but if you do
that, you’ll need to create your own translation functions as well.

C# and Visual Studio have extensive support for SOAP. In fact, using SOAP in C# is transparent;
the .NET framework takes care of all the value translation and transport issues, leaving you free to
concentrate on building the applications themselves. The process for building a Web service is
extremely similar to the process for building a COM DLL—or for that matter, writing any other
.NET code, because all you need to do to expose a method or an entire class as a Web service is add
attributes—bits of metadata that contain information about the code.

The biggest problem with Web services and SOAP is performance; it’s simply not as efficient to
translate values to and from a text representation as it is to translate them to and from a binary for-
mat like those used by DCOM and CORBA. Nevertheless, in a dangerous world, SOAP is a neces-
sary evil, and I think you’ll be pleasantly surprised by how fast Web services work. While the actual
performance difference is certainly measurable, the perceived performance difference is negligible
unless you’re performing a long series of remote calls within a loop (and you should avoid that with
any remote technology).

Thin-Client Applications (Web Forms)
C# works in concert with ASP.NET to let you build Web Form–based applications. A Web Form,
as you’ll see in Chapters 4, “Introduction to ASP.NET,” and 5, “Introduction to Web Forms,” is an
HTML form integrated with C# (or any of the multitude of .NET languages sure to appear soon)
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code. If you’re familiar with Active Server Pages (ASP), JavaServer Pages (JSP), or PHP Hypertext
Processor (PHP), you’ll quickly feel comfortable with C# Web applications and Web Forms. If you
haven’t written Web applications using one of these technologies, you’re lucky to be entering the Web
application field now rather than earlier, because C# makes building Web applications similar to
building Windows applications.

You build Web Forms by dragging and dropping controls onto a form design surface. After placing
a control, you can double-click it to add code to respond to the control’s events. Web Forms support
Web analogs of most of the familiar Windows controls such as text controls, labels, panel controls,
and list boxes. They even support invisible controls such as timers.

The convenience of Web Forms aside, you’re still building browser-based or thin-client applications,
so you can expect to lose some of the functionality that you get with Windows clients. However (and I
think this is the most important change you’ll see with .NET), you’re no longer limited to thin-client
Web applications. By combining Windows clients with Web services, you can build rich-client applica-
tions almost as easily. In fact, the technology makes it simple to build both types of applications—
and serve them both with a common centralized code base.

Rich-Client Applications (Windows Forms)
It may seem odd that I’ve included Windows Forms applications in a book about building Web appli-
cations, but I can assure you that it won’t seem odd by the time you finish the book. The distinction
between rich-client and thin-client applications is diminishing rapidly. As browsers add features, they
get fatter, and as Windows Forms applications gain networking capability, they become more capable
of consuming Web-based services. The result is that the only real decision to be made between a Web
Form and a Windows Forms application is whether you can easily deliver the Windows Forms appli-
cation code to the client base or if you must rely on the functionality of whatever browser or “user
agent” is already installed on the client machines.

You’ll build both types of applications in this book. You’ll see the differences in application design
and distribution, and then you can decide for yourself.

Summary
You’ve seen that clients communicate with the Web server in short transactional bursts. Client requests
are typically made anonymously, so you must plan and code for security and authentication if your
application deals with sensitive data. Between requests, the server “forgets” about the client, so unless
you force the client to pass a cookie or some other identifying token for each request, the server assumes
the client is brand new. Web applications use these identifying tokens to associate data values with
individual browsers or (with secured sites) individual users. The strategy you select for maintaining
these data values across requests is called “state maintenance,” and it’s the single most difficult prob-
lem in building Web applications.

C# helps simplify the process of building Web applications through Web Forms, Web services,
robust networking abilities, and tight integration with ASP.NET, which provides the infrastructure
for servicing Web requests.

Despite the existence of Visual Studio’s Web Form editor, there’s still an advantage to learning the
underlying language used to create Web Forms—HTML. Fortunately, as a programmer accustomed
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to memorizing complex code operations, you’ll find that HTML is straightforward and simple. You
can learn the basics of HTML in about half an hour. In Chapter 2, “HTML Basics,” you’ll get my
half-hour tour of HTML, which should be sufficient for you to understand the HTML code you’ll
see in the rest of this book. If you already know HTML, you can browse through this as a review or
simply skip it and begin reading again at Chapter 3, “Brief Guide to Dynamic Web Applications.”
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