


350 Index

anti-virus tools continued
McAfee products, 170
multiple packages, running, 183
NAV (Norton AntiVirus) program, 171-175
reasons for, 166—167
resources, 184
signature detection, 168
Symantec products, 169
virus definition updates, 71-72
VirusScan program, 170, 177-179
application label, malware prefixes, 36
Application layer, TCP/IP, 93-94, 102-103
applications, infection activities, 63
ARP (Address Resolution Protocol), 93
ASP (Active Server Pages), 128
ASR (Automated System Recovery), 55
attachments, e-mail, blocking, 223-226
attacks
denial-of-service, 68
malware prefixes, 37
phishing, 233
AuditMyPC Web site, 321
audits, security, 321-322
authentication security settings, 259-260
Automated System Recovery (ASR), 55
automation
automated replies, spam, 193-194
invocation, insertion and delivery methods, 50-52
logons, authentication security settings, 259
program controls, Norton Personal Firewall, 115
security, 308
auto-protect option (Norton Anti-Virus program), 174
AVG Anti-Virus program (Grisoft), 170
avoiding
spoofs, 232-233
uncertain e-mail messages, 3

backups
Norton Ghost utility, 62, 81
registry keys, 227-228
security measures, 306—-307
banners, 12-13
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baselining systems

overview, 271

performance metrics, 280

process inventory, 272-274

resources, 293-294

snapshots, 280-283

tasklist command output, 274-278

version differences, comparing, 284-288
.bat file extension, 19
Bazooka Adware and Spyware scanner, 161
BBB (Better Business Bureau), 266
Beagle malware attack, 24
BGP (Border Gateway Protocol), 93
BHO (Browser Help Object), 74-75, 77
bizarre gibberish, spam, 194
blacklisting, spam filtering services, 198
blended threats, 25-26
block all cookies option, privacy settings, 262
blocked senders, sender verification, 200
Blocked Zone, ZoneAlarm Pro firewall, 112
blocking e-mail attachments, 223-226
blocking pop-ups. See also pop-ups

AdBuster toolbar, 137

filter levels, 134

Google Toolbar, 137

intelligent blockers, 129-131

killing browsers, 130

multiple blockers, running, 139

Pop This! program, 137

Pop-up Killer Review Web site, 138

PopUpCheck Web site, 138

PopupTest Web site, 138

resources, 139-140

serial blockers, 130

SP2 (Service Pack 2), Windows XP, 120, 133-135

testing, 138

trainable blockers, 130

Window Shades program, 137
blocking spam. See also spam

blacklisting, 198

Cloudmark SpamNet program, 215

e-mail basics, 187-191

filtering services, 197-201
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Flow Ruler Web site, 214

high filter level, 202

low filter level, 202

medium filter level, 202

multiple spam blockers, 216-217

Norton AntiSpam utility, 116, 202-205

plug-ins, 201

Qurb 2.0 program, 215

reasons for, 192

resources, 217-218

Rules Wizard (Outlook), 206-210

screening services, 195

SP1 (Service Pack 1), 211-213

Spam Inspector program, 215

Spamarrest program, 215

SpamCop program, 215

spamXpress Web site, 214

standalone programs, 201

when to block, 194-196
bloodhound option (Norton AntiVirus program),

175

bogus Microsoft security updates, 56
booting

boot-record infectors, viruses, 19

safe mode, 65, 72
Border Gateway Protocol (BGP), 93
Brightmail Web site, 217
broadcast addresses, IP addresses, 97
Browser Help Object (BHO), 74-75, 77
browsers

active Web content, delivery and insertion

methods, 53

Firefox, 54, 244

Mozilla, 54, 244

Opera, 54, 245-246

security, 243-2417

selection considerations, 54
buffer overflows, vulnerabilities, 51
bulletins

bogus security updates, 56

malware, 34-35, 3940

Virus Bulletin Web site, 40, 80
bytes, IP addresses, 95
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C

carbon copies, e-mail, 191

Catch-22 (Joseph Heller), 59

Category 1 measure, malware, 30

Category 2 measure, malware, 31, 66

Category 3 measure, malware, 31

Category 4 measure, malware, 31, 312

Category 5 measure, malware, 31

CAUCE (Coalitions Against Unsolicited Commercial
E-mail), 217

CDT (Central Daylight Time), 191

CERT computer security, incident and vulnerability
reporting, 33

character data, 192

chatting, 54

Check Point Software Technologies, ZoneAlarm Pro
firewall, 110-114

CIAC (Computer Incident Advisory Center), 240

Class A, IP addresses, 96-98

Class B, IP addresses, 96-98

Class C, IP addresses, 96-98

Class D, IP addressed, 97

Class E, IP addresses, 97

Class ID (CLSID), 75

clean system checks, PC infestation detection and
repair, 79

clearinghouses, malware, 29-30, 33

ClientMan.msdaim spyware, 77-78

closing pop-ups, 5

Cloudmark SpamNet program, spam blockers,
215

CLSID (Class ID), 75

CNET Downloads Web site, 52

Coalitions Against Unsolicited Commercial E-mail
(CAUCE), 217

code additions, malware, 27

COM (Common Object Model), 75, 243

.com file extension, 19

Comer, Douglas E. (Internetworking with TCP/IP:
Principles, Protocols, and Architecture), 122,
333

command content, TCP/IP Application layer, 103
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commands

AbortSystemShutdown, 64

Content-type, 192

ipconfig, 96

MIME-version, 192

net share, 67

netstat, 104

nslookup, 234

ntldr, 55

tasklist, 279

X-Mailer, 192
Common Object Model (COM), 75, 243
Common Vulnerabilities and Exposures (CVE), 34, 39
Compare Files menu, WinDiff utility, 287
Computer Emergency Readiness Team Web site, 25
Computer Incident Advisory Center (CIAC), 240
confidential information, virus alerts, 26
configuration

controls and, Norton Personal Firewall, 115

default changes, infection activities, 63
content security zone, Internet, 248
Content-type command, 192
cookies

defined, 4, 260

managing, 8

passive, 7

privacy settings, 261-264

resources, 269
credit card purchases, money exchanges, 266
curiosity claims, spam, 194
current software maintenance, 302-306
CVE (Common Vulnerabilities and Exposures), 34, 39
Cyber Sentinel software program, 83
Cyberpunk: Outlaws and Hackers on the Computer

Frontier (Katie Hafner and John Markoff), 40,
333

CYBERsitter software program, 88

D

dam malware suffix, 37

damage headings
malware, 30
viruses, 26
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Damage metric, malware, 312
data collecting programs, 7
data offset, TCP/IP Transport layer, 102
date and time information, malware reports, 33
deceptive software, spyware, 8
definition updates, viruses, 71-72
Definitive Solutions Web site, 75
deleting registry entries, 72-73
delivery and insertion methods
active Web content, 53-54
automatic invocation, 50-52
e-mail attachments, 49
file transfers, 52-53
invitation only approach, 56
media-based infections, 55
pop-ups, 48
resources, 57
denial-of-service attacks, 68
deny access settings, ZoneAlarm Pro firewall, 113
descriptions, malware reports, 34
destination IP addresses, 101
destination port, TCP/IP Transport layer, 102
detection and repair, PC infestations
ABetterInternet adware, 74-76
Active Registry Monitor program, 61
clean system checks, 79
ClientMan.msdaim spyware, 77-78
ERD (emergency repair disk), 55
full-system scans, 72
help options, 78-79
hoaxes, 80
infection activities, 62—64
overview, 59
professional techniques and procedures, 61-62
registry entries, 72-73
Registry Watch program, 61
resources, 80-81
safe mode booting, 72
scanners, 60
System Restore utility, 69-71, 73-74
test machines, 61-62
virus definition updates, 71-72
W32.Randex.ATX file, 66—69



dialog windows, pop-ups, 128-129
Disable option (Security Settings dialog box), 256
discounted offers, spam, 194
distribution measures, malware, 30
Distribution metric, malware, 312
DLLs (dynamic link libraries), 278
DNS (domain name system), 99
documentation, malware reports, 32
dotted decimal forms, IP addresses, 95-96
downloads
drive-by, 7
insertion and delivery methods, 52-53
risky, 292-293
safe download sites, 334
security settings, 258
dr malware suffix, 37
drive-by downloads, 7
drug violation, spam, 193
dynamic link libraries (DLLs), 278
dynamic port numbers, 103

E

eEye Digital Security Web site, 318
Electronic Privacy Information Center, 10
e-mail

attachments, blocking, 223-226

bogus security updates, 56

carbon copies, 191

EmailAbuse Web site, 217

from line, 191

hoaxes, recognizing, 230-231

insertion and delivery methods, 49

large scale e-mailing, virus alerts, 26

mass mailers, 23

Norton AntiVirus program options, 175

phishing attacks, 233

privacy policies, 237

Received keyword, 191

return path, 191

safety resources, 237-240

scams, 233-236

screening, 229-230

sender spoofing, 222
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SMTP (Simple Mail Transfer Protocol), 94, 187
spam blockers, 187-191
spoofs, 231-233
subjectlines, 191
time stamps, 191
transit message time, 191
uncertain messages, avoid opening, 3
uncertain messages, spyware potential, 9
viruses, 23-24
Web-based, 223
Emperor viruses, 23
Enable option (Security Settings dialog box), 256
ERD (emergency repair disk), 55
Ethernet adapter connection, IP addressing, 99
Eudora Web site, 214
eWeek Web site, 316
Exceptions tab (Windows Firewall), 107
exclamation points in subject lines, hoax potential,
230
exclusions options (Norton AntiVirus program),
175
.exe file extension, 19
exploits
defined, 32
exploit headings, malware, 30
Extensible Markup Language (XML), 149

F

false familiarity, spam, 194
Family malware suffix, 38
Federal Trade Commission Web site, 8, 266
File command, WinDiff utility, 286
file deletion
infection activities, 63
malware, 27
virus alerts, 26
file extensions, 19
file infectors, malware, 18
file sharing sources, spyware, 8
file systems, infection activities, 63
File Transfer Protocol (FTP), 94
file transfers, insertion and delivery methods,
52-53
















































