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@ (at) symbol, Web site addresses
and, 196

o/ o

About Firefox command
(Help menu), 321
accessibility, customizing, 226
acquisition, of Firefox, 27-29
action buttons, in Options window, 217
actions
customizing download, 225
keyboard shortcuts for miscellaneous,
331-332
keyboard shortcuts for navigation,
323-325
keyboard shortcuts for opening/closing
windows and sidebars, 330-331
keyboard shortcuts for searching
pages, 327
keyboard shortcuts for searching
Web, 329
keyboard shortcuts for tabbed
browsing, 325-326
keyboard shortcuts for text
editing/selection, 326-327
keyboard shortcuts for using
Location Bar, 330
AdBlock, 287
Add a New Tab Button, opening tabs
with, 274
address book
addressing e-mails and, 127
creating, 131-132

Advanced category (Options window)
disabling image autoshrinking in, 253
General tab, 226-227
overview, 225-226
Security tab, 228
Update tab, 227-228

advertising
allowing Web sites to open popup,

115-116
blocking popup by default, 111
Bookmarks Toolbar and, 61
notification of blocked popup, 111-113
nuisance of popup, 111
opening popup, 114-115
affiliates, preventing from setting
cookies, 187
AIM (AOL Instant Messenger) window,
phishers duplicating, 198-199
Amazon search engine, 47
America Online (AOL)
Netscape and, 9
phishers duplicating Instant Messenger
(AIM) window, 198-199
reporting phishing scams to, 195
Answers.com, 47
Anti-Phishing Working Group
(APWG), 212

antispyware software, 209

antivirus software, 208

Apple Macintosh. See also keyboard

shortcuts
downloading Firefox and, 28
installing Firefox CD on, 29
opening Firefox in Safe Mode on, 234
security patches, 209
system requirements for, 27
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Apple Safari, differences with, 35
applications. See software; specific
applications
applying, themes, 232-233
APWG (Anti-Phishing Working
Group), 212
archiving. See saving
Ask Me Before Clearing Private Data
check box, 179
at (@) symbol, Web site addresses
and, 196
automatic form filling
clearing saved information from,
101-103
overview, 100-101
turning off, 104
automatic login filling
enabling/disabling, 184-185
overview, 100
using, 104-105
using Master Password with, 106-108
autoscrolling, using, 282
auto-updating bookmarks
creating, 57-59
overview, 15-16

ol e

Back command (Go menu), 22, 314
Back menu, navigating short-term
history with, 78
background colors, printing
Web page, 160
background images, printing
Web page, 160
banks, social engineering and, 194
Basic Page Style command (Page Style
submenu), 312
Berkeley Seti@Home project, 203
blind carbon copies (Bcc), addressing
e-mail and, 127

Bookmark All Tabs command
(Bookmarks menu), 316
Bookmark This Page command
(Bookmarks menu), 316
bookmarklets, using, 274-275
bookmarks
accessing from Bookmarks menu,
62-63
accessing from Bookmarks Sidebar,
63-64
accessing from Bookmarks Toolbar,
59, 60-61
accessing list of, 316
adding links to, 339-340
of all open tabs, 97
assigning keywords to, 276-277
auto-updating, 15-16, 57-59
changing/deleting on Bookmarks
Toolbar, 62
creating, 56-57
creating folders for, 70
creating multiple, 57
creating separators for, 73
deleting, 71
describing, 72
editing properties of, 295
exporting, 74-75
importing, 73-74
moving, 71
opening, 59
opening in new windows/tabs, 68
opening in sidebar, 66-68
opening multiple, 65, 96-97
opening with keywords, 65-66
organizing, 68-69
overview, 55-56
renaming, 70
setting as home pages, 95, 276
social, 75
sorting, 71-72
transferring to Firefox, 32
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using multiple as home pages, 66
versus scrapbooked Web sites, 297
Bookmarks command (Sidebar
submenu), 310
Bookmarks Manager
creating folders for bookmarks
with, 70
deleting bookmarks/folders with, 71
exporting bookmarks with, 74-75
importing bookmarks with, 74
moving bookmarks/folders with, 71
opening, 316
renaming bookmarks/folders
with, 70
using, 69
Bookmarks menu
accessing bookmarks from, 59, 62-63
commands, 316
example of, 315
sorting bookmarks/folders with, 71-72
Bookmarks Sidebar
accessing bookmarks from, 59, 63-64
example of, 26
sorting bookmarks/folders with, 71-72
Bookmarks Toolbar
accessing bookmarks from, 59, 60-61
changing/deleting bookmarks
displayed on, 62
overview, 24
sorting bookmarks/folders with, 71-72
Bookmarks Toolbar command (Toolbar
submenu), 309
Bookmarks Toolbar Items, using, 242
broken Web sites, reporting, 37-39, 320
browser certificates, pharming and,
199-200
browser code, Netscape releasing, 9
browser extensions, PwdHash, 204-207
browsers. See also specific browsers
migrating to Firefox from, 31-33
setting default, 219

versus search engines, 7, 23
World Wide Web Consortium standards
and, 36
browsing. See tabbed browsing
browsing commands, basic, 22
browsing history
clearing, 182-183
long-term, 81-82
navigating with scroll wheel, 281
BugMeNot Web sites, 107
buttons. See also middle mouse button
adding to toolbars, 236-237
customizing appearance of toolbar,
244-245
deleting toolbar, 239
designing toolbar, 246
focus and, 335
in Options window, 217
rearranging toolbar, 237-238
replacing with keyboard
shortcuts, 279
spacing toolbar, 239-242

oo

cache
clearing, 188-189
Privacy category settings for, 221
carbon copies (cc), addressing e-mail
and, 127
case sensitivity
history searches and, 82
searches and, 44
categories. See specific categories
CDs, installing Firefox from, 29
CERT Coordination Center, 212
Character Encoding command
(View menu), 312
check boxes, focus and, 335
Check for Updates command
(Help menu), 321
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Citibank, reporting phishing scams to, 195
Clear Private Data feature
bypassing window, 179-180
clearing long-term history with, 84-85
clearing saved form information
with, 103
configuring, 178-179
Internet records and, 272-273
overview, 178
Privacy category access to, 221
security and, 13
Tools menu command for, 319
using, 179
clearing
browsing history, 182-183
cache, 188-189
cookies, 187
download history, 150-152, 185-186
old saved forms, 183
passwords, 183-185
private information, 179-180
private information when Firefox
closes, 180-181
saved login information, 109
Clipboard, copying text to, 307-308
Close command (File menu), 303
Close Tab command (File menu), 303
Close Window command (File menu), 303
clutter, Firefox eliminating, 10-12
code
displaying current Web site, 313
Netscape releasing browser, 9
collation, printing multiple copies
and, 167
colors
changing Web sites, 250-252
customizing Web site, 223
printing Web page background, 160
commands. See also specific commands
basic browsing, 22
Bookmarks menu, 316

Edit menu, 306-308
executing with mouse gestures, 288-290
File menu, 301-306
Tools menu, 317-319
companies, most frequently targeted by
phishers, 195
compatibility
extension, 260
theme, 231-232
Compose window (Thunderbird),
125-126
computers
accessing PwdHash from other, 206-207
hackers/scientists using similarly, 203
limiting access to, 202
Contacts sidebar (Thunderbird),
addressing e-mail and, 127-128
Content area, 24
Content category (Options window)
disabling image loading in, 252-253
overview, 221-223
resizing Web site text permanently
with, 249-250
contextual menus
opening tabs with, 274
preventing Web sites from disabling,
271-272
Cookie Manager, using, 187-188
cookies
managing, 187-188
overview, 186-187
Privacy category settings for, 221
transferring to Firefox, 32
Copy command (Edit menu), 307
cost, of phishing scams, 195
Creative Commons, 47
Customize command (Toolbar
submenu), 310
Customize Toolbar window
adding extension buttons to, 263
adding items to toolbars with, 236-237



deleting toolbar items with, 239
rearranging toolbar items with, 237-238
spacing toolbar items with, 239-242
customizing. See also Options window
accessibility, 226
availability of, 14-15
browsing, 227
creating new toolbars, 242-243
deleting toolbars, 244
downloads, 224-225
hiding toolbars temporarily, 243-244
home pages, 218-219
items on toolbars, 235-242
languages, 227
privacy settings, 220-221
tabbed browsing, 223-224
toolbar button appearance, 244-245
toolbars with drag-and-drop, 341
update, 227-228
Web site displays, 221-223
Cut command (Edit menu), 307

o e

data protection (SessionSaver), 284-285
Decrease command (Text Size
submenu), 312
Delete command (Edit menu), 308
Delicious social bookmarking
Web site, 75
descriptions, entering bookmark/
folder, 72
desktop shortcuts, setting with
drag-and-drop, 340
disabling
context menus, preventing Web sites
from, 271-272
extensions, 266
image autoshrinking, 253
image loading, 252-253
Java/JavaScript, 223

loading of images, 252-253
long-term history, 85-86
distributed computing, used by hackers
and scientists, 203
download folder, customizing, 225
download history
managing, 185-186
Privacy category settings for, 221
Download Manager. See also
downloading
clearing download history and, 151-152
configuring with Downloads category,
224-225
opening, 139, 147-148, 318
overview, 148-150
saving Web sites and, 147
Download Statusbar, 296-297
downloading. See also Download Manager
bypassing download decision window,
140-142
changing default location for, 142-143
clearing history of, 150-152
Firefox, 28
initiating, 138-139
overriding default actions during,
145-146
overview, 137-138
saving files and, 140
tracking status of ongoing, 296-297
Web sites, 146-147
Downloads category (Options window),
224-225
Downloads command (Tools menu), 318
drag-and-drop
adding links to bookmarks with, 339-340
advanced uses, 341-342
loading links into tabs/windows with,
338-339
overview, 337-338
using, 340-341
drop-down lists, focus and, 335

Index 34 7
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eBay
phishing scams and, 192-193
reporting phishing scams to, 195
summary of, 47
Edit menu
commands, 306-308
example of, 306
e-mail
addressing, 127-128
attaching files to, 129
blocking junk, 132-135
completing body of, 128-129
creating address book for, 131-132
marking as junk, 133-134
opening composition window for, 318
POP accounts versus IMAP
accounts, 121
reading, 123-124
replying to, 125
requesting personal information by,
193-195
searching, 124-125
sending, 131
sending links by, 304
setting up Thunderbird account for,
118-122
specifying subject for, 128
spell-checking, 129-131
Thunderbird automatically checking
for, 122
typical phishing, 194
e-mail programs, opening default, 318
e-mail servers, setting up Thunderbird
account and, 119-120
Exit command (File menu), 306
exporting, bookmarks, 74-75
extending, long-term history, 85-86
Extension Manager
opening, 318
using, 264-266

Extension Room Web sites, 261
extensions
AdBlock, 287
boomarklets, 274-275
configuring, 264
Content category settings for
installing, 222
customizing toolbar buttons and, 236
Download Statusbar, 296-297
finding, 258-260
Flat Bookmark Editing, 295
FoxyTunes, 290-291
Greasemonkey, 292-294
installing from alternative Web sites,
261-262
installing from Mozilla Update,
260-261
Mouse Gestures, 287-290
overview, 257-258, 283-284
removing, 265-266
Scrapbook, 297-298
SessionSaver, 284-285
StumbleUpon, 285-286
TinyUrl Creator, 299-300
updating, 265
using, 263-264
Extensions command (Tools menu), 318
Extensions Mirror Web site, 261

ofF e

failed downloads, capabilities with, 149
Fast Find mode (Find Bar)
keyboard shortcuts for, 270-271
overview, 269-270
favorites, transferring to Firefox, 32.
See also bookmarks
features. See also specific features
Internet Explorer versus Firefox, 34
Safari versus Firefox, 35
feeds, creating live bookmarks with,
58-59
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File menu
commands, 302 -306
example of, 301
files
accessing downloaded, 15
attaching to e-mail, 129
changing default location for
downloaded, 142-143
displaying hard drive, 303
downloading with drag-and-drop, 340
initiating download of, 138-139
reasons for downloading, 137-138
saving downloaded, 140
Find Again command (Edit menu), 308
Find Bar
facilitating searches, 12-13
Fast Find mode, 269-270
finding text within Web pages with, 51
keyboard shortcuts for, 270-271
moving among multiple results with,
53-54
overview, 26
using, 52-53
Find in This Page command
(Edit menu), 308
finished downloads, capabilities with, 150
Firefox
acquiring, 27-29
naming, 11
origins of, 8-9
Firefox Setup Wizard, installing with, 30
Firefox Start page
Content area, 24
example of, 8, 23
Find Bar, 26
searching from, 44-45
sidebars on, 25-26
Status Bar, 24
toolbars on, 24
firewalls, 209
Flat Bookmark Editing, 295
Flexible Space, 240

focus
accessing Web site elements with
keyboard and, 332-336
checking Web sites for, 270
preventing Web sites from stealing/
altering, 271
Folder pane (Thunderbird), 123
folders
creating bookmark, 70
customizing download, 225
deleting, 71
describing, 72
moving, 71
renaming, 70
saving bookmarks to, 56
fonts, customizing Web site, 223
footers, changing Web page for printing,
161-162
For Internet Explorer Users command
(Help menu), 320
form history, transferring to Firefox, 32
form-filling features
clearing saved form information from,
101-103
enabling/disabling login, 184-185
overview, 100-101
protecting with Master Password,
106-108
saving login information with, 104-105
turning off automatic form filling, 104
viewing/clearing saved login
information with, 108-109
forms
clearing old saved, 183
Privacy category settings for saved, 220
forums, help resources on, 172-174
Forward command (Go menu)
overview, 22
using, 314
Forward menu, navigating short-term
history with, 78
FoxyTunes, 290-291

349
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frames
printing by, 163-166
saving, 304
Full Screen command (View menu), 313
Full Screen mode, viewing Web sites and,
254-255

oG o

General category (Options window),
218-219
General tab (Advanced category), 226-227
Gesture Exchange Web site, 288
gigabyte (GB), defined, 189
Go menu
commands, 314-315
example of, 313
navigating short-term history with, 78-79
Google
Gmail service login information, 202
News service, 48
as search engine, 20-21
summary of, 47
usefulness of history and, 86
Grab and Drag, using, 341-342
Greasemonkey, 292-294
groups, in Options window, 216
guided spell-checking feature
(Thunderbird), 130-131

o H o

hackers. See also phishing scams
fight against, 195
inability to copy Web site addresses,
196-198
methods of, 203
pharming, 199-200
protecting passwords from, 200-202
PwdHash and, 205
using social engineering, 194

hard drive, changing cache space on, 189
Harvard’s Thunderbird Help Center, 135
header, changing Web page for printing,
161-162
help
Download Statusbar, 297
Flat Bookmark Editing, 295
FoxyTunes, 291
Greasemonkey, 294
Mouse Gestures, 290
Scrapbook, 298
StumbleUpon, 286
Thunderbird, 135
TinyUrl Creator, 299-300
Help button, in Options window, 217
Help Contents command (Help menu), 320
Help menu
commands, 320-321
overview, 319-320
Help window
overview, 169
searching topics in, 171
Table of Contents, 170
history
clearing browsing, 182-183
clearing download, 150-152
clearing long-term, 84-85
deleting individual entries from
long-term, 83-84
extending/shortening/disabling
long-term, 85-86
long-term, 80, 81-82
managing download, 185-186
navigating browsing with scroll
wheel, 281
navigating short-term, 77-79
overview, 77
Privacy category settings for, 220
Privacy category settings for
download, 221
searching long-term, 82-83
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transferring to Firefox, 32
usefulness of, 86
History command
Go menu, 315
Sidebar submenu, 310
History Sidebar
example of, 25
showing/hiding, 315
Home command (Go menu), 314
home pages
customizing, 218-219
searching from default, 44-45
setting multiple, 94-95, 275-276
setting with drag-and-drop, 340
understanding, 21-22
using multiple bookmarks as, 66

o]e
identity theft
pharming and, 199-200
phishing scams and, 193
I'm Feeling Lucky searches, 49
image autoshrinking, disabling, 253
images
customizing loading of, 223
disabling loading of, 252-253
initiating download of, 138-139
printing Web page background, 160
IMAP e-mail accounts, versus POP
accounts, 121
IMDB (Internet Movie Database), 48
Import command (File menu), 305
Import Wizard
migrating to Firefox with, 31-33
migrating to Thunderbird with, 118
opening, 305
importing
bookmarks, 73-74
browser information, 31-33

Increase command (Text Size
submenu), 311
installing
from CD, 29
from downloads, 28
extensions from alternative sites,
261-262
extensions from Mozilla Update, 260-261
plug-ins, 144-145
with Setup Wizard, 30
theme compatibility and, 231-232
themes, 232
Thunderbird, 118
instant message, requesting personal
information by, 193-195
interface, focus of Firefox, 10
Internet cafes
accessing PwdHash from, 206-207
protecting password at, 202
Internet connections, proxies and, 219
Internet Explorer (Microsoft)
help migrating from, 320
keyboard shortcut differences from, 33
terminology differences from, 34
versus Firefox, 17
Internet Movie Database (IMDB), 48
Internet Options, transferring to
Firefox, 32
Internet Service Provider (ISP), social
engineering and, 194
Internet, spyware affecting speed of,
13-14
Introduction to Thunderbird Web site, 135

° ] °

Java, disabling, 223

JavaScript Console command
(Tools menu), 319

JavaScript, disabling, 223

junk mail, blocking, 132-135
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keyboard shortcuts

accessing Web site elements with,
332-336

Edit menu commands, 306-308

File menu commands, 302-306

Find Bar, 270-271

Full Screen mode viewing, 254-255

general, 331-332

Go menu, 314-315

Help menu commands, 320

Internet Explorer versus Firefox, 33

for loading Web addresses, 329-330

navigating short-term history with, 78

navigation, 323-325

opening Download Manager with, 147

opening tabs with, 273, 274

opening/closing windows and sidebars,
330-331

page searching, 327

replacing buttons with, 279

replacing Location Bar with, 280

resizing text with, 281-282

Safari versus Firefox, 35

for searching Web, 328-329

sending e-mail with, 131

tabbed browsing, 325-326

for temporarily resizing Web site
text, 249

text editing/selection, 326-327

Tools menu commands, 317-319

View menu commands, 310-313

keywords

assigning to bookmarks, 276-277

default search, 278

Firefox search, 50

opening bookmarks with, 65-66

searching from Location Bar with,
49-50

specialized searches from Location Bar
with, 50-51

speeding searches with, 277-278

o/ o

landscape page orientation, 159
languages
customizing, 227
manually specifying Web site, 312
Lavasoft Ad-Aware, 209
links
adding to bookmarks, 339-340
dragging to open Web pages, 337-338
focus and, 334-335
in help documentation, 170
loading into tabs/windows, 338-339
opening in new tab, 89-91
opening tabs with, 274
overview, 20
scrapbook capturing, 298
sending by e-mail, 304
List pane (Thunderbird), 123-124
lists, focus and, 335
Live Bookmarks
creating, 57-59
overview, 15-16
Location Bar
checking Web site addresses and, 196
default search method for, 49
keyboard shortcuts for using,
329-330
replacing with keyboard shortcuts, 280
searching from, 49, 277-278
searching from keywords, 49-50
selecting, 302-303
spacing on, 241-242
specialized searches from with
keywords, 50-51
verifying secure Web sites with, 197
login information
enabling/disabling prefilling, 184-185
saving, 104-105
viewing/clearing saved, 108-109
long-term history
browsing, 81-82
clearing, 84-85



deleting individual entries from, 83-84
extending/shortening/disabling, 85-86
overview, 80

searching, 82-83

ol o

Macintosh (Apple). See also keyboard
shortcuts
downloading Firefox and, 28
installing Firefox CD on, 29
opening Firefox in Safe Mode on, 234
security patches, 209
system requirements for, 27
Manage Bookmarks command
(Bookmarks menu), 316
margins, changing Web page for printing,
160-161
Master Passwords
managing passwords and, 184
using, 106-108
McAfee VirusScan, 208
megabyte (MB), defined, 189
Menu Bar, 24
menus
accessing bookmarks from Bookmarks,
59, 62-63
File, 301-306
navigating short-term history with
Back, 78
navigating short-term history with
Forward, 78
navigating short-term history with Go,
78-79
preventing Web sites from altering
contextual, 271-272
sorting bookmarks/folders with
Bookmarks, 71-72
Message pane (Thunderbird), 124
Microsoft Corporation
browser creation and, 9
security patches, 209
W3C standards and, 36

Microsoft Internet Explorer
help migrating from, 320
keyboard shortcut differences from, 33
terminology differences from, 34
versus Firefox, 17
Microsoft Security Home Page, 212
Microsoft Windows. See also keyboard
shortcuts
downloading Firefox and, 28
installing Firefox CD on, 29
opening Firefox in Safe Mode on, 234
system requirements for, 27
middle mouse button
closing tabs with, 92
loading Web sites into new tabs
with, 97
opening bookmarks in new tabs
with, 68
opening links in new tabs with, 89-91
opening tabs with, 273
migrating
to Firefox, 31-33
from Internet Explorer, 320
to Thunderbird, 118
Mouse Gestures, 287-290
Mozilla Foundation
creation of, 9
maintaining theme lists, 229
Official Firefox Support Site, 172
official Thunderbird help page, 135
Mozilla Update Web site
extension compatibility information
on, 260
extensions available on, 258
theme compatibility information on, 232
themes available on, 229-231
MozillaZine Knowledge Base Web site
help documentation available at, 172
Mozilla Firefox Support forum on,
173-174
music
initiating download of, 138-139
playing in Firefox, 290-291

Index 353
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naming
bookmarks, 56, 60
origin of Firefox, 11
navigation, keyboard shortcuts for,
323-325
Navigation Toolbar, 24
Navigation Toolbar command
(Toolbar submenu), 309
netiquette, 173
Netscape
Bookmarks Toolbar advertising and, 61
browser creation and, 9
New Message command
(Tools menu), 318
New Tab command (File menu), 302
New Window command (File menu), 302
news, accessing, 15-16
newsgroups, addressing e-mail to, 127
No Style command (Page Style
submenu), 312
Normal command (Text Size
submenu), 312
Norton AntiVirus, 208
notification bar, blocked popups and,
112-113
numerical Web site addresses, 196

o () o

Official Firefox Support Site, Help
Documentation Available at, 172

Offline mode, using, 305-306

ongoing downloads, capabilities
with, 149

online advertising, blocking, 287.
See also popup advertising

online help, 172

Open File command (File menu), 303

Open Location command (File menu),
302-303

Open Source Articles Web site, help
documentation available at, 172
open source development model
Firefox and, 16-17
origins of, 9
Open Web Location window, opening,
302-303
options, advantage of reducing, 215
Options command (Tools menu), 319
Options window
Advanced category, 225-228
clearing long-term history from, 85
Content category, 221-223
Downloads category, 224-225
General category, 218-219
Privacy category, 220-221
Tabs category, 223
using, 217-218
organizing, bookmarks, 64, 68-73
orientation, changing Web page for
printing, 158-159

oo

Page Info command (Tools menu), 319
page range, printing by, 163
Page Setup
accessing, 155
changing Web page headers/footers for
printing, 161-162
changing Web page margins for
printing, 160-161
File menu command, 304
printing background colors/
images and, 170
Page Source command (View menu), 313
Page Style submenu (View menu), 312
Password Hash (PwdHash)
accessing from other computers,
206-207
configuring, 206
overview, 204



passwords and, 204-205
using, 205-206
Password Manager, viewing/clearing
saved login information with,
108-109
passwords
managing, 183-185
Master, 106-108, 184
Privacy category settings for, 220
protecting, 200-202
PwdHash and, 204-205
transferring saved to Firefox, 32
viewing collected, 109, 184
Paste command (Edit menu), 307-308
PayPal, reporting phishing scams to, 195
pharming, 199-200
phishing scams
companies most frequently targeted
by, 195
duplicating program appearance,
198-199
identity theft and, 193
legitimate Web site addresses and,
196-197
overview, 192-193
PwdHash and, 205
requesting personal information by
e-mail/instant message, 193-195
pictures. See images
plug-ins
downloading files and, 142
finding/installing, 143-145
overview, 143
POP e-mail accounts, versus IMAP
accounts, 121
popup advertising
allowing Web sites to open, 115-116
blocking by default, 111
Content category settings for
blocking, 221
notification of blocked, 111-113

nuisance of, 111
opening, 114-115
portrait page orientation, 159
Print command (File menu), 305
Print Preview. See also printing
example of window, 155
File menu command, 305
printing Web sites and, 154
printers, options, 168
printing
changing Web page headers/footers for,
161-162
changing Web page margins for, 160-161
changing Web page orientation for,
158-159
by frames, 163-166
multiple copies of a page, 165-167
overview, 153
previewing Web sites and, 154-155
scaling Web pages for, 155-157
selecting parts of page for, 162-166
Web page background colors/
images, 160
Web site challenges, 154
Privacy category (Options window),
220-221
private information
browsing long-term history, 81-82
checking before clearing, 179-180
clearing browsing history, 182-183
clearing cache, 188-189
clearing general, 179
clearing long-term history, 84-85
clearing old saved forms, 183
clearing short-term history, 83
clearing when Firefox closes, 180-181
computers tracking, 177
deleting individual entries from
long-term history, 83-84
extending/shortening/disabling
long-term history, 85-86
Internet records and, 272-273
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private information (continued)
long-term history, 80
managing download history, 185-186
managing individual, 181-182
managing passwords, 183-185
Master Passwords, 106-108, 184
navigating short-term history, 77-78
searching long-term history, 82-83
transferring saved passwords to
Firefox, 32
using Back and Forward menus with
short-term history, 78
using Go menu with short-term history,
78-79
verifying secure Web sites and, 197
viewing collected passwords, 109, 184
Web site asking for, 193-195
programs. See software; specific programs
proxies, 219
PwdHash (Password Hash)
accessing from other computers,
206-207
configuring, 206
overview, 204
passwords and, 204-205
using, 205-206

ogo

quotation marks, searches and, 44

o R o

radio buttons, focus and, 335-336
Read Mail command (Tools menu), 318
Really Simple Syndication (RSS),
live bookmarks and, 58-59

Redo command (Edit menu), 307
registration. See also form-filling features

bypassing Web sites, 107

facilitating, 100

Reload command (View menu), 22, 311
Report Broken Website command
(Help menu), 320
Reporting Wizard
opening, 320
reporting broken Web sites and, 37-39
RSS (Really Simple Syndication),
live bookmarks and, 58-59

oS e

Safari, differences with, 35
Safe Mode
disabling extensions with, 266
troubleshooting themes and, 234
Save Frame As command (File menu), 304
Save Link feature, overriding download
default actions with, 145-146
Save Page As command (File menu), 304
saving
bookmarks to folders, 56
changing default location for
downloaded files, 142-143
downloaded files, 140, 142
with Scrapbook, 297-298
Web sites, 146-147
scaling, Web pages for printing, 155-157
Scrapbook, 297-298
scroll wheel, using, 281-282
Search Box
adding search engines to, 47-48
searching e-mail with, 124-125
searching from, 45-46
searching Help window topics, 171
selecting, 317
simplicity of, 12
swapping search engines in, 46-47
search engines
accessing, 12
adding to Search Box, 47-48
alternative, 48



overview, 20-21
summary of common, 47
swapping in Search Box, 46-47
versus browsers, 7, 23
Search Sidebar, searching Help window
topics and, 171
searches
within current Web page, 308
from default home page, 44-45
default keywords for, 278
with drag-and-drop, 340
e-mail, 124-125
finding personally interesting Web sites,
285-286
Firefox facilitating, 12
Help window topics, 171
I'm Feeling Lucky, 49
keyboard shortcuts for page, 327
from Location Bar with keywords, 49-50
long-term history, 82-83
from Search Box, 45-48
specialized from Location Bar with
keywords, 50-51
speeding, 277-278
suggestions for better, 43-44
Secure Sockets Layer (SSL) technology
browser certificates and, 199-200
falsified Web sites and, 197
secure Web sites, distinguishing from
nonsecure, 197-198
security
avoiding malicious plug-ins, 207-208
avoiding pharming, 199-200
clearing saved form information, 101-103
Firefox improving, 13
managing passwords, 183-185
Master Passwords, 106-108, 184
online resources, 212
phishers versus legitimate Web site
addresses, 196-198
preventing data loss, 284-285

protecting passwords and, 200-202
reporting phishing scams, 195
social engineering and, 194
software for, 208-209
transferring passwords saved to
Firefox, 32
understanding phishing scams, 192-193
updating software and, 209-211
using Master Password and, 106-108
viewing collected passwords, 109, 184
security patches, importance of, 209
Security tab (Advanced category), 228
Select All command (Edit menu), 308
Send Link command, 304
Separator, 239
separators, creating bookmark, 73
SessionSaver, 284-285
shortening, long-term history, 85-86
short-term history
clearing, 83
navigating, 77-78
using Back and Forward menus with, 78
using Go menu with, 78-79
Sidebar submenu (View menu), 310-311
sidebars
on Firefox Start page, 25-26
keyboard shortcuts for opening/closing,
330-331
listing installed, 311
opening bookmarks in, 66-68
Smooth Scrolling, using, 282
social bookmarking, 75
social engineering, hackers using, 194
software. See also specific software
antispyware, 209
antivirus, 208
development problems of, 10
phishing scams duplicating appearance
of, 198-199
version numbers, 265
sorting, bookmarks, 71-72
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Space, 239-240
spam, blocking, 132-135
specificity, searches and, 43
speed, spyware affecting Internet, 13-14
spell-checking, e-mail, 129-131
spoofs, defined, 192
Spybot-Search & Destroy, 209
spyware
defined, 207
Firefox avoiding, 13-14
software protection from, 209
SSL (Secure Sockets Layer) technology
browser certificates and, 199-200
falsified Web sites and, 197
Stanford Folding@Home project, 203
Status Bar, 24
Status Bar command (View menu), 310
Status Bar icon, blocked popups
and, 112
Stop command (View menu), 22, 311
StumbleUpon, 285-286
subject line, e-mail, 128
succinctness, searches and, 43
Sun Trust, reporting phishing
scams to, 195
system requirements, 27
system taskbar, hiding, 313
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tab bar, opening tabs with, 274

Tab order, focus and, 332-333

tabbed browsing. See also tabs
customizing, 223-224, 227
ease of, 10-11
keyboard shortcuts for, 325-326
navigating among Web sites, 91
opening linked site in new tab, 89-91
opening new site in new tab, 89
overview, 87-89

Table of Contents, Help window, 170
tabs. See also tabbed browsing
bookmarking open, 97
closing, 92, 303
customizing handling of, 92-93
loading links into, 338-339
loading Web sites into new, 97
methods of opening, 273-274
opening bookmarks in new, 68
opening new, 302
rearranging, 91
rearranging with drag-and-drop, 341
Tabs category (Options window),
223-224
terminology
Internet Explorer versus Firefox, 34
Safari versus Firefox, 35
security, 191
text
customizing Web site, 223
finding within Web pages, 51-53
keyboard shortcuts for
editing/selection of, 326-327
resizing in Web sites, 156
resizing on currently viewed Web site,
247-249
resizing Web site permanently, 249-250
resizing with scroll wheel, 281-282
searching with drag-and-drop, 340
text boxes, focus and, 335
Text Size submenu (View menu), 311-312
Theme Manager, installing/applying
themes with, 232-233
themes
Content category settings for
installing, 222
ensuring compatibility of, 231-232
examples of favorite, 231
finding, 229-230
installing/applying, 232-233
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overview, 229
troubleshooting, 234
uninstalling, 234
updating, 233-234
Thunderbird
acquiring/installing, 118
addressing e-mail in, 127-128
attaching files to e-mail in, 129
automatically checking for e-mail, 122
composing e-mail body in, 128-129
configuring for automatic junk mail
handling, 134-135
creating address book, 131-132
Firefox interface with, 126
help sources for, 135
junk mail and, 132
main window, 123
marking junk mail, 133-134
overview, 117
reading e-mail in, 123-124
replying to e-mail in, 125
searching e-mail in, 124-125
sending e-mail in, 131
setting up e-mail account in, 118-122
specifying e-mail subject in, 128
spell-checking e-mail in, 129-131
Thunderbird Account Wizard, 119-121
TinyUrl Creator, 299-300
toolbars. See also specific toolbars
adding items to, 236-237
appearing on menu, 309
changing layout, 278-280
creating new, 242-243
customizing, 235
customizing button appearance on,
244-245
customizing with drag-and-drop, 341
deleting, 244
deleting items on, 239
designing, 241

on Firefox Start page, 24
hiding, 243-244, 313
rearranging items on, 237-238
restoring default configuration to, 246
spacing items on, 239-242
Toolbars submenu (View menu), 309-310
Tools menu
commands, 317-319
overview, 316-317
troubleshooting, themes, 234
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Undo command (Edit menu), 306
uninstalling
extensions, 266
themes, 234
Update tab (Advanced category),
227-228
updating
customizing, 227-228
extensions, 265
Firefox, 209-211
theme compatibility and, 232
themes, 233-234
URLs (Web addresses)
generating shortened, 299-300
keyboard shortcuts for loading, 329-330
manually setting multiple home pages
with, 94
phishers inability to copy, 196-198
understanding, 21
U.S. Bank, reporting phishing
scams to, 195
US-CERT, 212
user scripts, Greasemonkey and, 292-294
username, setting up Thunderbird
account and, 120
Using the Help Window topic, in Help
window, 170
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VeriSign, protecting from pharming
and, 200
View menu
commands, 309-313
example of, 309
viewing
collected passwords, 109, 184
saved login information with form-filling
features, 108-109
Web sites with Print Preview, 154-155
viruses
defined, 207
software protection from, 208
Visa, reporting phishing scams to, 195
volunteers
built-in help documentation and, 170
Netscape, 9
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Washington Mutual, reporting phishing
scams to, 195
Web. See World Wide Web
Web addresses
generating shortened, 299-300
keyboard shortcuts for loading, 329-330
manually setting multiple home pages
with, 94
phishers inability to copy, 196-198
understanding, 21
Web pages
adding to Bookmarks lists, 316
dragging links to open, 337-338
finding text within, 51-53
focus and, 334
keyboard shortcuts for searching, 327
saving to hard drive, 304
scaling for printing, 155-157
searches within current, 308

Web Search command (Tools menu), 317
Web sites

accessing elements with keyboard,
332-336

accessing newest version of
current, 311

allowing to open popups, 115-116

challenges printing, 154

changing colors on, 250-252

changing header/footers for printing,
161-162

changing margins in for printing, 160-161

changing page orientation for printing,
158-159

checking for focus, 270

creating live bookmarks from, 58-59

customizing fonts/colors on, 223

customizing with Greasemonkey,
292-294

disabling image loading in, 252-253

displaying in sidebars, 66—68

distinguishing secure from nonsecure,
197-198

finding extensions on, 258-260

finding personally interesting, 285-286

finding themes on, 229-230

hackers pharming, 199-200

help documents, 172

home pages, 21-22

installing extensions from, 260-262

listing last ten visited, 314-315

locking out, 36

manually specifying languages of, 312

navigating among in tabs, 91

opening linked in new tab, 89-91

opening multiple in Windows, 88-89

opening new in new tab, 89

preventing from setting cookies, 187

printing background colors/images, 160

printing multiple copies of page is,
166-168
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reporting broken, 37-39, 320
resizing text on currently viewed,
247-249
resizing text permanently on, 249-250
saving, 146-147
scrapbooked, 297-298
selecting page parts for printing,
162-166
setting group of open as home
pages, 95
social bookmarking, 75
solving annoyances of, 250
stopping annoying behavior of, 271-272
stopping loading, 311
Thunderbird help sources, 135
top security, 212
viewing in Full Screen mode, 254-255
viewing with Print Preview, 154-155
Wikipedia, 48
Windows (Microsoft). See also keyboard
shortcuts
downloading Firefox and, 28
installing Firefox CD on, 29
opening Firefox in Safe Mode on, 234
system requirements for, 27
windows
adding extension buttons to Customize
Toolbar, 263
adding items to toolbars with
Customize Toolbar, 236-237
clearing long-term history from
Options, 85
closing, 303
Compose (Thunderbird), 125-126
Customize Toolbar, 263
deleting toolbar items with Customize
Toolbar, 239
Help, 169, 170, 171
keyboard shortcuts for opening/
closing, 330-331

loading links into, 338
Open Web Location, 302-303
opening bookmarks in new, 68
opening multiple Web sites in, 88-89
opening new, 302
Options, 217-225
phishers duplicating (AIM) AOL Instant
Messenger, 198-199
preventing Web sites from altering
Firefox, 271
rearranging toolbar items with
Customize Toolbar, 237-238
spacing toolbar items with Customize
Toolbar, 239-242
Work Offline command (File menu),
305-306
World Wide Web
basic browsing commands for, 22
finding help documents on, 172
home pages on, 21-22
keyboard shortcuts for searching,
328-329
links on, 20
navigating with keyboard shortcuts,
323-325
overview, 19
search engines and, 20-21
support forums on, 172-174
World Wide Web Consortium (W3C),
browser developers and, 36
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Yahoo!

Reporting phishing scams to, 195
summary of, 47
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ZoneAlarm, 209






