
Contents at a Glance
Introduction .................................................................1

Part I: Getting Fired Up ................................................5
Chapter 1: Why You Should Fire Your Old Browser.......................................................7
Chapter 2: Finding Your Way Around Firefox................................................................19
Chapter 3: Setting Up Firefox ..........................................................................................27

Part II: Ready, Aim, Firefox.........................................41
Chapter 4: Finding Information Online ..........................................................................43
Chapter 5: Bookmarking Great Sites ..............................................................................55
Chapter 6: Returning to Sites You’ve Visited ................................................................77
Chapter 7: Browsing with Tabs.......................................................................................87
Chapter 8: Filling In Forms Quickly................................................................................99
Chapter 9: Blocking Popup Ads....................................................................................111
Chapter 10: E-Mailing with Thunderbird .....................................................................117
Chapter 11: Downloading and Saving Files .................................................................137
Chapter 12: Printing Web Pages ...................................................................................153
Chapter 13: Finding Additional Help............................................................................169

Part III: Outfoxing Hackers .......................................175
Chapter 14: Clearing Your Tracks.................................................................................177
Chapter 15: Staying Safe Online....................................................................................191

Part IV: Dressing Up the Fox......................................213
Chapter 16: Setting Your Options.................................................................................215
Chapter 17: Finding Your Dream Theme .....................................................................229
Chapter 18: Tailoring Your Toolbars............................................................................235
Chapter 19: Controlling the Way Web Sites Look .......................................................247
Chapter 20: Extending Firefox.......................................................................................257

Part V: The Part of Tens ............................................267
Chapter 21: Ten Secrets to a Foxier Web.....................................................................269
Chapter 22: The Ten Best Firefox Extensions .............................................................283

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page ix

CO
PYRIG

HTED
 M

ATERIA
L



Appendix A: Firefox Menu Reference ..........................301

Appendix B: Firefox Keyboard Reference ....................323

Appendix C: Firefox Drag-and-Drop Reference.............337

Index .......................................................................343

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page x



Table of Contents
Introduction..................................................................1

About This Book...............................................................................................1
How This Book Is Organized...........................................................................2

Part I: Getting Fired Up ..........................................................................2
Part II: Ready, Aim, Firefox ....................................................................2
Part III: Outfoxing Hackers ....................................................................2
Part IV: Dressing Up the Fox .................................................................3
Part V: The Part of Tens.........................................................................3

Icons Used in This Book..................................................................................3
Conventions......................................................................................................4
Feedback ...........................................................................................................4

Part I: Getting Fired Up.................................................5

Chapter 1: Why You Should Fire Your Old Browser  . . . . . . . . . . . . . . . .7
What Is a Browser, Anyway? ...........................................................................7
Why Use Firefox?..............................................................................................8

Firefox solves your Internet headaches ............................................10
Firefox is developed by people who care..........................................16
You have nothing to lose .....................................................................17

Chapter 2: Finding Your Way Around Firefox  . . . . . . . . . . . . . . . . . . . . .19
Wandering the Web........................................................................................19

Looking for links ...................................................................................20
Increasing your search engine savvy.................................................20
Feeling at home with Web addresses.................................................21
The home page is where the heart is.................................................21
The Back, Forward, Reload, and Stop commands ...........................22

A Browser Is Not a Search Engine................................................................23
Using the Firefox Interface ............................................................................23

The Content area ..................................................................................24
The toolbars..........................................................................................24
The Status Bar ......................................................................................24
Sidebars .................................................................................................25
The Find Bar..........................................................................................26

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xi



Chapter 3: Setting Up Firefox . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .27
System Requirements....................................................................................27
Getting Firefox ................................................................................................27

Downloading Firefox ............................................................................28
Using a Firefox CD ................................................................................29

Installing Firefox with the Setup Wizard .....................................................30
Importing Your Information..........................................................................31
Switching from Internet Explorer.................................................................33

Keyboard shortcut differences...........................................................33
Terminology differences......................................................................34
Feature differences...............................................................................34

Switching from Apple Safari..........................................................................34
Keyboard shortcut differences...........................................................35
Terminology differences......................................................................35
Feature differences...............................................................................35

Reporting Broken Web Sites .........................................................................37

Part II: Ready, Aim, Firefox .........................................41

Chapter 4: Finding Information Online . . . . . . . . . . . . . . . . . . . . . . . . . . .43
Searching the Web with Firefox....................................................................43

Searching from the default Firefox home page.................................44
Searching from the Search Box...........................................................45
Searching from the Location Bar........................................................49

Finding Text within a Page ............................................................................51
Using the Find Bar ................................................................................52
Moving among multiple Find Bar results ..........................................53

Chapter 5: Bookmarking Great Sites  . . . . . . . . . . . . . . . . . . . . . . . . . . . .55
Creating and Accessing Bookmarks ............................................................55

Creating a bookmark............................................................................56
Creating multiple bookmarks at once................................................57
Creating a bookmark that auto-updates............................................57
Opening a bookmark............................................................................59
Opening multiple bookmarks at once................................................65
Opening bookmarks with keywords ..................................................65
Opening bookmarks in a sidebar .......................................................66
Opening bookmarks in new windows or tabs...................................68

Organizing Your Bookmarks .........................................................................68
Creating bookmark folders..................................................................70
Renaming bookmarks and folders......................................................70
Deleting bookmarks and folders ........................................................71
Moving bookmarks and folders ..........................................................71

Firefox For Dummies xii

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xii



Sorting bookmarks ...............................................................................71
Describing bookmarks and folders ....................................................72
Creating separators..............................................................................73

Importing and Exporting Bookmarks ..........................................................73
Importing on your first launch ...........................................................73
Importing after the initial launch .......................................................74
Exporting bookmarks...........................................................................74

Chapter 6: Returning to Sites You’ve Visited  . . . . . . . . . . . . . . . . . . . . .77
Navigating Short-Term History.....................................................................77

Going back and forth with the Back and Forward menus...............78
Navigating history more quickly with the Go menu ........................78

Delving into Long-Term History ...................................................................80
Browsing long-term history ................................................................81
Searching long-term history................................................................82
Cleaning up long-term history ............................................................83
Extending, shortening, or disabling long-term history ...................85

Chapter 7: Browsing with Tabs . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .87
Getting Started with Tabs .............................................................................87

Opening a new site in a new tab.........................................................89
Opening a linked site in a new tab .....................................................89
Navigating among Web sites in tabs ..................................................91
Rearranging tabs ..................................................................................91
Closing tabs...........................................................................................92

Super Tabbing: Advanced Tips and Tricks .................................................92
Tweaking tabs .......................................................................................92
There’s no place like home pages ......................................................94
Opening multiple bookmarks simultaneously..................................96
Bookmarking open tabs.......................................................................97
Put that on my tab!...............................................................................97

Chapter 8: Filling In Forms Quickly  . . . . . . . . . . . . . . . . . . . . . . . . . . . . .99
Saving Your Sanity with Saved Forms .......................................................100

Clearing saved form information......................................................101
Turning off automatic form filling ....................................................104

Saving Login Information for Fast Access to Web Sites ..........................104
Using a Master Password ..................................................................106
Viewing and clearing saved login info with the Password 

Manager ...........................................................................................108

Chapter 9: Blocking Popup Ads  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .111
Blocking Popup Windows ...........................................................................111
Viewing Blocked Popup Windows..............................................................114

xiiiTable of Contents

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xiii



Opening blocked popup windows....................................................114
Allowing certain Web sites to open popup windows.....................115

Chapter 10: E-Mailing with Thunderbird . . . . . . . . . . . . . . . . . . . . . . . .117
Getting Thunderbird....................................................................................118

Installing Thunderbird.......................................................................118
Using the Import Wizard....................................................................118

Setting Up Your E-Mail Account .................................................................118
Receiving, Reading, and Searching E-Mail.................................................122

Reading e-mail.....................................................................................123
Searching e-mail..................................................................................124

Composing E-Mails.......................................................................................125
Addressing e-mails .............................................................................127
Specifying an e-mail subject..............................................................128
Filling out the e-mail body.................................................................128
Attaching files .....................................................................................129
Spell-checking .....................................................................................129
Sending your e-mail............................................................................131

Creating an Address Book...........................................................................131
Blocking Junk Mail .......................................................................................132

Marking e-mails as junk mail.............................................................133
Configuring automatic junk mail handling ......................................134

Getting Additional Help with Thunderbird...............................................135

Chapter 11: Downloading and Saving Files  . . . . . . . . . . . . . . . . . . . . .137
Downloading Music, Pictures, and Other Files ........................................137

Starting a download ...........................................................................138
Bypassing the download decision window.....................................140
Changing the default download location ........................................142
Plugging along with plug-ins .............................................................143
Overriding default actions with Save Link ......................................145

Saving Web Sites...........................................................................................146
Using the Download Manager.....................................................................147

Opening the Download Manager ......................................................147
Exploring the Download Manager ....................................................148
Clearing your download history.......................................................150

Chapter 12: Printing Web Pages  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .153
Using Print Preview......................................................................................154

Changing the scale of the page.........................................................155
Changing the orientation of the page ..............................................157
Printing background colors and images..........................................159
Changing margins, headers, and footers.........................................160

Firefox For Dummies xiv

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xiv



Configuring Print Options and Printing a Web Site..................................162
Choosing which parts of a page to print .........................................162
Printing multiple copies of a page....................................................165
Changing page size and other printer-specific options.................167

Chapter 13: Finding Additional Help  . . . . . . . . . . . . . . . . . . . . . . . . . . .169
Using the Help Window ...............................................................................169

Browsing the Table of Contents .......................................................170
Searching for a particular topic........................................................171

Getting Help on the Web .............................................................................172
Finding help documents online ........................................................172
Using the support forums .................................................................172
E-mailing Blake....................................................................................174

Part III: Outfoxing Hackers ........................................175

Chapter 14: Clearing Your Tracks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .177
Using the Clear Private Data Feature.........................................................178

Bypassing the Clear Private Data window ......................................179
Clearing private data when Firefox closes ......................................181

Working One-on-One with Your Data .........................................................181
Erasing your browsing history .........................................................182
Getting rid of old saved forms ..........................................................183
Keeping your saved passwords safe................................................183
Tidying up your download history ..................................................185
Sweeping up your cookie crumbs ....................................................186
Clearing your cache ...........................................................................188

Chapter 15: Staying Safe Online  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .191
Phishing, Pharming, and Phriends.............................................................191

Phishing: Don’t get hooked! ..............................................................192
Phending off pharming ......................................................................199
Protecting your password.................................................................200

Using the PwdHash Extension....................................................................204
Discovering PwdHash ........................................................................204
Using PwdHash every day.................................................................205
Configuring PwdHash ........................................................................206
Using PwdHash from other computers ...........................................206

Preventing Spyware and Viruses................................................................207
Avoiding malicious extensions .........................................................207
Acquiring additional software protection .......................................208

Staying Up-to-Date........................................................................................209
Updating Firefox .................................................................................209
Monitoring new developments.........................................................212

xvTable of Contents

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xv



Part IV: Dressing Up the Fox ......................................213

Chapter 16: Setting Your Options  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .215
Using the Options Window .........................................................................216
Oodles of Options ........................................................................................218

The General category ........................................................................218
The Privacy category.........................................................................220
The Content category ........................................................................221
The Tabs category..............................................................................223
The Downloads category...................................................................224
The Advanced category.....................................................................225

Chapter 17: Finding Your Dream Theme  . . . . . . . . . . . . . . . . . . . . . . . .229
Going to the Theme Park ............................................................................229
Ensuring Theme Compatibility...................................................................231
Installing and Applying Themes.................................................................232
Updating Themes .........................................................................................233
Troubleshooting Themes............................................................................234
Uninstalling Themes ....................................................................................234

Chapter 18: Tailoring Your Toolbars  . . . . . . . . . . . . . . . . . . . . . . . . . . . .235
Changing the Items on Your Toolbars .......................................................235

Adding items to the toolbar ..............................................................236
Rearranging toolbar items ................................................................237
Removing toolbar items ....................................................................239
Using special items: Spacing out ......................................................239
Using the special Bookmarks Toolbar Items item..........................242

Adding, Hiding, and Removing Toolbars...................................................242
Creating new toolbars........................................................................242
Hiding toolbars temporarily .............................................................243
Removing toolbars .............................................................................244

Changing the Appearance of Your Toolbar Buttons................................244
Restoring the Default Configuration ..........................................................246

Chapter 19: Controlling the Way Web Sites Look  . . . . . . . . . . . . . . . .247
Enlarging and Shrinking Text......................................................................247

Resizing text for the current tab or window...................................247
Resizing text permanently.................................................................249

Changing Web Site Colors ...........................................................................250
Changing How Firefox Displays Images.....................................................252

Disabling image loading.....................................................................252
Turning off image autoshrinking ......................................................253

Viewing Web Sites in Full Screen Mode .....................................................254

Firefox For Dummies xvi

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xvi



Chapter 20: Extending Firefox  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . .257
Finding Great Extensions ............................................................................258
Ensuring Extension Compatibility .............................................................260
Installing Extensions....................................................................................260

Installing from Mozilla Update..........................................................260
Installing from another site...............................................................261

Using Extensions ..........................................................................................263
Managing Your Extensions..........................................................................264

Configuring extensions ......................................................................264
Updating extensions ..........................................................................265
Removing extensions .........................................................................265

Part V: The Part of Tens .............................................267

Chapter 21: Ten Secrets to a Foxier Web  . . . . . . . . . . . . . . . . . . . . . . .269
The Find Bar Can Read Your Mind.............................................................269
Stopping Annoying Web Sites in Their Tracks .........................................271
Making Your Privacy a One-Button Affair .................................................272
Put It on My Tab! ..........................................................................................273
Bookmarklets: The Baby Extensions .........................................................274
A Home for Every Occasion........................................................................275
Name That Bookmark! .................................................................................276
Enjoying a Speedier Search.........................................................................277
Feng Shui for Your Toolbars .......................................................................278
The Scroll Wheel: Not Just for Scrolling....................................................281

Chapter 22: The Ten Best Firefox Extensions  . . . . . . . . . . . . . . . . . . . .283
Before Getting Started .................................................................................283
Gaining Peace of Mind with SessionSaver ................................................284
StumbleUpon the Web’s Best Secrets........................................................285
Kissing Ads Goodbye with AdBlock...........................................................287
A New Way to Surf with Mouse Gestures ..................................................287
Playing Music without Leaving Firefox......................................................290
The Web Your Way with Greasemonkey....................................................292
Managing Bookmarks More Efficiently......................................................295
Keeping an Eye on Your Downloads ..........................................................296
Making the World’s Largest Scrapbook.....................................................297
Honey, I Shrunk the Link!.............................................................................299

Appendix A: Firefox Menu Reference...........................301
The File Menu ...............................................................................................301

New Window .......................................................................................302
New Tab ...............................................................................................302

xviiTable of Contents

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xvii



Open Location ....................................................................................302
Open File..............................................................................................303
Close.....................................................................................................303
Close Window .....................................................................................303
Close Tab .............................................................................................303
Save Page As .......................................................................................304
Save Frame As.....................................................................................304
Send Link .............................................................................................304
Page Setup...........................................................................................304
Print Preview.......................................................................................305
Print......................................................................................................305
Import ..................................................................................................305
Work Offline.........................................................................................305
Exit........................................................................................................306

The Edit Menu ..............................................................................................306
Undo.....................................................................................................306
Redo .....................................................................................................307
Cut ........................................................................................................307
Copy .....................................................................................................307
Paste.....................................................................................................307
Delete ...................................................................................................308
Select All ..............................................................................................308
Find in This Page ................................................................................308
Find Again............................................................................................308

The View Menu.............................................................................................309
Toolbars...............................................................................................309
Status Bar ............................................................................................310
Sidebar.................................................................................................310
Stop ......................................................................................................311
Reload ..................................................................................................311
Text Size...............................................................................................311
Page Style ............................................................................................312
Character Encoding ...........................................................................312
Page Source.........................................................................................313
Full Screen ...........................................................................................313

The Go Menu.................................................................................................313
Back......................................................................................................314
Forward ...............................................................................................314
Home....................................................................................................314
The list of Web sites ...........................................................................314
History .................................................................................................315

The Bookmarks Menu..................................................................................315
Bookmark This Page ..........................................................................316
Bookmark All Tabs .............................................................................316
Manage Bookmarks ............................................................................316
The list of bookmarks ........................................................................316

Firefox For Dummies xviii

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xviii



The Tools Menu............................................................................................316
Web Search..........................................................................................317
Read Mail .............................................................................................318
New Message.......................................................................................318
Downloads...........................................................................................318
Extensions ...........................................................................................318
JavaScript Console .............................................................................319
Page Info ..............................................................................................319
Clear Private Data...............................................................................319
Options ................................................................................................319

The Help Menu .............................................................................................319
Help Contents .....................................................................................320
For Internet Explorer Users...............................................................320
Report Broken Website......................................................................320
Check for Updates ..............................................................................321
About Mozilla Firefox.........................................................................321

Appendix B: Firefox Keyboard Reference .....................323
Navigation .....................................................................................................323
Tabbed Browsing..........................................................................................325
Text Editing and Selection ..........................................................................326
Searching a Page ..........................................................................................327
Searching the Web........................................................................................328
Loading Web Addresses ..............................................................................329
Opening and Closing Windows and Sidebars ...........................................330
Miscellaneous ...............................................................................................331
Accessing Web Site Elements with the Keyboard....................................332

Appendix C: Firefox Drag-and-Drop Reference .............337
Getting to Know Drag-and-Drop .................................................................337
Getting to the Good Stuff.............................................................................338

Loading a link in a tab or window ....................................................338
Loading a link in a new tab................................................................339
Adding a link to your bookmarks .....................................................339
Downloading a file ..............................................................................340
Searching for text ...............................................................................340
Setting your home page.....................................................................340
Creating a desktop shortcut .............................................................340
Customizing your toolbars................................................................341
Rearranging your tabs .......................................................................341

Extending Drag-and-Drop Further..............................................................341

Index........................................................................343

xixTable of Contents

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xix



Firefox For Dummies xx

02_748994 ftoc.qxp  12/1/05  8:38 PM  Page xx


