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A 

ABC, see Activity-based costing 
Acceptance theory of authority, 192 
Accounting controls, 220 
Acquisitions, corporate, 170 
Activity-based costing (ABC), 213–214 
Activity reports, 4 
Adaptation changes, 207 
Administrative controls, 220 
Administrative reporting, 18–20 
Agency problems, 169 
Agents of change, 206 
Agents of third parties, 146 
Agreement, change and, 207 
ALE (annual loss exposure), 281 
Analysis and Evaluation (IIA 
Performance Standard 2320), 286–287 

Analytical audit procedures, 286–287 
Analytical reviews, 274–275 
Annual loss exposure (ALE), 281 
Annual reports, 173–174 
Antiboycott laws, 147 
Anticipatory changes, 206 
Antitrust laws, 147 
Application development, 236 
Application system documentation 
controls, 223–224 

Approval: 
of risk-based plans, 93 
of work programs, 290 

Archive files, 222 
Assertion skills, 211 
Assessments: 

control, 217 
of control processes, 114–116 
definition/timing of, 35 
of each other’s audit 
programs/working papers, 95 

of quality programs, 35 
of risk management processes, 110–
111 

user satisfaction, 226 
Assets, control and use of, 146 
Assignment of authority and 
responsibility, 204–205 

Assurance (A) services, 10 
and consulting services, 12 
nature of, 10 
and objectivity impairment, 16–17 

Assurance level, 277 
Audits, tiered approach to, 177 
Audit assignment, 4 
Audit committees: 

communications with, 101–102 
and leadership style, 202–203 
relationship with, 99–102 
responsibilities of, 100 

Audit coverage, 95 
Audit directors: 

compliance with IIA’s Attribute 
Standards, 1 

duties of, 272 
external auditor supervision by, 6–7 
personnel responsibilities of, 5–6 
planning by, 3–4 
and policies/procedures, 4–5 
quality assurance role of, 5–6 

Auditing controls, 220 

Audit managers/supervisors, 272 
Audit manuals, 4 
Audit methodology, 273 
Audit objectives, 281 
Auditors-in-charge, 272 
Audit plans/planning, 3–4, 92–93, 272–
274 

Audit procedures, 283 
Audit programs: 

access to, 95 
assessments of, 95 
and planning, 270 

Audit reports, 5 
checklist for, 8 
exchange of, 96 

Audit resources, 4 
Audit risk: 

business risk vs., 276 
factors in, 278–280 

Audit scope, 3, 282–283 
Audit team leaders, 272 
Audit time budgets, 3 
Audit trail report, 231 
Audit work planning, 285 
Audit work programs, 283–284, 290 
Authentication of e-commerce activities, 
164 

Authority: 
hierarchy of, 189 
leadership style and assignment of, 
204–205 

in traditional organizational view, 192 
Automatic backup and recovery, 231 
Automatic error correction, 230 
Awareness, 211 

B 

Backup, automatic, 231 
Backup files, 222 
Balance controls, 229 
Balanced scorecard system, 214 
Batch totals, 227 
Before/after image record reporting for 
file maintenance, 231 

Behavioral science, 193–194 
Board of directors: 

and audit charters, 1 
and audit reports, 4 
changes in responsibilities of, 170 
corporate governance role of, 168, 169 
external assessment approval by, 38 
independence of, 169 
internal control responsibilities of, 
178–179 

and leadership style, 202–203 
member liability, 170 
and organizational independence, 17 
risk reporting to, 99 

Brevity codes, 226 
Burns, Tom, 195 
Burns and Stalker model, 195 
Business application systems, 221–234. 
See also Internal control 
application development, 236 
application system documentation 
controls, 223–224 

contingency planning, 235 
corrective controls, 230–231 

data integrity controls, 225–226 
data/network communications, 233–
234 

data origination/preparation/input 
controls, 221 

data output controls, 223 
data processing controls, 221–222 
detective controls, 227–230 
end-user computing, 236–237 
information technology management, 
232–233 

information technology operations, 
233 

inventory of controls in, 226–231 
operational application system 
controls, 231–232 

preventive controls, 226–227 
spreadsheet controls, 224–225 
system-related file maintenance 
controls, 222–223 

system security/information 
protection, 234–235 

third-party services, 237 
and user satisfaction assessment, 226 

Business continuity process, 156–158 
Business courtesies, 145–146 
Business inducements, 147 
Business interruptions, 165 
Business organizations, 189 
Business risk, audit risk vs., 276 

C 

Cadbury Report, 183–184 
CAEs, see Chief audit executives 
Canadian Institute of Chartered 
Accountants (CICA), 182 

Capability, 182 
Captives, 187 
Centralized organizations, 199 
CFO (chief financial officer) 
certification, 172–173 

Change(s): 
agents of, 206 
degree of, 212 
maintaining positive, 210 
method of introducing, 212 
resistance to, 207–208 
types of, 206–207 

Change in accounting systems, 279 
Change management, 206–210 

and agents of change, 206 
guidelines for, 208 
and organizational development, 208–
210 

and promoters vs. resistors of change, 
206 

Change phase (of OD), 209–210 
Charters: 

corporate, 168 
internal audit, see Internal audit 
charters 

Check digit, 228 
Checkpoint control, 231 
Chief audit executives (CAEs): 

audit committee relationship with, 
100–101 

and charter, 11 
consulting responsibilities of, 12 
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in engagement planning, 286 
and environmental risk, 113–114 
methodology determined by, 13 
proficiency of, 24, 25 
reporting lines for, 17–20 

Chief executive officers (CEOs): 
and audit charters, 1 
certification by, 172–173 
compensation of, 169 

Chief financial officer (CFO) 
certification, 172–173 

CICA (Canadian Institute of Chartered 
Accountants), 182 

Clear and complete error messages, 231 
Climate of group, 212 
Closed systems, 192 
CoCo model, see Criteria of control 
model 

Code of ethics, 41–42 
desirable, 148 
key concepts of, 141–142 
mandatory, 145–147 
monitoring compliance with, 143 
role of corporate, 139 
Sarbanes-Oxley on, 174 
strongly suggested, 147–148 

Collusion, 181 
Combination controls, 215 
Command files, 222 
Commitment: 

CoCo, 182 
to competence, 202 

Committee of Sponsoring Organizations 
(COSO), 123, 173 

Common goals or purposes, 189 
Common understanding of techniques, 
methods, terminology, 96 

Commonweal organizations, 189 
Communication: 

with audit committee, 101–102 
and change, 207 
of consulting engagement results, 15–
16 

of consulting information, 12 
of external assessment results, 38–39 
of internal assessment results, 36 
and internal control, 177 
of quality program assessments, 35 
of risk-based plans, 93 
staff meetings as tools for, 4–5 

Communication and Approval (IIA 
Performance Standard 2020): 
practice advisory, 93 
text, 93 

Company initiatives, 171 
Comparison controls, 230 
Compatibility checks, 226 
Compensating controls, 216–217 
Compensation issues, 169 
Competence: 

commitment to, 202 
and ethics, 140 
of external assessments, 38 
of internal auditors, 42 
of management, 279 

Competitive intelligence, 148 
Complementary controls, 215–216 
Completeness test, 228 

Complexity of operations, 279 
Compliance: 

with code of conduct, 147 
disclosure of non-, 33 
with IIA’s Attribute Standards, 1 
legal considerations in evaluating 
programs for, 150–153 

monitoring, 143 
Computation controls, 230 
Computer controls, 220 
Concurrent access controls, 227 
Concurrent control, 218 
“Conducted in accordance with 
Standards,” 33, 40–41 

Confidentiality, 42, 140 
Conflicts of interest: 

and code of conduct, 146 
policies covering, 139–142 
reporting, 5 

Conflict management, 210–213 
Conflict resolution, 12–13 
Consistency, 12 
Consulting activities of internal auditors, 
11–13 

Consulting (C) services, 10 
and assurance services, 12 
categories of, 13 
definition of, 13 
nature of, 10 
and objectivity impairment, 17 
principles guiding, 11–13 

Consulting engagements: 
communicating results of, 15–16 
continuing/ongoing, 14 
documentation requirements for, 16 
due professional care in, 14–15 
independence/objectivity in, 14 
monitoring of, 16 
scope of work in, 15 

Contemporary management controls, 
213–214 

Contingency design, 198–200 
Contingency design theory, 194–197 
Contingency planning, 235 
Continuing professional development, 
25, 31–32 

Continuing Professional Development 
(IIA Attribute Standard 1230), 25 
practice advisory, 31–32 
text, 25 

Continuous improvement, 35 
Control, 114–126. See also Management 

controls 
assessing/reporting on, 114–116 
costs vs. convenience vs., 218 
criteria for, 126 
e-commerce, 163 
ethics concerning, 146 
of financial reporting process, 122–
126 

and leadership styles, 201–206 
ownership vs., 168–169 
of quarterly financial 
reporting/disclosures/management 
certifications, 120–122 

self-assessment of, 116–119 
span of, 198–199 

Control (IIA Attribute Standard 2120), 
15 
practice advisories, 114–126 
text, 114 

Control activities, 176–177 
Control assessment, 217 
Control breakdowns, 180–181 
Control environment, 176 
Control files, 222 
Control report, 231 
Control self-assessment (CSA) model, 
116–119, 182–183 

Convenience, control benefits vs., 218 
Co-optation, 207 
Coordination: 

of effort, 189 
of internal/external services, 94–96 

Coordination (IIA Performance 
Standard 2050-1): 
practice advisories, 94–98 
text, 94 

Corporate charter, 168 
Corporate governance, 167–174 

alternative control frameworks, 174–
184 

board independence, 169 
board member liability, 170 
board of directors’ role, 169 
Cadbury Report, 183–184 
CoCo model, 182 
compensation issues, 169 
components of, 168 
control self-assessment model, 182–
183 

COSO’s internal control, 174–182 
defined, 167–168 
improving, 170–171 
insider trading scandals, 170 
King model, 184 
Kon TraG model, 184 
mergers/acquisitions/takeovers, 170 
roles, 168 
Sarbanes-Oxley Act, 171–174 
separation of ownership from control, 
168–169 

Turnbull model, 184 
Corrective controls, 219, 230–231 
Corruption of data, 164–165 
COSO, see Committee of Sponsoring 
Organizations 

COSO internal control model, 174–182 
components of, 176–177 
concepts of, 174–175 
and CSA/CoCo models, 183 
factors in understanding, 180–182 
limitations of, 180 
objectives of, 175, 176 
people concept, 175–176 
process concept, 175 
reasonable assurance concept, 176 
relationship of objectives and 
components in, 177–178 

responsibility, 178–179 
standards for, 179 
tiered audit approach, 177 

Costs, control benefits vs., 181–182, 218 
Cost-benefit analysis, 217–218 
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Criteria for Communicating (IIA 
Performance Standard 2410), 15–16 

Criteria of control (CoCo) model, 182, 
183 

Cross-field editing, 229 
Cross footing, 230 
Cross-record editing, 229 
CSA model, see Control self-assessment 
model 

Culture: 
and ethics, 139 
and governance, 127 

Customer classification departments, 
198 

Customized audit program, 283, 284 

D 

Data accuracy, 225 
Data attribute checks, 226 
Data authorization, 225 
Data checks, 230 
Data communications, 233–234 
Data completeness, 225 
Data consistency, 225–226 
Data integrity controls, 225–226 
Data origination/preparation/input 
controls, 221 

Data output controls, 223 
Data processing, extent of, 280 
Data processing controls, 221–222 
Data timeliness, 226 
Date checks, 228 
Decentralized organizations, 199–200 
Delphi technique, 281 
Departmentalization, 197–198 
Descriptive read-back, 230 
Detective controls, 219, 227–230 
Differentiation, 195 
Dignity, 141 
Directive controls, 219 
Disasters, 158 
Disclosure: 

internal auditor’s role in, 120–122 
of noncompliance, 33 
of reasons for information requests, 20 

Disclosure of Noncompliance (IIA 
Attribute Standard 1340), 33 

Discrete value check, 228 
Disseminating Results (IIA Performance 
Standard 2440), 15–16 

Distance from home office, 280 
Divisional decentralization, 199 
Division of labor, 189 
Documentation: 

of audit plan, 274 
and business applications, 231 
consulting engagement requirements 
for, 16 

in engagement planning, 288 
of formal consulting engagements, 15 

Document image files, 223 
Due professional care, 14–15, 24–25, 31 
Due Professional Care (IIA Attribute 

Standard 1220), 24–25 
practice advisory, 31 
text, 24–25 

“Dumping one’s bucket” of tension, 212 
Duplicate checks, 229 

Dynamic equilibrium, 193 
Dynamic risks, 185–186 

E 

E-commerce activities: 
auditing, 163–165 
authentication of, 164 
and business interruptions, 165 
control/audit implications of, 161–165 
and corruption of data, 164–165 
and fraud, 164 
management issues with, 165 
organization of, 164 
risks/control issues with, 163 

E-commerce engagements, 162–163 
Economic condition of unit, 279 
Economic-value-added (EVA), 213 
Education: 

and change, 207 
continuing, 6 

Effectiveness, 141 
EH&S, see Environmental, Health, and 
Safety 

Emergency consulting engagements, 13 
Emotional support, 212 
Employees: 

corporate governance role of, 168 
empowerment of, 204 
responsibilities of, 145 

Empowerment: 
of audit activity, 12 
of employees, 204 

End-user computing, 236–237 
Engagement clients, 10 
Engagement Objectives (IIA 
Performance Standard 2210): 

practice advisories, 288–289 
text, 15, 287 

Engagement planning, 269–290 
and analysis/evaluation, 286–287 
and analytical reviews, 274–275 
and audit plans, 272–274 
and audit process, 269–272 
and audit work, 285 
engagement objectives/scope, 287–
289 

IIA Performance Standards for, 285–
290 

and materiality, 275–278 
and objectives/scope of audit, 281–
283, 288–289 

and resource allocation, 289–290 
and risk assessment, 278–281, 288–
289 

and staff plans, 272, 274 
and work programs, 283–284, 290 

Engagement Planning (IIA Performance 
Standard 2200): 
practice advisory, 285–286 
text, 285 

Engagement Resource Allocation (IIA 
Performance Standard 2230): 
practice advisories, 289–290 
text, 289 

Engagement Scope (IIA Performance 
Standard 2220), 287–288 

Engagement work program, 290 

Engagement Work Program (IIA 
Performance Standard 2240): 
practice advisories, 290 
text, 15, 290 

Enterprise risk management (ERM), 
184–188 
approaches to, 187 
implementation of, 188 
internal auditing role in, 188 
tools of, 187–188 

Entertainment, 146 
Entire organization interventions (in 
OD), 209–210 

Entity-wide management control 
evaluation, 173 

Environment: 
ethics concerning, 148 
interaction with, 193 

Environmental, Health, and Safety 
(EH&S), 112–114 

Environmental risks, 112–114 
Equal employment opportunities, 147 
Equifinality, 193 
Equilibrium, dynamic, 193 
ERM, see Enterprise risk management 
Error messages, 231 
Error report, 231 
Errors, 276–277 
Error total, 231 
Ethics, 139–149 

and conflicts of interest, 139–141 
double standard for, 148 
facilitating, 142–143 
factors influencing standards of, 141–
142 

and fraud in financial reporting, 143–
148 

IIA Performance Standards for, 149–
165 

integrating, 148–149 
legal considerations in evaluating 
regulatory compliance programs, 
150–153 

monitoring compliance with code of 
conduct, 143 

role of corporate code of, 139 
Ethical culture of organization, 126–128 

assessment of, 127–128 
shared responsibility for, 127 

Ethical values, leadership styles and, 
201–202 

EVA (economic-value-added), 213 
Evaluation: 

of business continuity process, 157 
entity-wide management control, 173 
of OD program, 210 
process- or activity-level control, 173 

Exception report, 231 
Explicit coercion, 208 
Exposure, 278 
External assessments, 33, 36–39 

approval by management/board for, 
38 

communicating results of, 38–39 
competence of, 38 
independence of, 37–38 
integrity/objectivity of, 38 
reviewer qualifications, 37 
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scope of, 38 
self-assessment with independent 
validation, 39–40 

External Assessments (IIA Attribute 
Standard 1312): 
practice advisory, 36–40 
text, 33 

External auditors, 6–7 
External audit services, 96–98 
External reviews, 7 

F 

Facilitated team workshops, 117–118 
“Facilitating payments,” 147 
Facilitation, 207 
Fallback procedure, 231 
Federal Information Processing 
Standards (FIPS), 281 

Feedback control, 218 
Feed-forward control, 218–219 
Field combination tests, 229 
Field offices, 285 
Fieldwork, 270–271 
Financial control systems, 220 
Financial insurance contracts, 187 
Financial interest conflicts, 146 
Financial reporting fraud, 143–148 
Financial reporting process, 122–126 
Financial risk, 184 
FIPS (Federal Information Processing 
Standards), 281 

FIPS PUB 65, 281 
Flat organizations, 198–199 
Follett, Mary Parker, 193 
Follow-up, 5, 271–272 
Formal charts, 190 
Formal consulting engagements, 12, 13 
Format checks, 228 
Fraud: 

in e-commerce, 164 
in financial reporting, 143–148 
identification of, 28–30 
responsibility for detection of, 30–31 

Full disclosure, 171 
Functional decentralization, 199 
Functional departments, 197 
Functional reporting, 18, 19 

G 

Geographic location departments, 198 
Germany, 184 
Gifts, 140, 145–146 
Goals: 

common, 189 
internal audit, 3 

Governance, see Corporate governance; 
Organizational governance 

Governance (IIA Performance Standard 
2130), 14–15 
practice advisory, 126–128 
text, 126 

Governance committees, 170 
Government business, 148 
Government regulation, 280 
Grievance mechanisms, 212 
Group conflict prevention and control 
methods, 212–213 

Group interventions (in OD), 209 

Growth, rapid, 280 

H 

Hardware controls, 220 
Hash totals, 227 
Hazard, 184–185 
Hazard risk, 184 
Header record verification, 229 
Headquarters, 285 
Hedging, 185 
Hierarchy: 

of audit reporting, 1 
of authority, 189 
vertical vs. horizontal, 190 

Hiring, 5–6 
History files, 222 
Honesty, 140 
Horizontal hierarchy, 190 
Human relations theory, 193–194 
Human resources, 205–206 

I 

Identification of fraud, 28–30 
IIA, see Institute of Internal Auditors 
IIA Attribute Standards, 10–41 

1000: Purpose, Authority, 
Responsibility, 10 

1100: Independence and Objectivity, 
16 

1110: Organizational Independence, 
16 

1120: Individual Objectivity, 16 
1130: Impairments to Independence or 
Objectivity, 14, 16–17 

1200: Proficiency and Due 
Professional Care, 24 

1210: Proficiency, 14–15, 24 
1220: Due Professional Care, 14–15, 
24–25 

1230: Continuing Professional 
Development, 25 

1300: Quality Assurance and 
Improvement Program, 33 

1310: Quality Program Assessments, 
33 

1311: Internal Assessments, 33 
1312: External Assessments, 33 
1320: Reporting on the Quality 
Program, 33 

1330: Use of “Conducted in 
Accordance with the Standards,” 33 

1340: Disclosure of Noncompliance, 
33 

compliance with, 1 
purpose/authority/responsibility of, 
10–16 

IIA Code of Ethics, 41–42 
applicability/enforcement of, 41–42 
principles of, 42 
purpose of, 41 
rule of conduct, 42 

IIA Performance Standards, 285–290 
2000: Managing the Internal Audit 
Activity, 91 

2010: Planning, 15, 91 
2020: Communication and Approval, 
93 

2030: Resource Management, 93 

2040: Policies and Procedures, 94 
2050: Coordination, 94 
2060: Reporting to Board and Senior 
Management, 99 

2100: Nature of Work, 109, 149 
2110: Risk Management, 15, 110, 149 
2120: Control, 15, 114 
2130: Governance, 14–15, 126 
2200: Engagement Planning, 285 
2201: Planning Considerations, 14–
15, 285 

2210: Engagement Objectives, 15, 
287 

2220: Engagement Scope, 15, 287–
288 

2230: Engagement Resource 
Allocation, 289 

2240: Engagement Work Program, 15, 
290 

2330: Recording Information, 16 
2410: Criteria for Communicating, 
15–16 

2440: Disseminating Results, 15–16 
2500: Monitoring Progress, 16 
engagement objectives/scope, 287–
289 

engagement planning, 285–287 
engagement resource allocation, 289–
290 

engagement work program, 290 
IIARF (Institute of Internal Auditors 
Research Foundation), 186 

Impairments to Independence or 
Objectivity (IIA Attribute Standard 
1130): 
practice advisory, 14, 21–24 
text, 16–17 

Implicit coercion, 208 
Incentives, 201 
Incremental changes, 206 
Independence, 16–24 

of board of directors, 169 
in consulting engagements, 14 
of external assessments, 37–38 
impairments to, 16–17, 21–22 
need to maintain appearance of, 280 
organizational, 16 

Independence and Objectivity (IIA 
Attribute Standard 1100), 16 

Independent auditors, 280 
Individual interventions (in OD), 209 
Individual objectivity, 16, 21 
Individual Objectivity (IIA Attribute 
Standard 1120): 
practice advisory, 21 
text, 16 

Inducements, business, 147 
Informal charts, 190 
Informal consulting engagements, 13 
Informal level, 174 
Information, internal control and, 177 
Information protection, 234–235 
Information requests, 20 
Information security, 161 
Information technology management, 
232–233 

Information technology operations, 233 
Input controls, 220 
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Inside directors, 169 
Inside information, 146 
Insider trading scandals, 170 
Institute of Directors, 184 
Institute of Internal Auditors (IIA), 99 
Institute of Internal Auditors Research 
Foundation (IIARF), 186 

Insurable interest, 185 
Insurance, 185 
Integration, differentiation vs., 195 
Integrity, 42 

of external assessments, 38 
and leadership styles, 201–202 
of management, 279 

Intelligence, competitive, 148 
Internal assessments, 33, 35–36 

ongoing, 36 
periodic, 36 

Internal Assessments (IIA Attribute 
Standard 1311): 
practice advisory, 35–36 
text, 33 

Internal audits: 
definition of, 10 
parties involved in, 10 
role of, 100–101 

Internal audit charters, 1–3 
authority of, 2 
consulting activities guidelines, 11–13 
periodic review of, 11 
purpose/authority/responsibility of, 11 
purpose of, 1–2 
responsibilities described in, 2–3 
written statement of, 11 

Internal auditors, 10 
as ethics advocate, 127 
internal control responsibilities of, 179 
roles for, 125–126 

Internal control: 
COSO model of, see COSO internal 
control model 

criteria, 126 
framework for, 123–124 
reporting on, 123 
reporting on effectiveness of, 124–125 

Internal control maturity framework 
model, 174 

Internal reviews, 7 
International Standards for the 
Professional Practice of Internal 
Auditing, 9–10 

Interventions, overrides vs., 181 
Intuition, 280 
Involvement in change, 207 
“Issues control,” 212 

J 

Job control comments, 230 
Johannesburg stock exchange (JSE) 
Securities Exchange, 184 

Journaling, 231 
JSE (Johannesburg stock exchange) 
Securities Exchange, 184 

Judgment, 180, 280 

K 

Key outside role conflicts, 146 
Key verification, 230 

King model, 184 
Known errors, 276 
Kon TraG model, 184 

L 

Label check, 228 
Lawrence, Paul, 195 
Lawrence and Lorsch model, 195–196 
Leadership styles, 201–206 

and assignment of 
authority/responsibility, 204–205 

and board of directors/audit 
committee, 202–203 

and commitment to competence, 202 
and conflict prevention, 212 
control environment factors in, 201 
and human resources 
policies/procedures, 205–206 

and integrity/ethical values, 201–202 
and management’s 
philosophy/operating style, 203–204 

and organizational structure, 204 
Learning, CoCo, 182 
Lewin, Kurt, 209 
Liability, board member, 170 
Likely errors, 276 
Limit checks, 227–228 
Line and staff organizations, 200 
Line managers, 200 
Liquidity of assets, 279 
Listening, 211 
Log files, 223 
London Stock Exchange, 184 
Lorsch, Jay, 195 
Loyalty, 140 

M 

Management: 
competence of, 279 
corporate governance role of, 168 
of e-commerce activities, 165 
in engagement planning, 286 
external assessment approval by, 38 
integrity of, 279 
internal control responsibilities of, 178 
leadership style and philosophy of, 
203–204 

pressure on, to meet objectives, 280 
responsibility for fraud detection, 31 
theories of, 196–197 

Management approvals, 227 
Management certifications, 120–122 
Management controls, 213–214 

assessment of, 217 
in business application systems, see 
Business application systems 

characteristics of, 214 
combination, 215 
compensating, 216–217 
complementary, 215–216 
contemporary, 213–214 
cost-benefit analysis of, 217–218 
costs vs. convenience vs., 218 
defined, 213 
by function, 219–220 
by objectives, 220 
requirements for, 214–215 
by time dimension, 218–219 

traditional, 213 
Management interventions, 181 
Management letters, 96 
Management overrides, 181 
Management-produced analyses, 118 
Management response, 4 
Management trainees, 6 
Managerial controls, 220–221 
Managing the Internal Audit Activity 
(IIA Performance Standard 2000): 
practice advisories, 91–93 
text, 91 

Manipulation, 207 
Manual controls, 220 
Market-value-added (MVA), 213 
Master files, 222 
Materiality, 275–278 
Matrix organizations, 200 
Mayo, George Elton, 193 
McGregor, Douglas, 194 
McGregor Theory X/Y assumptions, 194 
Mechanistic organizations, 195 
Mergers, 170 
Methods, common understanding of, 96 
Modern organizational view, 191–193 
Monitored level, 174 
Monitoring: 

CoCo, 182 
of compliance with code of conduct, 
143 

of engagement, 16, 271–272 
and internal control, 177 
of quality programs, 35 

Monitoring Progress (IIA Performance 
Standard 2500), 16 

Morale, 280 
Morality, 141 
Multiline/multiyear insurance contracts, 
187 

Multiple-trigger policies, 188 
Mutual-benefit organizations, 189 
MVA (market-value-added), 213 

N 

NACD (National Association of 
Corporate Directors), 170 

Narrow span of control, 198, 202 
National Association of Corporate 
Directors (NACD), 170 

National Commission on Fraudulent 
Financial Reporting, see Treadway 
Commission 

Natural hedges, 185 
Natural resources, purchase and sale of, 
148 

Nature of Work (IIA Performance 
Standard 2100): 
practice advisories, 109–110, 112–
114, 150–156, 158–165 

text, 109, 149 
Negotiation, 207 
Network communications, 233–234 
Nonaudit function responsibilities, 22–
24 

Noncompliance, disclosure of, 33 
Nonprofit service organizations, 189 
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O 

Objectives: 
audit, 281 
engagement, 287–289 
internal control, 176 
pressure on management to meet, 280 

Objective risk, 186 
Objectivity, 12, 16–24, 42 

in consulting engagements, 14 
and ethics, 140 
of external assessments, 38 
impairments to, 16–17, 21–22 
individual, 16, 21 

OD, see Organizational development 
One-for-one checking, 230 
Ongoing internal assessments, 36 
Open-book management, 214 
Open systems, 192–193 
Operating controls, 220 
Operating style, 203–204 
Operational application system controls, 
231–232 

Operational controls, 220 
Operational risk, 184 
Optimized level, 174 
Organic organizations, 195 
Organizations: 

characteristics of, 189 
classification of, 189 
contingency design alternatives in, 
198–200 

and contingency design theory, 194–
196 

defined, 188 
departmentalization in, 197–198 
and human relations theory, 193–194 
and management theories, 196–197 
modern view of, 192–193 
structural characteristics of, 197 
theories of, 191–193 
traditional view of, 191–192 

Organizational change, 206–207 
Organizational charts, 1, 189–191 
Organizational conflict prevention and 
control methods, 212–213 

Organizational control systems, 220 
Organizational development (OD), 208–
210 

Organizational governance, 109–128 
and control, 114–126 
and environmental risk, 112–114 
and ethics, 126–127 
and nature of work, 109–110 
and risk management, 110–114 

Organizational independence, 16, 17 
Organizational Independence (IIA 
Attribute Standard 1110): 
practice advisories, 17–20 
text, 16 

Organizational structures, 188–200, 204 
Organization charts, 189–191 
Ouchi, William, 194 
Output controls, 220 
Outside director compensation, 169 
Outside directors, 169 
Outside service providers, 26–28 
Overflow check, 228 
Overrides, 227 

interventions vs., 181 
by supervisors, 231 

Ownership, control vs., 168–169 

P 

Participation, 207 
Peer reviews, 7 
People of organization, 175–176 
Performance standards, see IIA’s 
Performance Standards 

Peril, 185 
Periodic assurance engagements, 157–
158 

Periodic internal assessments, 36 
Personal conflict prevention and control 
methods, 211–212 

Personnel: 
audit director’s responsibility for, 5–6 
changes in key, 279 
continuing education of, 6 
hiring of, 5–6 
performance criteria for, 6 
selection criteria for, 6 

Physical security controls, 220 
Planning. See also Engagement planning 

by audit director, 3–4 
audit plans, 3–4 
and business continuity process, 157 
for e-commerce engagements, 162–
163 

risk-based, 91–93 
risk models/risk analysis, 3 
staff plans, 93–94 

Planning Considerations (IIA 
Performance Standard 2201), 15, 285 

Planning (IIA Performance Standard 
2010): 
practice advisories, 91–93 
text, 15, 91 

Policies and procedures: 
conflict-of-interest, 139–142 
and conflict prevention, 212 
leadership style and human resources, 
205–206 

for size of audit, 94 
Policies and Procedures (IIA 
Performance Standard 2040): 
practice advisory, 94 
text, 94 

Policies and procedures manuals, 4–5 
Political activities, 148 
Political contributions, 147 
Political exposure, 280 
Portfolio effect, 185 
Possible errors, 276–277 
Postaudit quality review, 8–9 
Postcontrol, 218 
Preaudit quality review, 7 
Precoded forms/screens, 227 
Precontrol, 218 
Preformatting, 227 
Preliminary survey, 269–270, 289 
Prenumbered forms, 227 
Preventive controls, 219, 226–227 
Previous responsibilities, assessing 
operations for, 22 

Print files, 222 
Privacy, 158–160 

Process, audit, 269–272 
audit program phase, 270 
fieldwork phase, 270–271 
job duties in, 272 
monitoring/follow-up phase, 271–272 
preliminary survey phase, 269–270 
reporting phase, 271 

Process, internal control as, 175 
Processing parameters, 226 
Process- or activity-level control 
evaluation, 173 

Process owners, 10 
Process validation and editing, 222 
Product-service departments, 197 
Professional competence, 140 
Professional development, continuing, 
25, 31–32 

Professional Practices Framework, 10 
Proficiency, 24–31 

ethics and striving for, 141 
fraud, identification of, 28–31 
general advisory, 25–26 
services, obtaining 
supporting/complementing, 26–28 

Proficiency and Due Professional Care 
(IIA Attribute Standard 1200), 24 
practice advisory, 25 
text, 24 

Proficiency (IIA Attribute Standard 
1210): 
practice advisories, 25–31 
text, 24 

Program, audit, 270 
Program comments, 230 
Program files, 222 
Promoters of change, resistors vs., 206 
Proxy process, 168–169 
Pure risk, 185 
Purpose, Authority, Responsibility (IIA 
Attribute Standard 1000): 
advisories, 11–14 
text, 10 

Purpose, CoCo, 182 

Q 

QA&IP, see Quality assurance and 
improvement program 

Qualitative materiality, 278 
Quality assurance: 

audit director’s responsibility for, 7–8 
consistency aspect of, 8 
importance of, 7 
in postaudit, 8–9 
in preaudit, 7 
results-oriented aspect of, 8 
supervision element of, 7 

Quality Assurance and Improvement 
Program (IIA Attribute Standard 1300), 
33 

Quality assurance and improvement 
program (QA&IP), 33–41 
external assessments in, 37 
implementing, 33 
internal assessments in, 35–36 
key elements of, 34 
nature/scope of, 33–34 
reporting on the, 40 
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self-assessment with independent 
validation in, 39–40 

use of “conducted in accordance with 
Standards,” 40–41 

Quality of internal control system, 278–
279 

Quality program assessments, 33, 34–35 
Quality Program Assessments (IIA 
Attribute Standard 1310): 
practice advisories, 33–35 
text, 33 

Quantitative materiality, 278 
Quantitative method of risk assessment, 
281 

Quarterly financial reporting, 120–122 

R 

Range check, 228 
Range test, 228 
Ratio test, 230 
Reactive changes, 206 
Real estate, purchase and sale of, 148 
Reasonable assurance, 176, 180 
Reasonableness test, 228 
Record count, 228 
Recording Information (IIA 
Performance Standard 2330), 16 

Recordkeeping, 146 
Recovery, automatic, 231 
Recovery logging, 231 
Re-creation changes, 207 
Reference values/codes kept outside the 
program, 227 

Reflective listening, 211 
Refreezing phase (of OD), 210 
Relationship test, 230 
Reorientation changes, 207 
Reports: 

activity, 4 
format of audit, 273 

Report files, 222 
Reporting: 

administrative, 18 
to auditee, 271 
on control processes, 114–116 
ethics concerning, 146 
of fraud, 30 
fraud in financial, 143–148 
functional, 18 
on internal control, 123 
on quality program, 33, 40 

Reporting on the Quality Program (IIA 
Attribute Standard 1320): 
practice advisory, 40 
text, 33 

Reporting to Board and Senior 
Management (IIA Performance 
Standard 2060): 
practice advisories, 99–102 
text, 99 

Resistance to change, 207–208 
Resistors of change, promoters vs., 206 
Resource allocation, 270 

and audit assignment, 4 
engagement planning, 289–290 
in staff planning, 272 

Resource management, 93–94 

Resource Management (IIA 
Performance Standard 2030): 
practice advisory, 93–94 
text, 93 

Responsibility(-ies): 
assessing operations for previous, 22 
of audit committee, 100 
of audit director, 5–8 
of board of directors, 170 
employee, 145 
for ethical culture of organization, 127 
for fraud detection, 30–31 
IIA Attribute Standards, 10 
internal audit charter description of, 
2–3 

for internal control, 178–179 
leadership style and assignment of, 
204–205 

nonaudit function, 22–24 
practice advisories, 11–14 

Reviews, analytical, 274–275 
Risk: 

definition of, 185, 278, 288 
e-commerce, 163 
in engagement planning, 288 

Risk assessment (risk analysis), 186, 270 
as basis for planning, 3 
detailed, 278–281 
in engagement planning, 288–289 
in internal control, 176 

Risk-based plans, 91–102 
communication/approval of, 93 
coordination of, 94–98 
managing internal audit activity, 91 
planning, 91–93 
policies/procedures, 94 
reporting to board/senior 
management, 99–102 

resource management, 93–94 
Risk financing, 186 
Risk management: 

and business continuity process, 156–
158 

defined, 184, 186 
internal auditor’s role in, 153–155 
internal auditor’s role in organizations 
lacking, 156 

Risk Management (IIA Attribute 
Standard 2110), 15 
practice advisories, 110–112, 156–158 
text, 110, 149 

Risk mitigation, 186 
Risk models, 3 
Risk monitoring, 186 
Risk transfer, 186 
Rounding technique, 230 
Rules of conduct, 42 
Rumors, 5 
Run-to-run totals, 229 

S 

Sarbanes-Oxley Act (2002), 120–122, 
171–174 

Scope: 
of audit, 3, 282–283 
of CSA, 182 
engagement, 287–289 
of external assessments, 38 

of work in consulting engagements, 
15 

Section 301 (Sarbanes-Oxley Act), 171 
Section 302 (Sarbanes-Oxley Act), 171–
172 

Section 404 (Sarbanes-Oxley Act), 172–
173 

Section 406 (Sarbanes-Oxley Act), 173 
Securitization, 188 
Security, information, 161 
Self-assessments: 

control, 116–119, 182–183 
with independent validation, 39–40 

Self-insurance, 186 
Senior auditors, 272 
Senior management, 99 
Sequence check, 229 
Sexual harassment, 148 
Shareholders, 168 

increase role of, 170–171 
initiatives of, 171 

Sign test, 228 
Size test, 228–229 
South Africa, 184 
Span of control, 198–199 
Special consulting engagements, 13 
Speculative risk, 185 
Spreadsheet controls, 224–225 
Staff auditors, 272 
Staff authority, 200 
Staffing requirements, 3–4 
Staff meetings, 4–5 
Staff/staffing plans, 93–94, 272, 274 
Stalker, G. M., 195 
Standard audit programs, 283, 284 
Standardized level, 174 
Static risks, 185 
Strategic changes, 206 
Strategic risk, 184 
Subjective risks, 186 
Summary files, 222 
Summary integrity check, 227 
Support: 

and change, 207 
emotional, 212 

Surveys: 
CSA, 118 
ERM, 186–187 
preliminary, 269–270, 289 

Suspense file, 229 
System-assigned numbers, 227 
System logging of transactions, 229 
System matching, 229 
System-related file maintenance 
controls, 222–223 

System security, 234–235 

T 

Table files, 222 
Takeovers, 170 
Tall organizations, 198–199 
Techniques, common understanding of, 
96 

Temporary files, 222–223 
Temptations, 201–202 
Terminology, common understanding of, 
96 

Theory T, 194 
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Theory T+, 194 
Theory X, 194 
Theory Y, 194 
Theory Z organizations, 194 
Third parties: 

for business application systems, 237 
conflicts of interest with, 146 

Tiered approach to audits, 177 
Time budgets, 3 
Time since last audit, 280 
Tolerance, 212 
Tone-at-the-top message, 145 
Trade-offs, 218 
Traditional management controls, 213 
Traditional organizational view, 191–
192 

Trailer record verification, 229 
Training, conflict management, 212–213 
Transaction back-out, 231 
Transaction cancellation, 227 
Transaction files, 222 
Transmission files, 223 
Travel, 146 
Treadway Commission, 143, 144, 174 
Tuning changes, 207 
Turnaround documents, 227 
Turnbull model, 184 
Two-person controls, 227 

U 

Uncertainty, 192 
Unfreezing phase (of OD), 209 
United Kingdom, 183–184 
Units, size of, 279 
Unreliable level, 174 
Use of “Conducted in Accordance with 
the Standards” (IIA Attribute Standard 
1330): 
practice advisory, 40–41 
text, 33 

User files, 223 
Users, 10 
User satisfaction assessment, 226 

V 

Validity checks, 226 
Value proposition, 11–12 
Vertical hierarchy, 190 

W 

Whistle-blower programs, 172 
Wide span of control, 198, 202 
Work files, 222 
Working papers, 95 
Work programs, see Audit work 

programs 
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