
1247

IndexIndex

Absolute delay guarantees, 551
Access control lists (ACL), 60
Access point, wireless networks, 8–9
Access point control protocol (ACPC), 982
Active directory (AD), 58
Adaptive periodic threshold-sensitive 

energy-effi cient sensor network 
(APTEEN), 1125

Adaptive power control (APC) system, 
758, 762

AD-based replication, 60
Additive noise and interference, 581
Additive white Gaussian noise 

(AWGN), 581
Address resolution protocol (ARP), 11, 

309–310, 379–380, 439–440
Ad hoc networks, 921, 1167–1169. See 

also Medium access control (MAC) 
protocols, ad hoc networks; Sensor 
networks.

Ad-hoc positioning system (APS), 1172
AD service (ADS), 60
Advanced Communications Technology 

Satellite (ACTS), 850
Advanced mobile phone service 

(AMPS), 592t, 593–595, 632–633
Advanced Research Projects Agency 

(ARPA), 281
Advanced Research Projects Agency 

Network (ARPANET), 283–285
Aeronautical Fixed Telecommunication 

Network (AFTN), 164
Aggregation delay and network 

topology, 1137–1138
ALCATEL QULACOMM, 860
Algebraic code-excited linear prediction 

(ACELP), 770–771
ALOHA, 779, 780–781, 867
ALOHANET, 1201–1202
Ambient light sources, 1230
American Mobile Satellite Corporation 

(AMSC), 860
American National Standards Institute 

(ANSI), FDDI X3T9.5, 7, 28
Amplifi ers, 1230
Analog leased lines, 152
Ancillary terrestrial component (ATC), 

864–865
Antennae

directional, 1072
isotropic, 902
mobile radio, 617–618
satellite systems, 841–843
smart, 618

AppleTalk Macintosh, remote access 
clients support, 66

Application programmer interface 
(API), 84

Application-specifi c, In-network data 
aggregation, 1135–1136

Area network differences, 92
Asymmetric digital subscriber loop 

(ADSL), 215–217
Asynchronous multichannel 

coordination protocol (AMCP), 
1070–1071

Asynchronous transfer mode (ATM)
B-ISDN, 202–204
DSL, 196
layers, 184–187
MANs, 91, 95, 96–97
MPLS, 196
network QoS, 418
new developments, 195–197
packet switching, 142–143
protocol reference model, 184–187
switch architecture, 190–195
TCP/IP, 364
traffi c management, 187–190
WANs, 129–132
wireless technology, 973–975

AT&T Unix, 78–79
ATM adaptation layer (AAL), 130–131, 

185, 203–204
Attenuation, 43
Audio information retrieval, internet, 339
Audio signals digitization, bit rates, 448t
Authentication

dialogue security, 429–430
IEEE 802.11, 909, 930
problems with, 444–445
UMTS security, 710–711

Authentication, authorization, and 
accounting (AAA), 1016

Authentication protocols, 380–381
Automatic Digital Network 

(AUTODIN), 164
Available bit rate (ABR), 188–189, 

418, 974
Avalanche photodiode (APD), 44

Backup, Windows 2000, 73–74
Bandpass signals, 580–581
Bandwidth, 222, 820–824
Bandwidth allocation protocol (BAP), 66
Bandwidth reservation protocols, 1060, 

1061, 1067–1069
Bash (Bourne Again Shell), 79
Bayonet fi ber optical connector 

(BFOC), 46
Bearer services, 644
Behavior aggregate (BA) 

classifi cation, 421
Bell, Alexander Graham, 40
Berkeley MAC (B-MAC), 1079
Berkeley Software Distribution (BSD), 78

Bidirectional line switched ring, 
four-fi ber (BLSR4), 106–107

Bidirectional line switched ring, 
two-fi ber (BLSR2), 106–107

Binary exponential backoff (BEB), 782
BioWAP protocol, 960
Bipolar-junction transistor (BJT), 1230
Bit error probability in CDMA, 764–766
Bit-interleaved coded modulation

digital communications over fading 
channels, 935–938

explanation of, 938–939
with iterative decoding, 939–943
with joint iterative channel estimation 

and decoding, 943–944
space-time coded modulation with 

iterative decoding, 944–952
Bit rate and distortion, 448–450
Bit rates. See specifi c types
Blogs, 271
Bluetooth network encapsulation 

protocol (BNEP), 794
Bluetooth technology

applications for, 792–794
MAC protocols, 1073–1074
OBEX, 798
operation, 799
origins of, 791
PAN, 791–792
profi les, 798–799
protocol stack, 794–797
RFCOM, 797
security, 799–800
service discovery protocol, 797–798
special interest groups, 791
TCS-BIN, 797–798
WLANs, 911

Boomerang, 501–502
Border gateway protocol (BGP), 

376–377, 441–442
Bridges, 35–36, 118, 140
Broadband

access model, 210–211
Internet connectivity, 11
satellites, 861–862

Broadband-ISDN (B-ISDN)
architecture, 201–202
ATM, 202–204
evolution of, 200–204
protocol structure, 202
services, 207–208
signaling techniques, 205–207
standards, 201
transport methods, 204–205
WANs, 124

Broadband wireless access (BWA), 
1194–1196

Broadcasting, MANETs, 1108

Page numbers followed by an f indicate that the entry is included in a fi gure. 
Page numbers followed by a t indicate that the entry is included in a table.

CO
PYRIG

HTED
 M

ATERIA
L



1248 INDEX

Broadcasting in ad hoc and sensor 
network

performance evaluation, 1108–1110
protocols, 1102–1108

Browsers, 287
Buffer sharing, 195
Bus, star, mesh, and hierarchical 

topologies, 46–49
Business customer premises network 

(BCPN), 978
Bus network, 5
Bus topology (LANs), 5–6, 19
Busy tone multiple access (BTMA), 1073

Cable modems
basics, 222–223
cable TV, 224–225
concept, 221–222
diffusion/adoption, 223–224
electronic commerce, 227
fi le delivery, commercial, 227
fi le sharing, 227
legal and business issues, 226
network, 225
security, 225–226
speeds and standards, 224
telecommuting, 227
VOIP, 226–227

Cables, 7–8
Cable TV networks, 224–225
Caching, 547
Carrier extensions, 24
Carrier sense multiple access (CSMA) 

protocols
ad hoc networks, 1062
basic types of, 780–781
Ethernet, 781–782
multichannel, 1069–1070
sensor networks, 785–787
wireless networks, 783–785, 

1076–1080
Carrier sense multiple access with 

collision avoidance (CSMA/CA), 
784, 899

Carrier sense multiple access with 
collision detection 
(CSMA/CD), 6, 20, 22

cdma2000
channel coding, 745–749
evolution of, 638, 731–733
forward link, 745
interleaving, 749
layering structure, 742–743
radio access platform, 720
reverse link, 743–745

Cell global Identity (CGI), 1165–1166
Cell loss priority control, 188
Cell loss ratio, 188
Cell switch fabric, 192–194
Cellular

data service evolution, 659–660
networks and WLANs, 1008–1012, 

1026–1031
providers, 1192–1194
subscribers, 1025
technology evolution, 1021–1025

Cellular communications channels
additive noise and interference, 581

complex envelope model, 580–581
measurements, 586–587
multipath fading, 582–586
path loss, 581–582
shadowing, 582
simulation models, 587–589

Cellular IP, 689–690
Cellular SCTP (cSCTP), 691
Cellular telephony

communications overview, 724–726
data service, evolution of, 659–660
fi rst-generation, 593–595
GSM, 609–613
localization, 1165–1167
physical layer transceiver, 606–609
post third-generation, 601–602
second-generation, 595–598
second-and-a-half generation, 

598–600
standards, 592–602
system design, 602–606
third-generation, 600–601
voice source coding, 613
wireless systems, history of, 769–770

Center at the nearest source (CNS), 
1134–1135

Certifi cate request syntax (CRS), 63
Certifi cation authority (CA), 62
Chain-based protocols, 1121–1122
Challenged networks, 165
Challenge handshake authentication 

protocol (CHAP), 380–381
Channel coding, 620–623, 901–902
Channel fading, 582–586, 602–604, 

935–938. See also Multipath fading.
Channel service unit/data service unit 

(CSU/DSU), 11
Cheaper-Net, 46
Circuit-switched vs. packet-switched 

data service, 658–659
Circuit switching

advantages and disadvantages of, 151
description of, 137
future direction of, 154–156
message comparisons, 169–170
network performance, 154–156
networks, 147–151
optical circuit, 153
services, 151–153
types of, 123

Class I hubs, 47
Class II hubs, 47
Classless interdomain routing (CIDR), 

366
Clear-sky modeling, land-mobile 

satellite channels, 822–824
Client management, Windows 2000, 

62–63
Client/server networks, 4, 166–167
Cluster-based, In-network data 

aggregation, 1135
Cluster-based protocols, 1119–1121
Coaxial and fi ber interface differences, 

51–52
Coaxial cable, 7–8
Code division multiple access (CDMA)

basics, 754–764
concept of, 751–754

enhanced systems, 762–764
explanation of, 631–632, 725–726
orthogonal sequences, 759
pseudo noise sequences, 759–762
spreading sequences, 758–759
synchronization, 766–767
wireless channels, 764–766

Code-excited LP (CELP), 453–456
Cognitive radio (CR) and software 

defi ned radios (SDR)
frequency agile challenges, 1153–1155
networking, 1153
prior work in CR, 1151–1153
prior work in SDR, 1150–1151
standards, 1155–1156

Collision avoidance time allocation 
(CATA) protocol, 1068

Collision detection. See Carrier sense 
multiple access (CSMA) protocols

Colocation web hosting model, 533
Combined free demand assignment 

multiple access (CFDAMA), 867
Committed information rate (CIR), 

174–175
Common open policy service (COPS), 

503–504
Communication servers, 4
Communication technologies, MANs, 95
Complex envelope model, 580–581
Complex Gaussian noise, 581
Conference of European Posts and 

Telegraphs (CEPT), 642, 656
Confi guration management (CFM), 50
Congestion control techniques, 189–190
Connection admission control (CAC), 

187, 191–192
Connection management (CMT), 50
Connection technologies, home 

networking, 233–235
Constant bit rate (CBR), 129–130, 188, 

418, 973–974
Content distribution networks 

(CDN), 547
Contention-based protocols, 1060, 

1062–1066
Continuous concatenation, 95–99
Control fl ows, 48
Convergence guarantees, 552–553
Convolutional codes, 621–622
Copper distributed data interface 

(CDDI), 7, 50
Copper wire, 7–8
Core network architecture, UMTS, 703
Cryptographic protection system (CPS), 

431–432
Cryptographic service providers 

(CSP), 62
Customer premises equipment 

(CPE), 127
Cyclic codes, 621

Danvers doctrine, 436
Data

compression, 1134
elimination, 1134
fi ltering, 1134
frame format, token ring, 32–33
fusion, 1133–1134



 INDEX 1249

networks and satellite systems, 848
transportation methods, 95–99, 109

Database integrity checks, Windows 
2000, 75–76

Data-centric routing protocols, 
1095–1096

Data correlation modeling, 1115
Data link connection identifi er (DLCI), 

173–174
Data monitoring and gathering in 

sensor networks
data correlation modeling, 1115
data gathering strategies, 1118–1127
performance metrics, 1113–1114
relative performance comparison, 

1127
sensor deployment, 1115–1118
traffi c models, 1114–1115

Data service
Cellular, 659–660
Circuit-switched vs. packet-switched 

data service, 658–659
CSU/DSU, 11
SMDS, 107–108

Dedicated control channels, 772–774
Dedicated server Web hosting 

model, 534
Dedicated “switched” token rings 

(DTR), 36–37
Defense Advanced Research Projects 

Agency (DARPA) Next Generation 
(XG), 1152–1153

Delay-constrained data-aggregation, 
1136–1137

Demand assignment multiple access 
(DAMA), 807–808, 867

Denial-of-service (DoS), 445
Dense wave division multiplexing 

(DWDM), 91, 95, 97–98, 108–110
Department of Defense model, TCP/IP 

layer, 361
Depolarization, 817, 820
Destination Address (DA), 21
Destination-routed virtual connection 

tree, 986
Dialogue attacks, internet security, 429
Dialogue security, 429–431, 435–436
Dial-up Internet connectivity, 11
Differentiated services (DiffServ), 353, 

420–422, 552
Digital

communications over fading 
channels, 935–938

leased lines, 152
modulation, 623–625
signatures, 62, 430

Digital enhanced cordless 
telecommunications (DECT), 720

Digital pulse interval modulation 
(DPIM), 1233

Digital subscriber line (DSL)
ADSL, 215–217
ATM, 196
broadband access model and 

applications, 210–211
comparison to other technologies, 

211–212
description of, 210

HDSL, 214–215
LANs, 11
scriber loop and noise environment, 

212–214
standards, 212
TCP/IP, 365
VDSL, 217–219

Digital video broadcasting over satellite 
(DVB-S), 810, 845–846

Digital video broadcasting with return 
channel on satellite 
(DVB-RCS), 810

Directional antennae, 1072
Directory service (DS), 60
Direct-sequence CDMA (DS-CDMA), 

1179
Direct sequence spread spectrum 

(DSSS), 752–753, 904, 926–927
Discard eligibility (DE), 174, 175
Dispersion of light, 44
Distance vector routing, 1172–1173
Distributed coordination function 

(DCF), 897–898, 910, 921–922
Distributed data compression 

techniques, 1124–1125
Distributed packet reservation multiple 

access (D-PRMA), 1067
Distributed priority scheduling (DPS) 

protocol, 1068–1069
Distributed queue dual bus (DQDB), 

99–100, 126, 128
Domain name system (DNS) 

architecture, 350, 377–378
client confi guration, 61
name resolution in Windows 2000, 

59–61
security, 379, 437–438
See also Internet domain 

name system
Domain name system security 

extensions (DNSSEC), 60
Domestic customer premises network 

(DCPN), 978
Dominating sets, 1103–1107
Downlink interference, 1179–1183
Dual BTMA (DBTMA), 1073
Dual-header pulse interval modulation 

(DH-PIM), 1233
Dual stations (DAS), 50
DWDM network, 108–110
Dynamic delegation discovery system 

(DDDS), 522–523
Dynamic DNS (DDNS), 58
Dynamic host confi guration protocol 

(DHCP)
architecture, 350
description of, 380
installation, 58
management, 57–59
security, 59, 440
server authorization, 58–59
version 6, 386

Dynamic power-saving mechanism 
(DPSM), 1071–1072

Dynamic routing protocols, 
441–442

Dynamic sensor MAC 
(DS-MAC), 787

E.124 number, 521–522
Early token release (ETR), 34
Electronic commerce support services, 

internet, 270–271
Electronic mail (e-mail), 284, 390–392, 

442–443
Elliptic curve cryptography (ECC), 62
End-system QoS

challenges, 553–555
distributed QoS, 555–556
performance isolation, 547–550
service differentiation, 550–553

End-to-end reconfi gurability 
(E2R), 1151

End-user terminal support, 
1035–1036

Energy-centric routing protocols, 1097
Enhanced 911, 997
Enhanced data rates for GMS evolution 

(EDGE), 599–600, 637, 730
Enhanced observed time difference 

 (E-OTD), 1166
Enhanced TCP protocols, 690–691
Enterprise cellular integration, 1031
Entity coordination management 

(ECM), 50
ENUM

deployment, 526–530
and the end user, 526–527
future of, 531
infrastructure, 527–529
motivations, 520
practical examples, 524–525
related topics, 530–531
requirements and applicability, 521
security issues, 525–526
software accessibility, 525
solution framework, 521–522
standards, 522–524
target contact services, 524
technology, 520–526

Equalization, 625–627
Ethernet

CSMA, 781–782
IEEE 802.3, 6, 21–22, 23
LANs, 19–26
MAC, 19–21
review of, 45–46
standards, 6
TCP/IP layers, 362–363

Ethernet II, 6
Euclidean propagation method, 1173
EuQoS, 505–506
European Geostationary Navigation 

Overlay Service (EGNOS), 889
European mobile satellite (EMS), 860
European standardization activities, 

103–104
European Telecommunications 

Standards Institute (ETSI), 642, 
656, 720, 1019

European Total Access Communications 
(ETAC), 633

Eutelsat, 851–852
Explicit congestion notifi cation 

(ECN), 872
Extensible access control markup 

language (XACML), 571–572



1250 INDEX

Extensible authentication protocol 
(EAP), 66

Extensible markup language (XML). 
See XML

Extranets, 11, 274–275
Eye safety, infrared 

communications, 1228

Fast associated control channel 
(FACCH), 772

Fast Ethernet, 22–23
FDDI token protocol, 37–38
Federated network identity, 572
Feedback congestion control, 190
Feedback controls, 187–188
Fiber and coaxial interface differences, 

51–52
Fiber distributed data interface (FDDI), 

7, 37–38, 49–51, 118
Fiber distributed data interface-II 

(FDDI-II), 119
Fiber nodes, 51
Fiber-optic

cables, 8, 42, 43–44
communications systems, 44
detectors, 44

Fiber optic inter-repeater link 
(FOIRL), 46

Fiber to the premises (FTTP), 196–197
Fiber wire, 8
Field-effect transistor (FET), 1230
File servers, 4
File transfer protocol (FTP), 11, 381, 

443–444
Fingerprinting, 1165
Firewalls, 353, 435–436, 496
Firewire standard, 233–234
Fixed assignment multiple access 

(FAMA), 807, 867
Fixed spreading gain (FSG), 762
Fixed-system satellite communications, 

825–829
Flat routing protocols, 1086–1087
Floor acquisition multiple access 

(FAMA), 1065
Fluorescent lamps, 1231
Forensic acquisition utilities, Windows 

2000, 76
Four-fi ber bidirectional line switched 

ring (BLSR4), 106–107
Frame

bursting, 24
discard, 188
layouts, 6f–7f

Frame check sequence (FCS), 21
Frame relay

congestion management, 175
current status of, 179–180
fl ow control, 174–175
ITU, 176–177
MFA forum, 176
multiprotocol over, 180, 182
network design, 173–176
network management, 177–179
packet switching, 141–142, 173–176
performance management, 175
perspectives, 180
protocol description, 173–174

split horizon, 175–176
standards, 176–177
TCP/IP, 364

Frame relay assembler/dissembler 
(FRAD), 177, 179

Free Software Foundation (FSF), 78, 79
Frequency agile cognitive radios 

(FACR), 1153–1155
Frequency and time selectivity, land-

mobile satellite channels, 820–822
Frequency bands, 839
Frequency division duplexing 

(FDD), 649
Frequency division multiple access 

(FDMA), 631, 725, 754–756
Frequency division multiplexing 

(FDM), 150
Frequency hopping spread spectrum 

(FHSS), 753–754, 903–904, 926
Full connection rerouting protocol, 987
Full-duplex operation, 23

G.709 protocol, 98–99, 102
GALILEO, 880–882, 884–885
Gateway GPRS support node (GGSN), 

664–665
Gateway protocols, 376–377
Gateways

description of, 118
home networking, 239–241
interconnection packet-switched 

networks, 140–141
UMTS-WLAN internetworking, 

1029–1030
VoIP, 473–474

Gaussian noise, 581
General packet radio service (GPRS)

architecture, 660–665
base station subsystem, 663–664
circuit-switched vs. packet-switched 

data service, 658–659
data services in GSM, 660–661
description of, 599, 636–637, 730
enhanced data for global evolution, 

669–670
evolution of cellular data service, 

659–660
GGSN, 664–665
location registers, 663
mobile stations, 662–663
multislot classes, 663
network elements, 660–665
packet data handling, 665
radio interface, 667–669
SGSN, 664

General switching management 
protocol (GSMP), 692

Generic cell rate algorithm 
(GCRA), 190

Generic framing procedure (GFP), 98
Geographic position-assisted routing 

protocols, 1089–1090
Geostationary (GEO), satellite orbit, 

802, 803–804, 830–831, 837–838, 
839–840, 860–861

Geosynchronous fi xed satellite 
communications

architecture, 837–841

interoperability with terrestrial 
systems, 847–848

Ka band milestone systems, 849–850
major commercial systems overview, 

850–854
physical layer, 841–844
security, 844–845
services, 836–837
standards, 845–847
topology, 840–841
use of, 836

GGSN nodes, 1031–1033
Gigabit Ethernet, 23–26
GIST, 494–495
Global navigation satellite systems 

(GNSS)
components, 877–882
observation techniques, 886–890
positioning techniques, 888–890
reference systems, 885–886
signal design, 883
signals, 882–883
systems comparisons, 883–885
wireless systems and applications, 

890–893
Global positioning system (GPS), 

1170–1171
GLOBALSTAR (2000), 861
Global system for mobile (GSM)

air interface protocols, 612–613
base station elements and functions, 

610–611
bursts, 649–950
channels, 649, 650
description of, 728–730
duplexing, 649
evolution of, 634–635
features chart, 592t
frame hierarchy, 650
functions, 651–653
interfaces, 647–648
land mobile network architecture, 

611–612
localization, 1165
logical channels, 613
messages, 653–656
mobile station elements and 

functions, 609–610
network architecture, 644–645
resources, 656
security, 652–653
services, 644
spectral effi ciency, 648–649
standards, 774–775
subsystems, 645–647

GLONASS, 880, 884t
GMPLS, 53–54
GNSS-1:EGNOS, 889
GNU project, 79
GNU Public License (GPL), 78, 79
Google, 287–288
Gopher, 286
Graded-index fi ber, 43
Greedy incremental trees 

(GITs), 1135
Groupe Spécial Mobile. See Global 

system for mobile (GSM)
Guaranteed frame rate (GFR), 189



 INDEX 1251

H.323 standard
signaling approaches, 499–501
SIP comparison, 480
VoIP, 477
VoMPLS and VoIPMPLS, 512–513

Handheld devices, Web access, 
240–241

Handoff management, 707–708, 
867–868, 986–988, 1033–1034

Handover aware wireless access 
Internet infrastructure (Hawaii), 
690

Handover management. See Handoff 
management

Hardening, Windows 2000, 74–76
Hawaii, 690
Header compression, 872
Heterogeneous networks. See Mobility 

management, heterogeneous 
networks

Hidden terminal problem, 922–923
Hierarchical, bus, star, mesh, and 

topologies, 46–49
Hierarchical mobile IP, 689
Hierarchical protocols, 1119–1123
High bit rate DSL (HDSL), 214–215
Highly elliptical orbits (HEO), 802, 803
High-speed circuit-switched data 

(HSCSD), 636
High-speed datalink packet access 

(HSDPA), 601–602
High-speed Ethernet, 22–26
High-speed Study Group, 23
High-speed technologies, comparison 

chart, 133t
High-speed uplink packet access 

(HSUPA), 602
HIPERACCESS, 92, 104
HiperLAN2, 235t, 1019–1020
HIPERMAN, 92, 104
Hispasat, 853–854
HMAC. See Key-hashed message 

authentication code (HMAC)
Home audio video interoperability 

(HAVi), 237–238
Home location register (HLR), 676
Home networking

challenges of, 241–242
factors infl uencing the growth of, 

231–232
related research, 241
technologies, 232–241

HomeRF, 234–235
Homomorphic encryption, 1143
Hop reservation multiple access 

protocol (HRMA), 1067–1068
Host-based intrusion detection systems 

(HIDS), 74
Host-controller interface (HCI), 796
Hubs, 5, 9–10, 22, 47, 117–118
Hurd, 79
Hybrid

positioning methods, wireless 
networks, 1166–1167

routing protocols, 1088–1089
Hybrid coordination function (HCF), 

910–911
Hybrid fi ber coax (HCF), 51

Hydrometeor, 818
Hypertext markup language (HTML), 

328–331
HyperText Transfer Protocol (HTTP), 

11, 383–384, 442

iDEN standard, 776
IEEE 10Base, 7–8, 21, 46
IEEE 10GBase, 25–26, 49
IEEE 1394, 233–234
IEEE 802.1, 36, 41, 111
IEEE 802.11

home networking, 235t
MAC, 1062–1063
networks, 8–9
TCP/IP, 363–364
VoIP, 485–486, 911–912
wireless internet, 1012–1014
wireless IP telephony, 991–992, 996
WLANs, 897–909, 918–932, 

1019–1021
IEEE 802.15, 1014, 1080, 1205–1207
IEEE 802.16

WLANs, 1026, 1208–1209
WMANs, 102, 1014–1015, 1212–1214
WWANs, 1194–1196

IEEE 802.17, 100
IEEE 802.20

WLANs, 1203–1205
WMANs, 103
WRANs, 1155
WWANs, 1015, 1196–1197

IEEE 802.3, 6, 21–22, 23
IEEE 802.5, 6–7, 28
IEEE 802.6, 99
IEEE Project 1900, 1155
IEEE Standards Association (IEEE-SA), 

1202–1203
IEEE standards list, 1203t
Incandescent lamp, 1230–1231
Indexing, 326
Indoor optical wireless links, 1224–1228
Indoor wireless infrared 

communications
channel characteristics, 1228–1229
modulation schemes, 1231–1234
optical components, 1229–1231
optical wireless links, 1224–1228
standards and eye safety, 1228

Information retrieval, internet
exploratory search, 334–335
multimedia retrieval, 335–339
search engine implementations, 

326–351
searcher issues, 322–325
structured approaches, 339–341
text-mining, 333–334
Web site issues, 331–333

Information superhighway. See Internet 
fundamentals

Infrared, WLANs, 904–905
Infrared wavelength, 41
Infrastructure topology, 920–921
In-network data aggregation in WSNs

data accuracy, impact, 1138–1140
data latency, impact, 1136–1138
modeling, 1134–1136
security, 1140–1143

Institute of Electrical and Electronics 
Engineers (IEEE), 6

Integrated location resolution 
(ILR), 986

Integrated service digital network 
(ISDN), 123–124, 152–153

Integrated services (IntServ), 418–420
Integrated services (IntServ) model, 

352–353
Integrated services digital network 

(ISDN), 11
Intelligent terminal transfer protocol 

(ITTP), 955
Intelsat, 850–851
Intelsat TDMA, 846–847
Interactive media, 259–260
Interactive queries, 61
Interface message processor (IMP), 283
Interference management, wireless 

networks
downlink interference, self-similarity, 

1182
downlink interference, temporal 

behavior, 1181
downlink interference, total, 

1179–1181
downlink interference prediction, 

model-based, 1182–1183
performance optimization, non-real-

time data transmission, 1183–1185
simulation results, 1185–1188

Interference reduction mechanism in 
MAC protocols, 1061

Interleaving, 623
Intermediate system to intermediate 

system (IS-IS), 53
International Maritime 

Telecommunications Satellite 
(INMARSAT), 860

International mobile 
telecommunications-2000 
(IMT-2000), 864

overview, 716–720
regulatory issues, 719
specifi cations, 719–720
standardization, 719

International Telecommunications 
Satellite Organization 
(INTELSAT), 860

International Telecommunications Union 
(ITU), 176–177, 716, 720

Internet2
applications of, 299–300
case studies, 300–301
consortium, 296–297
history of Internet, 294–296
infrastructure, 297–299
innovations of, 301–302
newnet, 302
transformation from Internet, 296

Internet architecture
4D architecture, 355–356
addressing, 349–351
data formatting, 347–349
design principles, 346–347
dynamic routing, 351–352
enabling technologies, 346
future of, 354–355



1252 INDEX

Internet architecture (cont.)
origin of, 345–346
requirements, 346
resource allocation, 352–353
security, 353–354
traffi c engineering, 424–425

Internet authentication service 
(IAS), 66

Internet control message protocol 
(ICMP), 10–11, 368–369, 384, 437

Internet Corporation for Assigned 
Names and Numbers (ICANN), 268, 
311–312

Internet domain name system
future of, 315–316
general description, 268–269
generic top-level domains, 308t
institutional structure, 310–313
policy questions, 313–315
root servers and locations, 307t
technical description, 305–310

Internet Engineering Task Force (IETF), 
53, 58, 436, 441

Internet fundamentals
directories and search engines, 270
domain name system, 268–269
electronic commerce support services, 

270–271
extranets, 274–275
information superhighway, 267–268
internet applications, 275–278
intranets, 271–274
navigational tools, 270
World Wide Web (WWW), 268

Internet history
ARPA, 281
ARPANET, 283–285
browsers, 287
e-mail, 284
globalization, 296
Google, 287–288
growth of, 284, 286f
interface message processor 

(IMP), 283
Internet and media convergence, 289
major events timeline, 281f
networking, theory to practice, 282
networking visions, 281–282
NSF, 285–286
origins, 294–296
packet-switching data transfer 

theory, 282
personal information, 289
science and national defense, 281
semantic Web, 288
timeline, 295t
universal access, 289–290
Web 2.0, 288–289
World Wide Web, 286–287

Internet information services (IIS), 
70–73

administration, 71–73
confi guration, 71–73
installation, 70, 71
software required for, 70
troubleshooting, 70–71

Internet message access protocol 
(IMAP), 383, 401–402

Internet multimedia protocol stack, 254f
Internet Protocol (IP) 

addresses, 57–59, 143–144, 306–310, 
365–366

DHCP management, 57–59
fragments, 367
headers, 345–349, 366
IP over ATM, 96–97
IP over DWDM, 97–98
IP over SONET/SDH, 97
issues, 367–368
mobility, 367
routing, 144
security, 437
spoofi ng, 367
types of, 11
See also Multicast, IP

Internet Protocol (IP) version 6
addressing, 350–351
domain naming, 315
explanation of, 296, 298
multicasting, 413–414
TCP/IP, 384–385

Internet security standards
application layer, 442–444
dialogue security, 429–431, 435–436
overlay security added to individual 

dialogues, 431–436
security added to individual Internet 

standards, 436–444
state of, 444–445
threats and defenses, 428–429

Internet subscribers, worldwide, 1210t
Internetworking of heterogeneous 

wireless networks
architectures for WLANs and cellular 

networks, 1026–1031
cellular technology evolution, 

1021–1025
end-user terminal support, 1035–1036
future challenges, 1036–1037
IEEE 802.11, 1019–1021
technological trends, 1025–1026
UMTS-WLAN integration, 1031–1033
vertical handoff management, 

1033–1034
WLANs overview, 1019–1021

Intranets, 11, 271–274
IP multicast over satellites, 869
IPSec (Internet Protocol Security), 

63–64, 433–434
IRIDIUM, 861
IR transmission, 927
IS-136 cellular system 

call operations, 773–774
control, logical channels, superframe, 

772–773
digitization, encoding, modulation, 

770–771
frame structure, slot, traffi c channel, 

771–772
See also Time division multiple access 

(TDMA)
IS-54 cellular system, 635
IS-95/cdmaOne cellular system, 592t, 

596–598, 636, 727
Isotropic antenna, 902
ITALSAT, 849–850

Iterative channel estimation, joint, 
943–944

Iterative decoding, 939–943, 944–952
ITU (International Telecommunications 

Union), 184, 720

Java, 962
Java 2 Micro Edition (J2ME), 962
Java Micro Edition (Java ME), 573
JetSend, 237
Join-in (JINI), 236–237
Joint iterative channel estimation and 

decoding, 943–944
Joint Tactical Radio System (JTRS), 

1150–1151

Kerberos server, 430
Kernel architecture, Linux

I/O and the virtual fi lesystem, 84
loadable modules, 84
memory allocation, 84
processes and threads, 83–84
scheduling, 84

Key-hashed message authentication 
code (HMAC), 430–431, 441

Kim, Gene, 74

Label switching router (LSR), 53
Label-switch path (LSP), 53
LAN bridging, 36
Land-mobile satellite channel

clear-sky modeling, 822–824
frequency and time selectivity, 

820–822
multipath fading, 817–820
overview, 815–817
propagation characteristics, 817–820
tropospheric channel modeling, 

824–832
Laser diode (LD), 44
Latency and energy aware MAC 

(LE-MAC), 787
Layer two tunneling protocol (L2TP), 

66, 433
Leased lines, 152
Legal and business issues, cable 

modems, 226
Liberty Alliance project, 572
Light, nature of, 41–44
Light emitting diode (LED), 44
Lightweight directory access protocol 

(LDAP), 439
Lightweight processes (LWPs), 83
Linear equalization, 626
Linear feedback shift register 

(LFSR), 759
Linear prediction (LP), 452–453
Link access protocol-B (LAP-B), 125
Link-level simulation models, 587–588
Linux operating system

advantages of, 87–88
development of, 80–81
history of, 78–80
structure of, 81–87

Live media, 258–259
Local area networks (LANs)

access methods, 7
administration, 15



 INDEX 1253

architecture, 6–7
description of, 116–117
DSL, 11
Ethernet, 19–26
evolution of, 38
hardware and media, 7–10
installation, 12–15
interconnecting devices, 117–119
Internet connectivity, types of, 11
network comparisons, 92
role and applications of, 11
security, 15–17
software, 10–11
speeds, 5
token ring, 27–39
topology, 5–6
types of, 4–6
WAN distinctions, 5
wireless, 8–9, 11–12, 119–120

Localization in wireless networks
ad-hoc networks, 1167–1169
cellular networks, 1165–1167
defi nition of, 1158
issues, 1159–1161, 1173–1174
overview, 1158–1159
signal propagation and, 1161–1163
systems survey, 1170–1173
techniques, 1163–1165
WLANs, 1167
WSNs, 1169–1170

Localized broadcast protocols, 1101
Local management interface (LMI), 174
Location based service (LBS), 890–892
Location management

LEO, 868
UMTS, 705–706
WLANs, 984–986

Location management, PCS
call-arrival-rate and mobility based 

schemes, 679–680
current location areas scheme, 

676–677
global and static schemes, 677
individualized and dynamic schemes, 

677–679
ping-pong-effect reduction schemes, 

680–681
selective paging schemes, 681–682

Location registers hierarchy (LRH), 985
Logical control channels, 596t
Logical link control (LLC), 21, 50
Logical link control and adaptation 

protocol (L2CAP), 797
Logical topologies, 5–6
Loose coupling architecture, 1010–1011
Loosely coupled internetworking, 1029
Low-altitude Earth orbits (LEO)

description of, 802, 803
location management, 868
mobility management, 868–869
satellite handover types, 867–868

Low-bit-rate vocoding methods
loss recovery for graceful degradation, 

456–458
speech coder attributes, 448–450
standards, 458–462
techniques for speech coding, 

451–456

transmission impairments, 450–451
trends, 462–463

Low energy adaptive clustering 
hierarchy (LEACH) protocol, 
1079, 1120

Low-pass equivalent model, 580–581
Low-power listening (LPL), 786

MACA with piggybacked reservation 
(MACA-PR), 1068

MAC frame, 21
MAC frame formats, 924–925
Mail protocols, 382–383
Mail servers, 4
Mail transfer agent (MTA), 392–396
Managed service providers, 534
Management information base (MIB), 

50, 179, 182
Maximum cell transfer delay, 188
Media access control (MAC), 7, 19–21, 

50, 102
Media access layer, 24
Media access unit, 55
Media-independent common platform, 

693–694
Media transport protocols, 255
Media on demand, 258
Medium access control (MAC) 

protocols, ad hoc networks
bandwidth reservation, 1061, 

1066–1069
Bluetooth, 1073–1074
classifi cations, 1060–1062
contention-based, 1062–1066
design goals, 1058–1060
directional antennae, 1072
IEEE 802.11, 1062–1063
multichannel, 1069–1071
out-of-band signaling, 1073
polling, 1073–1074
power management, 1071–1072

Medium access control (MAC) 
protocols, IP networks, 867

Medium access control (MAC) 
protocols, sensor networks, 
1074–1076

Medium access control (MAC) 
protocols, WSNs, 1076–1080. 
See also Routing protocols, WSNs.

Medium-altitude Earth orbits (MEO), 
802, 803, 807

Medium attachment unit, 46
Merkle hash trees, 1141
Mesh, bus, star, and hierarchical 

topologies, 46–49
Mesh network, 121
Mesh topology, 921
Message-oriented middleware (MOM), 

166–167
Message switching

description of, 137–138
message comparisons, 169–170
network applications, 163–167
network elements, 160–161
network performance, 167–170
protocols, 162–163
store-and-forward networks, 164–165
store-and-forward switches, 161–162

Messaging services and WAP, 962–963
Metasearch, 331
Meta signaling, 206
Metcalfe, Robert, 6
Metro Ethernet Forum (MEF), 112
Metro Ethernet Network (MEN), 

110–111
Metropolitan area networks (MANs)

ATM, 91, 95, 96–97
communication technologies, 95
comparison to other area 

networks, 92
data transport over, 95–99
defi nition of, 3
description of, 121–122
fundamentals, 92–95
future of, 112–113
implementations, 104–111
industry forums, 111–112
media, 92–93
standards, 99–104
topologies, 93–94
wireless, 102, 120

MFA forum, 176, 184
Microsoft challenge handshake 

authentication protocol 
(MS-CHAP), 66

Microsoft management console 
(MMC), 62

Middleware technologies, 235–239, 298
MILNET, 285
Minimum Steiner tree (MST), 1134
Minix, 79–80
Mixed confi guration, 23
Mobile ad hoc networks (MANET)

architecture and protocols, 1041–1044
broadcasting, 1108
cross-layering functions, 1044–1045
cross-layering network design, 

1045–1046
interoperability, 848
MANET to mesh networks, 

1046–1047
MANET to opportunistic networking, 

1047–1048
mobile networks, 1041–1046
overview, 1041
routing protocols (see Routing 

protocols, MANET)
Mobile assisted handoff (MAHO), 774
Mobile broadband wireless access, 

1196–1197
Mobile cellular network

fi rst-generation, 632–633
recent advances, 639
second-and-a-half generation, 

636–637
second-generation, 633–636
third-generation, 637–639

Mobile channel fading, 602–604
Mobile communications. see Global 

system for mobile (GSM)
Mobile customer premises network 

(MCPN), 978
Mobile information device profi le 

(MIDP), 962
Mobile IP, 689, 692–693, 1030–1031
Mobile PNNI, 985–986



1254 INDEX

Mobile radio communications
antennae, 617–618
channel coding, 620–623
digital modulation, 623–625
equalization, 625–627
MIMO systems, 627–628
speech coding, 618–620

Mobile radio standards, 726t
Mobile radio standards, major, 

726t, 727t
Mobile SCTP (mSCTP), 691
Mobile services switching center 

(MSC), 703
Mobile stations, 702
Mobile-system satellite 

communications, 829–832
Mobility management

LEO, 868–869
MPLS, 692–693
satellite systems, 867–869
SIP, 691
UMTS, 705–708
wireless ATM, 984–988
wireless IP telephony, 992–995

Mobility management, heterogeneous 
networks

application-layer solutions, 691
challenges of mobility design, 

694–696
cross-layer solutions, 692–694
link-layer solutions, 687–688
network-layer solutions, 688–690
solutions summary, 695t
transport-layer solutions, 690–691

Mobility protocols, 1034t
Model-based optimal downlink 

interference prediction, 
1182–1183

Modems, cable. See Cable modems
Modulation, 623–625, 901–902
Modulation schemes, mobile 

communications, 816
Moving Picture Expert Group 

(MPEG)-7, 340
MTSAT Satellite-Based Augmentation 

System (MSAS), 890
Multicast, IP

addressing, 408–410
group management, 410
IPV6, 413–414
original model, 408
reliability, 412–413
routing, 410–412

Multicast connection rerouting 
protocol, 987

Multicasting routing protocols, 
1090–1091

Multichannel MAC protocols, 
1069–1071

Multi-code CDMA, 762–764
Multihop LANs, 45
Multilayered satellite architecture, 865
Multilayer security, 435
Multi-level hierarchical routing 

protocols, 1093
Multi-master replication model, 60
Multimedia information retrieval, 

335–339

Multimedia messaging service 
(MMS), 963

Multimedia networking
applications of, 257–260
basic architecture, 247f
characteristics of, 248–249, 251t
history of, 247–248
human perception and multimedia 

representation, 249
integrated architecture, 248f
IP media, 255–257
middleware and protocols, 254–255
operating system role, 250
requirements for, 250
services for, 250–254

Multimedia protocol stack, 254
Multimode fi ber, 42
Multimode graded-index fi ber, 43
Multimode step-index fi ber, 42
Multimode terminals, 1035–1036
Multipath fading

explanation of, 582–583
land-mobile satellite channels, 

817–820
one-dimensional models, 583–584
two-dimensional models, 584–586
WLANs, 902

Multipath routing protocols, 1093–1094
Multiple access collision avoidance 

(MACA), 1063–1067
Multiple access with collision avoidance 

for wireless (MACW), 784, 
1064–1065

Multiple-input multiple-output (MIMO), 
12, 584–585, 627–628

Multiple spanning trees, 111
Multiplexing hierarchy, 105–106
Multipoint relay (MPR) protocol, 

1102–1103
Multiport repeaters, 9–10
Multiprotocol label switching (MPLS)

ATM, 196
internet architecture, 353
MANs, 109–110
mobility management, 692–693
network QoS, 422–424
optical fi ber LANs, 52–54
over voice and VoIP, 509–515
signaling extensions, 504–505

Multipurpose Internet mail extensions 
(MIME), 383, 396–400

Multi-rate CDMA system, 762
Multirate codecs, 460–462
Multiring networks, 35–36
Multistation access unit (MAU), 5

Name resolution using DNS, 59–61
Name resolution using WINS, 61–63
Narrowband models, satellites, 

822–824
Narrow Band Sockets (NBS), 955
NASDA, 860
National LambdaRail (NLR), 297
National Marine Electronics Association 

(NMEA), 892
National Science Foundation (NSF) 

Network, 285–286
Neighbor-designating schemes, 1101

Neighbor elimination scheme (NES), 
1106–1107

Neighbor information frames (NIF), 50
.NET compact framework, 573
Network address translation (NAT), 67, 

68–73, 235, 350–351, 496
Network allocation vector (NAV), 784
Network architecture, GSM, 611–612, 

644–645
Network driver interface specifi cation 

(NDIS), 67
Networked attached storage (NAS), 15
Network fi le system, 381
Network interface card (NIC), 9
Network QoS

ATM, 418
differentiated service (DiffServ), 

420–422
integrated services (IntServ), 418–420
MPLS, 422–424
requirements, 417–418
traffi c engineering, 424–425

Networks 
classes of, 116–123
defi nition of, 3
development of, 3–4
differences, LANs, MANs, WANs, 92
evolution of, 116
future direction of, 132–134
IEEE802.11 standard, 8–9
Internet2, 298
media types, 7t
resource management, 187
switching techniques, 123
See also home networking; 

Multimedia networking.
Network simulation model, 1032–1033
Network topology, satellite 

communications, 804
New Reno, TCP, 871
Next generation technologies

cellular telephony, 593–602
mobile cellular networks, 632–639
mobile networks, 1022–1025
satellites in IP networks, 863–865
TCP/IP, 384–386
TDMA, 774–776
UMTS, 592t, 600–601, 699–701, 864
W-CDMA, 733
wireless internet, 1005–1008
wireless systems, 716–719, 720–723, 

724–735, 1021
Next steps in signaling (NSIS)

architecture of, 494
background, 493
characteristics of, 493
GIST, 494–495
NAT and Firewall NSLP, 496
QoS NSLP, 495–496
security mechanisms, 496

Nippon Telegraph and Telephone 
(NTT), 43

ntBackup, 73–74
Node-centric routing protocols, 

1096–1097
Nodes, 4, 137
Non-geostationary satellite orbit 

(NGSO), 860–861



 INDEX 1255

Non-hierarchical protocols, 1123
Nonlinear equalization, 626–627
Nonpersistent CSMA, 780
Non-real-time data transmission, 

1183–1185
Non-real-time variable bit rate. 

See Variable bit rate-non-real 
time (VBR-nrt)

Nordic mobile telephone (NMT), 633
North American Digital Cellular 

(IS-136), 592t, 595–596
NSTAR, 860

Object exchange (OBEX), 798
Observed time difference (OTD) 

localization scheme, 1160
Observed time difference of arrival 

(OTDoA), 1166
On-board processing (OBP), satellite 

systems, 838–839
On-demand mail relay (ODMR), 396
On-demand routing protocols, 1087
100BASE, 23, 46–47
1000BASE, 22–23, 24, 47–49
1-persistent CSMA, 780
OOK, modulation schemes, 1232
Open Mobile Alliance (OMA), 955, 963
Open service gateway initiative 

(OSGI), 238
Open shortest path fi rst (OSPF), 53, 

376, 441
Open Software Foundation (OSF), 80
Open-source software, 81
Open Systems Interconnection Basic 

Reference (OSI) Model
frame relay, 173
message switching, 162–163
TCP/IP, 361–362

Open Wave, 955
Operating Systems: Design and 

Implementation, 79
Operating system structure, Linux, 

81–87
Optical

circuit switching, 153–154
concentrators and fi lters, 1230
Ethernet, 45–49
fi ber cable, 92–93
internet, 52–54
LANs, 44–45
ring, 49–51
sources, 1229

Optical cross-connects (OXC), 53
Optical fi ber LANs

classifi cation of, 42–43
evolution of, 41
history of, 40–41
interface between fi ber and coaxial, 

51–52
nature of light, 41–44
optical Ethernet, 45–49
optical internet, MPLS, and GMPLS, 

52–54
optical LANs, 44–45
optical ring, 49–51

Orbit elements, 837–838
Orbits, satellite systems, 803–804, 815, 

816, 830–831, 837–838

Organization for the Advancement of 
Structured Information Standards 
(OASIS), 569

Orthogonal frequency division multiple 
access (OFDMA), 102–103

Orthogonal frequency division 
multiplexing (OFDM), 102, 936

Orthogonal sequences, CDMA, 759
Out-of-band signaling, 1073

Pacing TCP segments, 872
Packet data handling, GPRS, 665
Packet error probability (PEP), 757, 766
Packetization, multimedia networks, 

250–251
Packets, 136–137, 348, 349
Packet-switched networks, 124–126, 

139–141
Packet-switched vs. circuit-switched 

data service, 658–659
Packet switching

advanced networks, 144
ATM, 142–143
data transfer theory, 282
evolution of, 138
frame relay, 141–142, 173–176
fundamentals, 136–138
history of, 282
message comparisons, 169–170
network interconnections, 139–141
TCP/IP, 143–144
techniques, 141–144
terrestrial wide area networks, 123

Palo Alto Research Center (PARC), 6
Parameter management frames 

(PMF), 50
Partial connection rerouting 

protocol, 987
Partitioning, 59–60
Password authentication protocol 

(PAP), 380
Path loss model, 581–582, 602–604
PAUSE frame, 48
Peach, TCP, 873
Peak-to-peak cell delay variation, 188
Peer-to-peer

networking architecture, 1011–1012
networks, 4
wireless networks, 8–9

Penetration attacks, Internet security, 
428–429

PEP mechanisms, 872
Performance-challenged networks, 165
Performance enhancing proxies 

(PEP), 872
Performance isolation, 547–550
Personal area networks (PAN), 3, 

791–792
Personal communications service 

(PCS), 121. See also Location 
management, PCS

Personal digital cellular (PDC), 635, 775
Phonelines, home networking, 233
Phothphone, 40
Photodetectors, 1229–1230
Physical coding sub-layer (PCS), 49
Physical layer

ATM, 187

high-speed Ethernet, 24
medium alternatives, 22t
options, 25–26

Physical layer protocol (PHY), 50
Physical medium dependent (PMD), 50
Pilot symbol assisted modulation 

(PSAM), 943
PIN (p-type-intrinsic-n-type) diode, 44
Ping, 10–11
Ping-pong-effect, 680–681
Plain Old Telephone Service (POTS), 

151–152
Plesiochronous digital hierarchy 

(PDH), 124
Point coordination function (PCF), 

900–901, 924
Point-to-point protocol (PPP), 97, 365, 

380, 432–433
Point-to-point tunneling protocol 

(PPTP), 66, 381, 433
Polarization mode dispersion (PMD), 44
Portable operating system interface 

(POSIX), 80
Position-centric routing protocols, 1096
Post Offi ce Protocol (POP/POP3), 11, 

383, 401
Power-aware multiaccess protocol with 

signaling (PAMAS), 1071
Power-effi cient data gathering and 

aggregation protocol (PEDAP), 
1122–1123

Power-effi cient gathering in sensor 
information systems (PEGASIS) 
protocol, 1121

Powerlines, home networking, 233
Power-ware routing protocols, 1090
P-persistent CSMA, 780
Preamplifi ers, 1230
Print servers, 4
Private network network interface 

(PNNI), 207
Proactive routing protocols, 1087–1088
Probability density function (pdf), 758
Project 802. See specifi c IEEE 802 

standard
Propagation characteristics, land-

mobile satellite channels, 817–820
Proportional relative differentiated 

services, 552
Protocol Q.2931�, 982
Protocol reference model, ATM, 

184–187
Protocol stack, 254, 254f, 794–797
Proxies, WAP, 956
Proxy-based protocols, 690
Pseudo noise sequences, CDMS, 759–762
Public key infrastructure (PKI), security 

management, 62
Public network (PN), 978
Public switched telephone network 

(PSTN), 470–471, 472t
Pulse code modulation (PCM), 157, 

770–771
Pulse interval modulation (PIM), 1233
Pulse position modulation (PPM), 1232
Push access protocol (PAP), 959
Push over the air (OTA), 959
Push proxy gateway (PPG), 959



1256 INDEX

QoS-constrained data aggregation and 
processing (Q-DAP), 1123

QUALCOMM, 860
Quality of service (QoS)

attributes, 188
defi nition of, 157
dynamic control, 984
multimedia networking, 252–253
NSLP, 495–496
protocols, 255
soft control, 984
voice and data convergence, 485
See also end-system QoS; network 

QoS; next steps in signaling (NSIS); 
under specifi c systems.

Quality of service-based residential 
gateways, 240

Quality of service-enabled (QoS-
enabled) equipment, 233

Quality rating scales, speech 
coders, 449t

Queries, management of, 60–61
Quick-start TCP, 873

RADAR, 1160, 1171–1172
Radio

access platforms, 720
communication, 783–784
taxonomy, 1148–1149
WLANs, 902–903

Radio frequency bandwidth, 820–824
Radio knowledge representation 

language (RKRL), 1151–1152
Radio resource control (RRC), 982
Rain attenuation, 818–820, 825–832
Rake receivers, 756–757
Random access (RA) techniques, 807
Rapidly deployable radio network 

(RDNR), 1151
Rapid reconfi guration spanning 

tree, 111
Rate-based fl ow control, 48
Rayleigh fading model, 938
Reactive routing protocols, 1087
Real-time control protocol (RTCP), 

255, 515
Real-time kinematics (RTK) 

networks, 890
Real-time protocol (RTP), 515
Real-time streaming protocol 

(RSP), 255
Real-time variable bit rate. See Variable 

bit rate-real time (VBR-rt)
Receiver-initiated BTMA 

(RI-BTMA), 1073
Recursive, explicit, and fair window 

adjustment (REFWA), 873
Recursive query, 60
Refl ection of light, 42
Registries and registrars, domain name, 

312–313
Relative guarantees, 552
Remote access, Windows 2000, 65–68
Remote access protocols, 381–382, 443
Remote access server (RAS), 65, 

66, 67
Remote authentication dial-in user 

service (RADIUS), 66, 381, 432f

Remote Internet access, home 
networking, 239–241

Repeaters, 9–10, 117
Replication, AD-based, 60
Replication of DNS, management of, 60
Representational state transfer 

(REST), 567
Residential gateways, 239–241
Resilient packet ring (RPR), 100–102
Resource Assessment and Conservation 

Engineering (RACE), 978
Resource records (RR), 59, 378–379
Resource reservation protocol (RSVP)

background, 489–490
characteristics of, 490
data fl ows, 490
protocol operation, 491–492
QoS protocol, 255
security mechanisms, 493
styles of, 492
traffi c engineering extensions, 492–-493

Restoring data, Windows 2000, 74
RFCOM, 797
RG-58 coaxial cable, 7–8
RG-8 coaxial cable, 7–8
Ricean fading, 938
Ring management (RMT), 50
Ring network, 5
Ring topologies, 106–107
Rivest-Shamir-Adleman (RSA), 62
Roaming, 652
Route augmentation protocol, 987
Routers, 140, 375
Routing

Internet, 351–352
multicast, IP, 410–412
protocols, 376 (See also Routing 

protocols, MANET; Routing protocols, 
WSNs; specifi c routing protocols)

spoofs, 377
tables, 375
TCP/IP, 375–377

Routing information protocol (RIP), 
376, 441

Routing management, satellite IP 
networks, 869

Routing protocols, MANET
challenges, 1084–1086
comparison chart, 1094t
fl at routing, 1086–1087
geographic position-assisted, 

1089–1090
hybrid, 1088–1089
multicasting, 1090–1091
multi-level hierarchical, 1093
multipath, 1093–1094
on-demand, 1087
power-ware, 1090
proactive, 1087–1088
reactive, 1087
security, 1091–1093

Routing protocols, WSNs
data-centric, 1095–1096
energy-centric, 1097
node-centric, 1096–1097
overview, 1085f, 1094–1095
position-centric, 1096
rlogin, 382

Satellite communications 
architecture, 803–804
history of, 802–803
layers, 804–809
overview, 860–862
payload, 809
spectrum allocation, 811
standardization and regulation, 

810–811, 862
standards, 809–810
terrestrial integration with, 812
topology, 804
See also land-mobile satellite channel.

Satellite data centers, 538–539
Satellite orbits, 803–804, 815, 816, 

830–831, 837–838
Satellites in IP networks

3G and B3G networks, 863–865
communications overview, 860–862
description of, 862–863
IP multicast over satellites, 869
medium access control, 867
mobility and handover management, 

867–869
multilayered networks, 865
physical layer challenges, 865–867
routing management, 869
security management, 870
transport of Internet traffi c, 870–874

Satellite transport protocol (STP), 872
Satellite-universal mobile 

telecommunications system 
(S-UMTS), 810, 864

Scalable orthogonal frequency division 
multiple access (SOFDMA), 113

Scalable TCP (S-TCP), 873
Scheduled channel polling MAC 

(SCP-MAC), 786–787
Scheduling-based protocols, 1060
Scintillation, 817, 820
Scope, 58
Scripting languages, WAP, 963–968
Search engines

implementations, 326–351
Internet, 270
overview, 322f
See also information retrieval, 

Internet.
Secure aggregation (SA), 1142
Secure hop-by-hop data aggregation 

approach (SDAP), 1141
Secure information aggregation (SIA), 

1140–1141
Secure shell (ssh), 11, 382
Secure sockets layer (SSL)/transport 

layer security(TLS), 434–435
Security

Bluetooth, 799–800
cable modems, 225–226
DHCP management, 59
GSM, 652–653
Internet, 353–354
Internet2, 299
LANs, 15–17
Linux, 86
PKI, 62
satellite systems, 844–845
UMTS, 710–713



 INDEX 1257

using IPSec, 63–64
Windows 2000, 74–76

Security Algorithm Group of Experts 
(SAGE), 653

Security assertion markup language 
(SAML), 571

Selective paging, 681–682
Self-pruning schemes, 1101
Self-similarity, downlink 

interference, 1182
Semantic Web, 288, 340–341
Sensor deployment, 1115–1118
Sensor-MAC (S-MAC), 785–786, 

1076–1077
Sensor networks 

actuators, 1052
applications, 1049–1050
CSMA, 785–787
data monitoring and gathering (see 

Data monitoring and gathering in 
sensor networks)

data mules, 1051–1052
MAC protocols, 1074–1076
organization, 1050–1051
overview, 1048–1049
underwater, 1052
wireless, 1074–1076
See also ad Hoc networks; broadcasting 

in ad hoc and sensor network
Serial line Internet protocol, 364–365
Servers, defi nition of, 4
Service differentiation, 550–553
Service discovery protocol, 797–798
Service discovery technologies, 238
Service-oriented architecture (SOA), 

559, 572
Servicing GPRS support node 

(SGSN), 664
SES Global, 852–853
Session initiation protocol (SIP)

ENUM service, 524
mobility management, 691
multimedia networking, 254–255, 

477–479, 480
signaling approaches, 496–499
and VoMPLS and VoIPMPLS, 

512–514
wireless IP telephony, 995

SGSN nodes, 1031, 1032–1033
Shadowing, 582, 817–820, 902
Shared server web hosting model, 

533–534
Shared wireless access protocol 

(SWAP), 234–235
Shielded twisted-pair (STP), 8
Shortest path trees (SPTs), 1135
Short messaging service (SMS), 962–963
Signal fi ngerprinting, 1165
Signaling, broadband, 205–207
Signaling and session control protocols, 

254–255
Signaling approaches

case study - EuQoS, 505–506
NSIS, 493–496
objectives and organizations, 488–489
RSVP, 489–493
signaling protocols, 501–505
SIP and H.323, 496–501

Signaling ATM adaptation layer 
(SAAL), 982

Signal propagation, 1161–1163
Signal to interface plus noise ration 

(SINR), 757
Simple, hubs, 22
Simple inter-domain bandwidth broker 

protocol (SIBBS), 502–503
Simple mail transfer protocol (SMTP)

access modes, 400
access protocols, 401–402
commands, 394, 395t
fundamentals, 388–389
mail message format, 383
message switching, 166
MINE, 396–400
model and protocol, 389–390
MTA, 392–396
ODMR, 396
reply codes, 397t
server, 396
service extensions, 394
standards, organizations, and 

associations, 402–403
transmission types, 400
user agent, 390–392
vulnerabilities, 402
WLANs, 11

Simple network management protocol 
(SNMP), 380, 438–439

Simple object access protocol (SOAP), 
561, 563, 565f, 566f, 567, 567f

Simulation models, cellular 
communications, 587–589

Simulation testing, 1032–1033, 
1185–1188

Single-hop LANs, 45
Single-mode fi ber, 42
Single stations (SAS), 50
SkyPlexNet, 845–846
Slotted CSMA, 780–781
Slotted seeded channel hopping, 1070
Slow associated control channel 

(SACCH), 772
Smart antennae, 618
Smart card (SIM), 610
Société Internationale de 

Télécommunications Aéronautiques 
(SITA), 164

Soft-input soft-output (SISO), 939–940
Software defi ned radios. See Cognitive 

radio (CR) and software defi ned 
radios (SDR)

SONET/SDH, 91, 95, 97, 104–107
Source address (SA), 21
Source coders, 620
Space-division switching, 148–149
Space segment, satellite systems, 

838–839
Space-time coded modulation with 

iterative decoding, 944–952
Spafford, Eugene, 74
Spanning-tree, 41, 111
Sparsely interleaved estimation and 

decoding (SIED), 943–944
SPEAKeasy, 1150
Special interest groups, Bluetooth 

technology, 791

Spectral effi ciency, GSM, 648–649
Spectrum management, 810
Speech coders, 770–771
Speech coding, 618–620. See also 

low-bit-rate vocoding methods.
Split horizon, 175–176, 182
Spreading sequences, CDMA, 758–759
Spread spectrum systems, 

751–754, 755t
Stallman, Richard, 79
Standards

B-ISDN, 201
cable modems, 224
DSL, 212
E.124 number, 521–522
Ethernet, 6
fi rewire, 233–234
frame relay, 176–177
IEEE (see specifi c IEEE standard)
MANs, 99–104
WAP, 956
WLANs, 12, 1019–1021

Star, bus, mesh, and hierarchical 
topologies, 46–49

Star network, 5
Start frame delimiter (SFD), 21
Start of authority (SoA), 60
Startup MAC (SMAC) protocol, 1079
Star wiring, 29–30
Stationary MAC (SMAC) protocol, 1079
Station management, 50
Statistical delay guarantees, 551–552
Status information frames (SIF), 50
Status report frames (SRF), 50
Step-index fi ber, 42
Storage area network (SAN), 15
Store-and-forward, 161–162, 

164–165, 167
Stream control transmission protocol 

(SCTP), 691
Streaming protocols and platforms, 

256–257
Structure-free, In-network data 

aggregation, 1136
Subband and transform coding, 456
Switch, 191–192, 194–195
Switched 56 service, 152
Switched hubs, 5
Switched multimegabit data service 

(SMDS), 107–108, 126–129
Switches

defi nition of, 10
description of, 118
packet switching, 139–140
store-and-forward, 161–162

Switching
frequency and wavelength-division, 

150–151
hubs, 10, 22
node architecture, 147–148
types of, 148–149

Symmetric multiprocessing (SMP), 83
Synchronization

CDMA, 766–767
DNS, 60
MAC, 1061

Synchronous digital hierarchy (SDH), 
91, 95, 124



1258 INDEX

Synchronous optical network (SONET)
B-ISDN, 204–205
circuit switching, 153
MANs, 91, 95
WANs, 124

System architecture, Linux, 84–87
System-level simulation models, 

588–589

Tagged text markup language 
(TTML), 955

Tanenbaum, Andrew, 79
Target token rotation time (TTRT), 51
TCP for asymmetric channels, 873
TCP for transactions (T/TCP), 871
TCP-friendly congestion control, 873
TCP/IP

applications, 381–384
ATM, 364
characteristics, 370–375
DSL, 365
fi lters, 63
frame relay, 364
ICMP, 368–369
IEEE 802.11, 363–364
infrastructure protocols, 377–381
Internet Protocol, 365–368
Internet Protocol (IP) version 6, 

384–385
issues, 373–374
layers, 360–362
next generation TCP/IP, 384–386
OSI model, 361–362
packet switching, 143–144
parameters, 64–65
physical and link layers, 362–365
routing, 375–377
satellite IP networks, 871–874
security, 437
stack, 64–68
user datagram protocol, 369–370
WLANs, 363–364

TCP/IP layers, 362–363
TCP/IP stack, 64–68
TCP New Reno, 871
TCP Peach, 873
TCP Vegas, 871
TCP westwood (TCPW), 873
TCP with byte counting, 873
TCP with selective 

acknowledgment, 871
Telecommunications, 1003, 1004
Telecommuting, 227
Telephone numbering mapping. 

See ENUM
Telephony, 520, 1003. See also cellular 

telephony; Voice over Internet 
protocol (VoIP); Wireless IP 
telephony.

Telephony control specifi cation-binary 
(TCS-BIN), 797–798

Teleservices, 644
Telnet, 381–382
Temporal coherency-aware in-network 

aggregation (TiNA) service, 1125
10BASE, 7–8, 21, 46
10GBASE, 25–26, 49
10-gbps Ethernet, 24–26

Terrestrial radio access network, 702
Thicknet, coaxial cable, 7
Thinnet, coaxial cable, 7–8
3G Wireless systems

evolution from 2G-based systems, 
724–735

overview, 716–720
proposed system, 720–724

THURAYA, 861
Tight coupling architecture, 1009–1010
Tightly coupled internetworking, 

1027–1029
Time division duplexing (TDD), 649
Time division multiple access (TDMA)

2G technologies, 774–776
3G technologies, 776
CDMA, 754–756
explanation of, 631
GSM, 642, 649
history of, 769–770
IMT-2000, 725
IS-136 standard, 770–774
multiplexing technique, 769
satellite systems, 843–844
token ring networks, 27

Time division multiplexing (TDM), 157
Time division switching, 149–150
Time division synchronous code division 

multiple access (TD-SCDMA), 
638–639, 720, 733, 735

Time hold timer (THT), 51
Time hopping spread spectrum 

(THSS), 754
Time-out MAC (T-MAC) protocol, 

1077–1078
Time synchronization for In-network 

data aggregation, 1136
Tiny aggregation (TAG) service, 1125
Token ring, 6
Token Ring LANs

dedicated (switched) token 
rings, 36–37

evolution of, 38
FDDI token protocol, 37–38
history of, 27–28
multiring networks, 35–36

Token Ring LANs, access protocol, 
monitoring, and recovery

data frame format, 32–33
priority protocol, 33
protocol performance issues, 33–34
ring fault detection and isolation, 

34–35
ring monitor function, 34

Token Ring LANs, technology of
basic protocol, 28–29
line coding, 31–32
star wiring, 29–30
synchronization, 32
transmission media, 30–31

Topology
geosynchronous fi xed satellite 

communications, 840–841
LANs, 5–6, 19
MANs, 93–94
satellite communications, 804

Total access communications system 
(TACS), 633

Traceroute, 11
Traffi c

descriptors, 205
management, 187–189
models, 1114–1115
types of, 205

Traffi c-adaptive medium access 
(TRAMA), 1078

Transimpedance amplifi ers, 1230
Transistors, 1230
Translating bridge, 10
Transmission control protocol (TCP), 

11, 808
Transmitter power control (TPC), 

757–758
Transport layer security (TLS), 380, 

434–435
Tree-based, In-network data 

aggregation, 1134
Tree-constructive protocols, 1122–1123
Trellis-coded modulation (TCM), 937
Triangulation, 1163–1164
Tripwire, 74–75
Trivial fi le transfer protocol (TFTP), 

443–444
Tropospheric channel modeling, land-

mobile satellite channels, 824–832
Turbo codes, 622–623
Two-fi ber bidirectional line switched 

ring (BLSR2), 106–107
Two-tier database (TTD), 984–985

Ultraviolet wavelength, 41
Unidirectional path switched ring 

(UPSR), 106–107
Universal description, discovery, and 

integration (UDDI), 561–567
Universal mobile telecommunications 

system (UMTS) 
architecture, 701–703, 735–736
authentication, 710–711
channel structure, 705, 735–742
future wireless networks, 713–714
gateways, 1029–1030
handoff management, 707–708
interfaces, 703, 735–736
layers, 703–705, 735–742
location management, 705–706
mobility management, 705–708
next-generation technologies, 592t, 

600–601, 699–701, 864
quality of service (QoS), 708–710
radio access platform, 720
releases, 736
security, 710–713
WLAN internetworking, 1030–1031
See also W-CDMA

Universal name convention (UNC), 66
Universal plug and play (UPnP), 236
Universal terrestrial radio access (UTRA)

channel coding, 741
channels, 737–738
channel spreading, 738–741
code allocation, 741
layer structures and functions, 

736–737
modulation, 738–741
rate matching, 742



 INDEX 1259

Universal wireless communications-136 
(UWC-136), 720, 730–731

Unix to Unix Copy (UUCP), 78
Unshielded twisted-pair (UTP), 8
Unspecifi ed bit rate (UBR), 189, 

418, 974
Unwired planets handheld device 

markup language (HDML), 955
Usage parameter control (UPC), 188
USENET (USEr NETwork), 164–165
User datagram protocol (UDP), 

369–370, 437

Vanu, 1151
Variable bit rate-non-real time 

(VBR-nrt), 130, 188, 418, 974
Variable bit rate-real time (VBR-rt), 130, 

188, 418, 974
Variable-rate codecs, 461–462
Variable spreading gain (VSG), 762
vCalendar, 959
VCard, 959
Vector sum excited linear predictive 

(VSLP), 770–771
Vegas, TCP, 871
Vertical handoff management, 

1033–1034
Very-high-speed DSL (VDSL), 217–219
Video over IP, 257
Video services, 207
Virtual concatenation, 96
Virtual LAN (VLAN), 46, 120
Virtual private network (VPN), 66, 

353–354, 381, 433–434
Virtual private servers, 534
Visible wavelength, 41
Visitor location register (VLR), 646, 647, 

676, 703
Viterbi algorithm (VA), 939
Vocoding. See Low-bit-rate vocoding 

methods
Voice over 802.11, 485–486, 911–912
Voice over Internet protocol (VoIP)

background, 468–469
benefi ts, 469
cable modems, 226–227
empirical results, 481–482
gateways, 473–474
hardware-based residential 

service, 470
hardware confi gurations, 471–473
IEEE 802.11, 485–486, 911–912
implementation confi gurations, 

471–481
and multimedia networking, 257
over MPLS, 509–515
over WLANs, 482–486
performance metrics, 475–476
protocols and standards, 476–481
and satellite IP networks, 869–870
service providers, 471t
trends, 469–470
voice coders/decoders, 474–475
voice over PSTN, 470–471

Voice over MPLS (VoMPLS), 509–515
Voice over WLAN (VoWLAN), 482–486
Voice source coding, 613
VoiceXML, 573

WAP datagram protocol, 957
WAP Forum, 955
WAP session protocol (WSP), 957
WAP transaction protocol (WTP), 957
Watermarks fl ow control, 48
Wave division multiplexing (WDM), 49, 

150–151
Waveform coding, 451–453, 619
Wave scheduling protocol, 1079
WBXML, 959
W-CDMA, 638, 704. See also Universal 

mobile telecommunications system 
(UMTS)

3G technology, 733, 735
standardization, 719–720

Web 2.0, 288–289
Web content access, WAP model, 956
Web hosting

architectural issues, 535–536
colocation, 533
DNS, 539
hybrid and specialized models, 

534–535
network connectivity, 537–539
physical infrastructure, 536–537
provider models, 533
shared servers, 533–534
Web site architectures, 540–543

Web servers, 4
Web services

access from mobile devices, 572–573
industrial acceptance of, 572
key technologies, 561–567
protocol hierarchy, 560
security, 570–572
software architecture, 560
standards, 569–570
UDDI, 561–567
using, 568–569

Web services description language 
(WSDL), 567

Web Services Interoperability 
Organization (WS-I), 569

Web services security (WSS), 571
Web site architectures, 540–543
WiBro technology, 1216–1217
Wide area augmentation system 

(WAAS), 889
Wide area differential GNSS 

(WADGNSS), 889
Wide area networks (WANs) 

ATM, 129–132
B-ISDN, 124
defi nition of, 3
description of, 122–123
as distinct from LANs, 5
ISDN, 123–124
network comparison, 92
SDH, 124
SMDS, 126–129
SONET, 124
speeds, 5
X.25 packet-switched network, 

124–126
See also High-speed Ethernet

Wideband-CDMA. See W-CDMA
Wideband models, satellites, 824
Wideband speech coders, 457f

WiFi, 8–9, 11–12, 1197–1198
WiFi Protected Access (WPA), 12
Windows 2000 operating system

backup, 73–74
forensic acquisition utilities, 76
hardening and security measures, 

74–75
IP and DHCP management, 57–59
name resolution implementation, 

59–61
name resolution implementation 

using WINS, 61–62
NAT for shared internet connections, 

68–73
security using IPSec, 63–64
TCP/IP stack, 64–68

Window scaling, 872
Windows Internet Naming Service 

(WINS), 58, 59, 61–63
Wired equivalent privacy (WEP), 12
Wireless

market trends, 718–719
systems, 727–730
technologies, 234

Wireless application environment 
(WAE), 957, 958–960

Wireless application protocol (WAP)
application examples, 961–962
architecture, 957
design considerations, 968–969
history of, 955
home networking, 240–241
Internet protocols comparison, 

957–958
Java, 962
messaging services, 962–963
mobile access to information 

resources, 960
model for, 956
overview, 955–956
proxies, 956
scripting languages, 963–968
security, 959–960
standards, 956
WAE, 958
WAE components, 958–960

Wireless ATM (WATM)
architectures, 979–980
ATM technology, 973–975
mobility management, 984–988
QoS, 975–976, 982–984, 987–988
reference model, 980–982
requirements, 977–978
standards and implementations, 988
wireless networking, 975–977

Wireless broadband access (WBA)
ALOHANET, 1201–1202
standardization, 1202–1203
WLANs, 1203–1205
WMANs, 1208–1217
WPANs, 1205–1208
WRANs, 1220–1221
WWANs, 1218–1220

Wireless cascading sheets 
(WCSS), 959

Wireless E911, 1159
Wireless Internet

architecture, 1009–1012



1260 INDEX

Wireless Internet (cont.)
cellular network integration with 

WLANs, 1008–1012
concepts and fundamental issues, 

1002–1005
IEEE 802.11, 1012–1014
IEEE 802.15, 1014
IEEE 802.16, 1014–1015
IEEE 802.20, 1015
next-generation and heterogeneity, 

1005–1008
overview, 1000–1001

Wireless IP suite enhancer (WISE), 872
Wireless IP telephony

enhanced 911, 997
IEEE 802.11, 991–992, 996
mobility management, 992–995
QoS, 995–996
security and privacy, 996–997
WiMAX, 992

Wireless local area networks (WLANs) 
802.11 MAC, 897–901
802.11 physical layer, 901–906
802.11 security, 908–909
applications of, 896–897
Bluetooth, 911
description of, 8–9, 11–12, 119–120
HIPERLANs, 906–908
IEEE 1394, 233–234
internetworking (see Internetworking of 

heterogeneous wireless networks)
localization, 1167
location management, 984–986
overview, 896
QoS support, 910–911
security, 908–910
subscribers, 1025–1026
TCP/IP, 363–364
voice over 802.11, 911–912

VoIP, 482–486
See also IEEE 802.11

Wireless local area networks (WLANs) 
standards

IEEE 802.11 authentication, 909, 930
IEEE 802.11 implementation, 

930–931
IEEE 802.11 introduction, 918–919
IEEE 802.11 MAC layer, 921–925
IEEE 802.11 operations, 919–921
IEEE 802.11 physical layer, 925–929
overview, 1019–1021
recent activities, 931–933
security issues, 930–931
standards bodies, websites, 918
summary chart, 918t
topology, 920–921

Wireless local loops (WLL), 121
Wireless markup language 

(WML), 958
Wireless metropolitan area networks 

(WMANs), 102, 120, 1208–1217
Wireless networks

access point, 8–9
CSMA, 783–785
GNSS, 890
technology of, 119–121

Wireless overlay networks, 1022
Wireless personal area networks (WPANs), 

121, 791–792, 1205–1208
Wireless regional area networks (WRANs), 

1220–1221
Wireless sensor networks (WSN), 

1076–1080, 1169–1170. See also 
routing protocols, WSNs.

Wireless systems, history, 769–770
Wireless transport layer security (WTLS), 

957, 959–960

Wireless wide area networks (WWAN), 
120–121, 1191–1199, 1218–1220

Witness-based aggregation(WBA), 
1141–1142

WMLScript, 959, 963–965
Workstation, 4
Worldwide interoperability for microwave 

access (WiMAX)
IP telephony, 992
MANs, 111–112
terrestrial systems, 848
WMANs, 1209–1212, 1214–1217
WWANs, 1195, 1218–1220

World Wide Web (W2C), 569
World wide web (WWW), 268, 286–287
WS-Federation, 572
WS-security standards, 569–570

X.25 packet-switched network, 124–126, 
141

X.400 network, 165–166
XACML (Extensible access control 

markup language), 571–572
XHTML Mobile Profi le, 958, 963, 965–968
XML, 339–340, 561
XML-encryption, 571
XML key management specifi cation 

(XKMS), 571
XML-RPC, 561, 562f–564f

YESSIR, 501–502

Zebra MAC (Z-MAC), 787, 1079–1080
Zero confi guration (ZeroConf) 

technology, 239
Zone fi les, 59–60
Zones, management of, 60


















