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error log, 538

for web servers, 420
error messages from web browsers, 336, 411–416

browser functionality errors, 413
connectivity errors, 413–414
HTTP response codes, 415–416

ESD (electrostatic discharge), 537
Ethernet, 538
Ethernet addresses, 112
Ethernet networks, 35–36

bus topology for, 5
connection speed, 340
vs. Token Ring networks, 37

Eudora (QUALCOMM), 215, 215
exam essentials

business, 488–489
Internet, 91–92, 321–322
Internet clients, 216–217
networks, 47–48
security, 262–263
TCP/IP, 130–132
Web site development, 383–384
Web site troubleshooting, 445



582 expansion slot – goodwill

expansion slot, 539
for network adapter, 10
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PNG (Portable Network Graphics), 316–317, 558
QuickTime, 318, 561
Rich Text Format (RTF), 320, 562
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Web browser support, 173

graphics, resolution on web pages, 348
ground loop, 12
Gzip, 319, 541

H
<H1> tag (HTML), 306
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for Red Hat Linux 7.1, 34
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WAN connections, 66–68

security requirements, 258
what it is, 61–64
as wide area network, 8

Internet appliance, 144–145
Internet Architecture Board (IAB), 63, 543
Internet Assigned Numbers Authority (IANA), 71
Internet bandwidth link types, 37–46, 543

point-to-point WAN, 38–42
public switched network WAN, 42–46

Internet clients, 142
exam essentials, 216–217
hardware, 143–145

for connections, 145
platforms, 144–145

Internet connection, 160–170
dial-up networking connection, 166–170
Dial-up Networking software, 165
failures, 336–337
ISP account, 165–166
modems, 161–164

operating system, 145–146
TCP/IP protocol stack, 146–160

IP address configuration, 147–151
name resolution, 151–160
Winsock compliance, 160

Internet clients configuration
e-mail clients, 204–215

Microsoft Outlook, 205–209, 206
Netscape Messenger, 210, 210–214
QUALCOMM Eudora, 215, 215
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exam essentials, 216–217
FTP utilities, 187–196

graphical FTP utilities, 191, 191–192
Unix FTP, 187–190, 190
use, 192–196
Windows 95/98/NT FTP, 190, 190–191

News clients, 200–203
Telnet, 196–200, 197
Web browser, 170–186

components, 171–172, 172
Internet Explorer, 180–186, 181
Netscape Navigator, 173–180

Internet commerce, 483–484, 543. See also e-commerce
Internet content, 61
Internet Control Message Protocol (ICMP), 543
Internet Control Panel, for Internet Explorer configu-

ration, 182
Internet Corporation for Assigned Names and Numbers 

(ICANN), 72, 113, 543
Internet Engineering Task Force (IETF), 63, 543
Internet Explorer, 180–186, 181

clearing Web cache, 369
patches, 437, 438
viewing HTML code in, 303

Internet-in-a-box, 544
Internet layer, 543
Internet Mail Access Protocol (IMAP), 128
Internet Properties dialog box, 182, 182–186

Advanced tab, 184
Connection tab, 186
General tab, 182

Internet Protocol (IP), 106, 107–110, 543
gateways and routing, 109–110
header, 108
version 6, 116

Internet Purchasing Roundtable, 473
Internet Research Task Force (IRTF), 543
Internet Service Provider (ISP), 65–66, 544
Internet Services Application Programming Interface 

(ISAPI), 283
Internet2, 69
internetwork, 8
Internetwork Packet eXchange (IPX), 544
Internetwork Packet eXchange/Sequenced Packet 

eXchange (IPX/SPX), 35, 240
intranet, 103, 160

as investment, 481
and private IP addresses, 113
security requirements, 258–259

intranet server, 544
IntraNetWare, 240
intrusion detection utilities, 250, 544
inverse multiplexing, 40
IP addresses, 111–113, 544

ARP utility to resolve duplicate, 422
classifications, 114–116, 115
configuration for Internet clients, 147–151
subnets, 116–118

for Class C network, 118–120

IP (Internet Protocol), 106, 107–110, 543
gateways and routing, 109–110
header, 108
version 6, 116

IP proxy, 544
IP spoofing, 238, 544
IP version 4 (IPv4), 114
ipconfig, 151, 424, 544
IPSec (Secure IP), 126, 259
Ipswitch Software, WS_FTP, 191, 191
IPX (Internetwork Packet eXchange), 544
IPX network address, 544
IPX/SPX (Internetwork Packet eXchange/Sequenced 

Packet eXchange), 35, 240
IRTF (Internet Research Task Force), 543
ISAPI (Internet Services Application Programming 

Interface), 283
ISDN (Integrated Services Digital Network), 46, 542

connection speed, 340
for WAN connection, 40–41

ISDN terminal adapter, 40, 545
ISO (International Organization for Standardization), 543
ISP (Internet Service Provider), 65–66, 544

account for Internet clients, 165–166
Internet connection points and, 364
proxy server, 370–371

J
Java, 287, 545

as virus risk, 433
in web pages, 281

troubleshooting, 347
Java Database Connectivity (JDBC), 300
Java servlets, 282, 545
Java Virtual Machine (JVM), 287, 545
JavaBeans, 285, 545
JavaScript, 296, 545

in web pages, troubleshooting, 347
JDBC (Java Database Connectivity), 300
joins, 545
JPEG (Joint Photographic Experts Group) files, 316, 545

Web browser support, 173
JScript, 296, 546
JVM (Java Virtual Machine), 287, 545

K
kernel in Unix, 33
key and card authentication, 231
keys, for encryption systems, 245
kilobytes, vs. kilobits, 339
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L
L2TP (Layer 2 Tunneling Protocol), 126, 546
LAN (local area network), 7, 547

link types, 34–37
Ethernet, 35–36
Token Ring, 36–37

proxy server, 370, 370
LAN driver, 546
language, in global marketplace, 469
Layer 2 switch, 546
Layer 2 Tunneling Protocol (L2TP), 126, 259–260, 546
Layer 3 switch, 546
lcd command (FTP), 195
LCP (Link Control Protocol), 123
LDAP (Lightweight Directory Access Protocol), 88–90, 

129, 546
leased lines, 37
legacy clients, 441–442
licensing, 546

copyrighted products, 462–463
patented products, 467

Lightweight Directory Access Protocol (LDAP), 88–90, 
129, 546

line conditioner, 547
Line Printer (LPR) protocol, 547
linguistics, for search engines, 380–381
Link Control Protocol (LCP), 123
link light, 547
link state route discovery, 547
link state routing, 547
links in HTML, 309–310

broken, 343
checking, 401–402

Linux, 547
Red Hat 7.1 hardware requirements, 33–34

LiveScript, 292, 547
LLC (logical link control), 548
load-testing software, 404
local area network (LAN), 7, 547

link types, 34–37
Ethernet, 35–36
Token Ring, 36–37

proxy server, 370, 370
local echo in Telnet, 197
local loop, 42
location bar in web browser, 171, 172
locked out account, 231
log file, 547

for security auditing, 250
for web servers, 420–421

logical bus topology, 548
logical link control (LLC), 548
logical network addressing, 548
logical network topology, 7
logical port address, 548
logical ring topology, 548
logical topology, 548

lossless algorithm, 316
lossy algorithm, 316
lowest common denominator policy, 355, 356, 548
LPR (Line Printer) protocol, 547
ls command (FTP), 188
Lynx, 354

M
MAC (media access control), 112, 549
macro, 548
macro viruses, 428–429
Macromedia DreamWeaver, 303
Macromedia Flash, 314
Macromedia Shockwave, 314

appropriate use, 352
mail bombing, 256
mail exchange (MX) record, 73
mail flooding, 255–256, 548
mail from command (SMTP), 85
mail server, 15, 548
Make a New Connection Wizard, 168–169
MAN (metropolitan area network), 8, 549
manual proxy configuration, from Netscape 

Navigator, 180
manufacturer's readme file, 549
marketing. See also global marketplace

new challenges, 479–480
online, 474–480

advertising, 475–477
markup languages, 280

client-side, 292–295
CSS (Cascading Stylesheets), 293, 530
DHTML (Dynamic Hypertext Markup Language), 

292–293, 536
DTD (document type definition), 294, 535
HTML (Hypertext Markup Language), 292
VRML (Virtual Reality Modeling Language), 

295, 573
WML (Wireless Markup Language), 295, 575
XML (eXtensible Markup Language), 294, 539
XSL (Extensible Stylesheet Language), 294, 539

media access, 37, 549
media access control (MAC), 112, 549
media servers, 87
memory

for Internet clients, 143
requirements

for Red Hat Linux 7.1, 34
for Windows 2000 Server, 30
for Windows NT Server 4, 30

and web server performance, 361
memory cache, 367
menu bar in web browser, 171, 172
mesh topology, 5–6, 549
Messenger (Netscape), 210–214
meta-aggregator, 486–487, 549
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meta information, 549
for web searches, 379–380

<META> tag (HTML), 379
meta tags, 549
metropolitan area network (MAN), 8, 549
mget command (FTP), 188, 195
microprocessor. See processor
Microsoft

antitrust case, 181
digital certificate, 236
FrontPage, 303
JScript, 296
Outlook, 205–209, 206
Outlook Express Newsreader, 200, 201
SQL Server 2002, 300
VBScript, 297–298, 347, 573
Visual Basic, 287–288, 573
WebTV, 144
Windows NT/2000, 28–31
Word, 549

file format, 320
mil domain, 70
MIME (Multipurpose Internet Mail Extension), 172, 

343, 550
in Internet Explorer, 183
missing types and plug-ins, 346, 413
in Netscape Navigator, 175–176

Mini SQL, 300
mirror web sites, 404, 405
"Missing operating system" error message, 429
mixed network topology, 6, 6
modem initialization commands, 162, 550
modems, 23–25, 145, 549

analog modems, 24
cable modems, 24–25
connection speed, 340
for Dial-up Networking, 167–168
for Internet clients, 161–164
xDSL modems, 25

monetary gain, as hacker motivation, 252
monitor. See display
Mosaic, 173
Motion Picture Experts Group (MPEG) files, 318, 550
mouse requirements

for NetWare 5.1, 32
for Windows 2000 Server, 31
for Windows NT Server 4, 30

.MOV file extension, 318
Mozilla, 173
MPEG (Motion Picture Experts Group) files, 318, 550
mput command (FTP), 189, 196
MS-DOS, batch files, 289
MSAU (multistation access unit), 36, 550
multimedia, 312–320, 550

browser plug-ins, 314–315
file formats, 315–320

Audio Visual Interlaced, 318
BinHex, 319, 527
BMP, 317
EPS (Encapsulated PostScript) files, 317, 538

GIF (Graphics Interchange Format), 315–316
Gzip, 319, 541
JPEG (Joint Photographic Experts Group), 316, 545
MPEG (Motion Picture Experts Group) files, 318, 

550
PNG (Portable Network Graphics), 316–317, 558
QuickTime, 318, 561
Tape Archive, 319
TIFF (Tagged Image File Format) files, 317, 568
Zip, 318, 576

streaming vs. non-streaming, 312–314
user interest in, 352

multiple server backup, 550
multiplexing, 14, 550

inverse, 40
Multipurpose Internet Mail Extension (MIME). See MIME 

(Multipurpose Internet Mail Extension)
multistation access unit (MSAU), 550

in Token Ring network, 36
museum domain, 71
MX (mail exchange) record, 73
MySQL, 300

N
NADN (nearest active downstream neighbor), 36, 551
name domain, 71
name resolution, 70, 550

for Internet clients, 151–160
DNS (Domain Name Services), 154–157
HOSTS file configuration, 152–153
WINS (Windows Internet Name Service), 157–160

naming conventions document, 551
NAPs (Network Access Points), 69, 364
NAT (Network Address Translation) server, 16
National Center for Supercomputing Applications 

(NCSA), 171
National Computing Security Center (NCSC), 551
National Security Agency (NSA), 551
nationalism, as hacker motivation, 252
native embedded content, in web pages, 280
NAUN (nearest active upstream neighbor), 36, 551
nbstat (NetBIOS over TCP/IP statistics), 551
NCSA (National Center for Supercomputing Applica-

tions), 171
NCSC (National Computing Security Center), 551
nearest active downstream neighbor (NADN), 36, 551
nearest active upstream neighbor (NAUN), 36, 551
negative advertising, 479
net domain, 70
NetBEUI (NetBIOS Enhanced User Interface), 35, 551
NetBIOS (Network Basic Input Output System), 552
NetBIOS over TCP/IP statistics (nbstat), 551
Netscape Communicator, 173
Netscape Messenger, 210, 210–214

receiving message, 213–214, 214
sending message, 211, 211–212



588 Netscape Navigator – one-way hashing algorithm

Netscape Navigator, 173–180
clearing Web cache, 369
patches, 437
Preferences window, 174

Advanced category, 176, 176
Application category, 345
Cache category, 368
Navigator category, 174, 175

viewing HTML code in, 303
netstat, 423, 551
NetWare (Novell), 31–32, 552

IPX/SPX (Internetwork Packet eXchange/Sequneced 
Packet eXchange) for, 35

Network Access Points (NAPs), 69, 364
network adapter, 9, 9–10

MAC (media access control) address, 112
requirements

for NetWare 5.1, 32
for Red Hat Linux 7.1, 34
for Windows 2000 Server, 31
for Windows NT Server 4, 30

Network Address Translation (NAT) server, 16
network analyzers, 426–427, 427
Network Basic Input Output System (NetBIOS), 552
network-centric, 553
network communications protocol, 102
network connectivity utilities, 422–427

ARP utility, 422
ifconfig, 425
ipconfig, 424
netstat, 423
network analyzers, 426–427, 427
Ping, 423–424, 557
tracert, 425
winipcfg, 424

Network Control Panel (Windows 95/98), 147
network interface card (NIC), 9–10, 552. See also network 

adapter
Network layer, 552
network media, 552
Network News Transfer Protocol (NNTP), 111, 128, 

200, 552
network operating system (NOS), 26–33, 553

Microsoft Windows NT/2000, 28–31
Novell Netware, 31–32
for servers, 15
Unix, 32–33

network software, 278–286
client-server architecture, 279–284

client software, 279–281
communications process, 282–283
server software, 281–282

trends, 284–286
distributed computing, 285–286
enterprise computing, 284–285

Network Time Protocol (NTP), 128
networks

business case for, 480–482
connection speed, 340
exam essentials, 47–48

topologies, 3, 4, 4–7
bus, 5
mesh, 5–6
mixed, 6, 6
physical or logical, 7
ring, 5
star, 5

types, 3, 7–8
LAN (local area network), 7. see also LAN (local 

area network)
MAN (metropolitan area network), 8, 549
WAN (wide area network), 8. see also WAN (wide 

area network)
what they are, 3–8

NetXRay, 426
News clients, 200–203, 202
news server, 85–87
newsgroup, 86, 553
newsreader, 553. See also News clients
NFS (Network File System), 552
NIC (network interface card), 9–10, 552. See also network 

adapter
diagnostics, 553

NNTP (Network News Transfer Protocol), 128, 200, 552
port for, 111

"No DNS entry" message, 413
noise words, 380
non-streaming media, 313, 553
non-unicast packet, 553
non-Web advertising, 476–477
nonrelational databases, 299
nonrepudiation technologies, 235, 553
NOS. See network operating system
Notepad, 302
NoteTab (Fookes Software), 302
Novell Netware, 31–32, 552
NSA (National Security Agency), 551
NSF (National Science Foundation), 63
NSFnet, 63
NSLookup, 75, 553
NTP (Network Time Protocol), 128

O
OBI (Open Buying on the Internet), 473, 554
object-oriented programming, 288
objects, 89
OC (Optical Carrier) channel, 42

connection speed, 340
octet, 112
ODBC (Open Database Connectivity), 300
ODI (Open Datalink Interface), 554
offset information, in TCP header, 106
on-access scan, 433–434, 554
on-demand scan, 432–433, 554
one-way encryption scheme, 246, 554
one-way hashing algorithm, 232, 554
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online marketing, 474–480
advertising, 475–477
free information, 478
partnerships, 477

Open Buying on the Internet (OBI), 473, 554
open command (FTP), 188
Open Database Connectivity (ODBC), 300
Open Datalink Interface (ODI), 554
open source software, 467–468, 554
Open Trading Protocol (OTP), 473, 554
OpenLinux, 554
operating system. See also network operating system (NOS)

attacks on weaknesses, 255
impact on Web content options, 355
for Internet clients, 145–146
and maximum memory, 143
shell scripting language in, 289–290

Optical Carrier (OC) channel, 42
options, in TCP header, 107
Oracle, 300, 555
Orange Book, 555
org domain, 70
Organizationally Unique Identifier (OUI), 112
OSI (Open Systems Interconnection), 554
Osterhout, John, 290
OTP (Open Trading Protocol), 473, 554
OUI (Organizationally Unique Identifier), 112
out-of-band management port, 22
Outbox, in e-mail client, 205
Outlook (Microsoft), 205–209, 206
overload attack, 555
oversampling, 555

P
<P> tag (HTML), 306
packet filtering, dynamic, 238–239, 239, 536
packet switching, 555
packets, 555

netstat to view statistics, 423
tracing route of, 425

padding, in TCP header, 107
PAP (Password Authentication Protocol), 123
parallel port, for network adapter, 10
parallel processing, 285, 555
partnerships, 477
passive caching, 80, 80
passive detection, 555
passive hub, 20
password, 230–231, 555

for web site access, 349
Password Authentication Protocol (PAP), 123
patch, 255, 434–438, 555
patch cable, 555
patch panel, 555
"patent pending" status, 466
patents, 465–467, 556
pause, in AT command, 164

PC card slot, for network adapter, 10
.pdf files, 320, 525
peer-to-peer network, 556
performance

estimating speed of Web site, 337–342
impact on content options, 353
of legacy clients, 442
reverse proxies to increase, 374–375

performance theory, 359–360
Perl (Practical Extraction and Reporting Language), 

290, 559
permanent virtual circuits (PVCs), 45, 556
permissions

in troubleshooting web servers, 419–420
to use copyrighted materials, 462–463
for web servers, 350

personal computer, as Internet client, 144
PGP (Pretty Good Privacy), 248, 559
PHP (Hypertext Preprocessor), 291, 556
physical bus topology, 556
Physical layer, 556
physical mesh topology, 556
physical network topology, 7
physical parallel port, 556
physical port, 556
physical ring topology, 557
physical star topology, 557
physical topology, 557
Ping, 423–424, 557
Ping attacks, 256
ping flood, 256, 557
Ping of Death, 240, 256, 557
pixels per inch (ppi), 348, 557
PKZIP, 318
Plain Old Telephone Service (POTS), 42, 43, 557

cabling for, 13
platform independence, 287
plenum-rated coating, 557

for cabling, 11
plug-ins, 557

missing, 346
in web pages, 281, 314–315

PNG (Portable Network Graphics), 316–317, 558
point-to-point, 558
Point-to-Point over Ethernet (PPPoE), 126, 558
Point-to-Point Protocol (PPP), 123–124
Point-to-Point Tunneling Protocol (PPTP), 124–126, 

125, 558
point-to-point WAN connections, 38–42

ATM (asynchronous transfer modem), 39–40, 46, 525
DDS/56Kbps, 38, 533
ISDN, 40–41, 46, 340
Sonet, 41–42
T1/E1, 39
T3/E3, 39, 568
xDSL, 41, 247, 575

politics, as hacker motivation, 252
polling, 558
POP3 (Post Office Protocol version 3), 85, 128, 558

port for, 111
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popularity of web sites, and search engine results, 380
Portable Network Graphics (PNG), 316–317, 558
portals, 472, 558
ports, 558

preventing access to, 90
for routers, 22
in TCP/IP, 110–111
for Telnet, 110, 198
for web servers, 110

Post Office Protocol version 3 (POP3), 85, 128, 558
posting to newsgroups, 203, 204
PostScript, 558
POTS (Plain Old Telephone Service), 42, 43, 557

cabling for, 13
power blackout, 559
power brownout, 559
power overage, 559
power sag, 559
power spike, 559
power surge, 559
power underage, 559
ppi (pixels per inch), 348, 557
PPP (Point-to-Point Protocol), 123–124
PPPoE (Point-to-Point over Ethernet), 126, 558
PPTP (Point-to-Point Tunneling Protocol), 124–126, 

125, 558
Practical Extraction and Reporting Language (Perl), 

290, 559
preferences for web browser, 171
Presentation layer, 559
Pretty Good Privacy (PGP), 248, 559
print server, 15, 560
print services, 560
private IP addresses, intranet and, 113
private key, 560

for digital certificate, 234
private key encryption, 245–246, 560
private testing area for web sites, 396–398
pro domain, 71
proactive defense, 560
processor

for Internet clients, 143
requirements

for NetWare 5.1, 32
for Red Hat Linux 7.1, 33
for Windows 2000 Server, 30
for Windows NT Server 4, 29

profile, 560
programming languages, 286–298, 560

client-side markup languages, 292–295
CSS (Cascading Stylesheets), 293, 530
DHTML (Dynamic Hypertext Markup Language), 

292–293, 536
DTD (document type definition), 294, 535
HTML (Hypertext Markup Language), 292. see 

also HTML (Hypertext Markup Language)
VRML (Virtual Reality Modeling Language), 295, 

573
WML (Wireless Markup Language), 295, 575
XML (eXtensible Markup Language), 294, 539
XSL (Extensible Stylesheet Language), 294, 539

client-side scripting languages, 295–298
JavaScript and JScript, 296, 545
VBScript, 297–298, 347, 573

full-featured development languages, 286–288
C/C++, 288, 529
Java, 281, 287, 347, 433, 545
Visual Basic, 287–288, 573

scripting languages, 289–291
Perl (Practical Extraction and Reporting Language), 

290, 559
shell scripting language, 289–290, 565
Tcl (Tool Command Language), 290–291, 570

server-side scripting languages, 291–292
ASP (Active Server Pages), 292, 524
LiveScript, 292, 547
PHP (Hypertext Preprocessor), 291, 556

progressive GIF files, 316
prompt command (FTP), 189
protocol analyzer, 560
Protocol information, in IP header, 109
protocol stack, 34
protocol suite, 34
protocol switching, 240, 241
protocols, 34, 102, 560
proxy, 560
proxy cache server, 560
proxy caching, 369–373

ISP proxy servers, 370–371
LAN-based, 370
problems, 372–373
regional, 371, 372

proxy server, 15, 243–244, 244, 561
in Internet communications process, 81–83, 82
Internet Explorer settings for, 185–186
Netscape Navigator settings for, 179, 179

PSTN (public switched telephone network), 42–44, 
43, 561

public domain, 459
public domain software, 467, 561
public-domain work, 561
public key encryption, 245, 246–247, 247, 561
public key, for digital certificate, 234
public key/private key cryptography, 88
public switched network WAN, 42–46
public switched telephone network (PSTN), 42–44, 

43, 561
pull technologies, 475
pulse-dialed phone number, AT command to dial, 162
push technologies, 475
put command (FTP), 188, 196
PUT request method (HTTP), 78
PVCs (permanent virtual circuits), 45, 556

Q
QoS (Quality of Service), 561
quad decimal IP address, 112
QUALCOMM Eudora, 215, 215
quality assurance, 398
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quality assurance tests, 401–404
link checking, 401–402
storyboard and appearance checking, 402

Quality of Service (QoS), 561
queries (SQL), 301
queue of web requests, 359–360
QuickTime, 318, 561
QuickTime VR, 315
quit command (FTP), 189, 196

R
radio frequency interference (RFI), 561
RAM. See memory
reading newsgroup posts, 202
RealJukebox, 436
RealPlayer, 314, 315
receiving message

in Microsoft Outlook, 208, 209
in Netscape Messenger, 213, 213–214

recpt to command (SMTP), 85
Red Book, 561
Red Hat Linux 7.1, hardware requirements, 33–34
reduced instruction set computing (RISC), 561
redundancy, 62
regeneration, 562
regional proxy caching, 371, 372
registered copyright, 460
registering patents, 465–466
registering trademarks, 464
registrar, 72
relational databases, 299
remote access. See also Telnet
remote access protocols, 122–126

Layer 2 Tunneling Protocol (L2TP), 126, 546
Point-to-Point over Ethernet(PPPoE), 126, 558
Point-to-Point Protocol (PPP), 123–124
Point-to-Point Tunneling Protocol (PPTP), 124–126, 

125, 558
Serial Line Interface Protocol (SLIP), 122–123, 564

remote access server, 15, 562
remote administration, port numbers for, 110
remote management, 253
repeater, 17, 562
report, 562

from SQL, 301
reserved information, in TCP header, 106
resources, sharing, 3
response code, 562
retinal scanning, 232
reverse index searches, 378
reverse proxies, 373, 373–375
RFI (radio frequency interference), 561
RG grading for cable, 11
Rich Text Format (RTF), 320, 562
ring topology, 5, 562
RIP (Routing Information Protocol), 562
RISC (reduced instruction set computing), 561

RJ connectors, 13, 562
roaming users, security requirements, 260
Roelofs, Greg, 317
router, 21–22, 23, 562

on Internet, 67–68, 68
routing, 109–110, 563

Internet Protocol (IP) and, 107
Routing Information Protocol (RIP), 562
routing information table, 563
RSA Data Security, Inc., 563
RTF (Rich Text Format), 320, 562
rumor mill, 479–480

S
S-HTTP (Secure Hypertext Transfer Protocol), 563
S/MIME (Secure Multipurpose Internet Mail Extensions), 

249, 563
SAM (Security Accounts Manager), 564
SAP, 285
screened subnet, 26
scripting languages, 280, 289–291, 563

client-side, 295–298
JavaScript and JScript, 296, 545
VBScript, 297–298, 347, 573

Perl (Practical Extraction and Reporting Language), 
290, 559

server-side, 282, 291–292
ASP (Active Server Pages), 292, 524
LiveScript, 292, 547
PHP (Hypertext Preprocessor), 291, 556

shell scripting language, 289–290, 565
Tcl (Tool Command Language), 290–291, 570

SDSL (Single Line Digital Subscriber Line), 41
search engines, 563

false hits, 379
notice of Web site by major, 381–382
results based on site popularity, 380

searching and indexing Web sites, 375–382
advanced searches, 379–380
linguistics, 380–381
reverse index searches, 378
search syntax, 377
site maps, 376

Secure Electronic Transactions (SET), 249, 472, 563
Secure Multipurpose Internet Mail Extensions (S/MIME), 

249, 563
Secure Sockets Layer (SSL), 88, 248–249, 564
security

access control, 236–244. See also firewalls
auditing, 250
authentication, 229–235

biometric authentication, 231–232
digital certificate, 88, 234–235, 534
digital signature, 232–233, 249, 534
key and card authentication, 231
password authentication, 230–231, 555

for CGI, 283
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encryption, 244–249
political restrictions, 247–248
private key, 245–246, 560
public key, 246–247, 247, 561
technologies, 248–249

exam essentials, 262–263
identifying requirements, 257–261

for extranet security, 259
for Internet security, 258
for intranet security, 258–259
regular links in fixed VPN, 260
variable links to roaming users, 260
for virtual private network, 259–260

proxy server, 243–244, 244
for servers, 16
suspicious activities and attacks, 251–257

attack types, 253–257
attackers' motivations, 251–252
information theft and destruction, 257

and web site access, 349–350
Security Accounts Manager (SAM), 564
security log, 564
segments, 5, 564
Select Network Component Type dialog box 

(Windows 95/98), 148
Select Network Protocol dialog box (Windows 95/98), 148
SELECT statement (SQL), 301
sending message

in Microsoft Outlook, 207–208
in Netscape Messenger, 211–212, 212

sequence number, in TCP, 106
Serial Line Interface Protocol (SLIP), 122–123, 564
server configuration documents, 564
server extension, 282, 564
server hosting, 65
server log file, 564
"server not responding" message, 413
"Server returned an invalid or unrecognized response" 

message, 414
server-side scripting languages, 282, 291–292, 564

ASP (Active Server Pages), 292, 524
LiveScript, 292, 547
PHP (Hypertext Preprocessor), 291, 556

servers, 15–17, 564
for databases, 299–300
protection for, 17
software for web publishing, 281–282

service agreements, to prevent server downtime, 363
service packs, 434. See also patch
servicemark, 463, 565
Session layer, 565
SET (Secure Electronic Transactions), 249, 472, 563
share-level security, 565
shared services, cable Internet services as, 25
shell in Unix, 33
shell scripting language, 289–290, 565
shielded twisted-pair (STP), 12, 565
Shockwave (Macromedia), 314, 352
signal bounce, 11–12
Signal channel in ISDN, 40

signal encoding, 565
signaling, 565
Simple Mail Transfer Protocol (SMTP), 84–85, 128, 565
Simple Network Management Protocol (SNMP), 565
SimpleText, 302
Single Line Digital Subscriber Line (SDSL), 41
site maps, 376
Skipjack, 565
"slash x" networks, 121
SLIP (Serial Line Interface Protocol), 122–123, 564
SMTP (Simple Mail Transfer Protocol), 84–85, 128, 565

ports for, 110
SNA (Systems Network Architecture), 35
SNMP (Simple Network Management Protocol), 565
social engineering, 253, 566
sockets, in TCP/IP, 110–111
software

attacks on weaknesses, 255
licensing, 462

software for networks, 28–46
antivirus software

decision to run, 431
scanning for viruses, 432–434
updating, 429–431

Internet bandwidth link types, 37–46
point-to-point WAN, 38–42
public switched network WAN, 42–46

local area network (LAN) link types, 34–37
Ethernet, 35–36
Token Ring, 36–37

operating system, 26–33
Microsoft Windows NT/2000, 28–31, 574
Novell NetWare, 31–32, 552
Unix, 32–33. see also Unix

protocols, 34
Solaris, 566
SONET (Synchronous Optical Network), 41–42
SOP (standard operating procedure), 566
source address, 566
source port number, 106, 110
spam, 255–256, 475, 566
spamming, 566
speed for Web site

estimating, 337–342
impact on content options, 353
reverse proxies to increase, 374–375

splitter, 41
SPS (Standby Power Supply), 566
SPX (Sequenced Packet eXchange), 564
SQL (Structured Query Language), 301, 567
Squid, 369
SSL (Secure Sockets Layer), 88, 248–249, 564
staging servers, 397
standard operating procedure (SOP), 566
Standby Power Supply (SPS), 566
star-bus network topology, 6, 6
star network topology, 5
star-ring network topology, 6
star topology, 567
state list, 239
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static entry, 567
static IP address, 149
static routing, 567
status bar in web browser, 171, 172
stemming, 381
stop words, 380
storefront vs. e-business, 483
storyboard, 400–401, 402
STP (shielded twisted-pair), 12
streaming media, 87, 313–314, 567
Structured Query Language (SQL), 301, 567
stylesheets

Extensible Stylesheet Language (XSL) for, 294, 539
for Web pages, 293

subdomains, 567
subnet address, 113
subnet mask, 117, 567

for Class C network, 118–120
for Internet clients, 151

subnets, 116–118
subnetwork, 567
surge protector, 567
switch, 20, 21

in PSTN, 43
Switchboard, 89
switching hub, 567
Sybase, 300
symmetric encryption, 245
SYN flood, 240, 256–257, 567
Synchronous Optical Network (SONET), for WAN con-

nection, 41–42
system log, 568
Systems Network Architecture (SNA), 35

T
T-series connections, 572
T1/E1, 46, 568

connection speed, 340
for WAN connection, 39

T3/E3, 568, 46
for WAN connection, 39

<TABLE> tag (HTML), 307
tables in HTML, 307–309
Tagged Image File Format (TIFF) files, 317, 568
tags in HTML, 304, 568

attributes, 307–308
nonstandard, 347

Tape Archive, 319
tar, 568
target market, 474
Tcl (Tool Command Language), 290–291, 570
TCP (Transmission Control Protocol), 105–107, 571

header, 106
port 80, 79

TCP Header, in IP header, 109

TCP/IP (Transmission Control Protocol/Internet Protocol), 
34, 102–111, 571

benefits, 105
design goals, 104
development, 63
exam essentials, 130–132
FTP (File Transfer Protocol), 127–128. See also FTP 

(File Transfer Protocol)
graphic display of protocols, 129
history, 103
HTTP (Hypertext Transfer Protocol), 127. See also 

HTTP (Hypertext Transfer Protocol)
Internet Protocol (IP), 107–110, 543

gateways and routing, 109–110
header, 108
version 6, 116

IP address, 111–113, 544
LDAP (Lightweight Directory Access Protocol), 88–90, 

129, 546
netstat to view connections, 423
NNTP (Network News Transfer Protocol), 111, 128, 

200, 552
POP3 (Post Office Protocol version 3), 85, 128, 558
ports and sockets, 110–111
remote access protocols, 122–126

Layer 2 Tunneling Protocol (L2TP), 126, 546
Point-to-Point over Ethernet (PPPoE), 126, 558
Point-to-Point Protocol (PPP), 123–124
Point-to-Point Tunneling Protocol (PPTP), 125, 

124–126, 558
Serial Line Interface Protocol (SLIP), 122–123, 564

SMTP (Simple Mail Transfer Protocol), 84–85, 
128, 565

subnets, 116–118
for Class C network, 118–120

Telnet, 110, 129, 196–200, 197, 568
TCP/IP Properties dialog box (Windows 95/98)

DNS Configuration tab, 154, 154–155
IP address tab, 150
WINS Configuration tab, 157–158, 158

TCP/IP protocol stack
for Internet clients, 146–160

IP address configuration, 147–151
name resolution, 151–160
Winsock compliance, 160

TCSEC (Trusted Computer System Evaluation Criteria), 
571

T.C.X DataKonsult, 300
<TD> tag (HTML), 307
TDM (time division multiplexing), 14, 569
TDR (time-domain reflectometer), 569
telecommuting, 261
telephony server, 15, 568
Telnet, 129, 196–200, 197, 568

ports for, 110
template, 569
Terminal client. See Telnet
terminal emulator, 569
terminator, 12, 569
test account, 569
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testing methodology
development, 395–398
in troubleshooting, 409

text editor
to change HOSTS file, 153
for HTML documents, 302

text file formats, 319–320
TFTP (Trivial File Transfer Protocol), 571
Thick Ethernet, 11
thicknet, 11
Thin Ethernet, 11
thinnet, 11
threads of web server, 359
three-homed firewall, 243, 569
TIFF (Tagged Image File Format) files, 317, 568
tilde (~), 76
time division multiplexing (TDM), 14, 569
time-domain reflectometer (TDR), 569
time to live (TTL), 569

in IP header, 108
<TITLE> tag (HTML), 306
Tk, 569
TNIEG (Trusted Network Interpretation Environmental 

Guideline), 571
token passing, 570
Token Ring networks, 5, 36–37, 570

cabling for, 13
tone-dialed phone number, AT command to dial, 162
tone generator, 570
tone locator, 570
Tool Command Language (Tcl), 290–291, 570
top-level domains, 70
topology, 570
TOS (Type of Service), in IP header, 108
Total Length, in IP header, 108
<TR> tag (HTML), 307
tracert, 425, 570
trademarks, 463–465, 570

registering, 464
trailer, 570
transceivers, 570
transient, 571
translating web sites, 469
Transmission Control Protocol/Internet Protocol (TCP/IP). 

See TCP/IP (Transmission Control Protocol/Internet 
Protocol)

Transmission Control Protocol (TCP), 105–107, 571
header, 106

transmission media, 571
transmission time, 571

for Web pages, 339
transparent GIF, 316
Transport layer, 571
Trivial File Transfer Protocol (TFTP), 571
trojan horses, 178, 433
troubleshooting. See also Web site troubleshooting

duplicate characters in Telnet, 197
misconfigured MIME-types, 346

Trusted Computer System Evaluation Criteria 
(TCSEC), 571

Trusted Network Interpretation Environmental Guideline 
(TNIEG), 571

TTL (time to live), 108, 569
tunneling protocol, 260
twisted-pair cable, 12–14, 572
.TXT file extension, 319

U
UCAID (University Corporation for Advanced Internet 

Development), 69
UDP (User Datagram Protocol), 79, 573
Unicode character set, 469
Uniform Resource Locator (URL), 75–76, 572

submission to search engines, 381
uninterruptible power supply (UPS), 572
United States Copyright Office, 460, 461
United States Patent and Trademark Office, 464, 466
University Corporation for Advanced Internet Devel-

opment (UCAID), 69
University of California, Berkeley, 103
Unix, 32–33, 572

Berkeley version, 103
FTP, 187–190, 190
shell scripting language, 289

unshielded twisted-pair (UTP), 12, 13, 572
up-sell, 484
updates, 434. See also patch
upgrading software, 439–441

changing vendors, 440–441
to new version, 439–440

uploading files. See FTP utilities
UPS (uninterruptible power supply), 572
upselling, 572
upstream provider, 67
urgent pointer, in TCP header, 106
URL (Uniform Resource Locator), 75–76, 572

submission to search engines, 381
U.S. domains, 71
User Datagram Protocol (UDP), 79, 573
user-level security, 573
users

errors by, 408
feedback from, 419
problem descriptions by, 406
software monitoring of, 436
training in software upgrade, 441
web page content appropriateness, 351–358

multimedia, 352
Web page requests

bandwidth bottlenecks, 339
limits on waiting for download, 337
stages, 338
theoretical and practical download speeds, 340–342
transmission time, 339

utilization rate in queue theory, 360
UTP (unshielded twisted-pair), 12, 13
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V
VBScript, 297–298, 347, 573
VDSL (Very High Data Rate Digital Subscriber Line), 41
vendors

changing during software upgrade, 440–441
for network adapters, 10

version conflict, 573
version field, in IP header, 108
Very High Data Rate Digital Subscriber Line (VDSL), 41
video

file formats, 317–318
from media servers, 87

"Viewer not found" error message, 413
virtual private network (VPN), 124, 573

as investment, 482
regular links in fixed, 260
security requirements, 259–260

virtual RAM, and web server performance, 361
Virtual Reality Modeling Language (VRML), 295, 573
virus, 253, 573

clearing system of, 433
from newsgroups, 87

virus engine, 573
virus protection, 428–434

scanning for viruses, 432–434
updating antivirus software components, 429–431
virus types, 428–429

Visual Basic, 287–288, 573
voiceprints, for authentication, 232
volume, 573
VPN (virtual private network), 124, 573

as investment, 482
security requirements, 259–260

VRML (Virtual Reality Modeling Language), 295, 573
VT100 arrows, in Telnet, 197

W
Wall, Larry, 290
WAN (wide area network), 8, 574

in Internet, 66–69
point-to-point, 38–42, 46

ATM (asynchronous transfer modem), 39–40, 46, 
525

DDS/56Kbps, 38, 533
ISDN, 40–41, 46, 340
Sonet, 41–42
T1/E1, 568, 39
T3/E3, 568, 39
xDSL, 41, 247, 575

public switched network, 42–46
Frame Relay, 44–46, 45, 340, 540
PSTN, 42–44, 43, 561
X.25, 44, 575

Web browsers, 170–186
bugs, 437–438
caching, 367–369
client error codes, 411–416

browser functionality errors, 413
connectivity errors, 413–414
HTTP response codes, 415–416

components, 171–172, 172
error messages from, 336
file recognition by, 343–344
as FTP utility, 191, 192
HTML compatibility with, 311–312
HTTP request by, 78
impact on content options, 353
Internet Explorer, 180–186, 181
Netscape Navigator, 173–180
and user verification, 402
viewing HTML code in, 303
web page configuration for specific, 347

Web resources
on browser features, 353
on copyleft, 468
copyright forms, 460
on database server software, 300
FAQ on copyright, 459
FAQ on patents, 465
FAQ on trademarks, 464
on LDAP, 89
List of ISPs, 66
on Microsoft antitrust case, 181
for obtaining domain name, 74–75
on Perl, 290
on prioritization by search engines, 382
on streaming media, 314
on Tcl, 291
testing download times, 342
for text editors, 302
on XML, DTD, WML and XSL, 295

web servers, 15, 574
copying files between, 398
permissions for, 350
planning, 358–363

for performance, 358–361
ports for, 110
problems, 418–421

log file, 420–421
permissions, 419–420
request fulfilment, 419

redundancy, 361–363
response to requests, 419
for testing sites, 397

Web site development. See also HTML (Hypertext Markup 
Language)

exam essentials, 383–384
functionality issues, 335–350

connectivity failure, 336–337
download and view time, 337–342
problems opening or viewing files, 342–350

language translations, 469
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searching and indexing, 375–382
advanced searches, 379–380
linguistics, 380–381
major search engine notice of site, 381–382
reverse index searches, 378
search syntax, 377
site maps, 376

technology and content planning, 350–364
audience-appropriate media, 351–358
content-technology policies, 354–358
planning back-end service, 358–363

Web site troubleshooting. See also virus protection
CGI errors and file corruption, 403
client error codes, 411–416

browser functionality errors, 413
connectivity errors, 413–414
HTTP response codes, 415–416

exam essentials, 445
HTTP error isolation, 416–418
legacy clients, 441–442
network connectivity utilities, 422–427

ARP utility, 422
ifconfig, 425
ipconfig, 424
netstat, 423
network analyzers, 426–427, 427
Ping, 423–424
tracert, 425
winipcfg, 424

policy-compliant pages, 403–404
pre-rollout testing, 394–398

methodology development, 395–398
quality assurance tests, 401–404

link checking, 401–402
storyboard and appearance checking, 402

server and increased loads, 404–406
server problems, 418–421

log file, 420–421
permissions, 419–420
request fulfillment, 419

software patches, 434–438
for browsers and e-mail clients, 437–438
desktop security, 436
encryption levels, 436–437
necessity, 435
sources for, 435

steps, 406–410
1. problem identification, 407
2. problem re-creation, 407–408
3. cause isolation, 408–409
4. correction formulation, 409
5. correction implementation, 409
6. solution testing, 409
7. documentation, 410
8. feedback, 410

storyboard, 400–401
tips, 410
upgrade issues, 439–441

changing vendors, 440–441
to new version, 439–440

webring, 574
webring banner ads, 476
WebTV (Microsoft), 144
well-known port numbers, 110–111
wide area network (WAN), 8, 574

in Internet, 66–69
point-to-point, 38–42
public switched network, 42–46

Wilson WindowWare WinEdit, 302
Win16 application, 574
Win32 application, 574
window in web browser, 171, 172
window information, in TCP header, 106
Windows 3.1, Y2K (Year 2000) patches, 441
Windows 95/98 Internet clients

Dial-up Networking software, 165
script, 166, 166–170

FTP, 190, 190–191
IP address configuration, 147–151
name resolution, 151–160
Telnet, 197, 197–200
Winsock compliance, 160

Windows 95/98, shell scripting language, 289
Windows Internet Name Service (WINS), 574

for Internet clients, 157–160
Windows Media Player, 314, 315
Windows NT/2000 (Microsoft), 28–31, 574

WINS (Windows Internet Name Service) for, 157–160
Windows Script Host (WSH), 289
Windows XP, 574
WinEdit (Wilson WindowWare), 302
winipcfg, 151, 424, 575
WinNuke, 575
WINS (Windows Internet Name Service), 574

for Internet clients, 157–160
Winsock compliance, for Internet clients, 160
Winsock proxies, 83
Winzip, 318
Wireless Markup Language (WML), 295, 575
WordPad, 302
work-made-for-hire agreement, 463, 575
workgroups, 7, 575
World Wide Web (WWW), 575
worms, 575
WS_FTP (Ipswitch Software), 191, 191
WSH (Windows Script Host), 289

X
X Windows, 32, 575
X.25, 575, 44
X.500 directory naming scheme, 89
xDSL, 575

and hacker access to private key, 247
for WAN connection, 41

xDSL modems, 25
Xerox Corporation, 35
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XML (eXtensible Markup Language), 294, 539
XSL (Extensible Stylesheet Language), 294, 539

Y
Y2K (Year 2000) patches, 441
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Zimmermann, Philip R., 248


