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Numerics
802.11 IEEE standard, 6, 90
802.11a IEEE standard, 6, 111-113, 174, 257-258, 351
“802.11b Homebrew Antenna Shootout”, 195
802.11b IEEE standard
ad hoc network support, enabling, 43
antenna, 195
audio, 228
authentication, 111-113
frequency, 6
home automation, 257-258
hotspot, 351-352, 354
throughput, 145
Windows XP support, 109
802.11b WLAN Waveguide Antennas Web site, 195
801.11f IEEE standard, 165
802.119 IEEE standard
ad hoc network support, enabling, 43
audio, 234
authentication, 111-113
Centrino notebook support, 388
frequency, 6, 388
home automation, 257-258
hotspot, 351, 353
router, 224
SUPER-802.11g, 352
throughput, 145
ULTRA-802.11g, 352
video, 227, 238
802.11i IEEE standard, 103, 104-106, 358
9th Tee Enterprises Web site, 238
1394 IEEE standard, 225
3Com
OfficeConnect Wireless 11g Cable/DSL Gateway
router, 328
Wireless Bluetooth PC Card, 208-209
3G network, 286, 289-291, 306
3gupload.com Web site, 287

A

access point. See AP
ACTISYS IR 100M IrDA printer adapter, 204
Active Directory Users and Computers snap-in, 323

Active Streaming Format (ASF), 233
ad hoc mode
adapter, 35-38
AP, 33,174
described, 7
802.11b support, enabling, 43
802.11g support, enabling, 43
encryption, 40-41
ICS, 43-49
infrastructure mode compared, 7
IP addressing, 174
neighborhood network, 173-174
peer-to-peer network, as, 34
SSID, 40-41
adapter
Ethernet, 14, 52,79, 238
wireless
ad hoc network, 35-38
antenna, 17,19
Compact Flash, 35
driver installation, 35-37
game adapter, 14, 29-30
home network, 14-15, 22
ICS, 49-50
infrastructure network, 68
MAC address, 123
PCI, 17,19-22
small business network, 15, 22
speed, 22
SSID, 68
USB, 17-19, 20, 49, 211, 392
WEP, 92-94, 98
WPA, 109-111
Ad-Aware software, 168
Add a Network Place Wizard (Windows), 235
Additional Drivers dialog box (Windows), 78-79
Additional Printers dialog box (Windows), 78
Advanced Mobile Phone System (AMPS), 280
AES (Advanced Encryption Standard), 105
AIA Instant HotSpot service provider, 355
Air IrDA protocol, 202
Airmagnet RF analyzer, 351
AirNet adapter, 238
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Airopeek RF analyzer, 351
Airpath Wireless WiBOSS Management Platform, 355
AirPrime PC 3220 Card, 306
Airscanner software, 302
AirSnort software, 383
Airtraf software, 351
AIW (All-in-Wonder) board, 225, 243
Alepo software, 360
Amphony 2000 wireless headphones, 222
AMPS (Advanced Mobile Phone System), 280
AMX home automation system, 255
antenna. See also signal; specific brand
adapter, 17,19
AP, 23,190
building custom, 195-197
cabling, 179
cAntenna, 195, 196
directional, 161, 168, 179, 183, 188—191
diversity mode, 192-193
802.11b, 195
F/B ratio, 184
free space path loss equation, 186
frequency, tuning to, 185
gain, 161, 183-184
grounding, 179
isotropic radiator, 184
neighborhood network, 179
NIC, 149-150
omnidirectional, 161, 183, 186-187, 191
panel, 192
polarization, 185
positioning, 163, 168, 179, 389
profile, 179
radiation pattern, 184
reception, maximizing, 194
reflector, parabolic, 161, 168, 189-190
sector, 192
security, 168
semidirectional, 161
signal range, effect on, 138, 149
waveguide, 161, 195-196
Yagi, 168, 179, 188, 190
Antennas product line, 29
Antivirus for Handhelds software, 303
Anti-Virus software, 303

AP (access point). See also specific brand

ad hoc mode, 33, 174
adding, 146-148

antenna, 23, 190

backward compatibility, 227
beacon, 90

bridging mode, 7, 156, 160, 162—163
broadcasting, 11, 90
described, 27

DHCP, 8, 58, 123, 146, 367
dual-band, 145

encryption, 65, 94-98, 99-100
Ethernet port, 23, 65

fake, 129-132

home network, 14, 25
hotspot, 349-350

hybrid mode, 8
infrastructure mode, 7-8, 65-67
IP addressing, 162, 366

load balancing, 147-148

log, 119

loop, 158-159

MAC scanning, 90

naming, 126-127
neighborhood network, 179

number of APs, finding appropriate, 143-146

outdoor, 163, 179
overlap, 144
pinging, 64, 146, 372

placement, physical, 10, 118, 137-138, 163

planning, 143-146

power source, 23, 30, 165

remote access, disallowing, 122
repeater, combined with, 154
resetting, 23, 372

routing functionality, 26, 57-64, 65-66
security, 168, 379

small business network, 15

SSID, 11, 65-67, 96, 160

switch functionality, 26

tri-band, 145

troubleshooting, 366-367, 371, 372-373
turning on/off, 66, 168

unplugging, 118

USB port, 65
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WEP, 92-98
WPA, 106-109
Apple
iPod digital music player, 217, 233, 310
QuickTime software, 231, 234, 243
Applian software, 302
ApplianceWeb Web site, 327
Approxim AP, 147
ASF (Active Streaming Format), 233
Ashoka router, 148
ATI All-in-Wonder (AIW) board, 225, 243
audio
analog, digital compared to, 232
car audio player, 219, 310
client, 230
compression, 232-233
802.11b IEEE standard, 228
802.11g IEEE standard, 234
FM signal, transmitting from audio device, 217, 310
headphone, wireless, 217, 222
home audio system, automated, 253
jukebox, 217, 219, 231
licensing, 233
network, playing across, 233-234, 253
server, 228-230, 231-232
sharing music folder, 234-235
speaker, wireless, 217, 230
streaming, 231-232, 234-235
Web-based, 231
Audiovox PC 5220 card, 291, 306
Automata-inc.com Web site, 249
Avast! software, 303

Belkin
High-Speed Mode Wireless G Router, 25
TuneCast Mobile FM transmitter, 217
Wireless Network Access Point, 31
Wireless Print Server, 25

Black Alchemy Fake AP utility, 129

Blacklce firewall, 342

Bluefish wireless kiosk, 300

Bluetooth
Asynchronous Connectionless Oriented data

transfer mode, 210

bandwidth, 204, 208
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bluejacking, 395
conference telephone, 209
connecting device, 206-207, 393
cost, 205
coverage bubble, 209
directionality, 206
discovery, device, 207
duplex operation, 209-210
frequency, 208-209
infrared compared, 199, 204-205
laptop connection, 207-208
Manager utility, 206
modem, 207
NIC, 208
number of devices, maximum, 206
packet, 208-209
PDA, 205, 301
piconet, 206
printer connection, 207, 209
range, 199, 201, 206
SCO data transfer mode, 210
Service Center utility, 207-208
starting automatically, 207
troubleshooting, 393-394
upstream device, 210
USB, 206
wall, penetration through, 200
Boingo hotspot service provider, 324, 331-332, 337-339,
354-355
brand, importance of selecting hardware from same,
13,227
bridging
AP bridging mode, 7, 156, 160, 162—163
cabling, 160, 163
described, 155
Ethernet-wireless bridge, 30
Internet gateway as, 156
LAN, wirelessly bridging, 160-161
MAC, 155, 162
NIC connection, 156
point-to-multipoint, 156, 164
point-to-point, 156, 163
redundant multipoint, 156, 164
root bridge, 163
Browse for Printer screen (Windows), 79-80
BSS (Infrastructure Basic Service Set), 33
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Buffalo Technology
Airstation WBR-G54 antenna, 190
Airstation WLI-USB-G54 adapter, 211
“Building a Wireless Home Media Network Server”, 241
Burn Rate: How | Survived the Gold Rush Years on the
Internet (Wolff), 293

c

cabling
antenna, 179
bridge, 160, 163
CATS, 163, 165
coaxial, 163, 179
electrical wiring, networking over, 160, 166
Ethernet, 163, 165-166
troubleshooting, 373
camera, digital
home camera system, automated, 254, 256, 262
Internet camera, 262
transferring image from, 236-237
video, 28, 222
cAntenna (can antenna), 195-196
car
audio player, 219, 310
GPS, 308, 311-312
Internet access, 305-308
satellite radio, 308-309
telematics, 308
traffic transponder, 312-314
video, 219
CARD (WAP page component), 288
CardBus hardware, 16
CATS cabling, 163, 165
CDex software, 233
CDMA (Code Division Multiple Access), 280, 290
cell phone
access technology, 280
analog versus digital, 280-281
channel, 279
connection process, 281-282
cross talk, 395
duplex operation, 279
feature overview, 283
frequency, 280-281, 290
gaming, 285-287
Internet access, 287-290, 306

MAC address, 281
mode, 281-282
network, 279-282, 289-291
PDA/cell phone combination, 287, 314
picture messaging, 284
radio telephone compared, 279-280
reliability, 283
ring tone, 284-285
roaming, 282
signal strength, 282
size, 283
smart, 287
static, 395
text messaging, 284
video messaging, 284, 290
WAP support, 287-289
Center for Neighborhood Technology (CNT), 177
Centrino notebook computer, 388
CES (Consumer Electronics Show), 219, 308
Change, Stephanie (“Home Networking from the
Ground Up”), 225
Cingular cell phone gaming, 285, 287
CIR (Computerized Infrared Remote), 272
Cisco MACMAP 1200 AP, 192
ClearChannel Radio, 171
climate control, automated, 250-251, 254
CNET Web site, 287
(CNT) Center for Neighborhood Technology, 177
coaxial cabling, 163, 179
Code Division Multiple Access (CDMA), 280, 290
Comcast cable service, 219, 221
Comdex show, 219
Compact Flash wireless adapter, 35
Compagq iPAQ product line, 272, 394
computer case, opening, 20
Computer Electronics Association, 250
Computer Management console (Windows), 81
Computerized Infrared Remote (CIR), 272
Conduits Peacemaker software, 301
Configurator software, 145-146

IL:Zi
==

Connect to Wireless Network dialog box (Windows), 318

Connected Home initiative, 249, 263-264
Connected Home Magazine Web site, 250
Consumer Electronics Show (CES), 219, 308
Control Assistant Plus software, 250, 254—255
control device, central, 225, 252-256
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CP Technologies USB 1.1 IrDA adapter, 211

Creative SoundBlaster Wireless Music audio server, 231
Crestron Electronics home automation system, 255

Crisco AP, 147

DARPA (Defense Advanced Research Projects Agency), 261

dB (decibel), 148, 161-162, 184
DECK (WAP page), 288
DeepBlue Wireless hotspot service provider, 355

Demarctech Reliawave Internet Plug and Play Server

Gateway, 175-176
Denial of Service (DOS) attack, 130
DHCP (Dynamic Host Configuration Protocol)
AP, 8, 58, 123, 146, 367
disabling, 167
hotspot, 335, 339
IP address assignment, automatic, 44, 123
neighborhood network, 174, 180
PDA, 295, 297
router, 59
troubleshooting, 367, 371-372
VPN, 323
DHR (Digital Home Rendering), 223-224
DHS (Digital Home Server), 223
DHWG (Digital Home Working Group), 223
Digi
AnywhereUSB hub, 211
Edgeport USB to serial converter, 211
Watchport USB sensor, 211
digital convergence, 218-222
Digital Home Rendering (DHR), 223-224
Digital Home Server (DHS), 223
Digital Home Working Group (DHWG), 223
Digital Living Network Alliance (DLNA), 223
digital media receiver, 225, 229
Digital Signal Processor (DSP), 280, 315
Digital Subscriber Line (DSL), 45, 62-63
Digital Video Recorder (DVR), 237. See also PVR
(Personal Video Recorder)
DigitalTexas Web site, 171
diNovo Media Desktop, 205-206
Direct Sequence Spread Spectrum (DSSS), 6
Directory.net Web site, 250
disabling wireless connection, 380-381
“Diskless Media Hubs", 232
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distribution panel, home automation system, 258—259
D-Link
Air Wireless print server, 30
AirPlusXtremeG PCl wireless adapter, 41-43
Configurator software, 145-146
DHP100 PoE adapter, 166
DI-614+ antenna, 190
DI-624 AirPlusXtremeG Router
configuration utility, 6567, 98, 122
connecting, 58-59
encryption, 95, 100, 106
entertainment network, using in, 224
Ethernet port, 58-59
firmware, 121
home network, for, 25
IP address, 58
MAC address setup, 61
password, 60
PPPoE setup, 62-63
remote management, 122
SSID, 67, 93, 116-117
Status screen, 119
username setup, 60
virtual server feature, 127-128
DP-G321 AirPlus G Wireless Multi-Port Print
Server, 30
DSM-320 MediaLounge player, 28, 231, 237, 243
DWL-G800AP repeater, 154—155
DWL-G820 High-Speed Gaming Adapter, 30
DWL-G120 AirPlus G Wireless USB Adapter, 22
DWL-G650 CardBus WLAN adapter, 93, 227
DWL-G630 AirPlus G Wireless CardBus Adapter, 22
DWL-900AP+ AirPlus Enhanced 2.4 GHz AP, 150
DWL-900AP repeater, 154
DWL-R60AT wireless antenna, 29
DWL-7000AP AirXpert Tri-Mode Dualband AP, 192
DWL-2100AP AirPlusXtremeG Access Point, 25
High-Speed 2.4 GHz Wireless USB Adapter, 17-18
Internet camera, 262
PersonalAir Bluetooth product line, 30
Tri-Mode Dualband 4-Port Wireless Router, 26
video camera, 28
DLNA (Digital Living Network Alliance), 223
DNS (Domain Name System), 45, 128, 326, 333-334
DOS (Denial of Service) attack, 130
DSL (Digital Subscriber Line), 45, 62-63



402 Index

DSP (Digital Signal Processor), 280, 315

DSSS (Direct Sequence Spread Spectrum), 6

DVD, 237, 240, 242-243

dvd Author software, 243

DVD MovieFactory Studio Suite Deluxe software, 243

DVR (Digital Video Recorder), 237. See also PVR
(Personal Video Recorder)

DVRchive software, 238

Dynamic Host Configuration Protocol. See DHCP

DynaPortal software, 171

E

EAP (Extensible Authentication Protocol), 105, 112-113
EAP-TLS (EAP Transport Layer Security), 113, 323
Earthlink Webmail service, 340
Easy Media Creator software, 243
802.11 IEEE standard, 6, 90
802.11a IEEE standard, 6, 111-113, 174, 257-258, 351
“802.11b Homebrew Antenna Shootout”, 195
802.11b IEEE standard

ad hoc network support, enabling, 43

antenna, 195

audio, 228

authentication, 111-113

frequency, 6

home automation, 257-258

hotspot, 351-352, 354

throughput, 145

Windows XP support, 109
802.11b WLAN Waveguide Antennas Web site, 195
801.11f IEEE standard, 165
802.11g IEEE standard

ad hoc network support, enabling, 43

audio, 234

authentication, 111-113

Centrino notebook support, 388

frequency, 6, 388

home automation, 257-258

hotspot, 351, 353

router, 224

SUPER-802.11g, 352

throughput, 145

ULTRA-802.11g, 352

video, 227, 238
802.11i IEEE standard, 103, 104-106, 358
EIRP (Equivalent Isotropically Radiated Power), 149, 184

| |

electrical wiring, networking over, 160, 166, 256
Electronic House Web site, 250, 263
Electronic Serial Number (ESN), 281
e-mail, 119, 168, 340341, 359, 378
endpoint software, 142-143
engagelP Billing and DSS module software, 361
entertainment network. See also audio; video;
specific device

backward compatibility, 227

broadband connection, 224

cable service, 226

control device, central, 225

digital media receiver, 225, 229

home theater, 219, 221, 225-226

hub, 224-225

repeater, 227

router, 224

standards, 221-222, 227

TV set-top box, 226
Epoc32 mobile computer, 294
Epson Livingstation HDTV projection TV, 219
Equivalent Isotropically Radiated Power (EIRP), 149, 184
ESN (Electronic Serial Number), 281
ESSID (Extended Service Set Identifier), 297
Ethernet

adapter, 14,52, 79, 238

AP Ethernet port, 23, 65

bridge, Ethernet-wireless, 30

cabling, 163, 165-166

hub, 224-225

PoE, 30, 163, 165-166

PPPoE, 62-63

router Ethernet port, 27, 58-59
eTrust firewall, 342
EV-DO (Evolution-Data Optimized) network, 290
eWallet utility, 302
extended network, 176
Extended Service Set Identifier (ESSID), 297
Extensible Authentication Protocol (EAP), 105, 112-113
ExtremeTech.com Web site, 239, 241, 244
EZ Goal Hotspots Web site, 331
EZ-Pass system, 312, 314

F

Fake AP utility, 129
Fast Lane system, 312-314
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FatPort hotspot service provider, 354-355
F/B (Front to Back) ratio, 184
FDMA (Frequency Division Multiple Access), 280
FHSS (Frequency Hopping Spread Spectrum), 6
file sharing
designating file as shared, 74-77, 80-81
displaying shared file, 74-75
folder, shared, 75-76, 77, 80, 174, 234
ICS environment, in, 48
infrastructure network, 56, 84
number of users, restricting simultaneous, 77, 84
permission, 84
security, 48, 56-57
simple, 76, 80
standard, 76-77, 80-81, 84-85
troubleshooting, 374-375
File Transfer Protocol (FTP), 128, 130
FileCrypto software, 303
firewall. See also specific brand
gaming mode, 64
hotspot, 336, 341-342, 358-359, 378
neighborhood network, 174-175, 177, 180
router, 58-59
VPN server appliance, 327-329
Windows XP, 378
FireWire Component video, 225
firmware, keeping up-to-date, 120-121
FirstSpot software, 356
FM signal, transmitting from audio device, 217, 310
Folder Options dialog box (Windows), 80
Folder Properties dialog box (Windows), 76
foobar2000 software, 233
Free Networks Web site, 331
free space path loss equation, 186
FreeAmp software, 233
FreeAntennas Web site, 195-196
free-spot, 345. See also hotspot
frequency
antenna, tuning to, 185
band, 281
Bluetooth, 208-209
cell phone, 280-281, 290
802.11a IEEE standard, 6
802.11b IEEE standard, 6
802.119 IEEE standard, 6, 388
GSM, 281

Index

ISM device, 208

RF analyzer, 351

RFID tagging, 260261

satellite radio, 308-309

3G network, 290

traffic transponder, 313
Frequency Division Multiple Access (FDMA), 280
Frequency Hopping Spread Spectrum (FHSS), 6
Front to Back (F/B) ratio, 184
F-Secure software, 303
FTP (File Transfer Protocol), 128, 130

G

gaming
adapter, 14, 29-30
cell phone gaming, 285-287
console, 14-15, 30, 243-244
mode, 64
N-Gage platform, 286
SMS, 286
Gateway
Connected DVD Player, 237
Destination PCTV, 237-238
plasma monitor, 219
General Packet Radio Service (GPRS), 307
General-Purpose Server (GPS), 317-318
Global Change Web site, 260
Global Positioning System (GPS), 141, 308, 311-312
Global System for Mobile (GSM) standard, 281
Go Corporation, 293
Goldwave software, 233
Google Web site
home automation vendor list, 250
Wi-Fi Locator, 357
GoRemote (organization), 355
GoVideo D2730 DVD/streaming media player, 237
GPRS (General Packet Radio Service), 307
GPS (General-Purpose Server), 317-318
GPS (Global Positioning System), 141, 308, 311-312
group management, 81-83
GSM (Global System for Mobile) standard, 281

HAI home automation distribution panel, 258-259
Handspring Treo PDA, 287, 314
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Harman/Kardon Take Control remote control device,
266-267
Hauppauge
MediaMVP audio server, 231
WinTV Radio, 240
Hawking HAIBS antenna, 186188
HDTV (High Definition Television), 219, 221-222, 225-226
headphone, wireless, 217, 222
heartbeat, 166
HelpAssistant (Windows), 81
Hertz NeverlLost system, 311-312
HID (Human Interface Device) USB standard, 210
High Definition Television (HDTV), 219, 221-222, 225-226
Home Networking from the Ground Up” (Change), 225
Home of the Future Consortium, 249
home security system, 262-263
Home Theater Master MX remote control device,
221, 268-269, 270
HomeAutomation.org Web site, 250, 255
HomeControls.com Web site, 250
HomePlug system, 148, 166
HomeSeer Technologies, 256
Honeyd-WIN32 software, 129
Honeynet Project, 129
honeypot, 129-132, 166
Honeywell Wireless Home Security and X10
Automation Kit, 262
hotspot
account, 339-340
client setup
account, 339-340
connecting, 333-339
DHCP, 335, 339
e-mail, 340-341, 378
firewall, 336, 341-342, 358-359, 378
IP addressing, 333-334
SSID, 338, 340
WEP, 338, 358
described, 346
directory listing, 331, 357
802.11a IEEE standard, 351
802.11b IEEE standard, 351-352, 354
802.11g IEEE standard, 351, 353
802.11i IEEE standard, 358
finding, 331-333, 357

| |
I

hosting
AP, 349-350
auditing usage, 360-361
billing, 360361
ISP acceptable use considerations, 352—-353
management, ongoing, 356-357
NAC, 352
protocol, selecting appropriate, 351-352
router, 349
site survey, 349
SSID, 351
turnkey solution, 353-354
municipal, 332
neighborhood network, 173, 175-176
security, 336, 338, 341-342, 357-360, 377-378
server, 353
HotSpot List Web site, 331
HotSpot Locations Web site, 331
HotSpots-Free Directory Web site, 357
HotSpotVPN software, 359
“How To Build A Tin Can Waveguide Antenna”, 196
HP
ew500 Wireless Digital Media Receiver, 229
ew5000 Wireless Digital Media Receiver, 237
UEI Nevo software, 221-222, 272
HTTP (HyperText Transfer Protocol) server, 128, 130
HTTPS (HyperText Transfer Protocol Secure) server,
virtual, 128
hub
entertainment network, 224-225
Ethernet, 224-225
ICS, 47
switch compared, 26
troubleshooting, 373
USB, 199, 211-212
Human Interface Device (HID) USB standard, 210
hybrid mode, 8-9
HyperText Transfer Protocol (HTTP) server, 128, 130
HyperText Transfer Protocol Secure (HTTPS) server,
virtual, 128

IAPP (Inter Access Point Protocol), 165

IBSS (Independent Basic Service Set), 33

ICAB (Internet Café in a Box) hotspot service provider,
354-355
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iCEBOX kitchen PC, 219
ICS (Internet Connection Sharing)
ad hoc network, 4349
adapter, 49-50
dial-up connection, 46
file sharing in ICS environment, 48
host, 45-49
hub, 47
infrastructure network, 68
IP addressing, 44-45
print sharing in ICS environment, 48
reliability, 44, 49
router, 27, 45
security, 45, 48
switch, 45
testing, 98
ICS (Internet Connection Sharing) feature (Windows), 27,
44-45
IDN (Integrated Digital Network), 281
IDS (Intrusion Detection System), 130
IEEE (Institute of Electrical and Electronics Engineers).
See specific IEEE standard
11S (Internet Information Server), 323, 381
lllium Software eWallet utility, 302
image
camera, transfer from, 236-237
cell phone picture messaging, 284
graphics board/tuner combination, 240
Nokia Image Viewer, 237
slide show, 237
i-Mode cell phone, 286
Independent Basic Service Set (IBSS), 33
Indigo Control Assistant Plus software, 250, 254—255
Industrial, Scientific, and Medical (ISM) device frequency,
208
InfoBlox LDAPone server, 326
infrared
bandwidth, 204
Bluetooth compared, 199, 204
cost, 205
directionality, 200, 202, 205
discovery of infrared network, 205
extender, 273-274
laptop connection, 202-203
mobile telephone base station, 205
PC connection setup, 204
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PDA, 200, 202, 299
port, 202
POS, 204
printer connection, 202, 204
range, 199, 201, 203, 272-273
remote control device, 266, 271-272
security, 205
speed, 202
troubleshooting, 393
wall, penetration through, 200
Infrared Data Association (IrDA), 202
Infrastructure Basic Service Set (BSS), 33
infrastructure mode
ad hoc mode compared, 7
adapter, 68
AP, 7, 8, 65-67
described, 7
encryption, 65
file sharing, 56, 84
ICS, 68
LAN component, 51-52, 68-69
naming network, 56
neighborhood network, 175
print sharing, 56
router, 57-64
security, 56
injector, 165
InoculatelT software, 303
Institute of Electrical and Electronics Engineers (IEEE).
See specific IEEE standard
Integrated Digital Network (IDN), 281
Intel
BTX motherboard, 228
Hotspot Finder, 331
PCA, 314-315
Web site, 212, 348
“Wi-Fi HotSpot Deployment Guide”, 348
Intelligent Transportation Systems (ITS), 313
Inter Access Point Protocol (IAPP), 165
interference, 143, 209, 374, 383-389, 390
International Telecommunications Union (ITU), 290
Internet Café in a Box (ICAB) hotspot service provider,
354-355
Internet Connection Sharing. See ICS
Internet Connection Sharing (ICS) feature (Windows),
27,4445
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Internet Explorer software, 381
Internet Information Server (11S), 323, 381
Internet Protocol address. See IP address
Internet Security and Acceleration (ISA) server, 342
Intrigue Technologies Harmony H780 remote control
device, 270
Intrusion Detection System (IDS), 130
intrusion, securing network after, 382
IP Address Subnetting Tutorial Web site, 167
IP Configuration dialog box (Windows), 390
IP (Internet Protocol) address
ad hoc network, 174
AP addressing, 162, 366
conflict, 174
DHCP IP address assignment, automatic, 44, 123
home network, 167, 259-260
hotspot addressing, 333-334
ICS addressing, 44-45
PDA addressing, 295-296, 297-298
private, 44, 167
public, 44, 58
range, restricting access to, 125-126
router, 58-59, 61-62
small business network, 167
static, 123-124, 174, 379
subnet, 167
USB device addressing, 210
IP Wireless (firm), 305-306
IPass (organization), 355
IPCONFIG utility, 366, 390-391
IPSec (IP Security), 128
IrDA (Infrared Data Association), 202
ISA (Internet Security and Acceleration) server, 342
ISM (Industrial, Scientific, and Medical) device
frequency, 208
1S-95 network, 306
isolating network, 166—168, 365, 385386
iStumbler software, 141
ITS (Intelligent Transportation Systems), 313
ITU (International Telecommunications Union), 290
iTunes software, 231
Ixia QCheck software, 141-142

JiWire Web site, 331, 345, 357
Jukebox software, 231
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K

Kameleon product line, 270-271
Karpersky Security for PDA software, 303
Kensington Wi-Fi Finder, 140

Kenwood KVT-M700 receiver, 309

KF Sensor software, 130-132

KisMac software, 141

Kismet software, 141, 351

kitchen automation, 219, 263

Kyocera PDA/cell phone, 287-288, 291

L

Layer Two Tunneling Protocol with Internet Protocol
Security (L2TP/IPSec), 323-324
Learn to Subnet.com Web site, 167
Lessnetworks software, 353
LG Electronics networked/Internet refrigerator, 219
lighting, automating, 262-263
Linksys
AP, 25
EtherFast Cable/DSL Router with 4-Port Switch, 26
Instant PowerlLine EtherFast 10/100 Bridge, 166
Instant Wireless Wireless-G Notebook Adapter, 16,
17-18
PLUSB10 Powerline adapter, 166
WAP54G Wireless-G Access Point, 25
WGA54G Wireless-G Game Adapter, 30
Wireless-B Broadband Router, 26
Wireless-B Internet Video Camera, 28
Wireless-B Media Adapter, 28
Wireless-G Presentation Player, 29
Wireless-G VPN Broadband Router, 328
WPC54G Wireless-G Notebook Adapter, 22
WPS54GU2 Wireless-G Print Server for
USB 2.0, 31
WRT55AG antenna, 190
WRT54G Wireless-G Broadband Router, 25
WRT56G Wireless-G router, 224
WUSB54G Wireless-G USB Network Adapter, 22, 211
WUSB12 wireless NIC, 211
Liquid Audio software, 233
LiteOn LVD-2010 DVD/streaming media player, 237
Local Area Connection Status dialog box (Windows), 375
logging, 119
LogiSense engagelP Billing and DSS module software, 361
Logitech diNovo Media Desktop, 205206
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looping, 158-159

“Low Cost 802.11a Directional Antenna Using Obsolete
Primestar Dish”, 197

L2TP/IPSec (Layer Two Tunneling Protocol with Internet
Protocol Security), 323-324

MAC (Media Access Control)
adapter MAC address, 123
AP scanning, 90
authentication role, 90-91
bridging, 155, 162
cell phone MAC address, 281
device association role, 91
801.11 |IEEE standard MAC layer, 90-91
filtering, 125, 148, 167, 379, 385
IP static address assignment role, 123
log, MAC address, 119
NIC MAC address, 390-391
router, 61, 63
WEP, 90
MacStumbler software, 141
Mail2Web Web site, 340-341
Marantz
DH9300 audio server, 230
RC remote control devices, 266—267

Massachusetts Institute of Technology (MIT) Home of the

Future Consortium, 249
Maxrad antenna, 188, 190, 192-193
McAfee firewall, 342
Media Access Control. See MAC
Media Player software, 231, 233, 243
media receiver, digital, 225
MediaPlayer audio server, 28, 231
mesh topology, 34, 177-178
Metropolitan LAN (MLAN), 183
MIC (Message Integrity Checking), 105
Microsoft. See also specific Windows feature
CE for Automotive operating system, 307
Connected Home initiative, 249, 263-264
1S, 323, 381
Internet Explorer software, 381
ISA server, 342
Media Center PVR, 219, 240
Media Player software, 231, 233, 243
MN-700 Base Station, 116, 119-120, 126-127
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NetMeeting software, 128
“Obtaining and Installing a VeriSign WLAN Server
Certificate for PEAP-MS-CHAP v2 Wireless
Authentication”, 320
Office software suite, 381
“Step-by-Step Guide for Setting Up VPN-based
Remote Access in a Test Lab”, 324
Windows Server 2003, 81, 109, 318-320, 323
Windows Update utility, 381-382
“Wireless Provisioning Services Overview”, 325
WPA Windows XP Support Patch, 109
Xbox game console, 30, 244
Mini-Stumbler software, 351
Mirra Personal Server, 327
MIT (Massachusetts Institute of Technology) Home of the
Future Consortium, 249
MLAN (Metropolitan LAN), 183
Mobile Entertainment Guide Web site, 287
mobileCloak electrostatic PDA case, 303
Monster Power iCarPlay FM transmitter, 310
Motorola
cell phone, 287
DCP501 Home Theater System, 219
DCT5100 High Definition Cable Receiver, 226
SBG1000 SURFboard Wireless Cable Modem Gateway,
224, 226
MovieFactory Studio Suite Deluxe software, 243
MP3 files, 217, 219, 228, 232-234, 310
MusicMatch Jukebox software, 231
Myringtones.net Web site, 284

NAC (Network Access Controller), 352
NAT (Network Address Translation), 172
neighborhood network

ad hoc, 173-174

antenna, 179

AP, 179

bandwidth, restricting, 175, 180

DHCP, 174,180

domain-based, 176

extended network model, 176

firewall, 174-175, 177, 180

hotspot, 173, 175-176

infrastructure mode, 175

continued
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neighborhood network continued

mesh topology, using for, 177-178

open WLAN, 173

portal, 173, 175-176

security, 180

signal sharing, 171-172

time of access, restricting, 180

traffic type, restricting, 180

uses, suggested, 172-173
NetGear

MP101 audio server, 231-232

Prosafe Dual Band Wireless VPN Firewall, 328

WG121 Wireless USB 2.0 Adapter, 22

WGT624 router, 224

XE102 Powerline adapter, 166
NetMeeting software, 128
NetStumbler software, 140-141, 351
Network Access Controller (NAC), 352
Network Address Translation (NAT), 172
Network Connections dialog box (Windows), 139
Network Identification Wizard (Windows), 55
Network Instruments Observer RF analyzer, 351
Network Interface Card. See NIC
Network Setup Wizard (Windows)

Advanced tab, 46-47

Do you want to use the shared connection screen, 55

File and printer sharing screen, 48
Name your network screen, 56,57
Select a connection method screen, 47
Select your private connection screen, 48
The wizard found disconnected network hardware
screen, 56
Nevo software, 221-222, 272
New Connection Wizard (Windows), 202
Newton PDA, 293
N-Gage game platform, 286
NIC (Network Interface Card)
antenna, 149-150
Bluetooth, 208
bridge connection, 156
disabling unused connection, 379, 380381
dual-band, 145
MAC address, 390-391
preamble setting, 342-343
signal, locking onto strongest, 147
troubleshooting, 367, 370-371, 374, 387, 390

| |

USB wireless NIC, 211
Wireless Zero Configuration protocol support,
368, 370-371

Nikon D2H camera, 236-237
Nintendo GameCube game console, 244
9th Tee Enterprises Web site, 238
Nokia

cell phone, 286287

Image Viewer, 205

Media Master, 205

N-Gage game platform, 286
Norton Personal Firewall, 342, 378
nVidia-based graphics board, 240

0

“Obtaining and Installing a VeriSign WLAN Server
Certificate for PEAP-MS-CHAP v2 Wireless
Authentication” (Microsoft), 320

OFDM (Orthogonal Frequency Division Modulation), 179

Office software suite, 381

Omnifi DMP2 car audio/video player, 219

Onkyo TXNR900 7.1 Digital Audio Receiver, 229

Outmesguine, Mike (Wi-Fi Toys), 195

P

Palm PDA, 205, 271-272, 293-296, 299-302, 392
Panda firewall, 342
password
administrator, 115
change, forcing, 82
choosing strong, 379-380
configuration utility, 122
default, changing, 382
expiration, 82
importance of, 11-12
logon screen input box, displaying, 83
PDA, 302
router, 60
PatronSoft FirstSpot software, 356
PC Card, 16-17, 49, 298, 306
PC Magazine Web site
audio file format list, 232
audio software review, 231
“Diskless Media Hubs", 232
802.11g router review, 224
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“Home Networking from the Ground Up” (Change), 225
“PDA Protection”, 303
RFID article, 261
TiVo article, 238
PCA (Personal Client Architecture), 314-315
PC-cillin for Wireless software, 303, 342
PCI (Peripheral Component Interconnect) hardware,
17,19-22, 20-21
PCTV (Personal Computer Television), 218-219, 228,
229, 240
PDA Defense utility, 302
PDA (Personal Digital Assistant)
beaming data to another PDA, 202, 299-300
Bluetooth, 205, 301
cell phone/PDA combination, 287, 314
DHCP, 295, 297
ESSID, 297
flash storage card, 303
history, 293-294
infrared, 200, 202, 299
IP addressing, 295-296, 297-298
operating system, 294
password, 302
remote control device, as, 271-272
security, 302-303
shielding, 303
SSID, 295-296, 303
Web browsing, 294
WEP, 295-296, 303
WPA, 303
“PDA Protection”, 303
PDASecure utility, 302
Peacemaker software, 301
PEAP (Protected EAP), 113
Peripheral Component Interconnect (PCI) hardware,
17,19-22, 20-21
permission, 84-85
Personal Client Architecture (PCA), 314-315
Personal Computer Television (PCTV), 218-219,
228-229, 240
Personal Digital Assistant. See PDA
Personal Video Recorder (PVR), 202, 217-218, 226, 237-242
PGP (Pretty Good Privacy), 378
Philips Pronto remote control device, 221, 252, 266—267
piconet, 206
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pinging, 64, 146, 372
PKI (public key infrastructure), 324
Pocket Lock utility, 302
PocketPC PDA, 271-272, 296-299, 302
PoE (Power over Ethernet), 30, 163, 165—-166
Point of Sale (POS) infrared connection, 204
Point-to-Point Protocol over Ethernet (PPPoE), 62-63
Point-to-Point Tunneling Protocol (PPTP), 323
POP3 (Post Office Protocol version 3), 128, 130, 132, 340
portal, 173, 175-176
POS (Point of Sale) infrared connection, 204
Power over Ethernet (PoE), 30, 163, 165-166
PowerLinc system, 250
Powerline Ethernet bridge, 166
PPPoE (Point-to-Point Protocol over Ethernet), 62-63
PPTP (Point-to-Point Tunneling Protocol), 323
preamble setting, 342-343
Premise software, 250, 253-254
preshared key (PSK) authentication, 105, 107-108, 109-110,
320-321, 383
Pretty Good Privacy (PGP), 378
Pricom SX-5000U2 USB hub, 212
Printer Tasks menu (Windows), 78
printing
Bluetooth printer connection, 207, 209
designating printer as shared, 78-79
driver, printer, 78
ICS environment, print sharing in, 48
infrared printer connection, 202, 204
infrastructure network, print sharing in, 56
naming shared printer, 78
network printer, 79
security, print sharing, 48, 56-57
small business network print server, 15, 30-31
USB printer connection, 212
PRISMIQ MediaPlayer audio server, 28, 231
product line, importance of selecting hardware from
same, 13, 227
Protected EAP (PEAP), 113
Proxim AP, 147
PSK (preshared key) authentication, 105, 107-108, 109-110,
320-321, 383
PTVupgrade.com Web site, 238
public key infrastructure (PKI), 324
PVR (Personal Video Recorder), 202, 217-218, 226, 237-242
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Q

QCheck software, 141-142

Qualcomm 3G CDMA, 291

QuickNetworks OmniPro Il Automation Controller, 258
QuickTime software, 231, 234, 243

Radio Frequency ldentification (RFID) tagging, 260-261
radio frequency (RF) analyzer, 351
RadioShack, 250
RADIUS (Remote Authentication Dial-In User Service), 105,
106-107, 323, 326
Rain Bird Web site, 249
RBS Hotspot software, 360
RCA Lyra Wireless Transmitter, 274
RC4 encryption, 91, 104
reality programming, 140
RealOne software, 231, 234, 243
Recoton JV2400 2.4 GHz Video Signal Sender, 274
refrigerator, networked/Internet, 219
Reliawave Internet Plug and Play Server Gateway, 175-176
Remote Authentication Dial-In User Service (RADIUS), 105,
106-107, 323, 326
remote control device, 221, 252, 265-274
remote management, disallowing, 121-122
RemoteCentral.com Web site, 270
repeater, 150, 154-155, 179, 227, 372
ReplayTV PVR, 226, 238-239
RF (radio frequency) analyzer, 351
RFID (Radio Frequency ldentification) tagging, 260-261
Ringophone.com Web site, 284
Ringtone.net Web site, 284
Ringtoneparty.com Web site, 284
Rio Karma audio player, 233
Robust Security Network (RSN), 105-106
router. See also specific brand
AP routing functionality, 26, 57-64
connecting to network, 58-59
DHCP, 59
802.11g, 224
entertainment network, 224
Ethernet port, 27, 58-59
firewall, 58-59
home network, 14, 25
hotspot, 349
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ICS, 27, 45

infrastructure network, 57-64

IP addressing, 58-59, 61-62

MAC, 61, 63

password, 60

pinging, 64

placement on network, 58

resetting, 60, 372

security, 58

SSID, 67,93

switch compared, 26

username setup, 60
Roxio Easy Media Creator software, 243
RSN (Robust Security Network), 105-106

S

Safely Remove Hardware dialog box (Windows), 380-381
Salvator, Dave (“Unwire Your Game Console”), 244
Samsung cell phone, 287, 291
Sanyo cell phone, 287, 291
SCO (Synchronous Connection Oriented) data transfer
mode, 210
Secure Shell (SSH), 378
Secure Sockets Layer (SSL), 359, 378
security. See specific security technology and threat
Security Profiling Web site, 129
Select Groups dialog box (Windows), 82-83
Select Users or Groups dialog box (Windows), 84
Sennheiser R85s wireless headphone, 222
server appliance, 325-329
Service Center utility (Bluetooth), 207-208
Service Set Identification. See SSID
Shell HomeGenie Home Management System, 256, 263
Short Message Service (SMS), 284, 286
SID (System Identification) code, 281-282
Siemens router, 148
Sierra Wireless AirCard, 306
signal. See also antenna
attenuation, 148-149
azimuth, 184-185
beamwidth, 168, 185
dead spot, 186
elevation cut, 184
FM signal, transmitting from audio device, 217, 310
line-of-sight, 19, 199-200
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loss, 143, 148-150, 161, 186
multipathing, 185-186
overlap, 144
radiation pattern, 184
range
antenna, effect on, 138, 149
AP placement, effect on, 137-138
architecture effect on, 10, 137, 149-150, 389
atmosphere, effect on, 138
Bluetooth, 199, 201, 206
802.11b IEEE standard, 6
extender, 29-30, 154, 273-274
infrared, 199, 201, 203, 272, 273
limiting, 385
satellite radio, 308
USB, wireless, 201
reflection, 143
sharing, 171-172
strength
cell phone, 282
improving, 148-150, 154-155
limit, legal, 184
measuring, 139-141, 184
NIC locking onto strongest, 147
throughput, 138, 140, 145, 165
Silex SX-3700WB USB hub, 212
Simple Mail Transfer Protocol (SMTP), 128, 130, 340-341,
378
Simple Network Management Protocol (SNMP), 167, 379
SIRIUS Satellite Radio, 308-309
Sizes Web site, 162
Slim Devices Squeezebox audio server, 231, 233
Small Office or Business Office (SOBO) network, 317
Small Office or Home Office (SOHO) network, 317
Smarthome.com Web site, 250
SmartHomeUSA.com Web site, 250
SmartID Wi-Fi detector, 140
SMC Networks
EZ Connect SMC265W Wireless Access Point, 24
SMCWMR-AG EZ-Streaming Universal Wireless
Multimedia Receiver, 217, 233, 235-236
SMS (Short Message Service), 284, 286
SMTP AUTH (SMTP Authorization) protocol, 341, 378
SMTP (Simple Mail Transfer Protocol), 128, 130, 340-341,
378
SnapStream BeyondTV! PVR, 202, 241-243
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sniffer software, 333
SNMP (Simple Network Management Protocol), 167, 379
S0BO (Small Office or Business Office) network, 317
software, security vulnerability created by, 168, 381-382
SOHO (Small Office or Home Office) network, 317
SonicBlue ReplayTV PVR, 226, 238—239
SonicWall SOHO TZW Wireless Firewall and VPN, 327-328
Sony
Clié PDA, 296, 314
PlayStation 2 game console, 244
Wireless Speaker system, 217
SoundBlaster Wireless Music audio server, 231
spam protection, 168
Spam Sweeper software, 168
Spanning Tree Protocol (STP), 156, 163
speaker, wireless, 217, 230
Specify a Printer screen (Windows), 79
sprinkler system, automated, 249
Sprint cell phone, 291
Spybot software, 168
spyware protection, 382
SSH (Secure Shell), 378
SSID (Service Set Identification)
ad hoc network, 40-41
adapter, wireless, 68
AP, 11, 65-67, 96, 160
broadcast, 65-67, 90, 116-117, 381
changing, 117-118, 382
domain, 167
hotspot, 338, 340, 351
PDA, 295-296, 303
router, 67, 93
troubleshooting, 368
SSL (Secure Sockets Layer), 359, 378
standing wave ratio (SWR), 185
“Step-by-Step Guide for Setting Up VPN-based Remote
Access in a Test Lab” (Microsoft), 324
STP (Spanning Tree Protocol), 156, 163
subnet, 167
SuperPro home automation distribution panel, 258
Surf and Sip hotspot service provider, 354-355
SVCD (SuperVideo CD), 243
Swiss Wireless Web site, 148
switch, 14, 26-27, 45. See also router
SWR (standing wave ratio), 185
Sygate firewall, 342
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Symantec
Antivirus for Handhelds software, 303
FIREWALL/VPN 200 appliance, 328

Symbian operating system, 286, 294

Symbol wireless CF card, 297

Synchronous Connection Oriented (SCO) data transfer

mode, 210

System Identification (SID) code, 281-282

System Properties dialog box (Windows), 54

System Restore utility (Windows), 36

T

TDMA (Time Division Multiple Access), 280-281
TealLock utility, 302
telematics, 308
television
HDTV, 219, 221-222, 225-226
PCTV, 218-219, 228-229, 240
remote control device, 266
set-top box, 226
TitanTV Web program guide, 240-241
Telnet server, virtual, 128
Temporal Key Integrity Protocol (TKIP), 104-105, 111, 320
Terk Leapfrog product line, 273-274
tethering, 4
1394 IEEE standard, 225
3Com
OfficeConnect Wireless 11g Cable/DSL Gateway
router, 328
Wireless Bluetooth PC Card, 208-209
3G network, 286, 289-291, 306
3gupload.com Web site, 287
Time Division Multiple Access (TDMA), 280-281
TitanTV Web program guide, 240-241
TiVo PVR, 202, 218, 226, 238-239
TKIP (Temporal Key Integrity Protocol), 104-105, 111, 320
T-Mobile hotspot service provider, 332, 346, 354
TMPEnc dvd Author software, 243
Toast Titanium software, 243
Toshiba
Magnia server appliance, 326
Portege 3505 Tablet PC, 206—208
traffic transponder, 312-314
Trend Micro PC-cillin for Wireless software, 303, 342
TurboNet network card, 238
turnpoint.net Web site, 195-196
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U

UEI Nevo software, 221-222, 272
U-Lead DVD MovieFactory Studio Suite Deluxe software,
243
“Unwire Your Game Console” (Salvator), 244
USB (Universal Serial Bus)
adapter, 17-19, 20, 49, 211, 392
AP port, 65
Bluetooth, 206
cluster, 212
connection, wireless, 211
flash drive, 321-322
HID standard, 210
hub, 199, 211-212
IP addressing, device, 210
NIC, 211
number of devices, maximum, 210, 212
printer connection, 212
range, 201
recognition, device, 211
serial converter, 211
throughput, 210
version, 210
wall, penetration through, 200
“Use a Surplus Primestar Dish as an |IEEE 802.11 Wireless
Networking Antenna”, 197
User Accounts applet, 81-83
user management, 81-84
User Properties dialog box (Windows), 82

vV

vendor, importance of selecting hardware from same, 13,
227

Veo Wireless Observer camera, 262
Verizon

NationalAccess system, 306

PC 5220 card, 291

VZAccess Manager software, 307
video

camera, 28, 222

car video player, 219

cell phone video messaging, 284, 290

CODEC, 242

compression, 242

DVD, 237, 240, 242-243
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802.11g IEEE standard, 227, 238
FireWire Component video, 225
graphics board/tuner combination, 240
on-demand, 219, 221
PVR, 202, 217-218, 226, 237-242
streaming, 217
SVCD, 243

Virtual Wallet utility, 302

virus protection, 168, 302-303, 382

VLAN (Virtual LAN), 324-325

VPN (Virtual Private Network), 169, 303, 306, 322—324,

327-329
VZAccess Manager software, 307

w
WAP (Wireless Application Protocol), 287-289
war driving, 11
warchalking, 345
Watchguard Firebox SOHO 6 VPN appliance, 328
Wayport hotspot service provider, 332, 354
WDS (Wireless Distribution System), 156-159
Web-Link software, 259
WEP (Wired Equivalent Privacy)
adapter, 92-94, 98
AP, 92-98
authentication, encrypting, 90-91, 98
described, 90
enabling, 94-98
exchanging key on the fly, 92, 104
hotspot, 338, 358
importance of, 12
initialization vector, 92, 104
LAN, operation on, 91
length, key, 91, 99
MAC layer, 90-91
PDA, 295-296, 303
repeater support, 154
speed considerations, 92
weakness, 91-92, 104, 382-383
Windows XP support, 109
WPA, running simultaneously, 109
WEPCrack software, 383
Whamb software, 233
WiBOSS Management Platform, 355
Wideray wireless kiosk, 300-301
Wi-Fi Alliance (organization), 351-352, 357

Index 413

Wi-Fi Certified mark, 351-352
Wi-Fi detector, 140
Wi-Fi Free Spot Web site, 331
“Wi-Fi HotSpot Deployment Guide” (Intel), 348
Wi-Fi HotSpotList.com Web site, 357
Wi-Fi Planet Web site, 149
Wi-Fi Protected Access. See WPA
Wi-Fi Toys (Qutmesguine), 195
Wi-Fi Zone membership, 351-352
WiFiConsulting VPN service, 324
WiFi411.com Web site, 331, 357
Wi-Fi-Freespot Web site, 357
Wi-Find Web site, 331
WiFinder Hotspot Locator Web site, 331, 357
WinAmp software, 231, 233
Windows. See specific Windows feature
Windows Media Format (WMF), 243
Windows Product Activation (WPA), 104
Windows Server 2003, 81, 109, 318-320, 323
Windows Smart Network Key (WSNK), 320
Windows Update utility, 381-382
WINIP.CFQG utility, 390-391
Wired Equivalent Privacy. See WEP
Wireless Application Protocol (WAP), 287-289
Wireless Distribution System (WDS), 156—159
Wireless Local Area Network (WLAN), 4
Wireless Markup Language (WML), 288
Wireless Network Connection dialog box (Windows),
39, 68
Wireless Network Connection Properties dialog box
(Windows)
Association tab, 99
Configure tab, 98
General tab, 374
Wireless Networks tab, 40, 111, 343, 368—369
Wireless Network Connection Status dialog box
(Windows), 139
Wireless Network Setup Wizard (WNSW), 320-322
Wireless Node Database Project, 331
“Wireless Provisioning Services Overview” (Microsoft),
325
Wireless Provisioning Services (WPS), 324-325
Wireless Telephony Application Interface (WTAI), 288
Wireless USB (WUSB), 212
Wireless Zero Configuration protocol, 368, 370-371
WLAN (Wireless Local Area Network), 4
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WMF (Windows Media Format), 243
WML (Wireless Markup Language), 288
WNSW (Wireless Network Setup Wizard), 320-322
Wolff, Michael (Burn Rate: How I Survived the Gold Rush
Years on the Internet), 293
W1GHZ Online Microwave Antenna Book Web site, 185
workgroup, 52-57, 68
workstation, disabling unused, 125
WorldSpace Satellite Radio, 308—-309
WPA (Wi-Fi Protected Access)
adapter, 109-111
AES, use of, 105
AP, 106-109
authentication, encrypting, 105-106, 107-108, 111-113
certificate, 112
EAP, use of, 105, 112-113
802.11i IEEE standard implementation, 104—106
importance of using, 12, 383
PDA, 303
TKIP, use of, 104-105, 111, 320
WEP, running simultaneously, 109
Windows XP support, 109
WPA (Windows Product Activation), 104
WPS (Wireless Provisioning Services), 324-325
WSNK (Windows Smart Network Key), 320
WTAI (Wireless Telephony Application Interface), 288
WUSB (Wireless USB), 212
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X

Xanboo product line, 256

XM Satellite Radio, 308-309

XMMS software, 233

XScale technology, 315

X10 protocol, 256, 257-258, 262—263

X10PC Pro Programmable Interface for Lighting and
Appliance Control, 263

Y
Yagi antenna, 168, 179, 188, 190
Yamaha
MCX-A10 audio client, 230
MCX-SP19 speakers, 230
MusicCAST Digital Audio Music Server, 230, 233

V4

Zen-sys Z-Wave protocol, 256-257
Zinf software, 233

ZoneAlarm firewall, 58, 342, 378
Zoomer PDA, 293

Zytrax Web site, 148



