


AddUsersToRoles method, 520, 545
AddUserToRole method, 520
AddUserToRoles method, 520
ADODB access, 131–133
AES (Advanced Encryption Standard),

201–204
allowOverride attribute, 146
AllowPartiallyTrustedCallers

Attribute class
/bin directory and, 125–126
overview, 121–124
strongly named assemblies and, 124

/app_browsers path, 8
/app_code path, 8
/app_data path, 8
$AppDir$, 85
$AppDirUrl$, 85
/app_globalresources path, 8
application domain policy, 92
application domain startup

assembly locations, establishing, 19
auto-generated machine key, obtaining, 19–23
compilation system, initializing, 23
directory information, initializing, 16–17
identity, establishing, 16
overview, 15
trust level, setting, 17–19

application domain trust level, 17
application impersonation, 26
application name, storing, 404–405
application partition, using, 510–512
ApplicationId, 406, 415, 554
ApplicationName, 518, 544, 577
applicationName, 475, 577
Application_Start event, 25–28
/app_localresources path, 8
applying new trust level, 99
App_Offline.htm

disabling a Website with, 24–25
origins of, 25

/app_webreferences path, 8
ASP.NET permission set, 86–87
ASP.NET per-request security

asynchronous pipeline events and thread
identity, 43–48

DefaultAuthentication event, 54–56

DefaultAuthenticationModule, 54–56
HttpContext.Current.User, 48
IPrincipal, 48
operating system thread identity, establishing,

38–41
overview, 33–34
requests, security identity for, 34–37
Thread.CurrentPrincipal, 48, 54–56

aspnet_filter.dll, 5–6
AspNetHostingPermission

code, used in your, 110–111
Full trust, 107
functionality of ASP.NET and trust level of, 108
High trust, 107
implications outside of ASP.NET of, 109
Low trust, 107
Medium trust, 107
Minimal trust, 108
overview, 106
trust levels, 107–108

aspnet_isapi.dll
application domain, starting up an, 15–23
overview, 14

aspnet_regiis, 181–182
aspnet_Roles_BasicAccess, 563
aspnet_Roles_FullAccess, 563
aspnet_Roles_ReportingAccess, 563
assembly locations, establishing, 19
Assertion, 115
asynchronous page execution

asynchronous PreRender processing,
69–71

automatically flowing identity to asynchronous
work, 73–74

identity during, 69–74
overview, 69
PageAsyncTask, 71–73

asynchronous pipeline events and thread
identity, 43–48

asynchronous PreRender processing, 69–71
AuthenticateRequest event
FormsAuthenticatonModule, 52–54
overview, 48–49, 192
WindowsAuthenticatonModule, 49–52
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authenticating classic ASP with ASP.NET
cookieless forms authentication and,

273–274
overview, 272–273
passing data to ASP from ASP.NET, 274–276
passing username to ASP, 276

Authorization Manager (AzMan), 573–576
authorization methods, 544
AuthorizationStoreRoleProvider
ApplicationName, 577
applicationName, 577
Authorization Manager (AzMan), 573–576
cacheRefreshInterval, 577
directory-based policy store, 580–589
file-based policy store, 578–580
Membership, use of Role Manager and,

592–594
overview, 573
partial trusts, 589–592
provider design, 573–576
Role Manager, use of Membership and,

592–594
ScopeName, 577
scopeName, 577
supported functionality, 576–577

AuthorizeRequest event
FileAuthorizationModule, 58–60
overview, 58, 192
UrlAuthorizationModule, 60–65

authorizing classic ASP with ASP.NET
ConvertStringKeyToByteArray method,

281
hash helper, full code listing of, 284–285
HashStringValue method, 280
Helper class, 284–285
overview, 276–277
passing user roles to classic ASP, 277–278
sensitive data to classic ASP, safely passing,

278–284
ValidateHash method, 280

AutoDetect attribute
Internet Explorer, simulating in, 212–213
overview, 209, 210
phase 1, 210–211
phase 2, 211
phase 3, 211–212

subsequent authenticated access, 212
auto-generated machine key
AutoGenKey, 20
AutoGenKeyCreationTime, 20
AutoGenKeyFormat, 20
obtaining, 19–23

AutoGenKey, 20
AutoGenKeyCreationTime, 20
AutoGenKeyFormat, 20
automatic unlocking, implementing, 454–458
automatically flowing identity to

asynchronous work, 73–74
AzMan (Authorization Manager), 573–576

B
basic configuration, 544
BeginRequest event, 42
/bin directory, 125–126
/bin path, 8
blocking restricted directories, 8–9
building a provider-based feature

concrete provider, 359–361
configuration, 357–359
connection string, 362
initialization, 353–357
lifecycle of provider-based feature, 353
overview, 351–353
sample application, 363–365

C
CachedListChanged property, 529
cacheRefreshInterval, 577
CacheRolesInCookie property, 518, 535
CAS policy, checking current, 93–94
case sensitivity, 414–415
central login application, 241–245
ChangePassword method, 386, 477
ChangePasswordQuestionAndAnswer

method, 391, 478
character sets affecting URL authorization, 65
client impersonation, 26
clientSearchTimeout, 474
clock resets, 196–197

597

clock resets

In
de

x

19_596985 bindex.qxp  12/14/05  7:53 PM  Page 597



code
access security, places that define, 90–91
AspNetHostingPermission, used in your,

110–111
permission sets matched to, 88–90

$CodeGen$, 85
<CodeGroup /> elements, 89
commandTimeout, 418, 555
Comment property, 371, 418
common database schema
Application Id, 406
application name, storing, 404–405
case sensitivity, 414–415
common users table, 405–408
IsAnonymous, 408
LastActivityDate, 407–408
MobileAlias, 408
overview, 404
user records, linking custom features to,

410–413
versioning provider schema, 408–10
views, querying common tables with, 410

common users table, 405–408
compilation system, initializing, 23
complex permissions, troubleshooting, 94–96
configProtectedData, 168
configuration

IIS6 wildcard mappings, 261–268
MembershipProvider base class,

383–384
configuration class, demanding permissions

from, 165–166
configuration system security. See also

protected configuration
configuration used in partial trust, 161–166
<location /> element, 143–146
lock attributes, 146–153
reading and writing configuration, 153–161

configuration used in partial trust
configuration class, demanding permissions

from, 165–166
design-time API and, 166
FileIOPermission, 166
overview, 161–163
requirePermission attribute, 163–164

ConfigurationManager class, 153–154
connection string, changing, 425–426
connectionProtection, 470
connectionStringName, 418, 555
container nesting, 486–487
ControlPrincipal, 115–116
ControlThread, 116
ConvertStringKeyToByteArray method,

281
cookie domain, 226–227
cookie-based sessions

cross-application cookie sharing, 292–293
overview, 291
protecting session cookies, 293
session ID reuse, 294

cookie-based SSO-lite
behavior of solution, list of desired, 236
central login application, 241–245
examples of, 245–246
overview, 234–238
sample participating application, 238–241
technical tips for, 246–247

cookied cross-application behavior, 231–234
cookieless cross-application behavior,

228–231
cookieless forms authentication

and authenticating classic ASP with ASP.NET,
273–274

AutoDetect attribute, 209, 210–213
overview, 208–210
payload size and, 218–220
replay attacks with cookieless tickets,

215–216
unexpected redirect behavior and, 221–222
URLs in pages and, other, 216–218
UseCookies attribute, 209
UseDeviceProfile attribute, 209,

213–214
UseUri attribute, 209

cookieless sessions, 294–296
CookiePath property, 530
cookieProtection, 536
cookieRequiresSSL, 536
cookieSlidingExpiration, 536
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cookie-specific security options
HttpOnly cookies, 206–208
overview, 204
requireSSL attribute, 204–206
slidingExpiration attribute, 208

cookieTimeout, 535–536
core provider classes
System.Configuration classes,

347–350
System.Configuration.Provider

classes, 342–346
System.Web.Configuration classes,

346
CreateDate, 417
createPersistentCookie, 535
CreateRole, 545
CreateUser method, 385, 390–391, 392,

477
CreationDate property, 371, 379
cross-application cookie sharing, 292–293
cross-application ticket passing. See also

cross-application ticket sharing
cookie domain, 226–227
overview, 226

cross-application ticket sharing. See also
cookie-based SSO-lite

cookied cross-application behavior, 231–234
cookieless cross-application behavior,

228–231
how it works, 228–234
overview, 227–228
single sign on (SSO) products, 227–228

cryptographySettings, 168
custom encryption, 435–437
custom hash algorithms, 399–401
custom password generation, 432–435
custom password strength rules
initialize method, 444
overview, 437–439
password history, implementing, 440–451
ValidatePassword event, 439–440

custom provider, redirecting configuration
with, 184–190

custom trust level
applying new trust level, 99
creating, 96–105
declarative permission representations,

determining, 97–99
OdbcPermission, customizing, 101–103
OleDbPermission, customizing, 100–101
overview, 96
policy file, creating, 96–97
WebPermission, 103–105

D
data layer, authorizing roles in, 570–571
database schema. See also common database

schema
Membership, 415–418
SqlRoleProvider, 553–556

database security, 426–428, 563
DataList data control, 313
date-time values, 380–382
DBO user and database schemas, 428–430
declarative permission representations,

determining, 97–99
default security permissions defined by

ASP.NET
AspNetHostingPermission, 106–111
DnsPermission, 111
EnvironmentPermission, 111–112
FileIOPermission, 112–113
IsolatedStorageFilePermission, 113
overview, 105
PrintingPermission, 114
ReflectionPermission, 114
RegistryPermission, 115
SecurityPermission, 115–116
SmtpPermission, 117
SocketPermission, 117
SqlClientPermission, 118
WebPermission, 118

DefaultAuthentication event, 54–56
DefaultAuthenticationModule, 54–56
DefaultHttpHandler
EndProcessRequest, 270–271
OverrideExecuteUrlPath, 270–271
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