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access control
authentication, 89
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alien, rights, 203
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annual cost to protect (ACP), 158
API (Application Programming
Interface) calls, 113-114
applications
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logic diagrams, 55
new, securing, 151-153
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software tokens, 93
spotlight on, 13-14
applications, Web-based
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architecture
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documenting, 14-15
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legal enforcement, 16

process and result, 9-10
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security issues, 17
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reporting, 105-106
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security matrix, 100-105
shortcomings, 100-101
user logging, 101-102
authentication
access barrier, 89
biological scans, 94
digital certificates, 94
LDAP, 122,123
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Web-based applications,
168-171
authorization
LDAP, 122,123
policy statements, sample,
228-229
security matrix, 94-97
terms, 215
autocrine, 197
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benchmark, seeking, 155
beneficiary, 203
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business drivers
competitive advantage, 74-75
documentation, 37-38
efficiency, increased, 73-74
importance, 72
profit, 74
risk reduction, 75
security controls, 72-73
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business objectives, 13, 37-38
business operations unit, 11
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California privacy protection
initiative, 1-2
categories, infrastructure, 78-79
certificates, digital, 94, 213
chief technology officer
(CTO), 76
circle of trust, 185
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benchmark, seeking, 155
effectiveness and savings, 74
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Web-based applications,
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court cases, 73
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protected information classifi-
cation, 21-22
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to, 193
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critical elements, integrating
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identity management, 132-133
identity provisioning, 139-141
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security, prioritizing, 128-132
service directories, 138-139
CTO (chief technology
officer), 76
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current applications, correcting,
150-151
custodian, data, 202
customers
convenience, federated iden-
tity systems, 182
identity provisioning data
paths, 175

D
data
confidentiality, 214
element, security controlling,
130-131
flow, diagramming, 55
networks, diagramming, 50-51
paths, describing, 14
shielding protected, 146-148
data access rights
first-person roles and, 201
second-person roles and, 202
subordinate roles, 203-205
third-person roles, 202-203
universal two-factor authenti-
cation, 201-205
data administrator, 202
data classification
detail, 20
labeling, 158
protected information, 21-22
public domain or open infor-
mation, 20-21
restricted information, 22
simplicity, 22-23
terms, 215
data integrity, 214
data inventory, 159-162

data labeling
described, 163
value, 157-158
VPR, 158-159
database access, 215
date
labeling, 162
target, 215
DEALS (directory-enabled
application-level security)
model, 130, 166-167
debit cards, 193
“deny all” firewall technology
rule, 24
dependent, rights, 203
descriptive tags. See tags
desktop and tower
computers, 80
detection, 103-105
devices
identification, 88-89
interfaces, diagramming,
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life cycles, 77
networks, diagramming, 50
policy domains, 63-64
diagrams
advantages, 45
application logic, 55
contained process flow, 56-58
device interfaces, 52-54
hierarchical infrastructure,
48-49
host-to-host data flow, 55-56
locations, 4648
logical grouping N-tiers, 52
natural order, 36
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diagrams (continued)
networks, 50-51
purpose, 37
roles, 45-46
security policy domains, 62-65
security sectors, 61-62
Web sites, 58-60
digital certificates, 94, 213
digital directories. See directories
digital identification, 87-88
direct access, limiting, 177-178
directories
population, 125
universal two-factor
authentication, 200
directory services
access control sequence,
175-176
capabilities, other, 177
defined, 215
endocentric approach, 200
integrating critical elements,
138-139
interface, 172-173
mechanics, 173-175
population-specific, integrat-
ing, 205
Web-based applications,
172-177
directory-based access controls
described, 109-111
digital directories, 113-115
domains, security policy,
120-126
hard-copy directories, 113
interoperability, 115-116
LDAPv3, 116-117
meta-directory, 117-120

multiple- versus single-
directory, 111-112
directory-enabled application-
level security (DEALS)
model, 130, 166-167
distributed administrative
entry, 170
distributed enrollment, 213
documentation
administration, 99-100
architecture, 6
benefits, 36-37
best practices, 41-42
business objectives, 37-38
design vision, enforcing, 15-16
guidelines, 43
guiding principles, 38-39
importance, 14-15
policies, 40
procedures, 41
reference lists, 42-43
security policy domain
definitions, 43—45
standards, 40-41
documentation samples
best practices, 237
guidelines, 238
guiding principles, 235
policies, 236
procedures, 237
standards, 236-237
domains, security policy
checklist, 121-122
described, 120-121
fictional case study (Governor’s
Brew coffee shop), 122-124
patterns, 125-126
solution options, 124-125













































