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240–241
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Broadcast option, 105
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Utility), 133
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cd command – directories

 

cd command, 6
chains, 

 

303–307

 

changing case
in command line, 8
in Vi, 27

checksums, 321
chkconfig utility, 151, 240
chkrootkit program, 

 

322

 

chmod command
for permissions, 15–17
for scripts, 46

choosers for servers, 103
chown command, 

 

13–14

 

CHS geometry
changing, 201
information on, 67

CIAC (Computer Incident 
Advisory Capability), 320

client traffic in local firewalls, 

 

306–307

 

clock, BIOS options for, 

 

59

 

command line, 

 

2

 

for accounts, 

 

28–33

 

basic features, 

 

2–10

 

, 

 

4

 

for directories, 

 

10–11

 

creating, 

 

11

 

ownership, 

 

13–14

 

permissions, 

 

14–17

 

for files, 10–11
copying, 

 

12

 

deleting, 

 

12–13

 

editing, 

 

23–28

 

, 

 

26

 

finding, 

 

20–23

 

linking, 

 

17–20

 

moving and renaming, 

 

13

 

ownership, 

 

13–14

 

permissions, 

 

14–17

 

for scripts, 

 

44–52

 

for shell environment, 

 

38–44

 

for streams, pipes, and 
redirection, 

 

33–38

 

command mode in Vi, 24
commands

backup, 

 

134–135

 

completion of, 

 

7

 

editing, 

 

8

 

help for, 

 

8–9

 

history, 

 

7

 

in scripts, 

 

46–47

 

, 49
comments

for accounts, 31
in aliases file, 263
in Apache configuration 

files, 268
in scripts, 45
in system log files, 171

Common Unix Printing System 
(CUPS), 180, 

 

285–287

 

HTML documentation for, 

 

179–182

 

, 

 

180

 

, 

 

182

 

printer definitions for, 

 

287–288

 

Web-based utilities, 

 

288–290

 

, 

 

288

 

compatibility of protocol 
stacks, 234

compiling
kernel, 

 

87

 

preparation for, 

 

126–127

 

software, 

 

127–128

 

completion, command, 

 

7

 

Compression option, 283
Computer Emergency Response 

Team Coordination 
Center, 320

Computer Incident Advisory 
Capability (CIAC), 320

Computer Vulnerabilities and 
Exposures (CVE) site, 320

conditional expressions, 

 

49–51

 

conflicts, hardware, 

 

69–72

 

, 

 

71

 

connections, monitoring, 

 

243–247

 

control characters in 
passwords, 316

controlled shutdowns, 10
conv option for mount, 212
copying files, 

 

12

 

cp command
for backups, 133
for copying files, 

 

12

 

for kernel installation, 87
for links, 19

cpio command, 133
CPU

BIOS options for, 60
limits on, 

 

312–313

 

testing, 

 

164–165

 

Crack program, 318
crackers, 314, 322
cron jobs, 152

for monitoring, 168
system, 

 

156

 

user, 

 

154–156

 

crontab files, 

 

154–156

 

CUPS (Common Unix Printing 
System), 180, 

 

285–287

 

HTML documentation for, 

 

179–182

 

, 

 

180

 

, 

 

182

 

printer definitions for, 

 

287–288

 

Web-based utilities, 

 

288–290

 

, 

 

288

 

current directory in PATH 
variable, 43

cut command in scripts, 47
CVE (Computer Vulnerabilities 

and Exposures) site, 320

 

D

 

DAEMON_OPTIONS line, 262
dashes (-)

in job schedules, 155
in permission listings, 14

data transfer rate, 81
dd command

for swap space, 207
in Vi, 26

Debian packages, 112, 

 

119–121

 

deleting, 

 

121

 

installing, 

 

122

 

querying, 

 

122–123

 

system updates in, 

 

123–124

 

upgrading, 

 

121–122

 

XDMCP servers in, 101
default groups, 31
default policy, 304
default routes, 243
default shells, 31
DefaultDepth option, 98
deleting

accounts, 

 

32

 

command text, 8
files, 

 

12–13

 

packages, 

 

114

 

, 121
partitions, 198

dependencies, 113
desktop environments, 106
development library 

packages, 127
Device field, 215
device numbers for USB 

devices, 75
Device option for mouse, 96
Device section for X server, 95, 

97–98
df command

for disk identification, 79
for disk space, 167
for mount points, 210
for partition information, 191

dhclient client, 240
DHCP configuration, 240–241
dhcpcd client, 240
dictionary attacks, 315
dig command, 237
digital linear tape (DLT) 

format, 131
Digital Subscriber Line 

(DSL), 231
direct memory addressing 

(DMA), 66
directories, 10–11

copying, 12
creating, 11
links to, 19
listing files in, 5
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ownership, 13–14
permissions, 14–17
shared, 11
for Web servers, 267–268
working with, 6

directory trees, 202
Disallowed IP or network 

addresses option, 302
disaster recovery

installation disks for, 
135–136

system log books for, 163
disks and disk devices, 77–78

BIOS options for, 57–59, 58
checking, 66–68, 219–220
identifying, 78–80
installation, 135–136
partitions on. See partitions
performance, 80–83
power management for, 

91–92
in removable mounts, 131
testing, 166–167
verifying, 201

$DISPLAY variable, 43
distribution installation disks for 

recovery, 135–136
DLT (digital linear tape) 

format, 131
DMA (direct memory 

addressing), 66
dmesg command

for CPU, 164–165
for kernel messages, 69
for network hardware, 232

DNS (Domain Name System)
for hostname resolution, 236
with local firewalls, 306
settings, 242

documentation, 160
system, 176–178

CUPS, 179–182, 180, 182
man pages, 178–179
online, 183–186

system log books, 160–161
adding entries to, 162
starting, 161
uses for, 163

system log files, 169–170
options for, 171–172
reviewing, 175–176
rotating, 173–175

system performance, 
163–164

CPU, 164–165
disks, 166–167
memory, 165–166
ongoing tests, 167–169

dollar signs ($)
for prompts, 3
in scripts, 48

domain configuration, 269–270

domain controllers, 276
Domain Name System (DNS)

for hostname resolution, 236
with local firewalls, 306
settings, 242

dotted quad notation, 235
dpkg program, 120–123
drivers

disk, 82
video, 98

DROP policy, 304–305
DSL (Digital Subscriber Line), 231
du command, 192
dump command, 133

E
e command in Vi, 28
e2fsck program, 219–220
echo command, 47
editing

commands, 8
files, 23–28, 26

$EDITOR variable, 40–41, 43
editors

invoking, 8
selecting, 40–41
Vi, 23–24

modes in, 24–25
procedures in, 25–28, 26
saving changes in, 28

edquota command, 311
8mm tape, 131
email. See mail servers
emergency recovery, 135–136
encryption for passwords, 

277, 317
env command, 44
environment variables, 38

list of, 41–42
permanent, 41–42
program-specific, 40–41

environments, installing, 108
ESP Print Pro, 287
/etc/aliases file, 261
/etc/at file, 158
/etc/cron.allow file, 156
/etc/cron.deny file, 156
/etc/crontab file, 156
/etc/exports file, 274
/etc/fstab file, 213–214

format of, 214–215
for local filesystems, 

215–216
for network mounts, 

216–217
for quotas, 310
for swap space, 208, 216
for user-controlled mounts, 

217–218

/etc/hosts.allow file, 302
/etc/hosts.deny file, 302
/etc/inetd.conf file, 254–255
/etc/inittab file, 150
/etc/lilo.conf file

editing, 23–28, 26
for kernel, 224–226

/etc/logrotate.conf file, 173–174
/etc/logrotate.d file, 173–174
/etc/passwd file, 30
/etc/security/limits.conf file, 312
/etc/services file, 238
/etc/shadow file, 30
/etc/ssh/ssh_config file, 281
/etc/ssh/sshd_config file, 281
/etc/syslog.conf file, 171
/etc/X11/xdm/xdm-config file, 

102–103
/etc/xinetd.conf file, 256–257, 302
Ethernet hardware, 232
ex mode in Vi, 24
examining files, 5–6
exclamation marks (!) in Vi, 28
execute permission, 14–17
existence of files, 5
exit command, 9
exports in NFS, 273
ext2fs or ext2 (Second Extended 

File System), 204
ext3fs or ext3 (Third Extended 

File System), 204
Extended Hierarchical File 

System (HFS+), 205
extended partitions, 190
Extents File System (XFS), 204
external commands

in scripts, 46–47
in Vi, 28

F
facility codes, 171
FAQs (frequently asked 

questions), 184
FAT (File Allocation Table) 

filesystem, 205
fdisk utility, 195–196

advanced options, 201
for disk checks, 68
for disk identification, 79–80
for partitions

creating, 199–201
deleting, 198
tables, 162, 197–198

FEATURE line, 263–265
Fedora Core distributions

package changes to, 113–119
XDMCP servers in, 101

fi expressions, 50
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File Allocation Table (FAT) 
filesystem, 205

file sharing servers, 272–273
NFS configuration, 273–275
Samba configuration, 

275–279
File Transfer Protocol (FTP) 

servers, 252
files, 10–11

copying, 12
deleting, 12–13
editing, 23–28, 26
examining, 5–6
existence of, 5
finding, 20–23
links for, 17–20
moving and renaming, 13
ownership, 13–14
permissions, 14–17
script commands for, 47

Files section for X server, 94–95
Filesystem check order field, 215
Filesystem type field, 215
filesystems, 188, 202–203

boot loaders for, 221–223
components, 223
identifying, 223–224
kernels for, 224–227
testing, 227–228

choosing, 203–206
creating, 202–208
integrity of, 218–221
mounting and unmounting

/etc/fstab for, 213–218
manual process, 208–213

swap space for, 207–208
filters for man pages, 178
find command

for files, 21–22
in scripts, 47

finding. See searches
firewalls, 249

local, 303–307, 304
stand-alone, 307–309

floppy drives, BIOS options 
for, 58

Foomatic utilities, 287
for loops, 50
Force unmount option, 213
formatting disks, 202
forums, 185
FORWARD chains, 303–307
forwarding, IP, 250–251
free command

for memory use, 165–166
for swap space, 207–208

frequently asked questions 
(FAQs), 184

fsck program, 219–220
FTP (File Transfer Protocol) 

servers, 252
FTP commands, 128–129

full backups, 132
functions in scripts, 51–52
FVWM window manager, 108

G
G command in Vi, 27
gateway addresses, 242
gateways, 232
GDM (GNOME Display 

Manager), 99, 104, 
109–110, 110

gdmsetup tool, 104
Gentoo distributions

package system in, 125
XDMCP servers in, 101

gid option for mount, 212
GIDs (group IDs)

for accounts, 30
for process priority, 146

gigabytes, 194
global replacement in Vi, 27
GNOME (GNU Network 

Object Model 
Environment), 107

GNOME Display Manager 
(GDM), 99, 104, 
109–110, 110

Google Groups Web site, 185
Grand Unified Boot Loader 

(GRUB), 221–223
components, 223
identifying, 223–224
kernels for, 226–227
testing, 227–228

graphical user interface (GUI) 
programs

documentation for, 
181–182, 182

login managers, 4
printing tools, 294–296, 295

greater-than signs (>)
for command line prompt, 3
for redirection, 36

grep command
pipes for, 37
in scripts, 47

group IDs (GIDs)
for accounts, 30
for process priority, 146

groups
for accounts, 31
permissions for, 14–17

GRUB (Grand Unified Boot 
Loader), 221–223

components, 223
identifying, 223–224
kernels for, 226–227
testing, 227–228

grub-install command, 227

GUI (graphical user interface) 
programs

documentation for, 
181–182, 182

login managers, 4
printing tools, 294–296, 295

guides, 184
Gutenprint package, 287

H
hackers, 314
hard CPU and memory 

limits, 312
hard drives. See disks and disk 

devices
hard links, 18–19
hard quota limits, 311
hardware, 54

for backups, 130–131
BIOS for, 54–61, 57–58, 60
conflicts, 69–72, 71
disks

checking, 66–68
configuring, 77–83

DMA channels, 66
I/O addresses, 65–66
IRQs, 62–65
network, 231–233, 239–240
overview, 61–62
PCI data checks, 68
power management 

features, 88–92
USB

configuring, 73–77
data checks, 68

X systems
day-to-day operations, 

106–110, 110
logins, 99–106, 105
options, 92–99

hardware addresses, 235
hash marks (#)

for prompt, 3
in scripts, 45

hashes, 321
hdparm utility

for disks
checking, 66–68
performance, 80–83
testing, 166–167

for power management, 
91–92

help for commands, 8–9
HFS (Hierarchical File 

System), 205
HFS+ (Extended Hierarchical 

File System), 205
Hierarchical File System 

(HFS), 205
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high-level formatting, 202
High-Performance File System 

(HPFS), 205
history, command, 7
home directories

for accounts, 31
for Samba, 278–279
shortcut for, 6

/home partition, 193
HOME variable

in crontab files, 154
description, 42

HorizSync option, 96–97
host command, 237
$HOSTNAME variable, 42
hostnames, 236

mail server options for, 262
resolving, 236–237

hot-plug operation, 73, 75–77
HOWTO documents, 184
HPFS (High-Performance File 

System), 205
HTML files

for CUPS documentation, 
179–182, 180, 182

for Web space, 268
hung processes, 142
hwclock command, 59

I
I/O addresses, 65–66
icewm program, 108
IceWM window manager, 108
ICMP (Internet Control 

Message Protocol), 234
IDE (Integrated Device 

Electronics) disks, 78
if expressions, 49–50
ifconfig command, 235, 242
IMAP protocol, 260
including files in Vi, 28
incremental backups, 132
index.html file, 268
Indirect option, 105
inetd server, 253–255
info pages, 8–9, 179
init program, 149–150
input, redirecting, 36–37
INPUT chains, 303–307
InputDevice section for X 

server, 95–96
insecure option for NFS, 274
insert mode in Vi, 24
installation disks, 135–136
installing

environments, 108
kernel, 87–88
packages, 115, 122
programs, 124–126

compiling, 126–127
obtaining, 126

process, 127–128
testing, 128–129

Integrated Device Electronics 
(IDE) disks, 78

integrity of filesystems, 218–221
interfaces

information for, 246
speed, 81

internal data transfer rate, 81
Internet Control Message 

Protocol (ICMP), 234
Internet Printing Protocol 

(IPP), 288
Internet Relay Chat (IRC), 186
invoking editors, 8
IP addresses, 235–236

for server access, 301
static configuration, 241–243

IP forwarding, 250–251
ipchains, 303–307
IPP (Internet Printing 

Protocol), 288
iptables command, 304–306
IPv6 scheme, 236
IPX Protocol, 234
IRC (Internet Relay Chat), 186
IRQs, 62–65
isapnp utility, 72
ISO-9660 filesystem, 206

J
JFS (Journaled File System), 204
jobs

printer, 292
scheduling, 152–153

single, 157–158
system cron, 156
user cron, 154–156

Journaled File System (JFS), 204
journaling filesystems, 

203–204, 221
jumpers, 70–71, 71

K
KDE (K Desktop 

Environment), 107
KDM (KDE Display Manager), 

99, 103–104, 109–110, 110
KerberosAuthentication 

option, 283
kernel ring buffer, 69
kernels, 54

configuring and compiling, 
83–88, 86

for GRUB, 226–227
for LILO, 224–226
messages for, 69

keys for SSH servers, 284–285

keywords in system log files, 175
kill command, 142, 255
killall command, 143, 255
klogd daemon, 170
ksysv tool, 151
KWord word processor, 295, 295

L
laptop computer power 

management, 88
launching programs, priorities 

for, 145–146
$LD_LIBRARY_PATH 

variable, 43
LDP (Linux Documentation 

Project), 184
leases, DHCP, 240
less command, 6, 175
less-than signs (<) for 

redirection, 36
LILO (Linux Loader) boot 

loader, 23, 221–223
components, 223
identifying, 223–224
kernels for, 224–226
testing, 227–228

links, 17–20
Linux Documentation Project 

(LDP), 184
Linux Security site, 320
ListenAddress option, 282
listening software, 247
listing

files, 5
processes, 139–141, 141

lists, mailing, 186
ln command, 18–20
load averages, 138–139
loading files for Vi, 25
LOADLIN loader, 136
LoadModule line, 271
local filesystems, 215–216
local firewall rules, 303–307, 304
local-host-names file, 261
locate command, 22
log books, 160–161

adding entries to, 162
starting, 161
uses for, 163

log daemons, 169
log files, 169–170

options for, 171–172
reviewing, 175–176
rotating, 173–175

Logcheck tool, 175
logging in, 4–5, 4
logging out, 9
logical partitions, 190
Logical Volume Management 

(LVM), 79, 189
logout command, 9
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logout scripts, 42
logrotate program, 168, 173
loop option for mount, 211
loopback traffic in firewalls, 306
loops, 50–51
low-level filesystems, 202
low-level formatting, 202
lpc command, 294
lpq program, 293
lpr program, 292–293
lprm command, 293–294
ls command, 5
LVM (Logical Volume 

Management) filesystems, 
79, 189

M
m4 file, 261
MAC (Media Access Control) 

addresses, 235
mail command, 47
mail servers, 258–259

accepting mail, 262–263
email basics, 260
hostname options in, 262
redirecting mail, 263–264
sendmail program, 258

configuration files, 
260–262

as relay, 264–265
MAILER line, 265
mailing lists, 186
make command, 127
make config command, 85
make install command, 127
make menuconfig command, 

85–86
make modules_install 

command, 87
make oldconfig command, 

84–86
make uninstall command, 128
make xconfig command, 85–86
Makefile file, 127
man command, 8
man pages, 178–179
Mandriva distributions, 101
masks, 242
MASQUERADE_AS address, 262
masquerade information, 246
master browser 

configuration, 277
MBR (Master Boot Record)

for boot loaders, 223
for primary partitions, 190

Media Access Control (MAC) 
addresses, 235

memory
BIOS options for, 60
DMA channels, 66

limits on, 312–313
testing, 165–166

memory leaks, 166
Minix Filesystem, 205
mkdir command

for mount points, 210
for shared directories, 11

mkfs tool, 206–207
mkswap command, 207
ModeLine setting, 97
modems, 231
modes in Vi, 24–25
modprobe command, 240
modular scripts, 51–52
Module section for X server, 95
Monitor section for X server, 

95–97
monitoring

log files, 175
network connections, 

243–247
performance, 163–169
for security breaches, 

319–322
monitors, configuring, 96–97
more command, 6
mount command, 210–213
Mount options field, 215
Mount point field, 215
mount points, 190
mounting filesystems

/etc/fstab for, 213–218
manual process, 208–212

mouse configuration, 95–96
moving

in command lines, 8
files, 13

mv command
for files, 13
for links, 19

N
NameVirtualHost directive, 269
NAT (Network Address 

Translation) 
technology, 236

native filesystems, 204
navigating in Vi, 27
NetBIOS (Network Basic 

Input/Output System) 
name, 276

netstat program, 246
redirecting output from, 

35–36
for server lists, 300

Network Address Translation 
(NAT) technology, 236

Network Basic Input/Output 
System (NetBIOS) 
name, 276

Network File System (NFS), 206
network masks, 235, 242
networks, 230

access to, 298–300
local firewall rules, 

303–307, 304
server access rules, 301
server shutdown, 300–301
stand-alone firewalls, 

307–309
TCP wrappers, 302–303
xinetd, 301–302

addressing, 234–236
bringing up, 238–243
connection monitoring, 

243–247
DHCP configuration, 

240–241
file sharing servers, 272–279
hardware

configuring, 239–240
description, 231–233

hostname resolution in, 
236–237

mail servers, 258–265
mounts for, 216–217
port numbers, 237–238
printers, 285–290, 288
printing management, 

290–296, 295
protocol stacks, 

233–234, 233
routing configuration, 

248–252, 248
SSH servers, 280–285
static IP address 

configuration, 
241–243

status, 246–247
super servers, 252–254

configuring, 254–257
identifying, 254
testing, 257

TCP/IP. See TCP/IP 
(Transmission Control 
Protocol/Internet 
Protocol)

Web servers, 266–267
Apache configuration, 

268–269
directories for, 267–268
domain configuration, 

269–270
user Web page 

options, 271
New Technology File System 

(NTFS), 205
newaliases command, 263
newsgroups, 185, 321
NFS (Network File System), 206

configuring, 273–275
servers, mounting, 216

nice command, 145–146
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no_all_squash option, 274
no_root_squash option, 274
noauto option, 217
nojoliet option, 212
norock option, 212
nslookup command, 237
NTFS (New Technology File 

System), 205
ntsysv utility, 151
numbers in passwords, 316

O
o command in Vi, 27
obtaining software, 126
octal (base-8) code for 

permissions, 15
oftpd server, 128
on-board devices, BIOS options 

for, 59–60, 60
online documentation, 183–186
open ports, 247
open relay configurations, 259
opening text in Vi, 27
OpenSUSE distributions, 102
/opt partition, 194
optical media for backups, 131
order, partition, 201
outgoing relay configuration, 265
output, redirecting, 35–36
OUTPUT chains, 303–307
owners

in file searches, 22
files and directories, 13–14
mounts, 217
permissions for, 14–17
process, 142

P
p command in Vi, 26
packages

Debian, 112, 119–121
deleting, 121
installing, 122
querying, 122–123
system updates in, 

123–124
upgrading, 121–122
XDMCP servers in, 101

RPM
deleting, 114
installing, 115
querying, 115–116
upgrading, 115
verifying, 116–117

packets, 234
pager programs, 6, 175

pam_limits module, 312
Pan program, 185
Parallel ATA (PATA) disks, 78
parameters in scripts, 48–49
Parted program, 195
partial reinstallation, 136
partial restores, 135
partitions, 188

creating, 195–202
deleting, 198
emergency recovery, 136
schemes, 188–195

existing systems in, 
191–192, 191

planning, 193–195
space requirement 

estimates in, 192
x86, 189–190

table examination, 162, 
197–198

passwords, 313–315
account, 29–32
bases for, 315–316
BIOS, 61
login, 4
protecting, 317–318
Samba, 277–278
server access, 301
SSH servers, 284

PATA (Parallel ATA) disks, 78
$PATH variable, 42–43
PCI bus

data checking for, 68
timing options for, 60

peer-to-peer configurations, 272
percent signs (%) in Vi, 27
performance, 163

CPU, 164–165
disk, 80–83, 166–167
memory, 165–166
ongoing tests, 167–169

permissions
in file searches, 22
files and directories, 14–17

PermitRootLogin option, 282
personnel training, system log 

books for, 163
PIDs (process IDs), 140–142, 146
ping command, 244–245
pipes, 33
piping, 37–38
planning partition schemes, 

193–195
PnP (Plug and Play) technology

for hardware conflicts, 72
for IRQs, 63

POP protocol, 260
port numbers, 237–238
Portage package system, 125
power management, 88

ACPI, 90–91
APM, 90
BIOS options for, 60

for hard disks, 91–92
kernel support for, 89–90

primary boot loaders, 223
primary partitions, 190, 195
printers and printing

CUPS for
adding printers with, 

285–290, 288
documentation for, 

179–182, 180, 182
GUI tools for, 294–296, 295
lpc for, 294
lpq for, 293
lpr for, 292–293
lprm for, 293–294
network, 290–292

priority
process, 143–146
system log messages, 171

pristine code, 124
privileged ports, 238
privileges, superuser, 9
/proc filesystem, 63–65, 251
process IDs (PIDs), 140–142, 146
processes, 137–138

listing, 139–141, 141
priority, 143–146
system loads, 138–139
terminating, 141–143

product IDs, 75
programs

connected to networks, 247
environment variables for, 

40–41
installing, 124–126

compiling, 126–127
obtaining, 126
process, 127–128
testing, 128–129

launching, 145–146
Web documentation for, 185

prompts
command line, 3
shell environment, 39–40

Protocol option
for inetd server, 254
for mouse, 96
for SSH server, 282

protocol stacks, 233–234, 233
ps command

for process listings, 139–140
for super servers, 254
for udevd, 77
for XDMCP, 101

$PS1 variable, 39–40, 43
PubkeyAuthentication 

option, 283
pump client, 240
punctuation in passwords, 316
pwd command, 6
$PWD variable, 42
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Q
q command in Vi, 28
Query option for XDMCP 

clients, 105–106
querying packages

Debian, 122–123
RPM, 115–116

question marks (?) in Vi, 27
queues, printer, 292–294
quitting Vi, 28
quota command, 312
quotacheck command, 312
quotas, 310–312

R
r command in Vi, 28
RAM. See memory
random access backup 

devices, 130
raw printing, 292
rc-update tool, 151
read permission, 14–17
recovery

installation disks for, 
135–136

system log books for, 163
Red Hat distributions, 101
redirection, 33

input, 36–37
mail, 263–264
output, 35–36

refresh rates, 96–97
ReiserFS filesystem, 204
REJECT policy, 304–305
relay, sendmail as, 264–265
remount option, 211
removable disks, emergency 

systems on, 136
removable mounts, 131
renaming files, 13
renice command, 146
repquota command, 312
reserved blocks, 221
reset command, 6
resolving hostnames, 236–237
restart command, 152
restore strategy, 135–136
RhostsAuthentication 

option, 282
rm command

for files, 12–13
for links, 19–20

ro option
for mount, 211
for NFS, 274

root account, 5
root kits, 322

root partition, 193
root privileges, 9
root servers, 236
root_squash option, 274
rotating system log files, 

173–175
route command, 242–243, 

250–251
routers, 232, 236
routes and routing

checking, 246
configuring, 248–252, 248
tracing, 245–246

RPM Package Manager (RPM) 
packages, 112–114

deleting, 114
for documentation, 181
installing, 115
querying, 115–116
system updates in, 117–119
upgrading, 115
verifying, 116–117

RsaAuthentication option, 283
rules

local firewall, 303–307, 304
server access, 301

runlevels, 112, 147–148
changing, 148–150
services in, 150–152

rw option
for mount, 211
for NFS, 274

S
Samba, 275–279
SATA (Serial ATA) disks, 78
saving Vi changes, 28
schedules

for backups, 132
for jobs, 152–153

single, 157–158
system cron, 156
user cron, 154–156

for monitoring, 168
Screen section for X server, 95, 

98–99
script kiddies, 322
scripts, 44–45

commands in, 46–47, 49
conditional expressions in, 

49–51
functions in, 51–52
starting, 45–46
variables in, 47–49

SCSI (Small Computer System 
Interface) disks, 78–79

searches
command history, 7
file, 20–23
man pages, 179

system log files, 175
Vi, 27
Web, 185

Second Extended File System 
(ext2fs or ext2), 204

secondary boot loaders, 223
secure option for NFS, 274
security, 298

monitoring for breaches, 
319–322

network access. See networks
passwords for, 313–315

bases for, 315–316
protecting, 317–318

user-level restrictions, 
309–313

security option for Samba, 
276–277

SecurityFocus Web site, 320
sed command, 47
selectors for system log files, 171
sendmail.cf file, 260–262
sendmail program, 258

configuration files, 260–262
as relay, 264–265

Sentry Tools package, 175
sequential access backup 

devices, 130
Serial ATA (SATA) disks, 78
Server Message Block/Common 

Internet File System 
(SMB/CIFS), 206

Server name field, 255
ServerFlags section, 95
ServerLayout section, 95
servers

access rules for, 301
file sharing, 272–273

NFS configuration, 
273–275

Samba configuration, 
275–279

mail. See mail servers
shutting down, 300–301
SSH, 280–281

configuring, 281–284
keys for, 284–285

super, 252–254
configuring, 254–257
identifying, 254
testing, 257

Web, 266–267
Apache configuration, 

268–269
directories for, 267–268
domain configuration, 

269–270
user Web page 

options, 271
XDMCP, 99–102

Service name field, 254
services in runlevels, 150–152
shadow password system, 30
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shared directories, 11
shares in NFS, 273
shell environment, 38–39

environment variables in, 
40–42

prompt for, 39–40
$SHELL variable, 42
shells, 2–3

for accounts, 31
history, 7

shutdown command, 10, 149
shutdown scripts, 42
shutting down servers, 300–301
SIGHUP signal, 102
Simple Mail Transfer Protocol 

(SMTP) server, 258, 260
site-specific partitions, 194
Slackware distributions, 102
slashes (/)

in job schedules, 155
in Vi, 27

slocate program, 22
Small Computer System 

Interface (SCSI) disks, 
78–79

SMART_HOST feature, 265
smart relays, 265
SMB/CIFS (Server Message 

Block/Common Internet 
File System), 206

smb.conf file, 275–279
smbpasswd command, 277
SMTP (Simple Mail Transfer 

Protocol) server, 258, 260
sniffers, 315
social engineering, 315
Socket type field, 254
soft CPU and memory limits, 312
soft links, 19–20
soft quota limits, 311
software, 112

for backups, 133
Debian packages. See 

Debian packages
installing, 124–126

compiling, 126–127
obtaining, 126
process, 127–128
testing, 128–129

processes, 137–138
listing, 139–141, 141
priority, 143–146
system loads, 138–139
terminating, 141–143

RPM Package Manager. See 
RPM Package 
Manager (RPM) 
packages

runlevels, 147–148
changing, 148–150
services in, 150–152

scheduling jobs, 152–158
system backups. See system 

backups

spam, 259
speed

interface, 81
USB devices, 75

square brackets ([]) for 
conditions, 50

squashing in NFS, 274
ssh-keygen command, 284
SSH servers, 280–281

configuring, 281–284
keys for, 284–285
with local firewalls, 307

stand-alone firewalls, 307–309
standard error stream, 35, 37
standard input stream, 35
standard output stream, 35, 37
startkde file, 108–109
startx command, 99
startxfce4 file, 108
stateful inspection, 307
static IP address configuration, 

241–243
status of networks, 246–247
stderr stream, 35, 37
stdin stream, 35
stdout stream, 35, 37
streams, 33, 35
su command, 9
summary searches in man 

pages, 179
Super DLT format, 131
super servers, 252–254

configuring, 254–257
identifying, 254
testing, 257

superuser account, 5
superuser privileges, 9
swap space

adding, 216
displaying, 166
for filesystems, 207–208
partitions for, 194

swapoff command, 208
swapon command, 207–208
swapping hardware, 93
symbolic links, 19–20
symbols in kernel, 88
sync option for NFS, 274
Synopsis section for man 

pages, 178
sysklogd package, 170
syslogd logger, 170
system backups, 129–130

commands for, 134–135
hardware for, 130–131
restore strategy for, 135–136
schedules for, 132
software for, 133

system checks, log books for, 163
system cron jobs, 156
system documentation, 176–178

CUPS, 179–182, 180, 182
man pages, 178–179
online, 183–186

system loads, checking, 138–139
system log books, 160–161

adding entries to, 162
starting, 161
uses for, 163

system log files, 169–170
options for, 171–172
reviewing, 175–176
rotating, 173–175

system loggers, 169–170
system performance, 163–164

CPU, 164–165
disk, 166–167
memory, 165–166
ongoing tests, 167–169

system reproduction, log books 
for, 163

system updates, 117–119, 
123–124

T
Tab key for command 

completion, 7
tape formats, 131
tar program, 133–134
TCP (Transmission Control 

Protocol)
connection support by, 234
wrappers for, 302–303

TCP/IP (Transmission Control 
Protocol/Internet 
Protocol), 230–231

hardware for, 231–233
hostname resolution in, 

236–237
network addresses in, 

234–236
port numbers for, 237–238
protocol stacks, 233–234, 233

telinit command, 148–149
$TERM variable, 43
TERM signal, 142
terminating processes, 141–143
text editors

invoking, 8
selecting, 40–41
Vi, 23–24

modes in, 24–25
procedures in, 25–28, 26
saving changes in, 28

text files
editing, 23–28, 26
examining, 6

text-mode logins, 4
Third Extended File System 

(ext3fs or ext3), 204
tildes (~)

for home directory, 6
in Vi, 25, 27
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time stamps
for system log files, 176
in verifying packages, 117

times in job scheduling, 155, 157
tin program, 185
TLDs (top-level domains), 236
/tmp partition, 193
top command, 140–142, 141
top-level domains (TLDs), 236
traceroute command, 245–246
tracing routes, 245–246
training, system log books 

for, 163
Transmission Control Protocol 

(TCP)
connection support by, 234
wrappers for, 302–303

Transmission Control 
Protocol/Internet Protocol. 
See TCP/IP (Transmission 
Control Protocol/Internet 
Protocol)

transport-layer protocols, 234
transposing command text, 8
Tripwire program, 321–322
trusted hosts security 

model, 273
tune2fs tool, 220–221
tuning filesystems, 220–221
tunneling through SSH, 280
tw.cfg file, 321
tw.pol file, 321

U
u command in Vi, 27
udev filesystem, 79
udev rules file, 75–76
udevd process, 76–77
UDF (Universal Disc Format) 

filesystem, 206
UDP (User Datagram 

Protocol), 234
UFS (Unix File System), 205
UID numbers for accounts, 

30–31
uid option for mount, 211
umask option, 212
umount command, 212–213
uname command, 227
uncompressing kernel, 84
undo in Vi, 27
United States Computer 

Emergency Readiness 
Team, 320

Universal Disc Format (UDF) 
filesystem, 206

Unix File System (UFS), 205

unmounting filesystems, 
212–213

unpacking software, 126
unprivileged ports, 238
updatedb command, 22
updates

software, 321
system, 117–119, 123–124

upgrading packages, 115, 
121–122

uptime command
for job schedules, 155
for system load data, 138

Urpmi tool, 118
USB devices, 73–74

data checking for, 68
hot-plug configuration for, 

75–77
identifying, 74–75

Usenet newsgroups, 185, 321
user-controlled mounts, adding, 

217–218
user cron jobs, 154–156
User Datagram Protocol 

(UDP), 234
User field for inetd server, 255
user-level security restrictions, 

309–313
user option for mounts, 217
$USER variable, 42
user Web page options, 271
useradd command, 30–32
userdel command, 32
UserDir line, 271
usermod command, 32–33
usernames

for logins, 4
for server access, 301

users
accounts for. See accounts
quotas for, 310–312

users option for mounts, 217
/usr partition, 193
/usr/local partition, 193
/usr/portage partition, 193
UTC (Coordinated Universal 

Time), 59

V
/var partition, 193
/var/log directory, 152
variables

environment, 38
list of, 41–42
permanent, 41–42
program-specific, 40–41

script, 47–49

vendor codes for USB devices, 
75

Vendor Web pages, 185
verifying

disks, 201
packages, 116–117

versions, kernel, 87
vertical bars (|) for pipes, 37
VertRefresh option, 96–97
Vi editor, 23–24

modes in, 24–25
procedures in, 25–28, 26
saving changes in, 28

video, configuring, 97–98

W
w command in Vi, 28
Wait/no wait field, 255
Web-based CUPS utilities, 

288–290, 288
Web documentation for 

programs, 185
Web forums, 185
Web searches, 185
Web servers, 266–267

Apache configuration, 
268–269

directories for, 267–268
domain configuration, 

269–270
user Web page options, 271

whatis file, 5–6
whereis program, 22–23, 181
while loops, 50–51
widget sets, 106
wildcards with find, 21
Window managers, 106
wireless networking, 232
workgroup names, 276
working directories, 6
world permissions, 14–17
wq command, 27
wrappers

TCP, 302–303
yum, 114

write permission, 14–17

X
X Display Manager (XDM), 99, 

102–103
X Display Manager Control 

Protocol (XDMCP) tool
clients, 104–106, 105
servers, 99–102
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X systems
day-to-day operations, 

106–110, 110
logins, 99–100

GDM, 104
KDM, 103–104
XDM, 102–103
XDMCP, 100–101
XDMCP clients, 

104–106, 105
options, 92–99

X Window System, 92–94
basics, 94–95
for logins, 4
monitor configuration, 

96–97
mouse configuration, 95–96
screen configuration, 98–99
testing changes, 99
video configuration, 97–98

X11Forwarding option, 283
x86 disk partitioning, 189–190
XDM (X Display Manager), 99, 

102–103
XDMCP (X Display Manager 

Control Protocol) tool
clients, 104–106, 105
servers, 99–102

XFce environment, 107
XFree86 server, 94
XFS (Extents File System), 204
xinetd server, 253–254

for access restrictions, 
301–302

configuring, 256–257
XPde environment, 107
.xsession script, 107
xterm windows, 4, 4

Y
Yellow Dog Updater, Modified 

(yum) packager, 113
system updates for, 118–119
upgrading, 115
wrappers, 114

yy command in Vi, 26

Z
ZAxisMapping option, 96

83484.book  Page 335  Monday, September 18, 2006  8:58 AM


