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Note to the Reader: Page numbers in bold indicate the principle discussion of a topic or the definition

of a term. Page numbers in italic indicate illustrations.

A

Account Policies, 188, 234-235
“Action on server disconnect” setting, 412
Active Directory, 36, 51-52, See also domain; OUsj site
Active Directory Users and Computers
Computers folder, 36
creating new OUs, 133
delegating control using
adding users to Server Operators groups, 38
GPO linking, 40-41, 41
GPOs, 37-38, 37
OU Admins access to create GPOs, 41-42
versus GPMC, 20-22, 21
integrating with GPMC in MMC, 19, 21
moving users/computers into OUs, 47-48,
47,133
Users folder, 36
Active Directory-based Group Policy. See GPOs
“Add Administrators security group to roaming
user profiles” setting, 356, 362
Add/Remove Programs, 465, 470, 472
Administrative Templates, 207-231
admX (ADM template comparison) utility, 529
custom ADM templates, 210, 219-221, 221
default ADM templates, 209, 210-211
defined, 207
filtering scope of, 55-57, 56
how clients process, 177-178
InetESC.adm template, 530
managing
automatic updates, 228-230
to ensure proper GPMC reports, 227-228,
228,229
GPO creation and, 225
GPO edits/updates and, 225-227
options for, 224
overview, 223-224, 224
third-party tools for, 535
use of local ADM files for GPO Editor,
228-230
Windows 2000 SP4/XP SP1 and, 226
with Windows XP management
workstations, 227-228, 228

not to use with Windows 2000/2003
Office 2000 NT/95 templates, 217-218
overview, 217
Windows NT templates, 218-219
old-style preferences in
defined, 208
versus policies, 208-209
viewing, 221-223, 221-223
over slow links, 119
overview, 179, 231
troubleshooting, 230-231, 230
vendor-supplied ADM templates
defined, 209-210
Microsoft Corporate Error Reporting, 216
in Microsoft Office, 211-215, 214-215
Microsoft Software Update Services, 216
Raxco PerfectDisk 6, 217
Troglodite SendTo, 216-217
warning, 212
WinAbility AB Commander, 217
warnings, 220, 222
where stored, 178
“Administratively assigned offline files” setting,
413-414, 414-415
ADSI Edit snap-in, 510
“Allow Admin to install from Terminal Services
session” setting, 479
“Allow cross-forest user policy/roaming user
profiles” setting, 137-144, 138, 143-n 144, 351
“Allow or disallow use of Offline Files” setting,
417-418
“Allow processing across a slow network
connection” setting, 125-129, 127, 469, 470
“Always install with elevated privileges™ setting,
476-477, 481, 481
“Always use local ADM files for GPO Editor”
setting, 129, 228-230
“Always wait for network at computer startup/
logon” setting, 110
Anderson, Christa, 137
Application Data folder, 385-386
“Apply policy to removable media” setting, 430
assigning applications. See GPSI
asynchronous processing, 104, 110
“At logoff delete local copy of user's Offline Files”
setting, 419
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auditing. See security

Authenticated Users, computers as, 70

Authentication modes in cross-forest trusts,
143-144, 143-144

Auto-Install, 433, 444, 447

“Automatically log off users when logon time
expires” setting, 235

B

background refresh. See Group Policy processing
backing up GPOs, See also GPMC
GPO links warning, 93
overview, 90-92, 91
and restoring, 92-94, 94
and restoring via scripts, 314-317
using scripts, 312-313
backing up WMI filters, 94
BIGINFO tool, 137
blocking GPO inheritance, 65, 65-66, 180
Boswell, Bill, 70, 291

C

“Cache transforms in secure location on
workstation” setting, 479
Cachemov.exe, 409
calculating RSoP. See RSoP
CCM (Change and Configuration Management),
370, 371, 493-494
CER (Corporate Error Reporting) ADM
templates, 216
Certificate rules, 264
client-side extensions (CSEs), 163, 174, 174-177
CNs (Common Names), 157
Cogswell, Bryce, 326
Computer Configuration node GPO settings,
See also Group Policy
processing; Offline Files; User node
for changing GP processing behavior, 122-144,
127,138, 143-144
Computer node, defined, 3, 4-5
Enabled/Disabled options, 46,49, 179-180, 180
filtering in Administrative Templates, 55-57, 56
Not Configured option, 46, 49
for Offline Files, 410-421, 411, 413-417
for reverting Windows XP to 2000 processing, 110
for Roaming Profiles, 351-357, 352, 358
tools for finding, 532
for Windows Installer Service, 475-480, 476
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computers, See also Active Directory Users and
Computers
assigning applications to, 439
as Authenticated Users, 70
limit on users adding, 508-510
moving to other OUs
finding and, 47-48, 47, 133
GP processing when, 102-103, 117
overview, 87
troubleshooting, 185-186, 186
permissions for, 509
setting for specific printers, 132-133
“Configure slow link speed” setting, 421
“Connect home directory to root of the share”
setting, 361-362
“Create new GPO links disabled by default”
setting, 121
cross-domain GPO linking, 11, 154
cross-forest trusts. See Group Policy processing
CSEs (client-side extensions), 163, 174, 174-177

D

DCs (Domain Controllers), 168-169
“Default cache size” setting, 418
Default Domain Controllers Policy. See security
Default Domain Policy. See security
Default Domain User Profile, 338-339, 338-339
Default Local User Profile, 334-337, 336-337
“Default name for GPOs” setting, 121
“Default quota limit and warning level” setting,
429,429
The Definitive Guide to Windows Installer
Technology for System Administrators
(Moskowitz), 438
delegating control, See also permissions
using AD Users and Computers
adding users to Server Operators groups, 38
GPO linking, 40-41, 41
GPOs, 37-38, 37
granting OU Admins access to create GPOs,
41-42
using GPMC
filtering GPO scope, 69-77, 71-73, 75-76
GPO creation rights in domains, 78-79, 79
GPO operation permissions, 79-81, 79
overview, 68-69
testing delegation, 39-40, 40
user permissions on existing GPOs, 77-78, 77
who can apply WMI filters to GPOs, 81,
82, 82
WMI filter creation, 81-82, 81
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Delegation of Control Wizard, 37-38, 37
Delegation tab in GPMC, 55, 73, 73-74, 77,
77-81, 79
“Delete cached copies of roaming profiles” setting,
353-354
deleting
GPOs, 62, 63-65, 63-64
links to GPOs, 62-63, 63
OUs, warning, 21
Delprof tool, Microsoft, 531
Deny attribute
filtering GPO scope with, 74-77, 75-76
in troubleshooting GP, 181
warning, 142
Desktop folder redirection, 384-385, 385
Details tab in GPMC, 54
Dfs (Distributed File System), 436
diagnostic logging, 201
digitally signed . EXEs, Software Restriction Policies
and, 266-267
“Disable IE security for Windows Installer scripts™
setting, 477
“Disable Windows Installer” setting, 476, 476
Disabled option for policy settings, 46, 49,
179-180, 180
disabling
GPO links, 60, 60
GPOs, 60-62, 62
loopbacks, 141-142
“Disallow interactive users from generating RSoP
data” setting, 122, 124
“Disk Quota policy processing” setting, 129
Disk Quotas. See Intellimirror
Display Names, 157
DNS configuration in troubleshooting GP, 183, 188
DN (Distinguished Names), 157
DNS names, getting via scripts, 297-298
“Do not allow Windows Messenger to be run”
setting, 3, 3
“Do not apply during periodic background
processing” setting, 124-129
“Do not automatically make redirected folders
available offline” setting, 417
“Do not check for user ownership of Roaming
Profile folders” setting, 352-353
“Do not detect slow network connection” setting,
354, 355
document invocation, 433, 444, 447
documenting
GPO linking using scripts, 303-305, 307
GPO settings using scripts, 308-310
GPOs/GPO links, 93, 98, 99
WMI filter links, 303, 306-307

domain level, See also Active Directory
applying GPOs at, 6, 31-34, 32, 34
checking computer trust to, 186
delegating GPO creation rights at, 78-79, 79
getting DNS names using scripts, 297-298
getting information using scripts, 298-299
inside GPOs at, 154
overview, S
root domains, 153

E

“effective” policies, 241-243, 242, 244

“EFS recovery policy processing” setting, 128

“Enable disk quotas” setting, 428

“Enable user to browse for source while elevated”
setting, 478

“Enable user control over installs” setting,

478

“Enable user to patch elevated products” setting,
478

“Enable user to use media source while elevated”
setting, 478

Enabled option for policy settings, 46, 49,
179-180, 180

“Encrypt the Offline Files cache” setting, 420

“Enforce disk quota limit” setting, 429

“Enforce show policies only” setting, 122

Enforced function, 66, 66—-67, 180, See also
forcing

“Event logging level” setting, 416, 416

Event Viewer logs, 200, 200-201

“Excluding directories in roaming profile” setting,
360-361, 361

F

Fast Boot. See Windows XP Fast Boot

fast connectivity, 121, 123

“Files not cached” setting, 418-419

Filtering dialog box, 221-222, 221

filtering GPO scope, See also GPMC; WMI
Administrative Templates GPOs, 55-57, 56
choosing approaches to, 76
using Deny permission, 74-77, 75-76
overview, 69-71
using Security groups, 71-74, 71-73, 75-77,

76,169

testing filters, 72-73
warning, 74
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finding, See also searching
GUIDs, 508
policy settings, 532
users/computers, 47-48, 47, 133
“Folder Redirection policy processing” setting,
126, See also Redirected Folders
forcing, See also enforce
background refresh, 111-112
background wallpaper, 136-137
GPO refresh using scripts, 326-327
Mandatory Profiles, 366-367, 367
security GPOs on clients, 116-117
Windows XP to act like 2000, 110
Ford, Jerry Lee, 292

G

Globally Unique Identifiers. See GUIDs
GP.CHM help file, 532
GPCs (Group Policy Containers)
attributes, 157, 163-165
defined, 156
overview, 155
troubleshooting replication of, 182-183
verifying in sync with GPTs, 167-172,170-171
viewing using AD Users and Computers,
157-159, 158
viewing using LDP tool, 163-165
GPInventory tool, 530, 530
GPMC (Group Policy Management Console),
12-29, 53-99, See also GPOs; scripting
versus AD Users and Computers, 20-22, 21
adjusting views within, 22-23, 22
backing up GPOs
GPO links warning, 93
overview, 90-92, 91
and restoring, 92-94, 94
backing up WMI filters, 94
changing GPO precedence, 57-58, 58
“clean up” older GPOs message, 18
computers as Authenticated Users and, 70
creating GPOs with
and linking at OU level, 42-44, 43
new GPOs in OUs, 45-46, 46
using new interface, 14, 26-29, 27-29
using old interface, 12-14, 12-13
creating OUs in, 35
defined, 6, 15
delegating control
applying WMI filters to GPOs, 81, 82, 82
filtering GPO scope, 69-77, 71-73, 75-76
GPO creation rights in domains, 78-79, 79
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GPO operation permissions, 79-81, 79
overview, 68-69
user permissions on existing GPOs, 77-78, 77
WMI filter creation, 81-82, 81
documenting GPOs/links, 93, 98, 99
ensuring proper GPMC reports, 227-228, 228,
229
filtering GPO scope
Administrative Templates GPOs, 55-57, 56
choosing approaches to, 76
using Deny permission, 74-77, 75-76
overview, 69-71
using Security groups, 71-74, 71-73,
75-77, 76, 169
testing filters, 72-73
warning, 74
function compatibility table, 97
GPO/link tabs
defined, 53
Delegation, 55, 73-74, 73, 77-81, 77,79
Details, 54
Scope, 53-54, 71-73, 71-72,75-77, 76
Settings, 54-55
warnings, 54, 55
GPOs/links, what can be done on, 67-68
Group Policy Inheritance tab, 83, 83
Group Policy Modeling Wizard, 87-90, 89
Group Policy Results Wizard
defined, 84, 85
Policy Events tab, 86, 87
requirements, 85
Settings tab, 86, 86
Summary tab, 85, 85
icons, 96
installing
overview, 15-16
prerequisites, 17-18
results of, 18-20, 20
with SP1, 16
warning, 16
on Windows 2003, 17-18
on Windows XP, 17-18
integrating with AD Users/Computers in
MMC, 19, 21
link warning message, 26, 59, 59
migrating GPOs between domains
copy operation, 522-523, §22-523
copy/import with migration tables,
527-528,527
drag-and-drop and, 524-525
import operation, 524-526, 526
overview, 521
warnings, 523, 524-525
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overview, 1, 7, 12, 20
RSoP calculations with
overview, 83-84, 83
warnings, 87, 88
what-if calculations, 87-90, 89
whats-going-on calculations, 84-87, 85-86
searching for GPOs with, 95-96, 95
stopping GPOs from applying
by blocking inheritance, 65-66, 65
by deleting GPOs, 62, 63-65, 63-64
by deleting links to, 62-63, 63
by disabling, 60-62, 62
by disabling links to, 60, 60
overview, 60
reasons for, 61
trumping stops, 66—67, 66
warnings, 63, 64
tips, 98-99
viewing GPOs in, 23-24, 23-24
warnings, 21, 26, 59, 59
GPMonitor tool, 529, 529-530
GPO Editor
applying settings, 25
filtering settings, 55-57, 56
loading by hand, 2-3, 3
using local ADM files for, 228-230
opening, 4, 13, 13, 28, 28
GPO version numbers
defined, 106, 157
overview, 116
troubleshooting GPCs/GPTs with, 167-168,
171-172
GPOs (Group Policy Objects), See also GPMC;
scripting; troubleshooting
applying at domain level, 31-34, 32, 34
applying at OU level
adding users to Server Operators groups, 38
creating/linking GPOs, 42-46, 43, 46
delegating GPO linking, 40-41, 41
delegating management control, 37-38, 37
finding/moving computers/users into OUs,
47-48,47
granting OU Admins access to create GPOs,
41-42
overview, 34
preparing to delegate control, 34-37, 35
redirecting new users/computers to OUs, 36
strategies for, 44-45
testing GP management delegation, 39, 40
warning, 48
applying at site level, 29-31, 30
changing DCs to write GPOs to, 168-169

GPMonitor tool — GPSI 541

creating
ADM templates and, 225
with GPMC, 26-29, 27-29
in Loopback-Replace mode, 134, 134
using scripts, 310-312
default GPOs, 13, 24
defined, 6
delegating control of, See also GPMC
using AD Users and Computers, 37-38, 37
GPO linking, 40-41, 41
editing, 225-227
examples, 8-9, 8, 23-26, 23-25
GPO containers, 151-152, 152
inheritance, 6-7, 11
linking
cross-domain linking, 11, 154
defined, 7-8
delegating, 40-41, 41
deleting, 62-63, 63
disabling, 60, 60
documenting, 93, 98, 99
documenting using scripts, 303-305, 307
Linking GPOs permission, 79, 80
at OU level, 42-44, 43
using scripts, 310-312
warnings, 26, 93
Local GPOs, 2-4, 3, 6, 150-151
overview, 2
Resultant Set of Policy
defined, 9
at domain level, 10
examples, 11
at OU level, 10
at site level, 10
updating, 225-227
verifying changes to, 48
warnings, 30, 31
Gpotool.exe, 169-171, 170, 529
GPResult.exe, See also Group Policy Results Wizard
troubleshooting Redirected Folders, 387-388,
387
troubleshooting RSoP calculation
overview, 189
remote calculation, 196-197
warnings, 190, 191, 196, 197
for Windows 2000 clients, 189-190
for Windows 2003/XP, 190-197
GPSI (Group Policy Software Installation),
431-491, See also Intellimirror
Advanced (assign/publish) Properties
Categories tab, 457
Deployment tab, 451-456, 451-454
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General tab, 450-451

Modifications tab, 458-461, 458, 460
overview, 450

Security tab, 461, 462

Upgrades tab, 456-457, 457
warnings, 455, 461

by assigning or publishing

assigning to computers/users, 439

assigning over slow links, 470-472, 471

creating .zap files, 446-447

creating/editing GPOs for, 441-444,
443-444

isolating for intended use, 449-450, 450

licensing agreements and, 442

.msi package-targeting strategy, 441

.msi versus .zap files, 446

.mst files and, 458-461, 458, 460

overview, 439

publishing to users, 440

publishing .zap files, 447

rules for, 440

testing assigning, 444-446, 445

testing publishing, 448-449, 448

testing .zap files, 447, 448

warnings, 443, 445, 449

Auto-install, 433, 444, 447

background refresh exemption, 106-107
defined, 431-432

document invocation, 433, 444, 447
using over slow links

options for, 469-470, 469
overview, 119, 469

warning, 470, 472

in Windows 2000, 470-472, 471
in Windows 2003/XP, 472

overview, 431, 490-491
removing applications

automatically, 465-466

forcefully, 466-468, 467

manually, 465, 472

.msi applications, 465-468, 466-467
overview, 465

troubleshooting, 468-469, 469
warning, 468, 472

.zap applications, 468

Software Installation policy processing setting,

125-126, 469, 470

Software Installation Properties

Advanced tab, 463-464, 463
Categories tab, 465

File Extensions tab, 464, 464
General tab, 462, 463
overview, 461-462

versus Systems Management Server
and coexisting, 490
overview, 487-488
patch management, 490
remote control, 488
software deployment, 489
software inventory, 488
software metering, 489

using Windows Installer Service

Administrative Installations, 435-436, 437
Computer node GPO settings, 475-480, 476

creating .msi packages, 438
defined, 432-433
installation rollback, 433-434

installing .msi packages, 434-436, 437,473
.msi repackaging tools, 536.msi packages,

defined, 433-434
.msi versus .zap files, 446
MSIEXEC tool, 473-475, 475
normal shares versus Dfs, 436

patching distribution points, 474-475, 475
removing .msi files, 465-468, 466467

repairing applications, 473-474
securing shared folders, 436

software distribution share setup, 434-435

uninstalling .msi files, 433-434, 467

User node GPO settings, 475, 480-481, 481

warning, 478
Windows XP Fast Boot and, 108-109
GPTs (Group Policy Templates)
defined, 156
troubleshooting replication of, 182-183

verifying in sync with GPCs, 167-172, 170-171

viewing in SYSVOL, 165-167, 165
GPUpdate command, 111-112, 116-117

Group Policy, See also Computer node; GPOs;

User node
categories, 1-2, 174
Disabled option, 46, 49
Enabled option, 46, 49
levels of, 6
Local Group Policy, 2-4, 3, 6, 150-151
Not Configured option, 46, 49
overview, 1
versus preferences, 208-209
third-party tools for, 533-536
tips, 51-52
tools from Microsoft
Active Directory Monitor, 529
admX, 529
Delprof, 531
GPlInventory, 530, 530
GPMonitor, 529-530, 529
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GPOTOOL, 169-171, 170, 529
InetESC.adm template, 530
overview, 528
WinPolicies, 531, 531
warning, 2
what looks like but is not, 50-51, 51
versus Windows NT 4 System Policy, 208-209
“Group Policy Domain Controller selection”
setting, 121, 169
Group Policy Inheritance tab, 83, 83
Group Policy Modeling Wizard, 87-90, 89
Group Policy processing behavior, 101-148
asynchronous processing, 104
background refresh processing
checking GPO version numbers, 106
defined, 104-105
forcing using scripts, 326-327
forcing on Windows 2000 clients, 111
forcing on Windows XP/2003 clients,
111-112
preventing, 105
refresh exemptions, 106-107
refresh intervals, 104
for Windows 2000/2003 Domain
Controllers, 102, 106
for Windows 2000/2003 member servers,
102, 105-106
for Windows XP member servers, 107-110
Computer node settings to affect
Allow cross-forest user policy/roaming user
profiles, 137-144, 138, 143-144
Always use local ADM files for GPO Editor,
129
Disallow interactive users from generating
RSoP data, 124
Disk Quota policy processing, 129

Turn off background refresh of GP, 122
Turn off RSoP logging, 123

warning, 125

Wireless policy processing, 128-129

in cross-forest trusts

Authentication modes, 143-144, 143-144
defined, 137-138, 138

disabling loopbacks during, 141-142
limitations, 138

loopbacks across, 140

warning, 142

in Windows 2000, 140-141, 142

in Windows 2003 Server, 139-140, 143
in Windows XP (no SP/with SP1), 139, 142
in Windows XP (with SP2), 141, 143
Windows XP/2003 additions, 351, 351

initial policy processing

defined, 102

overview, 103

in Windows 2000, 103-104
in Windows XP, 104

loopback processing

in cross-forest trusts, 139-142

defined, 130

disabling, 141-142

forcing background wallpaper, 136-137

Merge mode, 131, 132-133

Replace mode, creating GPOs with, 134, 134

Replace mode, defined, 131

Replace mode example, 136-137

Replace mode for Terminal Services, 135,
135,137

Replace mode, verifying, 134-135

setting computers to printers, 132-133

troubleshooting, 186

warning, 133

EFS recovery policy processing, 128
Folder Redirection policy processing, 126
GP refresh interval for computers, 123

overview, 101-103, 147-148
via remote access or slow links, 118-120, 118
security policy processing

GP refresh interval for Domain Controllers,
123

GP slow link detection, 123

Internet Explorer Maintenance policy
processing, 125

IP Security policy processing, 127-128, 127

loopback processing mode, 123, 130-137,
134-135

overview, 122

Registry policy processing, 124-125

Remove users ability to invoke machine
policy refresh, 124

Scripts policy processing, 126

Security policy processing, 127

Software Installation policy processing,
125-126

%

background refresh, 114

defined, 102, 127

exploit examples, 113-114, 114

forcing on clients manually, 116-117

GPO version numbers and, 116

nonsecurity GPOs mandatory reapply,
115-116

overview, 112-113

for Windows 2000/2003/XP, 114-115

synchronous processing, 103-104
User node settings to affect

Create new GPO links disabled by default,
121

Default name for GPOs, 121

Disallow interactive users from generating
RSoP data, 122

e



%% é 4298cINDX.fm Page 544 Monday, February 23,2004 1:04 PM

544 “Group Policy refresh interval...” — “Log event when quota...”

Enforce show policies only, 122
GP Domain Controller selection, 121, 169
GP refresh interval for users, 121
GP slow link detection, 121
overview, 120
Turn off automatic update of ADM files,
122
warnings, 117, 118
when intermixing with NT 4 System Policy,
145-147, 146
when moving users/computers to other OUs,
102-103, 117
“Group Policy refresh interval for computers”
setting, 123
“Group Policy refresh interval for Domain
Controllers”setting, 123
“Group Policy refresh interval for users” setting,
121
Group Policy Results Wizard, See also GPMC;
GPResult
defined, 84, 85
Policy Events tab, 86, 87
requirements, 85
Settings tab, 86, 86
Summary tab, 85, 85
Group Policy Settings Reference, 99
“Group Policy slow link detection” setting, 121,
123, 469
Guest account profiles, 351
GUIDs (Globally Unique Identifiers)
finding, 508
overview, 156, 156, 157
reason for, 518
of RIS machines, 501

initial policy processing. See Group Policy processing
“Initial reminder balloon lifetime” setting, 415
Installation Services, Remote. See RIS
Installation, Software. See GPSI
Installer Service, Windows. See GPSI
installing GPMC, 15-20, 20
Intellimirror, 369-491, See also GPSI; Offline Files;
Redirected Folders; user profiles, Roaming
Disk Quotas
background refresh exemption, 107
changing for specific users, 426-427, 427
defined, 421
exempting users from, 426-427, 427
file ownership and, 422-424
using GPOs to affect, 428-430, 428-429
groups and, 424
importing/exporting entries, 427-428
limit/warning options, 425-426, 425-426
over slow links, 119
strategies, 424-427, 425-427
evolution of, 369-370
limitations, 493
overview, 369, 430
Internet Explorer Maintenance policies, 119, 125,
255-256
“IP Security policy processing” setting, 127,
127-128

K

keying files, 438

H

Hash rules, 264, 264
“Help and Support System” in Windows XP,
197-198, 198

importing GPOs, 318-319

InetESC.adm template, 530

inheritance of GPOs
blocking, 65-66, 65, 180
overview, 6-7, 11
troubleshooting, 180

L

LDP tool, 163-165
licensing agreements, 442
“Limit profile size” setting, 357, 359-360,
359-360, 532
linking GPOs. See GPMC; GPOs
Local Group Policy, See also Group Policy
defined, 2, 150
editing, 2—4, 3
GPOs and, 6, 150
tips, 151
Local Profiles. See user profiles
local security policy, 241-243, 242
“Log event when quota limit exceeded” setting,
430
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“Log event when quota warning level exceeded”
setting, 430

log files. See troubleshooting

“Log users off when roaming profile fails” setting,
356

“Logging” setting, 479

logon status, in troubleshooting GP, 183-185,
184-185

logon/logoff scripts, 254-255

loopback processing. See Group Policy processing

M

Manage Group Policy links task, 37-38, 37
Mandatory Profiles. See user profiles
Mastering Windows Server 2003 (Minasi), 436
“Maximum retries to unload and update user
profile” setting, 356
Merge mode, Loopback, 131
Microsoft
ADM templates
Corporate Error Reporting, 216
in Office, 211-215, 214-215
Software Update Services, 216
application removal tools, 468-469, 469
Group Policy tools
Active Directory Monitor, 529
admX, 529
Delprof, 531
for finding GP settings, 532
GPlInventory, 530, 530
GPMonitor, 529-530, 529
GPOTOOL, 169-171, 170, 529
InetESC.adm template, 530
overview, 528
WinPolicies, 531, 531
.msi management tool, 473-475, 475
Office Resource Kit, 459
scripts, 328-329
user profile tools, 531-532
Microsoft Transform Files. See MST
Microsoft Windows 2000 Scripting Guide, 292
Microsoft Windows Installer Service. See GPSI
Microsoft Windows. See Windows
Microsoft WSH and VBScript Programming for the
Absolute Beginner (Ford), 292
Minasi, Mark, 436
MMC (Microsoft Management Console)
integrating GPMC with AD Users and
Computers in, 19, 21
loading Group Policy Snap-In, 2-3, 3
RSoP MMC Snap-In, 198-200, 198-199

Moskowitz, Jeremy, 291, 329
moving
client-side cache, 409
users/computers to other OUs
finding and, 47-48, 47, 133
GP processing when, 102-103, 117
overview, 87
troubleshooting, 185-186, 186
.msi packages. See GPSI
MSICUU tool, 468, 469
MSIEXEC tool, 473-475, 475
MSIZAP tool, 468
MST (Microsoft Transform Files), See also GPSI
applying to deployments, 460, 461
creating, 459, 460
defined, 458
removing from deployments, 460-461
My Documents. See Redirected Folders

N

nesting domain groups, 260

“Nondefault server disconnect actions” setting,
412, 413

Not Configured option for policy settings, 46, 49

NTUSER.DAT files, 332, 332, 340

0]

Office Resource Kit websites, 459
Offline Files, 388—405, See also Intellimirror
auto caching shares to use, 394-398, 396-397
client configuration of
the “do nothing” approach, 394-398,
396-397
manually on each client, 399-403,
399-401, 403
overview, 394
Roaming Profile shares and, 395
Computer node GPO settings, 410, 411,417-421
defined, 388-389
handler, 390
interface, 399-402, 399-401
making available, 390-394, 390-392
using over slow links
overview, 405
synching with public shares, 406407
synching with redirected My Documents, 406
in Windows 2000, 407
Windows XP Synchronization Manager,
407-409, 407
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Synchronization Manager and
defined, 389, 389-390
interaction with, 404-405
interface, 402-403, 403
limitations, 420
state transitions, 408
User/Computer node GPO settings
Action on server disconnect, 412
Administratively assigned offline files,
413-414, 414-415
Do not automatically make redirected
folders available offline, 417
Event logging level, 416, 416
Initial reminder balloon lifetime, 415
Nondefault server disconnect actions, 412,
413
overview, 410-411, 410-411
Prevent use of Offline Files folder, 413
Prohibit “Make Available Offline”, 416, 417
Prohibit user configuration of Offline Files,
411
Reminder balloon frequency, 415
Reminder balloon lifetime, 415
Remove “Make Available Offline”, 412
Synchronize all offline files before suspend,
411
Synchronize all offline files when logging
off, 411
Turn off reminder balloons, 414
warnings, 393, 418
Windows 2000/2003 servers and, 402
Offline Settings button, warning, 341, 341
“Only allow local user profiles™ setting, 357
“Only show configured policy settings”, 56-57,
56,56-57
“Only show policy settings that can be fully
managed”, 56, 57,122, 221-222, 221
OUs (organizational units), See also Active
Directory
applying GPOs at OU level
adding users to Server Operators groups, 38
creating/linking GPOs, 42-46, 43, 46
delegating GP management, 37-38, 37
delegating GPO linking, 40-41, 41
granting access to create GPOs, 41-42
and looking inside, 154
overview, 5, 6, 34
password/account policy, 188
preparing to delegate, 34-37, 35
redirecting users/computers to, 36
strategies for, 44-45
testing GP delegation, 39, 40
warning, 48

creating using AD Users and Computers, 133
creating using GPMC, 35
deleting, warning, 21
moving users/computers to other
finding and, 47-48, 47
GP processing when, 102-103, 117
overview, 87
troubleshooting, 185-186, 186
target computers/users in correct, 188-189

P

Password Policy, 188, 243-244, 243-244
Path rules, 264
PC Card adaptors, 501
PDC Emulator, 155-156, 155
permissions, See also delegating control
to create GPOs, 159-161, 160
to edit GPOs, 161-162, 161-162
Perform Group Policy Modeling Analyses, 79, 80
scripting, 319-325
in troubleshooting GP, 181, 387, 387
Policies keys in Registry, 208-209
PolicySettings.xls, 532, See also Computer node;
User node
Pre-boot eXecution Environment (PXE), 500-501
precedence of GPOs
changing, 57-58, 58
over Default Domain Policies, 236-238, 237
troubleshooting, 180
preferences
defined, 208
versus policies, 208-209
viewing in ADM templates, 221-223, 221-223
“Prevent removable media source for any install”
setting, 481
“Prevent use of Offline Files folder” setting, 413
“Preventing roaming profile changes from
propagating to server” setting, 357
printers, setting computers to use, 132-133
“Process even if the GPOs have not changed”,
125-129
profiles. See user profiles
“Prohibit “Make Available Offline”” setting, 416,
417
“Prohibit new task creation” setting, 46, 46
“Prohibit patching” setting, 477
“Prohibit rollback” setting, 477, 481
“Prohibit user configuration of Offline Files”
setting, 411
“Prohibit user installs” setting, 480
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“Prompt user when slow link is detected” setting,
355

publishing applications. See GPSI

PXE (Pre-boot eXecution Environment), 500-501

R

Raxco PerfectDisk 6 ADM templates, 217
Read Group Policy Results Data permission, 79,
80-81
Redirected Folders, 371-388, See also Intellimirror
Advanced redirection, 109, 381-383
Application Data folder, 385-386
background refresh exemption, 106-107
Basic redirection, 109, 372, 373-376, 374-376
defined, 371-372
Desktop folder, 384-385, 385
granting admin access to, 380-381
My Documents folder
overview, 372
redirecting, 373-376, 374-376
Roaming Profiles and, 345
synching with Offline Files, 406
testing, 383-384, 383-384
warning, 373
over slow links, 119
Settings tab options, 377-379, 378
share permissions, 373-374
Start Menu folder, 384-385, 385
Target tab options, 376-377, 376
troubleshooting
using GPResult, 387-388, 387
using log files, 388
overview, 386
permission problems, 387, 387
Windows XP Fast Boot and, 108-109, 386,
386
warnings, 373, 377, 378
refresh. See Group Policy processing
Registry
hacks for troubleshooting, 201-202, 202
Local Group Policy and, 151
modifying ADM templates in, 220-221, 221
NTUSER.DAT files in, 332, 332, 340
policies versus preferences and, 208-209
Software Restriction Policies in, 269-270, 270
“Registry policy processing” setting, 124-125
“Reminder balloon frequency” setting, 415
“Reminder balloon lifetime” setting, 415
remote access, GP processing via, 118, 118-120
Remote Access (RRAS), Routing and, 50-51, 51

remote control in GPSI versus SUS, 488
Remote Installation Services. See RIS
remote RSoP calculation, troubleshooting,
196-197
remote scripting, enabling, 326-327
“Remove dialog box for new source” setting, 477
“Remove “Make Available Offline”” setting, 412
“Remove users ability to invoke machine policy
refresh” setting, 124
removing applications. See GPSI
“Rename Administrator account” setting, 235
“Rename Guest account” setting, 235
Replace mode, Loopback, See also Group Policy
processing, loopback
creating GPOs with, 134, 134
defined, 131
example, 136-137
for Terminal Services, 135, 135, 137
verifying, 134-135
Replmon (Replication Monitor) tool, 171-172
restoring, Shadow Copies, 496-499, 497-498
restoring GPO backups, 92-94, 94, 314-317
Restricted Groups. See security
rights. See delegating control; permissions
RIS (Remote Installation Services)
automated RIS answer files
associating with images, 514-516, 515
creating, 513-514, 514
overview, 513
client components, 500-501
defined, 499
installing first clients
creating remote boot disks, 507
limit problem, 508-510
overview, 506
RIPrep tool and, 511-512, 512
steps in, S07-508
warning, 507
managing RIS servers
on Images tab, 505-506
on New Clients tab, 505, 506
overview, 505
on Tools tab, 506
overview, 493-494, 519
versus PXE, 507
PXE Boot ROM and, 500-501
server components, 499-500
setting up RIS servers
and authorizing, 504-505, 505
installing base images, 502-504, 503-504
loading RIS, 502
overview, 501-502
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User policy options
Automatic Setup section, 516-517, 517
Custom Setup section, 517-518
overview, 516, 517
Restart Setup section, 518
Tools section, 518-519
warnings, 500, 510
in Windows 2003, 500
Roaming Profiles. See user profiles
RRAS (Routing and Remote Access Service),
50-51, 51
RSoP (Resultant Set of Policy), See also GPOs
calculating with GPMC
overview, 83-84, 83
warnings, 87, 88
what-if calculations, 87-90, 89
what's-going-on calculations, 84-87, 85-86
defined, 9
at domain level, 10
examples, 11
at OU level, 10
at site level, 10
troubleshooting calculation
using GPResult, 189-197
overview, 189
using RSoP MMC Snap-In, 198-200,
198-199
remote calculation, 196-197
warnings, 190, 191, 196, 197
for Windows 2000, 189-190
for Windows 2003/XP, 190-197
using XP "Help & Support System",
197-198, 198
Russinovitch, Mark, 326

S

Scope of Management (SOM), 69, 295, See also
filtering
Scope tab in GPMC, 53-54, 71-73, 71-72,75-77,
76
scripting GPMC operations, 291-329, See also
GPMC
backing up GPOs, 312-313
using built-in scripts, 328-329
caveats on, 292
changing GPO permissions, 319-325
creating/linking new GPOs, 310-312
documenting GPO links, 303-3035, 307
documenting GPO settings, 308-310
documenting WMI filter links, 303, 306-307

%

examples of, 299-302

forcing GPO refresh, 326-327

getting DNS names, 297-298

getting domain/site information, 298-299

GPMC scripting object model, 294-295, 294

importing GPOs, 318-319
initial requirements for, 295-297
overview of, 15,291-292, 329
references on, 292-293
remote scripting, 326-327
restoring GPOs, 314-317
tools for, 293
warnings on, 291, 310
scripts, See also security
background refresh exemption, 107
logon/logoff scripts, 254-255
running over slow links, 119, 120
startup/shutdown scripts, 253-254, 254
"Scripts policy processing" setting, 126, 127
"Search order" setting, 481
searching, See also finding
for GPOs with GPMC, 95-96, 95
SECEDIT command
analyzing results, 284, 284
applying templates, 282, 283
configuring machines, 285-286
creating rollback templates, 285

forcing GPO refresh for Windows 2000, 111
forcing security GPOs for Windows 2000, 116

securing shared folders in Windows Installer
Service, 436
securing workstations with templates, 271-288

using Security Configuration and Analysis tool
analyzing results, 281-282, 283, 284, 284

applying templates, 282, 283

configuring machines, 285-286

creating baselines, 280

creating rollback templates, 285

defined, 280

loading MMC snap-in, 271-272, 272

overview, 271

running analyses, 280-281, 281

secedit tool and, 282, 283-286, 284

warnings, 280, 282

using Security Templates

applying with GPOs, 287-288, 288

built-in, modifying, 276, 277-279,
278-279

compatws template, 274-275

creating from scratch, 277, 277

DC security.inf template, 275

defaults, copying, 277

defaults, in Windows 2003/XP, 273-276

e
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defined, 272 overview, 256, 261

to disable services, 278, 278 warnings, 258, 260

Domain Controller .inf templates, 274 when settings get refreshed, 258-259

hisecdc template, 274 when settings take effect, 258

hisecws template, 275 scripts

incremental templates, 273-275 logon/logoff scripts, 254-255

loading MMC snap-in, 271-272, 272 overview, 252-253

overview, 271, 273 startup/shutdown scripts, 253-254, 254

to protect folder access, 278-279, 279 warnings, 253

securedc template, 274 Software Restriction policy

securews template, 275 advanced logging, 270

security.inf template, 275 defined, 261-262, 262

third-party sources of, 272, 276 digitally signed.EXEs and, 266-267

warnings, 273, 274, 279 over slow links, 119

XP Pro .inf templates, 274-275 Registry location, 269-270, 270
security descriptors, 320 rules, 263-265, 264-265
security exploits, 188 security levels, 262-263, 263
Security groups, filtering GPO scope, 71-74, setting up, 265, 265

71-73,75-77, 76, 169 testing on Windows XP, 266, 266
security, implementing with Group Policy, 233-271 troubleshooting, 269-271, 270
auditing undoing system lockout, 271

auditable events, 245-248 when Windows clients apply, 267-269, 268

centralizing audit logs, 245 Wireless Network policy, 256

default settings, 245, 245 security policy processing. See Group Policy

file access, 251-252, 252 processing
GPO change events, 248-251, 249-250 Settings tab in GPMC, 54-55
overview, 244-245 Shadow Copies
Default Domain Controllers Policy defined, 494
linked to DC OUs, 238-240, 239 delivering to clients, 496

overview, 233-234 overview, 493

repairing after modifying, 240-241, 241 restoring files, 496-499, 497-498

security settings, 239-240, 239 setting up on servers, 494-496, 495
Default Domain Policy shutdown/startup scripts, 253-254, 254

Account Policies in, 234-235 Single Instance Storage Groveler, 502

creating GPOs with precedence over, site level, See also Active Directory

236-238, 237 applying GPOs at, 6, 29-31, 30

linked at domain level, 234-238 checking configuration of, 187

modifying, 235-236, 236, 237, 238 defined, 5§

overview, 233-234 getting info on via scripts, 298-299

purpose of, 234 inside GPOs at, 152-153

repairing after modifying, 240-241, 241 slow links

security settings, 235 assigning applications over, 470-472, 471

warning, 236 GP processing via, 118-120, 118
designing versus implementing, 289-290 using GPSI over

"effective" policies, 241-243, 242, 244
Internet Explorer Maintenance policy, 255-256
local security policy, 241-243, 242

overview, 233, 288 in Windows 2003/XP, 472
Password Policy, 243-244, 243-244 using Offline Files over
resources on, 289 overview, 405

tweaking, 469-470, 469
warnings, 470, 472
in Windows 2000, 470-472, 471

Restricted Groups
AD group membership, 257-258, 258
local group membership, 259
nesting domain groups, 260

synching with public shares, 406407
synching with redirected My Documents, 406
in Windows 2000, 407

in troubleshooting GP, 186-187, 187
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“Slow network connection timeout for user
profiles” setting, 354-355
SMS (Systems Management Server). See GPSI

“Software Installation policy processing” setting,

125-126, 469, 470
Software Installation. See GPSI
Software Restriction policies. See security
Software Update Services (SUS), 216, 490
SOM (Scope of Management), See also filtering
defined, 69, 295
in documenting GPO links, 303-305
removing software outside, 465-466
SPOLSCONCEPTS.CHN help file, 55, 532
Start Menu folder redirection, 384-385, 385
startup/shutdown scripts, 253-254, 254
stopping GPO application. See GPMC
“Subfolders always available offline” setting,
419
Synchronization Manager. See Offline Files
“Synchronize all offline files before suspend”
setting, 411
“Synchronize all offline files when logging off”
setting, 411
synchronous processing, 103-104, 110
Systems Management Server. See GPSI
SYSVOL, viewing GPTs in, 165, 165-167

T

TCO (Total Cost of Management), 370, 493
templates. See Administrative Templates; GPTs;
securing
Terminal Services
versus Group Policy, 50
Loopback-Replace mode for, 135, 135, 137
magazine article on, 137
policy setting, 479
Windows XP/2003 support, 349-350
testing
delegation, 39-40, 40
filters, 7273
My Documents redirection, 383-384,
383-384
Roaming Profiles, 344-345, 345
software assigning, 444-446, 445
software publishing, 448-449, 448
Software Restriction policy, 266, 266
.zap files, 447, 448
third-party sources
ADM management tools, 535
for GP management tools, 533-535
MSI repackaging tools, 536

%

Security Templates, 272, 276
web resource, 532

“Timeout for dialog boxes” setting, 355
Troglodite SendTo ADM templates, 216-217
troubleshooting, 149-205

adding computer accounts, 508-510
Administrative Templates, 230-231, 230
application removal, 468-469, 469
client-side RSoP calculation
using GPResult, 189-197
overview, 189
remote calculation, 196-197
using RSoP MMC Snap-In, 198-200,
198-199
warnings, 190, 191, 196, 197
for Windows 2000, 189-190
for Windows 2003/XP, 190-197
using XP “Help & Support System”,
197-198, 198
how client systems get GPOs
Administrative Templates, 177-179
client-side extensions, 174-177, 174
overview, 173
warning, 176
how GPOs are “born”, 155-156, 156
how GPOs “die”, 173
how GPOs “live”
Group Policy Containers, 155, 156-159,
158, 163-165
Group Policy Templates, 156, 165-167, 165
GUIDs, 156, 156, 157
permissions to create GPOs, 159-161, 160
permissions to edit existing GPOs,
161-162, 161-162
verifying GPCs/GPTs in sync, 167-172,
170-171
viewing GPO attributes with LDP,
163-165
inside Active Directory GPOs
cross-domain GPO linking, 154
from domain perspective, 154
GPO containers, 151-152, 152
from OU perspective, 154
overview, 151-152, 152
from site perspective, 152-153
warning, 153
inside Local GPOs, 150-151
using log files
diagnostic logging, 201
Event Viewer logs, 200-201, 200
overview, 200
Redirected Folders policies, 388
Software Restriction Policies, 270
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verbose logging, 201-204, 202
warnings, 201
overview, 149-150
Redirected Folders
using GPResult, 387-388, 387
using log files, 388
overview, 386
permission problems, 387, 387
Windows XP Fast Boot and, 108-109, 386,
386
Software Restriction Policies, 269-271, 270
tips for, 204-205
verifying GPCs/GPTs in sync
defined, 167
using Gpotool.exe, 169-171, 170
isolating replication problems, 172
using Replmon tool, 171-172
version numbers, 167-168, 171-172
what to check if GPOs not applying
AD site configuration, 187
Block Inheritance, 180
computer trust to domains, 186
computers/users in correct OUs, 188-189
computers/users moved to other OUs,
185-186, 186
date/time differences, 187
Deny bits, 181
DNS configuration, 183, 188
Enabled/Disabled status, 179-180, 180
Enforced directives, 180
GPC/GPT replication, 182-183
logon status, 183-185, 184-185
loopback policy, 186
overview, 179
password/account policy, 188
permissions, 181
precedence, 180
security exploits, 188
slow links, 186-187, 187
warnings about, 181, 183
Windows 2000 processing, 182
Windows XP Fast Boot, 181-182
“Turn off automatic update of ADM files” setting,
122,228-230
“Turn off background refresh of Group Policy”
setting, 122
“Turn off creation of System Restore Checkpoints
setting, 480
“Turn off reminder balloons” setting, 414
“Turn off RSoP logging” setting, 123

»

U

User Configuration node GPO settings, See also

Computer node; Offline Files

for changing GP processing behavior, 120-122

Enabled/Disabled options, 46, 49, 179-180,
180

filtering in Administrative Templates, 55-57,
56

for Local Group Policy, 3-4, 3

Not Configured option, 46, 49

for Offline Files, 410-417, 410-411

for Roaming Profiles, 357-362, 359-361

tools for finding, 532

User node, defined, 3, 4-5

for Windows Installer Service, 475, 480-481,
481

User GP loopback. See Group Policy processing,

loopback

user profiles, 331-368

defined, 331
Local Profiles
changing Roaming type to, 347
creating Mandatory Profiles from, 362,
363-365, 364-365
Default Domain User Profile, 338-339,
338-339
Default Local User Profile, 334-337,
336-337
defined, 331
merging with Roaming Profiles, 350-351
migrating to Roaming Profiles, 346-347,
346
NTUSER.DAT files, 332, 332, 340
profile folders, 333-334, 333, 335
Mandatory Profiles
creating from Local Profiles, 362, 363-365,
364-365
creating from Roaming Profiles, 362,
365-366, 366
defined, 331, 362
forcing, 366-367, 367
Microsoft tools for, 531-532
overview, 368
Roaming Profiles
Computer node GPOs, 351-357, 352, 358
creating folders for, 340-341, 341
creating Mandatory Profiles from, 362,
365-366, 366
cross-forest trust options, 351, 351
defined, 331, 339-340
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Fast Boot on by default, 350
GPO settings flowchart, 357, 358
Guest account profiles, 351
merging with Local Profiles, 350-351
migrating Local Profiles to, 346-347, 346
modifying user paths to, 343-344
My Documents and, 345
nonroaming folders, 347
roaming folders, 347-348
setting up, 340-342, 341-342
shares, Offline Files and, 395
system profiles, 348-349, 349
testing, 344-345, 345
User node GPOs, 357-362, 359-361
warnings, 340, 341, 353, 354, 360
in Windows XP/2003, 348-351, 349, 351
users, See also Active Directory Users and
Computers
adding computer accounts, 508-510
assigning applications to, 439
moving to other OUs
finding and, 47-48, 47, 133
GP processing when, 102-103, 117
overview, 87
troubleshooting, 185-186, 186
publishing applications to, 440
“Using GPOs to Configure Terminal Services”
article (Anderson), 137

\Y

verbose logging, 201-204, 202
version numbers. See GPO version numbers

w

“Wait for remote user profile” setting, 355

wallpaper, forcing background, 136-137

WinAbility AB Commander ADM templates, 217

Windows & .NET Magazine article (Anderson),
137

Windows Installer Clean Up tool, 468, 469

Windows Installer Service. See GPSI
Windows Messenger folder, 3, 3
Windows NT 4 System Policy, mixing with GP,
145-147, 146

Windows XP Fast Boot

Folder Redirection and, 108-109, 386, 386

Group Policy processing, 107-109

Roaming Profiles and, 350

Software Distribution and, 108-109

troubleshooting, 181-182

turning off, 109-110

user-account attribute processing, 109
Windows XP, forcing to act like 2000, 110
Windows XP Setup Manager, 513, 514
WinINSTALL LE (Light Edition), 438
WinPolicies tool, 5§31, 531
Wireless Network policies, 119, 256
“Wireless policy processing” setting, 128-129
WMI filters

applying to GPOs, 486, 487

creating, 485-486, 486

defined, 482-483

delegating to create, 81-82, 81

links, documenting, 303, 306-307

overview, 487,491

performance impact, 486

references, 483

syntax, 484

Windows 2000 and, 486-487

WMI CIM Studio tool, 483

WMI Scriptomatic tool, 483-484, 484

Z

ZAK (Zero Administration for Windows Kit), 370
.zap files
creating, 446-447
versus .msi files, 446
publishing, 447
removing, 468
Zimmerman, Richard, 133
Zone rules, 264




