The Basics of System
Administration

If you ask ten system administrators what their job entails, you’ll get ten different
answers. Linux system administration is a job that defines itself over the time you hold it,
and redefines itself over and over thereafter. In simple terms, the system administrator is
the person responsible for maintaining a computer system at peak efficiency. The analysis
required to maintain the system makes the job both challenging and rewarding. Users are
the wildcards that make system administration much more unpredictable than simple sys-
tem maintenance. Changing user needs, changing security environments, and changing
applications, all conspire to change the system administrator’s role over time. Despite its
changing nature, certain tasks confront all system administrators on all Linux systems.

This chapter introduces some of the tasks that you will be expected to perform as a
Linux system administrator, along with a collection of tools that you’ll need to be famil-
iar with to do those tasks successfully. A logbook is a critical, job-saving activity, so this
chapter discusses some of the issues involved in keeping one. The section on communi-
cating with users discusses different methods of communication and offers some hints
about keeping the confidence of your users. Finally, you’ll learn about the superuser
privilege and related security issues.

Essentially, this chapter outlines what system administration is. In that sense it is a map to
the contents of the rest of this book. When we describe a task that you’ll perform as a Linux
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system administrator or a tool that you’ll use, we will point you to the chapter where that
topic is described in more depth. This book is, in a sense, a “mentor in a box,” allowing
you to benefit from our experiences, both positive and negative, as you begin your endeav-
ors as a Linux system administrator.

Your Role as a System Administrator

A system administrator aims to be as transparent to the user as possible. How much the
users need to contact you is a good indicator of how well you are doing your job. If you
do your system administration tasks well, users will seldom need to think of you at all,
except to recruit you for the company softball team or, of course, when they want addi-
tional services from the Linux system.

Your workload will vary dramatically. You’ll learn to cherish the lull times when there
is little external pressure, because they will enable you to work on projects to improve
service and because you’ll know from experience that just around the corner something
will happen that requires working through the night or even several consecutive nights.
If you spend the lull times evaluating your system for potential security problems or
areas where performance could be improved, you’ll find that there will be more low-
pressure times as a result. Use the information in Chapter 15, “Security,” when looking
at security and in Chapter 16, “Performance Tuning,” when examining how to improve
your system’s performance. The dynamic nature of system administration is the norm
rather than the exception.

It is impossible to estimate when a critical piece of hardware might require replacement
or when the operating system might crash, requiring you to come in and restart or trou-
bleshoot it. For example, in a network one of the authors worked on, the backup scripts
were set to run at night, when system usage was at its lowest, and to send e-mail to her
pager upon completion of the backup process. When it didn’t, she’d have to come in to
find out what was wrong and get the backups going again. This, too, is part of the job.
When you run into problems, Chapter 18, “Troubleshooting Your Linux System,” con-
tains many troubleshooting tips; some of these have been lifesavers and all have been
useful as we progressed both as system administrators and as Linux users.

But what exactly is system administration? The term is so broad that no definition will
give the whole picture. A simple definition might be “the installation and maintenance of
a computer system.” However, because a computer system might be anything from one
computer to a networked system containing hundreds of computers, and because each
employer expects something different, these few words don’t define system administration
in any strict sense. The real definition must include the system administrator’s role as the
mediator between machine and user, since you are the judge who decides whether prob-
lems are computer- or user-induced and the jury who determines what should be done



Tasks of a System Administrator 5

about it. Certainly you must be a doctor, capable of performing healing rituals when the
equipment is sick, but you must also be the counselor who breaks the news to the family
when something has gone wrong. You are mother, father, baby-sitter, guru, mentor,
mechanic, technician, programmer, hero, and villain to the users of your network.

Tasks of a System Administrator

A better way to define system administration might be to develop a list of tasks per-
formed by a system administrator. This is not a comprehensive list, largely because
every time we become comfortable with our job descriptions, something else is added,
but it is a fairly complete list of tasks you can expect to perform as a Linux system
administrator:

= Configuring hardware

= Installing the operating system
= Installing application software
= Implementing system security

= Configuring the kernel

= Creating users and groups

= Updating software

= Performance tuning

= Disaster recovery

= Capacity planning

= Network administration

Configuring Hardware

Any hardware configuration that is required to get the system up and running is the duty
of the system administrator. This includes determining which hardware will best meet
the corporate goals; selecting hardware in turn requires you to consider current capacity,
expected capacity, cost, compatibility, resource availability, and many other things that
are job-specific. The installation and configuration of that hardware also is your job. If
the system does not come ready to run, you might have to assemble it from its compo-
nent parts. Even if the system arrives fully assembled, you’ll find that replacing compo-
nents or disassembling a system that is being phased out will be your responsibility. In
the Linux world, you’ll be far more likely to perform hardware configuration than in the
Microsoft or Unix world because Linux is a more hands-on system—or at least the gen-
eral public sees it that way. Don’t worry, though; if you’re like us, you’ll love it!

E The Basics
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Installing the Operating System

In the Unix and Microsoft Windows world, computers often come with the operating
system preinstalled, but in the Linux world the system administrator most often installs
the operating system. Although computers are now available with the Linux operating
system preinstalled, most companies prefer to avoid the additional cost and the restric-
tions imposed by the reseller’s preconceived notions about what a Linux system is, so
they have their administrators install and configure the computers. If you have multiple
systems with similar configurations, you’ll want to do something like a “kickstart”
installation, which allows you to script the installation and let it run while you do one
of the thousand other tasks you’ve been assigned. Sometimes you will inherit a working
system, thereby missing out on the experience of installing the operating system from
scratch, but eventually the system will require an upgrade or reinstallation, and that will
be your responsibility. Chapter 2, “Installing Linux,” demonstrates the procedure for a
typical Red Hat installation and includes information on kickstart installations as well.

Installing Application Software

It is the system administrator’s duty to install application programs and to make them
available to the appropriate users while restricting access by those who aren’t intended
to use these programs. Typically this software exists on a networked machine and is
available via either some type of remote login or an NFS mount. These topics will be
discussed in Chapter 12, “TCP/IP Linux Networking.” Protecting shared files also
involves setting permissions, which we discuss in Chapter 15. Youw’ll also be directly
involved with supporting the installation of software on individual desktop computers.
This includes determining what the user is allowed to install without you or your staff
and providing assistance when needed. Additionally, you will probably be responsible
for monitoring software licensing, since strict financial penalties often befall those who
are caught abusing a software license. Fortunately, most of the software that you will
use on a Linux machine will be nonproprietary, so that will lessen your load.

System Security

Perhaps the most difficult duty of a system administrator is system security. This is the
area that can cause the most trouble for you. A corporate system is likely to have 24-hour
Internet access, which makes it a prime target for crackers who consider it fun to break
into the system and cause unexpected behavior or even crash the entire system. As you
can probably imagine, the management is not likely to have much patience in this area.
Maintaining system security is a manageable task, however, if you are methodical and
cautious. Usually you’ll be responsible for changing passwords when the existing ones
have exceeded their expiration dates or when an employee has left the company. This
involves developing a hard-to-guess password, or several of them, changing them on the
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systems, and distributing them to those who need them. The topic of passwords is cov-
ered in Chapter 15. Check the system’s security even when it appears that things are fine
and follow the guidelines in Chapter 15, and you’ll be fine.

Configuring the Kernel

The heart of the Linux operating system is a component called a kernel. This compo-
nent is basically an interface between the system hardware and the system application
software. As system administrator, you will have to do any configuration of the kernel
that is required. This includes things like restricting the size or number of files that a
user can create, activating or disabling its inherent capabilities to meet the needs of the
system by adding or removing support for the necessary services, adding support for
new hardware or filesystems, and configuring a variety of kernel-controlled parameters.
We’ll talk about the kernel, and how to configure it, more in Chapters 4, “Tools of the
Trade,” and 8, “Software Administration.” Many new system administrators find this
to be a daunting task, but after a few kernel compilations, you’ll feel comfortable with
it and wonder why it seemed so intimidating.

Creating Users and Groups

Whenever new users are added to the system, accounts must be created and configured to
allow them to do their work without creating a security risk. It is often difficult for you to
know what resources, for example, a new accountant really needs access to; so you’ll bene-
fit from working closely with company management to determine what’s appropriate for
each position. We prefer to create scripts that allow us to create a user by assigning defaults
for the department to which the new user is being assigned. This allows us to easily create
an account for a new person in the accounting department by creating a prototypical
accounting department user and tweaking the accounts from there. We talk about that
more in Chapter 5, “Creating and Maintaining User Accounts.” At a minimum, a mail
spool must be established for each user, and you’ll be responsible for configuring access to
the mail spool and to an adequate mail client. Chapter 14, “Setting Up Your Mail Server,”
covers the configuration of a mail server.

Software Updates

Inevitably, a network and its client machines will need updates to the software they use,
both system and application. In system software, these updates may be security fixes that
lessen a cracker’s opportunity to exploit a flaw in a particular software package that
could have been used to get superuser access to the system. These updates are usually
published on the manufacturer’s Internet sites, and you must make it your habit to check
those sites on a regular basis and apply the updates as soon as possible. On the applica-
tion side, the update may be requested by end users or by management—simply to add
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functionality to a software package. The users will remind you of these, probably more
often than you’d like. Chapter 8, “Software Administration,” discusses these and other
software administration tasks in more detail.

Performance Tuning

One of the administrative tasks most noticeable to users is how well the administrator
has tuned the system. Although a systems person might view efficiency in terms of
memory usage, users generally makes this judgment based on how long it takes to bring
up a Web browser or how long it takes to load a page. As discussed in Chapter 16,
“Performance Tuning,” you can often tweak the system to optimize these factors. Of
course, no amount of optimization will make a system that is inadequate for its work-
load run well. Users also judge system administrators by how quickly they can replace
or repair components that break. If the user’s mouse stops functioning, the correction
of this problem is the most important thing in that user’s immediate future. If you do
not give these problems adequate attention, you will likely find yourself a frequent
scapegoat when a task doesn’t get finished.

Disaster Recovery

The creation and preservation of copies of the system in different states of development
is an extremely important task. After all the configuration of a system is performed, the
last thing you want to do is reload the operating system and application programs from
the original media. You might choose to use a disaster recovery package or just decide to
be fastidious about your backups. Reconfiguring a system is frustrating at best. It is diffi-
cult to reproduce the exact configuration that you had before, and that is exactly what
the users expect. You can take some of the pain out of backing up a system by selecting a
backup medium that is reasonably easy to handle and by obtaining or creating the soft-
ware to run the backups unattended. Added features, like a script that e-mails you when
the backups have finished, also provide some peace of mind. When the system crashes
and there is data that is not contained in a backup, other methods of data recovery are
required. Your familiarity with these methods will help you get through troubled times
with less frustration. Backups and disaster recovery are covered in Chapter 9, “Backing
Up and Restoring.”

Capacity Planning

As a Linux system administrator, you’ll need to be aware of the limitations imposed by
the hardware and software involved in your system. You’ll need to watch the network
traffic to determine when high usage creates a need for new hardware/software to be
added. You’ll need to watch disk space usage to determine when a system is about to
outgrow its storage. You’ll also want to ensure that you have sufficient printing and
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backup resources for the number and type of users in the system. We’ll discuss each of
these elements in Chapters 6, “Filesystems and Disk Management,” 10, “Printers and
the Spooling Subsystem,” and 12, “TCP/IP Linux Networking.”

Network Administration

Most companies that you’ll work for will have an internal network (intranet) and will
want connection to the Internet. The system administrator is the person who sets up,
maintains, and troubleshoots these networks. Chapter 12, “TCP/IP Linux Network-
ing,” deals with networking topic and Chapter 18, “Troubleshooting Your Linux Sys-
tem,” contains tips for troubleshooting network problems.

“When You Have a Minute...”

There are so many tasks that are performed by a system administrator that it is impossible
to mention them all. Our duties have included building network cables, installing a net-
work, configuring routers, answering user questions, assembling tables upon which the
system equipment will sit, and almost anything else you can think of. A system adminis-
trator who appears to have free time is fair game. Never mind that you are compiling a
kernel on a remote machine while downloading accidentally deleted files from a backup.
Users, managers, salespeople—they all think they have the right to interrupt you and start
you off on a wholly unexpected task if you aren’t obviously doing something already—
and sometimes even when you are. Life for a system administrator is never boring.

Tools of the Linux Administrator

Many tools and techniques are available to make the job of system administration less
maddening, and seasoned administrators usually have a suite of them that have proven
useful. Some of these are commonly used Linux commands, while others are scripting
tools or methods that allow you to automate your tasks. Whichever they are, the items
listed below are general categories of tools that will prove invaluable to you, as a system
administrator. There are a number of Internet sites that allow you to download some of
these software tools and try them yourself. A site that provides access to a number of
system tools specifically for Linux may be found at http://www.1inuxapps.com.

Most Linux distributions contain some tools that the distributors have found to be both
stable and useful. Unfortunately, each distribution of Linux has its own set of “essential”
tools, making it more difficult to switch between distributions. Worse still is the fact that
Red Hat and some other distributions are in a state of flux, developing new system
administration tools and deprecating existing ones rather frequently. We escape this
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problem by using a tool called Webmin, which we’ll discuss later in this chapter. How-
ever you get them, you will find that they are essential to happy system administration.
Here is a brief list of tools that you shouldn’t be without.

Commands

There are hundreds of commands you can use to perform your administrative work.
These commands may be compiled programs written in C or some other language, pro-
grams written in an interpreted language such as Python or Perl, or shell scripts that use
the shell’s inherent capabilities to perform some task. Whichever type the command
represents, each command is executed by entering the command and any applicable
parameters on the Linux command line or by clicking an icon which is mapped to that
command. We’ll discuss specific commands in Chapter 4.

Linuxconf

Practically every flavor of Unix has several individual tools that each performs a single
administrative task, but most also have a general tool that combines many of the individ-
ual capabilities into a single interface. IBM has its smit utility; Solaris uses the admintool.
Until recently Red Hat Linux used Linuxconf as its primary system administration tool. A
product of the GNOME project, Linuxconf was designed to perform many administrative
duties. Few tools handled so many different types of configuration tasks as the Linuxconf
utility, but unfortunately, Linuxconf never reached the state of reliability needed by a do-
it-all tool. We’ll mention Linuxconf occasionally throughout this book since it is still in
use, but our feeling is that there is a better do-in-all tool available.

Webmin

Webmin is a tool, owned by Caldera Corporation, which allows many system adminis-
tration tasks to be performed within any browser that supports tables, forms, and Java.
Available from http://www.webmin.com, it is governed under the BSD license, which
makes it freely obtainable and modifiable for commercial and noncommercial use. We
prefer Webmin’s consistent and reliable interface to manage user accounts, network and
Domain Name Server configuration, PPP setup, mail server and client configuration,
Samba, NFS, Apache configuration, and filesystem setup. The main screen of Webmin
is shown in Figure 1.1.

As the name implies, Webmin is a web-based system administration tool that can be
configured to be accessible from the localhost, from within the local area network
(LAN), or from outside the LAN as well. We’ll demonstrate Webmin’s many uses in
various chapters throughout the book.
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just as loyally as you make your backups, because it is the combination of the two that
will allow you to reinstall and reconfigure quickly and efficiently.

We recommend that you buy several blank logbooks to be used exclusively for journal-
keeping. The hard-backed composition books used for college English classes are partic-
ularly good. These are available in most grocery stores and in any office supply store.
Buy one for each computer, or in a really large network, for each class of computer. The
books are cheap, and keeping one system’s journal separate from another system’s jour-
nal makes it much easier to keep track. Think about what separation makes sense in
your system. If you can keep different categories of notes in different colors, it makes it
easier to find an entry that you need to reference. For instance, red might denote major
system problems, blue might be used for application installation and configuration, etc.
Keep all the logbooks in the same location, label them clearly, and use them without fail.

Start each journal by defining the system itself, specifically annotating each configuration
detail. A system’s initial entry should include the computer’s identification number as
assigned for tracking purposes and all the hardware information you can record. Include
the CPU type and speed, the type of motherboard and any configuration you performed,
how much memory, the type and size of hard drive(s), the type of video card and how
much video memory it contains, what other drives the system contains, what other cards
the system contains and how they are configured, identification numbers for each compo-
nent, IRQ and DMA settings for any card, and any other information which might be
useful when installing or upgrading later. It’s a lot of work to capture this data, but when
you need to assess whether a system will be able to run the newest virtual reality software
package, these are the details you’ll need to know. Here’s an example.

_________________________________________________________________________________________________________|
Administrator’s Logbook: Initial Entry
System: E12345678 AMD K6-3 400MHz
MB: FIC503+ VIA Apollo MVP3 Chipset 1AGP,3PCI,3ISA,2DIMM
1MB Pipeline Burst SRAM
2 dual-channeled PCI Bus Mastering IDE

Baby AT
Memory: 2XCorsair PC-133 128MB sticks
Video: AGP Matrox Marvel G400
Sound: SB16

CD-Writer: Sony CRX140S/C
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Next you’ll want to create an entry for the operating system installation, to define just how
the installation progressed and detail any special configuration features. Certainly if there
are any glitches in the installation, this should be noted for future reference. Tracking down
a hardware failure is often a step-by-step process in which the diagnosis is made by looking
at the system’s history of problems rather than a single failure. Include information about
kernel configuration and any changes to the default initialization process. You are, in effect,
drawing a portrait of the system, so you need to catch as many details as you can. The ini-
tial installation information is critical.

____________________________________________________________________________________________________________________|
Administrator’s Logbook: Operating System Installation
System: E12345678
Red Hat 7.3 stock KDE workstation installation

SWAP 64MB /dev/hda1
/boot 16MB /dev/hda2
/ 8112MB /dev/hda3

Guest user account created.

If you add a user account, list the date, the command, the user-specific data, and any-
thing else you’d need to replicate the action. It will take a little while to make this sec-
ond nature, but when you encounter a system failure, you’ll consider the
journal-keeping time well spent.

Some new system administrators realize that they need a journal, but they attempt to
keep one on one of the computers under their control. This is fine for a while, but if
that system develops a problem, there may be no journal available for use. You might
say that you’d never make that mistake. If so, congratulations, but we’ve heard a num-
ber of horror stories in which a computer that was used to maintain the journal was the
one that failed.

Throughout the rest of this book, we will include examples of possible journal entries
for the topic being discussed, in order to enforce the importance of journal-keeping and
to illustrate the information that’s relevant in that context.

Communicating with Users

We’ve alluded to the lack of understanding that users will have of your job and the time
required in doing it. This gap in understanding is often caused by a lack of communica-
tion between system administrators and users. Sometimes, in a rush to explain a delay
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that was not immediately communicated to the user, a system administrator will make
claims that are simply untrue. “I got called away to do something for the boss, so I was
unable to setup your mail client. 'l get to it as soon as I can.” Sometimes this is true, of
course, but many system administrators make these claims so often that they aren’t
believed or taken seriously by the users they serve. This makes the job of communicat-
ing with users all the more difficult.

We have each found that once we establish ourselves as credible, users are not irritated
when we have to tell them that their task has been assessed a lower priority than another.
Yes, they want the job done as soon as possible, but most people have more than one
responsibility and understand when you do. Earn the trust of your users by being responsi-
ble and responsive, and your job will be significantly less taxing. When there is a delay in a
promised repair or configuration, a quick phone call or e-mail will usually allow you to
keep the user’s trust. Many system administrators think that they’ll just explain the delay
when they actually do the work, but we find that it is preferable to follow the maxim “do
unto others as you would have them do unto you.” Truthfully, if you show respect to your
users, you will have their respect as well, and your work environment will be all the better
for it. Of course, most of you learned this from your mothers, but the number of system
administrators who don’t follow this advice is astonishing.

There are several ways to communicate with your users. Reluctant computer users may
respond better to a telephone call; the more computer-savvy may prefer e-mail or an
instant message. E-mail is essential whenever you need to communicate something to
more than one user or when the communication is lengthy, but unless you use return
receipts on your e-mail, you won’t know if users have even checked their e-mail at all.
Instant messages have the advantage of allowing you to see whether or not the user is
online, but since some users remain logged in for days at a time, it is not perfect either.
We mention this to suggest that you tailor your communication method to the specific
user as much as possible.

However you communicate, be sure to give an approximate completion time for the
requested task, if only to give users some way to better estimate when they’ll get their
own tasks done. If your estimate is far off the mark or you are interrupted by a higher
priority task, you will find that a follow-up e-mail will decrease the users’ frustration,
and you won’t be called or e-mailed every few minutes to find out when you’ll get to
their tasks.

Whichever method of communication is appropriate to your purpose, communication
is a critical factor in maintaining a good working relationship with the users who rely
on you.
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Working on the System as Root

Root access is the power of the system administrator. There’s a t-shirt that bears the mes-
sage, “Bow down before me for I am root,” and that isn’t far from the way many system
administrators view things. For a new system administrator, having access to the root
password is a very cool thing. Root access means you are unstoppable. The root user,
also known as the superuser, has the authority to do anything, anywhere on the entire
system. This power may include any computers that are networked to that machine as
well. You can do very significant things, but inherent to your new power is the potential
to make very significant mistakes! Root access allows you to make huge mistakes if you
are careless. The general rule is “don’t log in as root unless you need to.” If you need to
log in as root, perform the task that requires root access and immediately reassume the
identity of your normal user. You can use the sudo utility, which is described shortly, to
minimize the number of commands that you or your staff have to log in as root to per-
form as well as to record which of you performed which task.
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You can also use the /etc/securetty file to restrict the set of terminals from which
root can log in. This file is a list of TTY numbers, from vc/1 through vc/11 and ttyl
through tty11 by default, which the login program reads when it is run. The default
settings mean that root is allowed to log in from any of the virtual terminals but not
remotely. Adding pseudoterminals (ttypn) would allow root to log in remotely. This
method is not very secure and in most cases should not be done. To completely disable
root login, forcing the use of su instead, /etc/securetty should be an empty file. Do
not delete the /etc/securetty file, since doing so means that root can log in from any-
where. The default setup is very good and should rarely be changed.

NOTE In Linux, terminal and TTY most commonly refer to a virtual termi-
nal, which is simply an alternative login session. There are also physical devices
called terminals, which should not be confused with workstations. These teletype-
writer (TTY) devices, consisting of little more than a keyboard and monitor, were
the only means of connecting to Unix mainframe and minicomputers through the
1980s and still have uses today. Chapter 11, “Serial Communications, Terminals,
and Modems,” shows how to configure these terminals.

Train yourself and the other users who are allowed access to the root password to be
very deliberate when logged in as root and not to abuse the power it gives. A mistake
you make while logged in as root could delete files that are required for the system to
run properly. We once heard of a system administrator who deleted the /tmp directory,
causing the whole system to become unstable. Another system administrator deleted the
password file. Still another deleted the entire /home directory, taking all the users’ files
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and functionality away until it could be dumped from a backup tape and making his
boss very unhappy. In truth, most of these mistakes are recoverable if you perform reg-
ular backups, but they are embarrassing and time-consuming.

Becoming the Root User

How does one become the root user? This section outlines the most commonly used
techniques.

su [username]

If you logged in to the system under your own user account, you need to use the su com-
mand to assume the privileges of root. The su command allows you to initiate a new
shell in which your user ID and group ID are temporarily replaced with the username
you specify. It is important to note that although you seem to “become” root, you are
actually only using an effective user ID and group ID. Your identity is still known to the
system; your actions are still very traceable. The command to change to the superuser is:

$ su

Using the su command without specifying a user name implies root. You will be
prompted for the root password and must properly authenticate to be granted root
access. Failure to do so will send a message to the root user about a failed su attempt.

If you successfully authenticate, you will retain the environment of your original user
account but will be allowed to change into directories owned by the root user, execute
binaries that would not be executable by your normal account, create files in directories
that are restricted to root, and much more. Your PATH will remain as it was with your
normal user, so many of the more dangerous commands will not be accessible unless
you specify their full path.

su - [username]
Adding the — parameter starts a root login shell wherein the environment of the root
user is assumed as well. The command for this would be:

$ su -

You will be prompted for the root password, and failure to authenticate will leave you
as your own user and send a message of the failed su to the root user. If you authenticate
successfully, however, your working directory will be changed to root’s home directory.
From this point on, you are effectively root, although your identity is still known.

Starting an X Session as Root

If your network uses the X Window System GUI interface (discussed in Chapter 13,
“The X Window System”), you can run an entire X session as root by changing to the
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root user and then starting X. Everything done in that session will be performed as if
you had logged in as root from the original login prompt, although again your true
identity will be recorded. It is easy to forget that you have assumed superuser privileges,
so this session should be handled with special care. One method of ensuring that you
don’t forget that you started an X session as root is to use a totally different X environ-
ment for the root user than for the other users. You might make the background of the
root user’s X session red or yellow to flag the session as initiated by the superuser.

Because of the potential for disaster that is associated with doing general work as the
superuser, it’s better to use your normal user account to log in and to initiate the X ses-
sion. Once you have the X session up and running, you can then bring up a terminal
and use the su command to “become” root within that terminal and perform the
required tasks. As soon as you’ve finished, exit from the superuser identity and proceed
as your normal user. This method is far less dangerous.

sudo

sudo (which stands for “superuser do”) is a Linux command that system administrators
commonly use to grant “superuser” or root privileges to a user or group of users tem-
porarily so that they can perform specific operations they would not otherwise be
allowed to do.

sudo logs its use, keeping track of who used it and what was done. It also sends e-mail
to the superuser if someone tries to invoke sudo who does not have the necessary access
to do so. Once authenticated, sudo grants the requested privilege for five minutes at a
time (this default is configurable), and each command issued gets its own five minutes.
The command looks like this:

$ sudo shutdown -r now

sudo first validates the user’s identity by querying for a password. It then consults the
file /etc/sudoers to determine whether that user has permission to execute a command
as the specified user or as root if no other user is specified. The /etc/sudoers file looks

like this:

# sudoers file.

#

# This file MUST be edited with the 'visudo' command as root.

#

# See the sudoers man page for the details on how to write a sudoers file.
#

# Host alias specification

# User alias specification
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# Cmnd alias specification

# User privilege specification
root ALL=CALL) ALL
someuser  ALL=(ALL) ALL

If the user is listed in /etc/sudoers, a password prompt is issued. If the user can authen-
ticate with the appropriate password, the referenced operation is performed and a five-
minute timer will be set. During that five minutes, the authenticated user can perform
sudo commands without re-authenticating.

sudo is a critical tool. Thanks to it, you can grant certain users and administrative staff
access to perform some high-level tasks without actually giving them the root password.
(Of course, you’ll do this only when the benefits of letting the user handle the task out-
weighs the potential risks. The user needs to be not only trustworthy but technically
competent.) This tool is available on most standard distributions of Linux and is avail-
able for most flavors of Unix. For more extensive descriptions of sudo, visit its home
page at http://www.courtesan.com/sudo/man/sudo.html, and see Ramon Hontanon’s
Linux Security (Sybex, 2001).

In Sum

This chapter has discussed many aspects of Linux system administration, but since the
entire book is about administration, it has only scratched the surface. Use this chapter
as a guide to future chapters. Next we’ll work through the installation process, using
Red Hat Linux as a model.





