
Index

Note to the reader: Throughout this index boldfaced page numbers indicate primary discussions of a topic. Ital-
icized page numbers indicate illustrations.

SYMBOLS & NUMBERS
! (exclamation point), for command from history list, 107
# (pound sign)

for Perl comments, 554
as prompt, 69

$ (dollar sign), for script variables, 548
$HOME variable, 134
$SHELL variable, 134
* (asterisk; splat), as Bash wildcard, 105
/ (root) directory, 204
? (question mark), as Bash wildcard, 105
@-commands, 96
[ ] (brackets), as Bash wildcard, 105
\ (backslash), for quoting, 106
~ (tilde), 106
3M Corporation, 265
10Base2, 376
10Base5, 376
10BaseT, 376
100BaseT, 376
1000Base T, 376
1024-cylinder boundary, 190, 251
16550A UARTs, 344

A
Abacus Project, 516
AC-97 sound hardware, 33
Accelerated X (Xi Graphics), 420
access database file for sendmail, 451
access mode of files, 111–112
Account Configuration dialog box, 50, 51
address masquerading, 446–447
addresses, network, 372–375. See also IP addresses
adduser command, 108
administrative tools. See also system logbook; Webmin

command-line tools, 101–128. See also Bash shell
file-handling commands, 110–118
filesystem commands, 118–122
network commands, 122–125
printer management commands, 125–126
user account commands, 108–110

admintool (Solaris), 10
Advanced Intelligent Tape (AIT), 268

Advanced Maryland Automatic Network Disk Archiver
(AMANDA), 296–297

Advanced Package Tool (APT), 237, 257–258
Advanced Technology Attachment Packet Interface

(ATAPI), for tape drives, 269
afio utility, 294–296
agetty program, 348
AIT (Advanced Intelligent Tape), 268
aliases for computer, 453
AMANDA (Advanced Maryland Automatic Network

Disk Archiver), 296–297
amateur radio, kernel configuration for, 248
AMD, 21, 22
anti-spam measures, 449
Apache Web server, 401
append, in lilo.conf file, 65
appending to file with redirection, 104–105
Apple filesystems, 167–168
AppleTalk, 372
Application layer in network stack, 372
application software. See also software administration

in X, 433–434
ApplixWare, font server with, 426
APSFilter, 327
APT (Advanced Package Tool), 237, 257–258
apt package (Debian), 39
archival storage

CD-R for, 275
to local directory

with cpio, 292–293
with tar, 289–291

to tape, 293
ASPFilter, 320

in Slackware, 331–332
in SuSE, 331

asterisk (*), as Bash wildcard, 105
at command, 218–219, 571–572
ATAPI (Advanced Technology Attachment Packet Inter-

face), 269
Athena, 430
attacks on system

back door, 472
buffer overflow, 473
denial of service, 474–475
password cracking, 475
physical attacks, 476–478
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scanning or sniffing, 473–474
social attacks, 476
spoofing, 474
Trojan horse, 471–472
trusted host, 473

audio files, script to play, 551
auditing plan, 479
authconfig command, 483
authentication process. See also passwords

security for, 479–488
pluggable authentication modules (PAM),

483–488, 579
automounter, 186
awk scripts, 558–559
awk text processing tool, 544

B
back door, 472
back quotes, 551
back ticks, 551
background process, 217
backslash (\), for quoting, 106
backup

commands and utilities, 280–300
afio, 294–296
for CD-R and CD-RW, 275–280
cpio, 292–294
dump, 281–284
restore, 284–286
for tape, 272–274
tar, 286–292

of configuration files, 255
importance, 259
media, 263–280

Bernoulli drives, 271
CD-R and CD-RW, 269–270
floptical drives, 270
magneto-optical drives, 271
removable drives, 271
storage, 271–272
tapes, 263–269

of operating system, 300–302
strategies, 260–263

data-specific backups, 262–263
differential backups, 261–262
full and incremental backups, 260–261

third-party tools, 296–298
AMANDA, 296–297
BRU, 298, 298
Taper, 297

tips while restoring, 299–300
before user account deletion, 145

backup server, 263
badblocks command, 535–536
Bash shell, 101–107

command-line completion, 106
environment variables, 102–103
history list, 107–108
piping, 103
quoting, 105–106
redirection, 104–105
scripts, 543
user initialization files, 81–87
wildcards, 105

Bash shell scripting language, 547–554
conditional expressions, 549–551
loops, 551–554
variables, 547–549

.bash_history file, 107

.bash_login, 81

.bash_profile, 81
Basic Input/Output System (BIOS), 58
batch processes, 216, 218–219
bdflush file, 530
BeFS, 168
benchmarks, 19–20

for performance measurement, 522–523
Berkeley Internet Name Daemon (BIND), 590
Bernoulli drives, 271
/bin directory, 204

partition for, 48
binary command, permission requirements 

for executing, 490
binary files, 211

for software, 229
installation, 230–237

BIND (Berkeley Internet Name Daemon), 590
BIND package, 254
BIOS (Basic Input/Output System), 58
Bitstream FontTastic font server, 426
blackhole lists, 463–465
block devices, 215

kernel support for, 247
block size for ext2fs, 171
blocking, 214
Bluetooth, kernel support for, 249
/boot/boot.b file, 304
/boot directory, 205

placement on hard drive, 532
boot disk, 581

creating, 44, 52–53, 67–68
for disaster recovery, 303–304
DOS, 198
and security, 71, 476

Boot Loader Configuration screen, 48
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boot loaders, 54, 59–67
GRUB boot loader, 48, 59–62, 251

boot floppy creation, 581
changing default kernel, 584
configuration, 252–253
hardware detection at boot, 585
password for, 62, 476
single user mode in, 70
system setup for dual boot, 586
troubleshooting, 581–582

LILO (Linux Boot Loader), 48, 63–67, 251
boot floppy creation, 67–68, 581
changing default kernel, 583–584
configuration, 252
hardware detection at boot, 585
messages, 582–583
password for, 476
system setup for dual boot, 585–586

/boot/map file, 64
boot process, 58–59

displaying messages during, 127
Master Boot Record, 59

boot loader removal, 586–587
installing lilo.conf in, 66–67
overwritten, 53

with new kernel, 583–584
in rescue mode, 305
system setup for dual boot, 585–586
troubleshooting, 580–587
viewing log from, 53

boot.img file, 44
bootnet.img image, 303
BootPrompt-HOWTO, 67
borders of windows, 427
bottleneck, 520

finding, 524–528
Bourne Again Shell. See Bash shell
Bourne shell, scripts, 543
brackets ([ ]), as Bash wildcard, 105
broadcast by DHCP client, 378
BRU, 298, 298

data recovery, 306
BSD-style startup method, 57
buffer overflow, 473
buffers

for afio, 294
flushing, 122

bugs, websites about, 256–257
bulk e-mail, 461
bulletin-board systems, 353
bzImage kernel file, 251

C
Caldera, 10

hardware compatibility list, 33
OpenLinux, 37
website for updates, 255

cameras, 343
capacity planning, 8–9
case sensitivity

of commands, 108
of file names, 207

case statement in scripts, 563
Castlewood Orb drives, 183
cat command, 110–111, 529–530

to create boot floppy, 44
permission requirements for executing, 490
in scripts, 572

cd command, permission requirements for executing, 489
CD-R

backup to, 275–280
quality, 299

CD-ROM, 269
installing Linux from, 44
mount options for, 184–185
reading discs, 184–185
setup, 45

CD-RW (CD-Rewritable), 270
backup to, 275–280
overwriting, 277

CD writer, 269–270
CDC-ACM (Communication Device Class Abstract Con-

trol Model) protocol, 352
CDE (Common Desktop Environment), 432
cdrecord command, 277–279
central processing unit (CPU). See CPU (central process-

ing unit)
chage command, 144–145, 482–483
CHAP authentication protocol, 355
character device, 215

kernel support for, 249
chattr command, 477, 535
checksum, 472
chgrp command, group changes for file, 112
child processes, 220–221
chkconfig utility, 83, 508–511

sample output, 84–86, 509–510
chmod command, 111–112, 477
chown command, 112
CIFS (Core Internet Filesystem), 169, 335
classes of IP addresses, 373–374
Classic X Window System group, 50
client

DHCP, 378
PAM, 484

602 boot loaders • client
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Samba as, 397–398
X security options, 410

clusters, 27, 28
Coda, 169
code freeze, 246
collisions on networks, 382
color depth, XF86Config file settings for, 416–417
colormap, 594–595
combining variables in scripts, 548
command-line tools, 101–128. See also Bash shell

file-handling commands, 110–118
filesystem commands, 118–122
network commands, 122–125
printer management commands, 125–126
user account commands, 108–110

to add new user, 139–140
commands

permission requirements for executing, 489–490
in scripts, 547

comments
in Bash scripts, 545
in Perl, 554

Common Desktop Environment (CDE), 432
Common Unix Printing System (CUPS), 326
Communication Device Class Abstract Control Model

(CDC-ACM) protocol, 352
communication with users, 13–14
comparing files, 113
compatibility of hardware, 33
compiling source code, 238–241

for efficiency, 537–540
tarballs, 240–241

complete backup, 301–302
compress utility, for tar compression, 286
compression of data

by afio utility, 294
by helical scan drives, 264–265

computers
configuration details in logbook, 12
connectors, 340
exporting share, 389

conditional expressions
in Bash shell scripting language, 549–551
in scripts, 546

configure script, for tarballs, 241
console, 348

kernel support for drivers, 249
serial-port, 350–351

control statements in scripts, 546–547
controllerless modems, 346
copying files, 112
Core Internet Filesystem (CIFS), 169, 335
corrupted tar backups, 286

cp (copy) command, 112
to move kernel, 251
vs. tar, 290

cpio utility, 292–294
CPU (central processing unit)

kernel optimization for, 538
optimizing kernel for, 246
performance, 21–22, 520
for word processing workstation, 24

crackers, 469–470. See also security
detecting intrusion, 514–516
system access by, 135

cracklib tool, 475
credibility in user communications, 14
cron daemon, 569–570

running fetchmail from, 459
crypt command, 140
CUPS (Common Unix Printing System), 326
cut command, in scripts, 572–573
cylinders in hard drives, 583
Cyrix, 21

D
daemon mode for sendmail, 452
daemons, 216, 219

for POP and IMAP, 454–455
restarting, 226

daisy-wheel printers, 312, 315
data compression, by helical scan drives, 264–265
Data Encryption Standard (DES), 480

/etc/passwd file, 481
Data Link layer in network stack, 371
data-specific backups, 262–263
data transfer to new drive, 196
date command, 126–127
Daylight Savings Time, 50
dd utility, 113

to create boot floppy, 44, 68
to create install disk, 304

Debian, 38–39
defrag utility, 534
Exim, 444
inittab file, 76–80
installing package, 234–237
mailing lists, 100
printing process in, 330–331
rcS file, 78–80
website for updates, 255

Deception Tool Kit, 516
decompressing files, GRUB for, 61
default route, 383
defrag utility, 534
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deleting
groups, 154–155
user accounts, 145–147

denial of service attack, 474–475
dependency

checking by rpm, 231–232
creating information during kernel compile, 250
unresolved, 52

DES (Data Encryption Standard), 480
/etc/passwd file, 481

desktop background, 427
desktop environments, 430–433

mixing components, 433
performance tuning, 540

/dev/cuan device, 343
/dev directory, 205

partition for, 48
/dev/fd0 device, 181
/dev/hdb device, 183
/dev/ht0 device, 274
/dev/nht0 device, 274
/dev/nrft0 device, 275
/dev/nzqft0 device, 275
/dev/rft0 device, 275
/dev/sda device, 183
/dev/st0 device, 274
/dev/usblpn device, 333
/dev/zqft0 device, 275
device files, 215

for floppy disks, 181
for serial devices, 343–345
for tape drives, 274–275

DeXtop, 432
df command, 118–119
dhclient, 378
DHCP (Dynamic Host Configuration Protocol), 378
dhcpcd, 378
Dial-up User List (DUL), 448, 464
dictionary attack, 482
diff command, 113
differential backups, 261–262

with tar, 289
digital linear tape, 266–267, 267
digital signature, 471
digital subscriber line (DSL), 352, 380
direct memory access (DMA), 533
directories, 172, 201, 211–212

archiving to local, 292–293, 294–295
creating, 120
layout, 204–207
listing path of current, 109–110
moving, 114
quotas for, 41

dirty buffers, 530
disabling user accounts, 144–145
disaster recovery, 8, 302–307. See also backup

with boot floppy, 303–304
rescue mode, 304–306
single user mode, 302–303
third-party tools, 306–307

disk blocks, report on number free, 118
disk drives. See also hard drives

performance issues, 521
USB devices, 344

Disk Druid, 46–48, 47
disk state, consistency, 161
DISPLAY environment variable, 410
distro wars, 34
DMA (direct memory access), 533
dmesg command, 53, 127, 378
DNS (Domain Name System), 357, 374

for e-mail transfer, 437
server, 374–375

specifying, 385
documentation. See also help resources

of script changes, 568
for tarballs, 240

dollar sign ($), for script variables, 548
domains

names in network address, 372–373
for sendmail, 444–445
sendmail configuration for relay, 450–452

DOS
boot floppy, 198
file names, 207

dosutils directory, 68
dot-matrix printers, 312–313
Double Data Rate (DDR) RAM, 23
dpkg command, 235–236
drag bar of windows, 427
drive letter in Microsoft OS, 185
drivers

kernel compilation to remove or add, 242
performance issues, 522

DSL (digital subscriber line), 352, 380
dual-booting, 585–586
DUL (Dial-up User List), 448
dumb terminals, 347. See also terminals
dump utility, 281–284

remote use, 283–284
dumpe2fs command, 535
dye-sublimation printers, 315
dynamic files, vs. static, 204
Dynamic Host Configuration Protocol (DHCP), 378
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E
e-mail. See also mail servers; spam

mail transfer, 437
for user communication, 14

e2fsck command, 536
EAs (extended attributes), 165
echo command, 103

in scripts, 574
EHCI (Enhanced Host Controller Interface), 342
EIDE drives, 195
eject button, unmounting and, 181
emergency boot floppy, 304
Enhanced Host Controller Interface (EHCI), 342
Enhanced Software Technologies (EST), 298
Enlightenment, 428
Enterprise Linux Support, 98–99
environment variables, 102–103

Bash scripts and, 548
in Debian rcS file, 80
DISPLAY, 410
/etc/profile file for system-wide definitions, 81
HISTFILE, 107
for man command, 99
PATH, 102
TERM, 350
for X, 409

eof keyword, in mt utility, 274
erasing tapes, mt utility for, 273
error correction, and RAID, 29
error messages. See troubleshooting
error stream, 103
EST (Enhanced Software Technologies), 298
/etc/apt/sources.list file, 258
/etc/auto.misc configuration file, 186
/etc/crontab file, default for Red Hat, 569
/etc directory, 205

partition for, 48
/etc/exports file, for directory sharing, 388–389
/etc/fstab file

entries for filesystem mount, 177–179
GUI system configuration tools for editing, 180

/etc/group file, 131, 148–150
backup, 135
manually editing, 150–151, 153

/etc/groups file, 109
/etc/HOSTNAME file, 381
/etc/hostname file, 381
/etc/hosts file, 381, 590
/etc/hosts.allow file, 511–512

and mounting filesystems, 597
/etc/hosts.conf file, 590
/etc/hosts.deny file, 511, 512–513

/etc/inetd.conf file, 404
/etc/inittab file, 71, 116

for Debian, 76–80
for Red Hat Linux, 71–76
run level designation in, 421
running getty programs from, 349

/etc/issue file, 76
/etc/lilo.conf file, 63–64

changing, 252
global section, 64–66
installing in Master Boot Record, 66–67
per-image section, 66

/etc/logrotate.conf file, 86–87
/etc/mail/access file, 451, 465–466
/etc/mail/local-host-names file, 453
/etc/man.config file, 99
/etc/modules.conf file, 598

and network card module, 377
/etc/nologin file, 488
/etc/pam.conf file, 485, 487
/etc/pam.d file, 487
/etc/pam.d/login file, troubleshooting, 588
/etc/pam.d/system-auth file, 588
/etc/passwd file, 131, 132–135, 481

backup, 135
corrupted, 598
mail-only account setup and, 455
removing user entry, 145
security risk from, 135

/etc/ppp/chap-secrets file, 355–356
/etc/ppp/options file, 364
/etc/ppp/pap-secrets file, 355–356, 365
/etc/printcap file, 316, 318

example, 321–322
for serial printer, 367

/etc/profile file, 81
environment variables set by, 102

/etc/raidtab file, 30–31
/etc/rc.d/init.d scripts

log of starts and stops, 86
lpd script in, 321

/etc/rc.d/rc script, 74–75, 116
in shutdown, 87

/etc/rc.d/rc.local file, 76
/etc/resolv.conf file, 385
/etc/securetty file, 15

pts lines, 589
/etc/services file, 375
/etc/shadow file, 131, 482

backup, 135
/etc/shutdown.allow file, 87–88
/etc/skel directory, configuration files, 140
/etc/sudoers file, 17–18
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/etc/sysconfig/network file, 381
/etc/X11/fs/config file, 423
/etc/xinetd.conf file, 402–404
Ethernet, 376
Ethernet printer, 317
Exabyte Mammoth drive, 267
eXceed (Hummingbird), 420
exec command, 220
execute bit of program file, 544
eXodus (PowerLAN), 420
ext2fs (Second Extended Filesystem), 157, 161, 162

filesystem check, 199
filesystem-creation utilities, 195
for floppy disks, 181
history, 202
structure, 170–171

ext3fs (Third Extended Filesystem), 59, 163, 164
filesystem-creation utilities, 195
tune2fs command to adjust, 532

extended attributes (EAs), 165
extended partitions, 59, 192
extfs (Extended Filesystem), 161, 162, 202

F
failover, 27
Fast Filesystem (FFS), 168
FAT (File Allocation Table), 165, 166

for floppy disks, 181
fax.allow file, 361
faxes

modems to send, 361–362
receiving, 365–366

faxheader file, 361
faxrunq.config file, 362
faxspool command, 362
fdformat command, 181, 194
fdisk utility, 30, 119, 191–193, 306

commands, 191
and GNU/Hurd partition, 581

Fetchmail, 456–459
fetchmailconf utility, 458
.fetchmailrc file, 458
FFS/UFS, 168
FFS (Unix Fast Filesystem), 167
FHS (Filesystem Hierarchy Standard), 34, 201, 202–207

development, 203
directory layout, 204–207
file characteristics, 207–215

type determination, 208–210
types defined, 210–215

fiber-optic cable, 376
FIFO (first in, first out), 213

File Allocation Table (FAT), 165, 166
for floppy disks, 181

file command, 113, 208
file-handling commands, 110–118
file manager, in desktop environment, 431
file names, 207

changing, 114
conversion to lowercase, 176
length in FAT filesystem, 166
links to access same file, 212

file permissions, 111–112, 489–490
file sharing with TCP/IP, 387–398

with Unix or Linux, 388–391
with Windows, 391–398

file system check order, in /etc/fstab file, 178
File Transfer Protocol (FTP) server, 399
file viewer, less command for, 114
files, 201

access mode of, 111–112
characteristics, 207–215
comparing, 113
copying, 112
determining user of, 122
group changes, 112
moving, 114
owner of, 112
printing beginning lines, 114
printing end of, 115
shareable and unshareable, 203–204
static vs. dynamic, 204
on tape backup, 273
types, 208–215

commands to determine, 208–210
devices, 215
directories, 211–212
links, 212–213
normal files, 211
pipes, 213–214
sockets, 214–215

undeleting, 307
Filesystem Hierarchy Standard (FHS). See FHS (Filesys-

tem Hierarchy Standard)
filesystems, 157, 158–170, 202

accessing, 172–188
mounting and unmounting, 172–181
removable media, 181–187

commands, 118–122
creating, 194–195, 534
design, 170–172

inodes and directories, 171–172
physical structure, 170–171

disk access without, 182
foreign, 165–169

606 /etc/sysconfig/network file • filesystems
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kernel support for, 249
locating filesystems, 158–160

preparing to use, 158–159
unusual, 159–160

native, 160–164
journaling systems, 162–164
traditional systems, 160–162

network filesystems, 169–170
performance tuning, 531–536

partitioning scheme, 531–532
swap space, 187–188
troubleshooting, 592–594
updating and maintaining, 188–199

adding disk, 195–197
disk partitioning, 189–193
integrity checking, 198–199
replacing disk, 197–198

USB device, 345
filters for print jobs, 327
find command, 113

to locate deleted user’s files, 146
finger command, 108
firewall, 491–511, 492

chkconfig utility, 508–511
configuration, 49
IP chains, 493, 494

rules and rulesets, 493–497
IP tables, 498, 499

rules and rulesets, 499–506
packet-filtering, 491–493
proxy server, 507, 507–508
and X server location, 411

Firewall-HOWTO, 492
FireWire, kernel support for, 248
floppy disks. See also boot disk

accessing, 181–182
afio archive to, 295–296
cpio archive to, 294
ejecting and unmounting, 181
filesystem creation on, 592–593
for Slackware install, 38
tar archive to, 291–292

floppy interface for tape drives, 268
floptical drives, 270
Font HOWTO document, 426
font servers

configuration, 422–426
adding fonts, 422–424

X as, 409
fonts, adding to Ghostscript, 320
FontTastic font server, 426
for loop

in Bash scripts, 551

in Perl, 555
in Python, 557

foreground process, 217
foreign filesystems, 160, 165–169

Apple filesystems, 167–168
BeFS, 168
FFS/UFS, 168
Microsoft filesystems, 165–167
mount options for, 176
UDF (Universal Disk Format), 169

forking, 220
formatting

floppy disks, 181
low-level or high-level, 194

forward IP chain, 493
FQDN (fully qualified domain name), 372
fragmented files, 534
framebuffer, disabling, 45
free command, 127–128, 187, 520

report from, 597–598
Free Linux Support, 99
FreeDOS, 198
freepages, 530
fsck command, 119, 161, 198–199
FSSTND (Linux File System Standard), 34, 201

development, 203
ftape command, 268
ftape device, 275
ftp command, 124
FTP (File Transfer Protocol)

server, 399
clusters for, 27

full backup, 260–261
fuser command, 122
Fusion MPT device, kernel support for, 248

G
garbage on screen display, 598
gateway, 383
GDM (GNOME Display Manager), 421
getty program, 348–350, 400
GFax, 362
Ghostscript, 318–320
GID (group ID), 132–133

changing, 154
default for user, 134

GIMP (GNU Image Manipulation Program), 432
GNOME Display Manager (GDM), 421
GNOME (GNU Network Object Model 

Environment), 432
GAWK, 559
gtop utility, 524, 525, 526
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Linuxconf, 10
as workstation install option, 53

Gnome RPM, to add package, 234, 234
GNOME Toolkit, 430
GNU Emacs editor, 96
GNU/Hurd partition, fdisk utility and, 581
GNU Parted, 189
GNU Project, info pages, 96
GNU tar, 286
Google.com, 100
Grand Unified Boot Loader. See GRUB boot loader
graphic mode installation, 45
graphics, workstation for high-end, 25
Greenwich time, 50
grep command, 113, 224
group ID (GID), 132–133

changing, 154
default for user, 134

groupadd command, 151
groupdel command, 154–155
groupmod command, 154
groups, 147–155

adding new, 150–153
changing for user, 109
creation, 7
default Linux, 149–150
deleting, 154–155
/etc/group file, 148–150
file setting changes, 112
function of, 147–148
modifying, 153–154
modifying for user, 143
mount command option to set, 175

groups command, 109
growable partition scheme, 42
grpconv utility, 137
grpunconv utility, 137
GRUB boot loader, 48, 59–62, 251

boot floppy creation, 581
changing default kernel, 584
configuration, 252–253
hardware detection at boot, 585
password for, 62, 476
single user mode in, 70
system setup for dual boot, 586
troubleshooting, 581–582

grub.conf file, 61–62
GUI (graphical user interface). 

See also X Window System
GUI tools

fetchmailconf utility, 458
for modem PPP connection, 358–361
for RPM package administration, 234

for smbmount, 398
X-CD-Roast, 279, 279

gzip utility for tar compression, 286

H
hackers, 470

detecting intrusion, 514–516
halt command, 115
hard drives

bad blocks, 535–536
caching, 32
defragmenting, 534
driver support, 247
parameters, 127, 533–534
partitioning, 60, 189–193

planning, 189–190
for Red Hat Linux, 41–43

platters, 583
RAID arrays, 29–31
Red Hat Linux requirements, 21
removable media treated as, 183
replacing, 197–198
for server, partitioning, 46–48
subsystems, 28–29
swap space, 187–188
for workstation, 42

word processing, 24
hard links, 171

ln to create, 212–213
hardware

configuration, 5
recording in logbook, 12

detection at boot, 585
LIZARD for detection, 37
network setup, 376–378
performance, 520–522
selection, 20–33

CPU performance, 21–22. 
See also CPU (central processing unit)

for firewall, 493
by intended usage, 23–26
minimal acceptable, 21
for proxy server, 508
random access memory, 23. 

See also random access memory (RAM)
types to avoid, 32–33

hardware address of network card, 375
hashing passwords, 480, 480–482
hdparm command, 127, 533–534
head command, 114
heads in hard drives, 583
helical scan tapes, 264, 264–265
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help resources, 91–97
info pages, 96–97
man pages, 92–95
technical support, 97–100

configuration support, 98–99
tailored Linux development, 99
Web support, 99–100

Hewlett-Packard, 312
HFS+ filesystem, 167
HFS (Hierarchical Filesystem), 167, 168
HFS Utilities, 182

filesystem-creation utilities, 195
hierarchical storage management, 272
high-capacity removable disks, 183
high-level formatting, 194
High Memory Support, 539
High-Performance Filesystem (HPFS), 165
HISTFILE environment variable, 107
hoaxes, 461
/home directory, 41–42, 205
home directory for user, 134
[homes] share, 396
hops on network, 384
host-based security, 479
hostname, manually setting for TCP/IP, 380–381
hot swapping, 340
HOWTOs

BootPrompt-HOWTO, 67
Firewall-HOWTO, 492
Font HOWTO document, 426
Linux-Hardware Compatibility HOWTO, 33
NCD X Terminal mini-HOWTO, 347
NCD X-Terminal mini-HOWTO, 420
for security, 493
Shadow-Password-HOWTO, 483
for troubleshooting, 578

HPFS (High-Performance Filesystem), 165
HTTP daemon

clusters for, 27
denial of service attack, 475

HTTP (Hypertext Transfer Protocol), 372, 400–401
httpd service, 219
hub for USB devices, 340
Hummingbird eXceed, 420
HUP, 226
HylaFAX, 361

I
id command, 150
Id: unrecognized option, 592
IDE (integrated desktop environments), 

performance tuning, 540

IDE port for tape drives, 269
device names, 274

IDT, 22
IEEE 1284 standard, 316
IEEE 1394 interface, kernel support for, 248
if statement

in Bash scripts, 551
in Perl, 555
in Python, 557

ifconfig command, 123, 381–382
image for CD-R backup, 275
imap-2001-a-10 package, 454
IMAP (Internet Message Access Protocol), 436, 442–443

Fetchmail to acquire mail from ISP, 456–459
mail-only account setup, 455–456
running daemon, 454–455

Imation, 265
LS-120 disks, 183

impact printers, 312
incremental backup, 260–261

with dump, 282
with tar, 289

inetd daemon, 219, 404–405
vs. xinetd daemon, 514

info pages, 96–97
init command, 58, 71, 116, 216, 222

for single user mode, 69
initialization and startup scripts, 560–568

sample for lpd, 560–564
user initialization files, 81–87

initrd images, 62
ink-jet printers, 313
INN (Internet News), 400
inodes, 171–172

and links, 212
report on number free, 118

Input Core support by kernel, 249
input IP chain, 493
input/output, performance issues, 522
insmod command, 31
install disk, 303–304
installation

of kernel, 251–253
of modules, 251
of operating system, 6
of software, 6

Debian package, 234–237
RPM packages, 230–234
tarballs, 237

of Webmin, 101
installing Linux, 19–54

benchmarks, 19–20
distribution selection, 34–40
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Caldera, 37
Debian, 38–39
Mandrake, 36–37
Red Hat Linux, 35–36
Slackware Linux, 38
SuSE Linux, 37–38

hardware selection, 20–33
CPU performance, 21–22
by intended usage, 23–26
minimal acceptable, 21
random access memory, 23

hardware to avoid, 32–33
Red Hat Linux, 40–54

partitioning scheme, 41–43
preparation, 40–41
server install, 43–53
workstation install, 53–54

specialized performance solutions
disk caching, 32
disk subsystems, 28–29
Linux clusters, 27, 28
RAID arrays, 29–31
symmetric multiprocessing, 26–27

instant messages for user communication, 14
Integrated Services Digital Network (ISDN), 

kernel configuration for, 248
integrity of filesystem, 198–199
Intel, 21
interactive processes, 216–218
interfaces

activating for network, 381–382
for printers, 316–317

internal modems, 346, 351
Internet access, and system security, 6
Internet Message Access Protocol (IMAP), 436, 442–443

Fetchmail to acquire mail from ISP, 456–459
mail-only account setup, 455–456
running daemon, 454–455

Internet News (INN), 400
Internet servers, 398–405

super server, 401–405
types, 399–401

interpreted language, 544
interrupts, available, 593–594
intruders, detecting, 514–516
Iomega Zip disks, 183, 271
IP addresses, 373

blocking spam based on list, 463
mappings to hostnames, 381
masquerading, 447

IP chains, 479, 493, 494
rules and rulesets, 493–497

IP tables, 479, 498, 499
rules and rulesets, 499–506

ipchain command, 495–496
iptables.conf file, 506
IPv6, 374
ipvsadm command, 27
IrDA (infrared), kernel configuration for, 248
IRQs, 346
ISDN (Integrated Services Digital Network), kernel con-

figuration for, 248
ISO-9660 filesystem, 161, 162

on CD-R, 275–276
ISP (Internet service provider), 355

Fetchmail to acquire mail from, 456–459
mail relay, 449–450

ispell command, 114

J
Jaz drives, 271
JFS (Journaled Filesystem), 163, 164

filesystem-creation utilities, 195
job control, 217
Joliet filesystem, 161–162, 276
journal. See system logbook
.journal file, 164
Journaled Filesystem (JFS), 163, 164
journaling filesystems, 162–164
jumps, in scripts, 546
junk e-mail. See spam

K
KDE (K Desktop Environment), 53, 432

KPPP, 358, 358–361
ksysv utility, 83
ktop utility, 524
Process Manager, 526, 526

KDM (KDE Display Manager), 421
kernel

booting new, 583–584
compilation, 242–253

to optimize, 537–539
reasons for, 242–243
troubleshooting, 590–592

configuration, 7
options, 244–250, 245

installing, 251–253
moving, 251
obtaining, 243–244
placement on hard drive, 190
printing process support, 34, 332–337

parallel port, 332–333
remote printing, 334–337
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RS-232 serial devices, 333
USB devices, 334

problems loading, 587
serial port support, 341–343
testing, 253
unpacking tarballs, 244
updates, 229
version numbers, 245–246

kernel modules, from Red Hat, 36
keyboard

kernel support for USB, 249
XF86Config file settings for, 416

KFax, 365, 366
kill command, 116–117, 225–226
killall command, 117
Kirsh, Olaf, 203
klogd, 86
Knews, 400
Kruiser, 398
kswapd file, 530
ksysv utility, 83, 84
Kudzu utility (Red Hat), 35, 35–36

L
laptop computers

configuration for X, 420
Red Hat partition scheme setup, 43

laser printers, 314, 314
last command, 109
Leafnode, 400
less command, 95, 114
/lib directory, 205

partition for, 48
/lib/security directory, 484
Libranet Linux, 234

website for updates, 255
libraries

for building package, 239
for PAM, 488

licensing of software
font server and, 422
for Ghostscript, 319
monitoring, 6

Light Intensity Moduled Direct OverWrite 
(LIMDOW), 271

LILO (Linux Boot Loader), 48, 63–67, 251
boot floppy creation, 67–68, 581
changing default kernel, 583–584
configuration, 252
hardware detection at boot, 585
messages, 582–583

password for, 476
system setup for dual boot, 585–586

LIMDOW (Light Intensity Moduled 
Direct OverWrite), 271

Line Printer Daemon Protocol, 320–321
line printers, 315
links, 212–213

ln (link) command to create, 114
LinNeighborhood, 398, 399
Linux Boot Loader (LILO). 

See LILO (Linux Boot Loader)
Linux Character Devices kernel configuration menu, 341

Support for Console on Serial Port, 350–351
Linux clusters, 27, 28
Linux Consulting, 99
Linux distributions. See also kernel

checking for updates, 254–258
importance, 254–255

selection, 34–40
Caldera, 37
Debian, 38–39
Mandrake, 36–37
Red Hat Linux, 35–36
Slackware Linux, 38
SuSE Linux, 37–38

system tools variations, 9–10
tailored development, 99
utilities for updates, 257–258

Linux Documentation Project, 578
Linux File System Standard (FSSTND), 34, 201

development, 203
Linux-Hardware Compatibility HOWTO, 33
Linux Printing Support Database, 33, 319
Linux Virtual Server clustering, 27
LinuxCare, 99
Linuxconf, 10
LIZARD (Linux Wizard), 37
ln (link) command, 114, 212–213
load balancing, 27
LOADLIN (Load Linux), 68–69
local changes, rc.local script for, 566–568
local time, vs. UTC, 50
log files

cracker manipulation of, 515
for shutdown, 88
startup, 86–87

logbook. See system logbook
logical partitions, 59, 192
login. See also passwords

accepting text-mode, 363
flashed message before returning to prompt, 588–589
remote, 400
troubleshooting, 587–589
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login shell for user, 134
LogSentry, 516
loopback device for mount, 173
loopback interface, 383
loops

in Bash shell scripting language, 551–554
in scripts, 546

low-level formatting, 194
low resolution installation mode, 45
lp device driver, 333
lpc command, 125–126, 324–325
lpd program, 320. See also LPRng print spooler

vs. package, 321
lpq command, 126, 323–324
lpr command, 126, 323
lprm command, 126, 325
LPRng print spooler, 320–325

basic functionality, 321–322
ls command, 209–210

vs. file command, 208
file types recognized, 210–215
permission requirements for executing, 489

M
m4 source file, 446
machine name in network address, 372, 373
Macintosh

filesystems, 167–168
X servers for, 420
Zip disks, 183

MacOS X, 167
magic filters, 320, 327

use in Debian, 331
magnetic media storage, 271–272
magneto-optical drives, 271
mail exchanger (MX) record, 444–445
mail relay, 438

sendmail configuration as, 450–452
mail servers, 400, 435, 442–443

protocols for e-mail, 436–443
configuration, 453–459
IMAP, 442–443
POP (Post Office Protocol), 440–441
push and pull protocols, 436–438, 457
SMTP, 438–440

sendmail configuration, 443–453
Mail Transport Agent (MTA), 400, 436

program options, 444
Mail User Agent (MUA), 436
mailing lists, 99–100
maintaining filesystems, 188–199
make bzImage command, 250

make clean command, 523
make command, parameter for multiple processors, 26
make config command, 244
make menuconfig command, 244, 590–591
make modules command, 250–251
make xconfig command, 244
Makefile, 241
Mammoth drive (Exabyte), 267
man pages, 92–95

sections, 93
Mandrake, 36–37

Postfix, 444
website for updates, 255

MAPS blackhole lists, 464
Master Boot Record, 59

boot loader removal, 586–587
installing lilo.conf in, 66–67
overwritten, 53

master browser, Samba as, 395
MD5 (message digest algorithm, version 5), 480

/etc/passwd file, 481–482
measuring performance, 522–523
memory

determining use, 127–128
free command report on, 597–598
and kernel compilation, 539
Linux use, 527
performance issues, 520

memory storage devices, kernel support for, 246
menu, Perl script to create, 556
mesg command, 109
message digest algorithm, version 5 (MD5), 480

/etc/passwd file, 481–482
messages to users at shutdown, 88
MetroLink Metro-X, 420
MFS (Macintosh Filesystem), 167
mgetty program, 348
mgetty+sendfax, 361–362
Micro Devices, Inc., 21
Microsoft filesystems, 165–167
Mindcraft, 20
mingetty program, 348

in inittab file, 75
minimal acceptable hardware, 21
minimal backup, 300–301
Minix filesystem, 161, 162

filesystem-creation utilities, 195
for floppy disks, 181

Minix operating system, 202
mirroring of data, 29
mkbootdisk utility, 581
mkdir command, 120, 211
mke2fs command, 32, 120, 534
mkfifo command, 214
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mkfontdir command, 424
mkfs utility, 194–195
mkinitrd command, 62
mkisofs command, 276–277
mknod command, 214, 306, 345
mkraid command, 31
mkswap command, 121–122, 188
/mnt directory, 205–206
modems, 351–366

dial-in uses, 362–366
accepting text-mode logins, 363
receiving faxes, 365–366

dial-out uses, 352–362
calling remote text-mode system, 352–354
faxes, 361–362
PPP connection, 355–361

internal, 346, 351
speed, 364
as USB device, 344
WinModems, 33

modprobe command, 598
modules

installing, 251
for kernel configuration, 250

monitor
configuration for X, 53–54, 419–420
XF86Config file settings for, 416

more command, 114
Motif, 430
mount command, 120, 173–177
mount points, 48
mounting filesystems, 158, 172–179

/etc/fstab file entries for, 177–179
permission denied message, 596–597
remote NFS exports, 390–391

mouse
configuration, 46
kernel support for USB, 249
as USB device, 345
for X server, 419
XF86Config file settings for, 416

moving kernel, 251
mt utility, 273–274
MTA (Mail Transport Agent), 400, 436. 

See also sendmail
program options, 444

Mtools package, 182
filesystem-creation utilities, 195

MUA (Mail User Agent), 132, 436
multi-device support, kernel support for, 247
multimedia devices, kernel support for, 249
multiport serial cards, 346
multiprocessing, symmetric, 26–27

multisession CDs, 270
multitasking, 215–216
multithreading, 26
multiuser mode, booting system to, 70
mv (move) command, 114
MX (mail exchanger) record, 444–445

N
named (DNS server), bug, 254
names

of files. See file names
of packages, 232

nat table, 498
native filesystems, 160–164

journaling systems, 162–164
traditional systems, 160–162

NCD X Terminal mini-HOWTO, 347, 420
NCP (NetWare Core Protocol), 169
Netatalk, exporting filesystems using, 176
NetBEUI, 372
NetBIO workgroup name, for Samba server, 336
Netfilter, 498

rules and rulesets, 499–501
sample startup file, 501–505

NetSarang Xmanager, 420
Netscape, 595
netstat command, 123
NetWare Core Protocol (NCP), 169
network

administration, 9
configuration, 48, 49
installing Linux from, 44
kernel configuration for, 247, 248
printers on, 317
protection against intrusion, 490–516. See also

firewall; security
troubleshooting, 589–590

network card
hardware address, 375
for word processing workstation, 24

network commands, 122–125
Network Filesystem (NFS). See NFS (Network 

Filesystem; Sun)
network filesystems, 169–170
network mask, 373
Network News Transport Protocol (NNTP), 400
network stacks, 370–372, 371
Network Unreachable message, 590
New Account dialog box (KPPP), 360
New Technology Filesystem (NTFS), 165–166
newgrp command, 109, 152
news reader, 400
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news servers, 400
NexGen, 22
NFS (Network Filesystem; Sun), 169, 387, 388–391

mounting remote exports, 390–391
server configuration, 388–390

nice command, 117, 528–529
NNTP (Network News Transport Protocol), 400
nohup command, 226
nonimpact printers, 312
nonrewinding devices, 273
normal files, 211
nslookup, to determine system access attempts, 515
NTFS (New Technology Filesystem), 165–166
NTLDR, 59
ntsysv utility, 82
null modem cable, 348

O
octal method of file permission changes, 111–112
OHCI (Open Host Controller Interface), 342
OpenBSD Project, 473
OpenLinux (Caldera), 37
OpenSSH, 400
operating systems

backup, 300–302
checking for updates, 254–258
dual-booting, 585–586
installation, 6

recording in logbook, 13
splitting between disks, 190
upgrades, 541–542

/opt directory, 206
optimization by kernel compilation, 242
orphan files, 154
orphan processes, 222
OS/2, 165
OSI (Open Systems Interconnection) model, 372
OsiruSoft, 464
“out of memory” errors, 530
outgoing relay for e-mail, 448–450
output IP chain, 493
overcommit-memory file, 530
owner of file

changing, 112
mount command option to set, 174

P
package filename, 232
package formats, 229

package groups
selecting for install, 50–52, 52
for workstation, 53

package management system, 34
package name, 232
packages. See also RPM packages

determining those on system, 598
packet-filtering firewall, 491–493
pagetable_cache file, 531
palmtop computers as terminals, 347
PAM (pluggable authentication modules), 483–488

client, 484
and login problems, 579

PAP Authentication protocol, 355
parallel port

kernel support for, 246
kernel support for printing to, 332–333
for tape drives, 268

parameters in Bash scripts, 548
parent processes, 220–221
parport device, 333
PartitionMagic, 189, 191
partitions

mount points, 48
scheme for Red Hat Linux, 41–43
viewing and changing table, 119

passwd command, 70, 109, 140
passwords, 6

cracking, 475
expiration, 143

to disable account, 144
for GRUB, 62, 476
hashing, 480, 480–482
in lilo.conf file, 65, 476–478
lost, 587–588
in POP, 441
for Samba, 394, 395
shadowed, 133, 135–137, 482–483
for SMB/CIFS printing, 336–337
sniffing, 474

PATH environment variable, 102
pathnames

~ (tilde) in, 106
in tar, 290
when restoring backups, 299

PCMCIA support, 43
pcmcia.img file, 44, 303
PDF (Portable Document Format) files, font rendering by,

426
performance tuning, 8, 519–542

compiling for efficiency, 537–540
elements of performance, 519–522

hardware performance, 520–522
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eliminating unnecessary processes, 536–537
filesystems, 531–536
measurement, 522–523
priority assignment to processes, 528–529
serial port, 531
upgrades, 541–542
of virtual memory, 529–531
X Window System, 540–541

Perl scripts, 543, 554–556
to create menu, 556

permission denied message, when attempting NFS
mount, 596–597

permissions of files, 111–112, 489–490
PGP (Pretty Good Privacy), 471–472
Physical Address Extension mode, 539
physical attacks, 476–478
Physical layer in network stack, 371
PID (process ID), 216
ping command, 124, 386–387, 589–590
piping, 103, 213–214

in scripts, 575–576
Piranha environment (Red Hat), 27
platters in hard drives, 583
plotters, 315
plug and play, kernel support for, 247
pluggable authentication modules (PAM), 483–488

client, 484
and login problems, 579

Point-to-Point Protocol (PPP), accounts for, 132
POP (Post Office Protocol), 400, 436, 440–441

accounts for, 132
Fetchmail to acquire mail from ISP, 456–459
mail-only account setup, 455–456
running daemon, 454–455

Portable Document Format (PDF) files, 
font rendering by, 426

ports. See also parallel port; serial devices
blocks on port 25, 448–449
for IMAP, 442
for POP, 440
and security, 479
serial, performance tuning, 531
for TCP/IP, 375

Postfix, 444
postmaster in fetchmail, 458
PostScript printers, 318–319
PostScript Type 1 fonts, adding to font server, 423–424
pound sign (#)

for Perl comments, 554
as prompt, 69

PowerLAN eXodus, 420
PowerQuest PartitionMagic, 189, 191
PPP connection

accepting incoming, 363–365

with dial-out modem, 355–361
with GUI utility, 358–361
with PPP scripts, 355–358
testing basic connectivity, 355

PPP (Point-to-Point Protocol), accounts for, 132
PPPoE, 380
Pretty Good Privacy (PGP), 471–472
primary partitions, 59, 192
print server, 316
print spooling, 317–318
printcap file, 318
Printconf, for printer configuration, 327–330, 328
printer management commands, 125–126
printers

configuration
Printconf for, 327–330, 328
serial, 366–368
with Webmin, 330

interfaces, 316–317
types, 312–315

dot-matrix, 312–313
ink-jet, 313
laser, 314, 314
obsolete and rare, 315

as USB device, 345
[printers] share, 396–397
printing process, 311, 317–327

alternative filter packages, 327
alternative utilities, 325–327
in Debian, 330–331
Ghostscript, 318–320
kernel support for, 332–337

parallel port, 332–333
remote printing, 334–337
RS-232 serial devices, 333
USB devices, 334

LPRng print spooler, 320–325
basic functionality, 321–322
lpc command, 324–325
lpq command, 323–324
lpr command, 323
lprm command, 325

magic filters, 320
printcap file, 318
in Slackware, 331–332
in SuSE, 331

Printtool, 327. See also Printconf
priority

assignment to processes, 528–529
changing for program, 117–118

private IP addresses, 373–374
/proc filesystem, 206, 301

problems from copying, 196
/proc/interrupts files, 593–594
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/proc/kcore file, 593
/proc/mdstat file, 30
/proc/sys/net/ipv4/conf/all/rp_filter file, 474
/proc/sys/vm directory, 529–531

bdflush file, 530
freepages, 530
kswapd file, 530
overcommit-memory file, 530
pagetable_cache file, 531

/proc virtual filesystem, 87
process ID (PID), 216
processes, 215–228

eliminating unnecessary, 536–537
ending, 116–117
init process, 222
kill to terminate and restart, 225–226
listing active, 117
management, 222–225
multitasking, 215–216
parents and children, 220–221
priority of, 117–118
scripts to terminate and restart, 226–228
sockets to connect, 214–215
status of, 115
types, 216–219

batch, 218–219
daemons, 219
interactive, 216–218

.profile, 81
ProFTP, 399
programs. See software administration
prompt

as # (pound sign), 69
for kernel to boot, 64

proprietary hardware, 32–33
protocols for e-mail, 436–443

IMAP, 442–443
POP (Post Office Protocol), 440–441
push and pull protocols, 436–438, 457
SMTP, 438–440

proxy server, 507, 507–508
ps (process status) command, 115, 223–224, 537
Psionic Software, 516
pstree command, 115
pull protocols, 436–438, 457
pulse daemon, 27
pump, 378
push protocols, 436–438
pwconv utility, 136
pwd command, 109–110
pwunconv utility, 137, 483
Python, 543–544

scripts, 556–557

Q
QIC (quarter-inch cartridge) linear tape, 265

tensioning, 273
qmail, 444

POP and IMAP servers for, 454
Qt, 430
question mark (?), as Bash wildcard, 105
queue for print jobs, 323–324

faxes as, 362
removing jobs, 325

QuickStart Data Rescue, 306
quotas for directory structures, 41

R
r commands, security risk from, 82
RAID arrays, 29–31
RAM disks, Linux support for, 62
Rambus dynamic RAM (RDRAM), 23
random access memory (RAM), 23

for disk caching, 32
for high-end graphics workstation, 25
Red Hat Linux requirements, 21
swap space to supplement, 187–188
for word processing workstation, 24

rasterized font, 422
RAWRITE command, 44

to create install disk, 303
Razor (Vipul), 466
rc.local script, editing, 566–568
rcS file, for Debian, 78–80
rc.sysinit script, 74
rdev command, 68
rdump utility, 284
read access for files and directories, 489–490
read-after-write, 265
read-balancing, 29
read-only mount, 174
Realtime Blackhole List (MAPS), 464
reboot command, 116
rebooting, troubleshooting and, 580
recovery. See backup
Red Hat

mailing lists, 100
Piranha environment, 27
support from, 98

Red Hat Linux, 35–36
/etc/pam.d/login file for, 487
filesystem-creation utilities, 195
hardware compatibility list, 33
initab file, 71–76
INN (Internet News), 400
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installation, 40–54
partitioning scheme, 41–43
preparation, 40–41
of server, 43–53
of workstation, 53–54

Linuxconf, 10
memory requirements, 21
PAM modules, 136
Printconf, 327–330, 328
shutdown command, 87
Update Agent, 257
website for updates, 255

Red Hat Package Manager (RPM), 34, 598
troubleshooting, 595

redirection, 104–105
ReiserFS, 163, 164

filesystem-creation utilities, 195
Relay Spam Stopper, 464
relaying mail, 438

blocking, 462–463
configuration, 448–452

remote backup server
afio archive to, 295
cpio archive to, 293
for dump, 283–284
restore from, 286
tar archive to, 291

remote login servers, 400
remote printing, kernel support for, 334–337
remote shutdown, 596
remount, 174
removable media, 181–187

automating access, 185–187
for backup, 271
CD-ROM, 184–185
floppy disks, 181–182
high-capacity, 183
locks when mounted, 181

removing. See deleting
renice command, 118, 528–529
Request for Comment (RFC), 1179 for Line Printer 

Daemon Protocol, 320–321
rescue mode, 45, 304–306
reserving blocks for use by root user, 533
reset command, 598
resource use. See performance tuning
Respond, 362
restarting daemons, 226

scripts for, 226–228
restore utility, 284–286

noninteractive, 285–286
remote, 286
tips while restoring, 299–300

reverse DNS lookup, 374
rewinding devices, 273
RFC Ignorant, 464
rhsprintfilters, 320, 327
risk assessment, 478. See also security
rm command, 115, 307

permission requirements for executing, 490
to remove user directories, 145

rmdir command, 211–212
rmt utility, 274
robotic systems for backup, 268
Rock Ridge extensions, 161, 276
root access, 15–18

for adding users, 137
becoming root user, 16–18
login remote as, 589
reserving blocks for use by, 533
with single user mode, 70

/root directory, 204, 206
root partition, informing kernel on floppy about, 68
root password

changing, 70
lost, 587–588

root servers, 374
rotation of backup media, 260
route command, 124, 383
routers, 373

as packet-filtering firewall, 491
routing table, 383–384
rpm command

to install man pages, 95
options, 230–232
query output, 233

RPM packages
compiling from, 238–240
installing, 230–234

rrestore command, 286
RS-232 serial devices, 340. See also modems

kernel support for, 341–343
printer configuration, 316–317, 333, 366–368
terminals, 346–351

rshd (remote shell daemon), 284
run levels, 73

and scripts, 226
runaway process, 222–223
running programs, window managers for, 428

S
salt, 135, 480–481
Samba, 335, 387

as client, 397–398
configuration, 392–393
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for file sharing, 391–398
file shares configuration, 396–397

global options, 393–395
packages, 391
passwords for, 394, 395
printing from Windows to Linux printer, 336–337
Samba Web Administration Tool, 392

Sawfish, 428, 428, 432
/sbin directory, 206

partition for, 48
/sbin/init process, 58
/sbin/mkbootdisk command, 304
/sbin/update command, 75
Scanlodg, 516
scanner as USB device, 345
scanning, 473–474
scheduling scripts, 571–572

cron daemon for, 569–570
screen display. See monitor
script command, permission requirements 

for executing, 490
script kiddies, 254, 470
scripts, 543–576

awk scripts, 558–559
Bash shell scripting language, 547–554

conditional expressions, 549–551
loops, 551–554
variables, 547–549

cautions about changing existing, 568
common commands, 572–576

cat command, 572
cut command, 572–573
echo command, 574
piping, 575–576
sort command, 574–575
xargs command, 575

common features, 544–547
commands, 547
control statements, 546–547
identifying scripts, 544–545
variables, 545–546

cron daemon, 569–570
for modem PPP connection, 355–358
Perl scripts, 554–556
Python scripts, 556–557
rc.local script, 566–568
running at specific time, 571–572
for running Samba, 393
sed scripts, 559–560
for starting xinetd, 404
for system initialization, 560–568

sample for lpd, 560–564
to terminate and restart processes, 226–228

SCSI adapter, 195
kernel support for, 248
selecting, 45
for tape drives, 269

device names, 274
SCSI Emulation Support, 280
SCSI Generic Support, 280
Second Extended Filesystem (ext2fs), 157, 161, 162

filesystem-creation utilities, 195
for floppy disks, 181
history, 202
structure, 170–171

sectors in hard drives, 583
unallocated, 193

Secure Shell (SSH), 400, 473
security, 469

attacks, 470–478
back door, 472
buffer overflow, 473
denial of service, 474–475
password cracking, 475
physical attacks, 476–478
scanning or sniffing, 473–474
social attacks, 476
spoofing, 474
Trojan horse, 471–472
trusted host, 473

for authentication process, 479–488
hashing passwords, 480, 480–482
pluggable authentication modules 

(PAM), 483–488
shadowed passwords, 482–483

bugs opening holes in, 254
websites about, 256–257

file permissions, 489–490
lpd program and, 325–326
for PPP secrets file, 356
protection against network intrusion, 490–516. 

See also firewall
detecting intrusion, 514–516
TCP Wrappers, 511–513
xinetd daemon, 513–514

r commands risk to, 82
for remote machine logon, 124
servers and, 401
for single user mode, 70
suid and, 216
for system, 6–7
types, 478–479
for X, 410–413

sed scripts, 559–560
sed stream editor, 544
sendfax.config file, 362
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sendmail, 400, 455
alternatives, 444
configuration, 443–453

address masquerading, 446–447
domains, 444–445
to receive mail, 452–453
relay configuration, 448–452, 462–463
sendmail.cf configuration file, 446

serial devices. See also RS-232 serial devices; USB devices
files, 343–345
performance tuning, 531

serial-port console, 350–351
server

disabling, 403
DNS, 374

specifying, 385
FTP (File Transfer Protocol), 399
hardware selection, 25–26
Internet, 398–405
mail, 400
as mail relay, 438
news, 400
NFS, configuration, 388–390
print, 316
program vs. computer, 370
proxy, 507, 507–508
Red Hat installation, 43–54

boot disk creation, 52–53
boot loader configuration, 48
disk partitioning, 46–48
firewall, 49
method selection, 45
mouse configuration, 46
networking configuration, 48, 49
package groups, 50–52
time zone, 49–50
user accounts, 50

Red Hat partition scheme setup, 43
remote login, 400
Samba for, 392
Web, 400–401
X, 401

Server Message Block (SMB) protocol, 169, 335
service command, 226
services

chkconfig to shutdown, 508
log of attempts to access, 515
turning off unused, 82

Session layer in network stack, 372
SETI@home project, 529
setserial command, 343–344, 531
Seyon terminal emulator, 353, 354
sg command, 152

Shadow-Password-HOWTO, 483
shadowed passwords, 133, 135–137, 482–483
shared-group approach, 148
shared printing, Windows and Linux, 335
shell accounts, 132
shell, assignment to user, 143
shell scripts, 11, 545. See also scripts
showmount command, 121
shutdown, 87–88

remote, 596
shutdown command, 75, 116
signal 11 error, 591
SIGTERM signal, 87, 116
Silicon Graphics, XFS, 163, 164
Simple Mail Transfer Protocol (SMTP), 436, 438–440
single user mode, 69–71

for disaster recovery, 302–303
for root access, 587
run level for, 73

Slackware Linux, 38
mailing lists, 100
printing process in, 331–332
tarball installation, 237
tarballs, 34
website for updates, 255

Small Computer System Interface. See SCSI adapter
SMB/CIFS, 169, 391
SMB (Server Message Block) protocol, 169, 335
smbclient program, 397
smb.conf file, 392
smbmount program, 397–398
smbpasswd utility, 337, 395
smit utility (IBM), 10
SMTP (Simple Mail Transfer Protocol), 436, 438–440
sniffing, 473–474
social attacks, 476
sockets, 214–215
software administration. See also kernel

compiling source code, 238–241
for optimization, 539–540
from packages, 238–240
tarballs, 240–241

forcing to stay running, 429
installation, 6

binary packages, 230–237
package formats, 229
performance issues, 522
updates, 7–8
users added by programs, 134

software, back door, 472
software modems, 33, 346, 351
sort command in scripts, 574–575
sound, kernel support for, 249
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Source Address Verification, 474
source code

compiling, 238–241
for efficiency, 537–540

for software, 229
source RPM, 238
sourcing a file, 81
spaghetti code, 546
spam

address masquerading and, 447
features, 461
measures to block, 449, 459–466
preventing outgoing, 460–463

by policing users, 461–462
sendmail configuration and, 450
stopping incoming, 463–466

with blackhole lists, 463–465
with header tests, 465–466

Spam Bouncer, 466
speakers as USB device, 345
spell check, 114
splat (*), as Bash wildcard, 105
spoofing, 474
.src, 238
SSH (Secure Shell), 124, 400, 473

for remote dump, 284
to tunnel X connections, 411–412

stacked service, 485
Standard Error (stderr), 103
Standard In (stdin), 103
Standard Out (stdout), 103

file dump to, 111
Starnet X-Win32, 420
startup, 57–87

boot floppy creation, 67–68
boot loaders, 59–67
boot process, 58–59. See also Master Boot Record
initialization and startup scripts, 71–80

Debian, 76–80
Red Hat model, 71–76

LOADLIN (Load Linux), 68–69
log files, 86–87
modifying procedure, 82–86
scripts, 560–568

sample for lpd, 560–564
single user mode, 69–71
user initialization files, 81–87

log files, 86–87
modifying startup procedure, 82–86

static files, vs. dynamic, 204
statistics for networks, 382
stderr (Standard Error), 103

sending to file, 104
stdin (Standard In), 103

stdout (Standard Out), 103
file dump to, 111
sending to file, 104

storage of backup media, 271–272
string, grep to search, 113
striping, 29
su command, 16, 110, 589
subroutines in scripts, 546
sudo command, 15, 17–18, 110
Sun Network Filesystem (NFS), 169
super server, 401–405

POP and IMAP servers on, 454
superuser. See root access
SuSE Linux, 37–38

hardware compatibility list, 33
mailing lists, 100
printing process in, 331
website for updates, 255

swap cluster, 530
swap space, 187–188, 527

placement on hard drive, 532
swapoff command, 122
swapon command, 188
symbolic links, 213
symbolic method of file permission changes, 111
symmetric multiprocessing, 26–27

Red Hat kernel modules for, 36
sync command, 122
synchronous dynamic RAM (SDRAM), 23
syslogd daemon, 86
system administrator

role as, 4–5
root access, 15–18
script changes, 568
tasks, 5–9

additional duties, 9
application software installation, 6
capacity planning, 8–9
disaster recovery, 8
hardware configuration, 5
kernel configuration, 7
network administration, 9
operating system installation, 6
performance tuning, 8
software updates, 7–8
system security, 6–7
users and groups creation, 7

tools, 9–14
commands, 10–11
system logbook, 11–13
for user communication, 13–14

system-auth file, 487–488
System Commander, 59
system logbook, 11–13
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accepting remote logins, 363
binary tarball installation, 238
enabling serial port logins, 350
/etc/rc.d/rc.local file changes, 567
hardware component details, 40–41
IP chains, 497–498
kernel patching, 164
kernel replacement, 253
NFS to export directories, 390
password conversion, 137
PPP dial-out scripts, 358
program updates, 257
RPM source file installation, 240
source code package installation, 241
TCP/IP configuration, 386

system map, 64
system RAM, 23
system security, 6–7
System V-style startup method, 57

T
tail command, 115
Taper, 297, 297
tapes for backup, 263–269

archival storage with afio, 295
archival storage with cpio, 293
device names, 274–275
quality, 299
utilities for, 272–274

tar utility, 286–292
archiving to local directory, 289–291
basics, 286–288
commands, 287
example, 289
qualifiers, 287–288

tarballs, 34, 182, 230
as backups, 197
compiling, 240–241
installing, 237
unpacking, 240

TCP/IP (Transmission Control Protocol/
Internet Protocol), 369

basics
network addresses, 372–375
network stacks, 370–372, 371
ports, 375

configuration, 376–387
DHCP for, 378–380
manually, 380–386
of network hardware, 376–378
testing, 386–387

file sharing, 387–398
with Unix or Linux, 388–391
with Windows, 391–398

TCP Wrappers, 402, 511–513
tcpdchk utility, 513
tcpdmatch utility, 513
technical support, 97–100

configuration support, 98–99
tailored Linux development, 99
Web support, 99–100

telinit command, 421
Telnet, 124, 400

for SMTP exchange, 439
turning off, 510–511

Tenon Xtools, 420
TERM environment variable, 350
terminals, 15

configuration, 346–351
getty program, 348–350

terminating processes, 225–226
scripts for, 226–228

testing network connections, 124
text-based installation, 45

for rpm, 232–233
text editor, for Textinfo file, 96
text files, 211
text-mode system modem setup

to accept login, 363
to call, 352–354

Textinfo, 96
thermal wax transfer printers, 315
thick coax, 376
thin coax, 376
Third Extended Filesystem (ext3fs), 59, 163, 164

filesystem-creation utilities, 195
threading, 26
tilde (~), 106
time zone, configuration, 49–50
timeout parameter for kernel boot, 65
tin, 400
tksysv utility, 83, 83
/tmp directory, 206

placement on hard drive, 532
Token Ring, 377
toner cartridge for laser printers, 314
top command, 117, 224–225, 225, 524–527, 525

interactive mode, 525
top-level domains, 373
Torvalds, Linus, 202, 246
traceroute command, 124–125, 527–528
traditional filesystems, 160–162
Transmeta, 21
Transmission Control Protocol/Internet Protocol

(TCP/IP). See TCP/IP (Transmission Control 
Protocol/Internet Protocol)
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Transport layer in network stack, 372
Travan tape, 265
Tripwire, 516
Trojan horse, 471–472
troubleshooting Linux system, 577–599

boot problems, 580–587
filesystems, 592–594
general techniques, 578–580
kernel compilation, 590–592
login problems, 587–589
network, 589–590
X Window System, 594–595

TrueType fonts, 422
trusted host files, 473
trusted host security model for NFS, 390
TTY, 15, 221
tune2fs command, 120, 532–533
TurboLinux, website for updates, 255
twm (Tab window manager), 540

U
UARTs (universal asynchronous receiver/

transmitters), 343–344
UDF (Universal Disk Format), 169
UHCI (Universal Host Controller Interface), 342
UID (user ID), 132–133

usermod command to change, 143
ulimit command, 121
umask command, 128, 148
umount command, 120, 172, 179–181
UMSDOS, 166
unallocated sectors, 193
uname command, 128
undeleting files, 307
unformatted floppy disk, 181
Uniform Resource Locator (URL), 372
uninterrupted power supply, shutdown by, 75
universal asynchronous receiver/transmitters 

(UARTs), 343–344
Universal Coordinated Time (UTC), 50
Universal Disk Format (UDF), 169
Universal Host Controller Interface (UHCI), 342
Unix Fast Filesystem (FFS), 167, 168
Unknown Host message, 589–590
unmounting filesystems, 158
unpacking tarballs, 240
unresolved dependency, 52
unshielded twisted-pair wiring, 376
Update Agent (Red Hat), 257
updating filesystems, 188–199
upgrades

kernel, 242
operating systems, 541–542

uptime command, 128
URL (Uniform Resource Locator), 372
USB devices, 340–345

device files, 344–345
kernel support for, 249, 341–343, 342
kernel support for printing to, 334
modems as, 352
printer configuration, 367
support for, 183
tape drives as, 269

USB-to-parallel adapter, 345
USB-to-RS-232 adapter, 345
Usenet newsgroups, 400

on security, 256
user accounts, 132–147. See also groups

adding new users, 137–140
from command line, 139–140
from Webmin, 138–139

backup before deleting, 145
commands, 108–110
configuration, 50
deleting, 145–147
disabling, 144–145
/etc/passwd file, 132–135
files for maintaining information, 131
group membership changes, 152–153
modifying, 140–143
shadowed passwords, 135–137
types, 132

user-based security, 479
user ID (UID), 132–133

usermod command to change, 143
user initialization files, 81–87
user login. See login
user private groups, 134, 148
useradd command, 110, 140

man page display, 94–95
userdel command, 110, 146–147
usermod command, 110

to modify user accounts, 142–143
users

communication with, 13–14
creation, 7
determining current file use, 122
finger to display information about, 108
group membership, 109
and mount command, 174
password changes, 109
search of logins, 109
single user mode, 69–71
social attacks and, 476
warning of shutdown, 87, 88

/usr/bin/printtool, 327
/usr directory, 207
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/usr/local directory, 241
/usr/sbin/inetdconvert script, 514
/usr/src directory, 239, 243
UTC (Universal Coordinated Time), 50

V
/var directory, 207
/var/log/boot.log file, 86

and shutdown, 88
/var/log/dmesg file, 53, 86

and parallel printer support, 332
/var/log/maillog file, 86
/var/log/messages file, 86

and shutdown, 88
for troubleshooting, 578, 579

/var/log/secure file, 515
/var/log/wtmp file, 109
variables

in Bash shell scripting language, 547–549
in Perl, 554–555
in scripts, 545–546

version numbers, 35
for kernel, 245–246

VFAT, 166
VFS (Virtual Filesystem), 202
VIA, 21
video card

configuration for X, 53–54
for word processing workstation, 24
XF86Config file settings for, 416

video RAM, 23
Vipul Razor, 466
virtual consoles, X Window System, 413–414
virtual desktops, 428
Virtual Filesystem (VFS), 202
virtual memory, performance tuning, 529–531
Virtual Network Computing (VNC), 409, 411
virtual terminal, 15, 348
VMware, 525
VNC (Virtual Network Computing), 409, 411
vulnerability of data, 478

W
Walnut Creek Software, 38
Washington University FTP, 399
Web servers, 400–401

clusters for, 27
websites

for AMANDA, 297
for BeFS read-only driver, 168
on benchmarks, 20

on clusters, 27
for Debian, 39
for desktop environments, 432
for distribution image files, 34
for distribution updates, 255
for fax software, 361
for FTP servers, 399
for Ghostscript, 319
for HFS Utilities, 182
for Internet servers, 399–401
for intrusion detection tools, 516
for kernels, 243
for Linux Documentation Project, 578
for Linux support, 98–99
for Linux system tools, 9
for mail transport agents, 444
for Mandrake, 36–37
for Mtools, 182
on partitioning software, 189
for Perl, 544
for Python, 544
Red Hat, 35
Red Hat hardware compatibility list, 33
for ReiserFS, 163, 164
for Samba, 335
on security, 256
for software modem drivers, 33
on SSH (Secure Shell), 473
for sudo utility, 18
for SuSE Linux, 38
on System Commander, 59
for USB device support, 183
for Webmin, 10
for window managers, 428

web support, 99–100
Webmin, 10, 11, 100–101

to add group, 151–152, 152
to add new user, 138–139
Create User screen, 139
to delete group, 155
to delete user account, 146
to disable account, 144
installing, 101
to modify groups, 154
to modify user accounts, 141–142, 142
for mounting, 180
for printer configuration, 330
for service configuration, 86

Whatis database, 93
while loop

in Bash scripts, 553
in Perl, 555
in Python, 557

widget sets, 430
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window managers in X, 427–430
performance tuning, 540
role of, 427–428
setup, 429–430

Windows (Microsoft)
boot manager for NT, 59
creating filesystem on floppy disk, 592–593
dual-booting, 585–586
mount point for partition, 48
printing, 335–337

from Linux, 337
to Linux printer, 336–337

Samba version for 2000/ME, 392
X servers for, 420

“Windows-only” devices, 33
WinModems, 33, 346
wm2, 428, 429
word processing, hardware selection, 24
WordPerfect Office 2000, font server with, 426
workgroups in Windows, 394
workstation

hardware configuration, 24
for high-end graphics, 25
Red Hat installation, 53–54
Red Hat partition scheme setup, 42
write access, 109

world permissions, 147
write access

for files and directories, 489–490
to workstation, 109

X
X-CD-Roast, 279, 279
X Configuration screen, 54
X server, 401, 408, 408
X sessions, 38

multiple, 413–414
remote access to control after lockup, 348
starting as root, 16–17

X terminals, 347, 420
X-Win32 (Starnet), 420
X Window System, 407

concepts, 408–414
security, 410–413
virtual consoles, 413–414
X as network protocol, 408–410

configuration tools, 418–420
font server configuration, 422–426

adding fonts, 422–424
new server, 425–426

performance measurement, 523
performance tuning, 540–541
server configuration, 414–421

XFree86 4.x, 415–417
XFree86 3.3.x, 417

starting automatically, 421
troubleshooting, 594–595
user interface, 426–434

applications, 433–434
desktop environments, 430–433
widget sets, 430
window managers, 427–430

x86 partitioning scheme, 192
Xandros, 234
Xandros/Corel, website for updates, 255
xargs command in scripts, 575
xauth command, 412–413
xbench tool, 523
Xconfigurator program, 419
XDM (X Display Manager), 421
xf8cfg program, 418, 418
XF86Config file, 414

configuration tools, 418–420
removing video modes, 541
for version 3, 417
for version 4, 415–417

XF86Setup utility, 419
XFce, 432
xfontsel program, 424, 424–425
XFree86 4.x, 414, 415–417
XFree86 3.3.x, 414, 417
XFree86, alternatives, 420
XFS, 163, 164

filesystem-creation utilities, 195
XFwm, 432
xhost command, 410–411
Xi Graphics,, Accelerated X, 420
Xia Filesystem, 161, 162
xinetd daemon, 219, 402–404, 513–514

POP and IMAP servers on, 454
Xmanager (NetSarang), 420
xSMBrowser, 398
xStones, 523
Xtools (Tenon), 420

Y
YaST, 257, 331
YaST2, 38, 257
Yellow Dog, website for updates, 255
“You don’t exist. Go away” message, 598

Z
Ziff-Davis Media Inc., 20
Zip disks, 271
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