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numbers indicate illustrations.

Symbols and Numbers

# (hash sign), for shell prompt, 637
%ACTV counter, 542

%ACTVEF counter, 542

%ACTVN counter, 542

%ACTVS counter, 542

%WAIT counter, 541-542

/ (slash), for Linux root, 23
000#.vimdk file, 273

A

access port, 140, 160
acknowledged alarm, 529
active/active storage array,
227-228
Active Directory, 571-572
domain, 59
domain controllers
and hot migrations, 373
as LDAP server, 591
integration, 559-561
settings, 99
user accounts, 77
Active Directory Users And
Groups snap-in, 393
user account for management
cluster, 466
active/passive storage array,
227-228
adaptive scheme, planning best
practices, 313
Add Adapter Wizard, Adapter
Selection, 167
Add Hardware Wizard
Advanced Options page, 463
Create a Disk page, 279
Device Type page, 341
Network Type page, 341
Add Host To Distributed Virtual
Switch Wizard
Ready to Complete, 186
Select host and physical
adapters, 185
Add Network Wizard, 149-150, 158
Connection Type, 150
Service Console - Network
Access, 151

Add New Role dialog, 388
Add Nodes Wizard, Analyzing
Configuration, 469
Add Storage dialog, 252
Disk/LUN - Formatting, 253
Ready to Complete, 253
Add To Analysis dialog box,
368-369, 369
Add Virtual Adapter Wizard, 195
Address Resolution Protocol (ARP),
456
Administration menu
Roles command, 100
Sessions menu, 100
vCenter Server Settings
command, 95
administrator password, 35
Administrator role
in ESX/ESXi host, 387
in vCenter Server, 398
Administrators group, 571
Advanced Options (HA) dialog
box, 489-490
Advanced Settings dialog, 269
aggregate capacity, 7, 8
aggregates, 223
Alarm Settings dialog box, Triggers
tab, 524
alarms, 520-529
built-in, 527
creating, 522-528
editing or deleting, 528
email for sending, 99
managing, 528-529
multiple trigger conditions,
527,527
resetting status to green, 529,
529
scopes, 521-522
Alarms privilege, 399
Alarms tab
for dvPort group, 191
in vSphere Client window, 87
in Web Console, 406
alerts, 299, 300
aligning
virtual disks, 276-277

virtual machine file systems,
346-347
volumes in VMFS, 256
allocation size, of file systems, 252
AllowGroups attribute, for SSH,
562
AllowUsers attribute for SSH, 562
TCP wrappers and, 564
ALUA (Asymmetrical Logical Unit
Access), 227
PSP for, 306
AMD, eXecute Disable (XD), 437
AMD-V, 437
answer script for unattended
install, location for, 37
anti-affinity rule, creating DRS,
445-446
Apache Tomcat web service,
76, 406
application-level security, 555
arbitrated loop (FC-AL) mode, for
Fibre Channel protocol, 229-230,
230
ARP (Address Resolution Protocol),
456
array integration, vStorage APIs
for, 308-309
array software, 221
Assign Permissions dialog box, 389
Asymmetrical Logical Unit Access
(ALUA), 227
PSP for, 306
asynchronous mode (SRDE/A),
516
attributes, custom, 94-95
as search criteria, 95, 96
auditing, Service Console files,
567-569
authentication, 556-561. See also
Windows authentication
for connection to vCenter
Server, 6
of users, centralizing, 59-60
automated data movement, by
array software, 221
Automatic Availability Manager
(AAM), 473474, 486
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automation. See also vCenter
Orchestrator
with PowerShell and
PowerCLI, 597-605
reasons to use, 587-588
availability
planning best practices, 313
storage infrastructure design
and, 216
of vCenter Server, planning,
64-65
of virtual machine, 218
average bandwidth, 177

B
back-end database, 62
for vCenter Orchestrator, 589
setup, 592-593
for vCenter Server, 4
configuring, 67-73
retention policy, 99
backup strategy, 10
balloon driver, 413, 414, 418
bandwidth, 217
for large 1/0O sizes, 265
for shared storage, 222
for virtual machines, 146
for virtual network adapter,
177
bare-metal hypervisors, 2
baseline groups, 115-117, 116
baselines
for remediation, attaching and
detaching, 121-123
for VUM, 114
beacon probing failover detection
setting, 172-174, 173, 174
best practices
published, 218
for security, 583
vendor, storage timeouts and,
269
VMware vSphere, 645-652
disaster recovery and
business continuity, 651
ESX/ESXi installation,
645-646
monitoring and
troubleshooting, 652
storage management, 649
vCenter Server, 646—647
virtual machines, 650
virtual network, 648-649
bidirectional CHAP, 235
binding
iSCSI initiator to multiple
interfaces, 293-297
physical network adapter, to
vSwitch, 159

blade form factor
and limits on network interface
cards, 21
physical memory constraints,
546
block-centric storage arrays, queues
for, 257
block storage devices, 266
Blocked policy option, 193, 193
blue screen of death (BSOD), 25
boot CD for VMware Converter,
downloading, 378
Boot Options command, 39
/boot partition, 24
booting, from CD/DVD drive, 333
Broadcom BNX2 Gigabit Ethernet
network ports, 147
Broadcom TG3 Gigabit Ethernet
network ports, 147
“building bet-the-business
Ethernet”’, 243-244
burst size, 177
business continuity
back-end database and, 68
best practices, 651
planning for, 64
BusLogic parallel SCSI controller,
325
BusyBox, 556

C
C#, 588
cache memory, for array software,
222
calculator, online TCO, 14
capacity
in design process, 309
planning best practices, 312
case sensitivity, of port group
names, 436-437
Catb6a cables, for iSCSI network, 243
cd command, 637
CD/DVD
ISO image as, 333
mounting drive in Linux, 338
Celerra Create Filesystem Wizard,
262
centralized restore, 508, 508
Challenge Authentication Protocol
(CHAP), 235-236
CHAP (Challenge Authentication
Protocol), 235-236
Chart Options link, 532, 533
CIFS (Common Internet File
System), 509
Cisco, on Private VLANS, 199
Cisco Nexus 1000V distributed
virtual switch, 199, 200-206
configuring, 204-206
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installing, 201-204
ISO image for, 201
major components, 200
support for multiple uplink
groups, 204
updating, 103
Cisco switches, virtual switches on,
176
cisco_nexus_1000v_extension.xml
file, 202
Citrix, 408
Citrix XenServer, 2
vs. VMware vSphere, 11
Client Device option, for mapping
disk to virtual machine, 331
client-server architecture, 57
Clone To Template feature, 351,
352-354, 353
Clone Virtual Machine Disk Format
wizard, 280
Clone Virtual Machine to Template
Wizard
Disk Format page, 353
Name and Location page, 353
clones
of roles in vCenter Server, 399
of server, 66
virtual disk behavior change
from, 279-280
of virtual machines, 358
cluster across boxes, 458
configurations, 460-469, 462
first cluster node creation,
462-465
management cluster
creation, 466-467, 468
second cluster node
creation, 465-466
second node added to
management cluster,
468, 468-469
cluster feasibility analysis, 466
cluster in box, 458
scenarios, 459, 459-460
cluster objects, Virtual Machine tab,
performance summary, 519-520
Cluster Resources custom chart
setting, 540
Cluster Services resource type, 538
cluster-wide rescan, 300
clustered file system, 250
clusters, 7, 441-442
attaching baselines, 122
CPU affinity and, 424
HA-enabled, for VMware Fault
Tolerance, 492
limiting number of hosts in,
441
resource distribution within,
538



and resource pools, 442, 442
of virtual machines, 455-470
for Windows Server,
458-459
cold migrations, 371, 378-379
Common Internet File System
(CIFS), 509
community secondary VLAN, 198
comparing files, diff command for,
569, 569
compliance, with baseline, 124
Computer Management, 465
confidence level for analyzed
systems, 370
config js file, 507-508
Configuration tab, in vSphere
Client window, 87
Configure Management Network
menu, 156, 157
Connect-VIServer command, 599
connection
between iSCSI target and
initiator, pinging, 239-240
between PowerCLI and
vSphere environment, 599
to remote server with resxtop,
543
to vCenter Converter with
vCenter Server, 363
for vCenter Orchestrator,
590-591
between vSphere Client and
vCenter Server instance, 558
console operating system (COS), 23.
See also Service Console
Console tab, in Web Console, 407,
408
consolidated backup, 10, 10
Consolidation Wizard, 370
Review Recommendations, 371
continuous ping, 435
controllers, 226
converged enhanced Ethernet
(CEE), 244
conversion tools, 361-367
Guided Consolidation service,
361
confidence level for
analyzed systems, 370
dedicated user account for,
366
domain and, 367
installing, 364-367, 366
integrating into vSphere
Client, 367
permissions and privileges,
365-366
using, 367-371
vCenter Converter, 361,
371-379

cold migrations, 378-379
hot migrations, 373-378,
374, 375

installing, 361-364, 362

Convert To Template feature, 351,
352

copy run start command, 203
copying kickstart file, 40

COS (console operating system), 23.

See also Service Console
counters, 547. See also Customize
Performance Chart dialog box
descriptions, 534
variations in values, 523-524
cp command, 638
CPU
allocation, 420-425
assigning custom shares
value, 423-425
default allocation, 421
setting custom limit,
422-423
cores, 63
esxtop to view interrupts, 542
graph for virtual machine,
544-545
performance monitoring,
543-546
point of diminishing returns
for adding, 20
requirements for VMotion, 437
CPU affinity
avoiding settings, 425
clusters and, 424
CPU Identification Mask dialog
box, 450
CPU masking, per-virtual machine,
448-450
CPU Ready counter, 545
CPU Reservation, in resource pool,
430
CPU Used (%Used) counter, 541
“crash consistent’”” behavior, 256
Create A New Certificate Database
And Server Certificate link, 593
Create a New Data Source Wizard,
107
Create Distributed Virtual Port
Group Wizard, 188-189, 189
for dvPort group using
PVLANS, 199, 199
Create New Data Source To SQL
Server dialog box, 72-73
Create New Virtual Machine
Wizard
Advanced Options page, 327,
327, 328
Configuration page, 321
CPUs page, 324
Datastore page, 322
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Guest Operating System, 323
launching, 320
Memory page, 324
Name and Location page, 321
Network page, 325
Ready to Complete page, 328
Select a Disk page, 327
Virtual Machine Version page,
322
Create Resource Pool dialog box,
426, 427, 428
CREATE TABLESPACE statement,
69
CREATE USER statement, 69, 70
Create vNetwork Distributed
Switch Wizard, 182
Add hosts and physical
adapters, 183
General Properties, 183
Ready to Complete, 184
Critical Host Patches baseline, 115
Critical VM Patches baseline, 115
cross-stack EtherChannel, for NFS,
246
custom attributes, 94-95
as search criteria, 95, 96
custom drivers, installing, 28, 29
Customize Performance Chart
dialog box, 533, 533, 545
chart settings, 538, 540
choosing resource type,
533-534
CPU performance objects and
counters, 534, 535
disk performance objects and
counters, 535, 537, 550-552
memory performance objects
and counters, 534, 535
network performance objects
and counters, 535, 538
setting custom interval, 534
system performance objects
and counters, 535, 539

Bata Center High Precedence rules,
DazzoCenter Low Precedence rules,
daifl3 (}))rotection, vStorage APIs for,
da%z Zransfers, balancing for large,

database retention policy, for
back-end database, 99
database server
configuring, for vCenter
Update Manager, 104-107
recovery plan and, 65
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for vCenter Server data, 62, 62
choosing, 63-64
databases
estimated size change, 98
ownership by account for
vCenter Server connection,
72
for VUM, location, 105, 107
Datacenter Bridging (DCB), 244
Datacenter Consumer sample role,
399
datacenter Ethernet (DCE), 244
datacenter objects, 83
adding, 84
in vCenter Server hierarchy,
394
Virtual Machine Operations
resource type, 538
Virtual Machine tab,
performance summary,
519-520
Datacenter privilege, 399
datacenters, 80, 81
attaching baselines, 122, 123
Datastore Consumer sample role,
privileges, 403
Datastore ISO file option, for
mapping disk to virtual machine,
331

datastore objects, 299-300, 300
Datastore privilege, 399
datastores, 249-251, 258-270
creating, 252-258
moving storage for running
virtual machine between, 7
name for, 265
NFS (Network File System)
adding to ESX server,
263-265
choices for configuring
highly available, 267
creating, 260-265
for server cluster, 456-457
DB2, and VUM support, 105
dd command, 50
decentralized restore, 508
Decision Support System Business
Intelligence database,
performance, 217
dedicated user account, for Guided
Consolidation service, 366
deduplicated destination storage,
515
Default Credentials dialog (Guided
Consolidation), 368
default gateway, assigning to
VMkernel port, 156
Default option, for DRS, 447
default permissions, in vCenter
Server installation, 393

default roles
in ESX/ESXi host, 387
privileges for, 402-403
in vCenter Server, 397
default security profile, for
vSwitches, 207, 207
“delayed write error”, 270
delegating ability to create virtual
machines, 401
deleting
alarms, 528
dvPort groups, 191
local groups, 558
port profiles, 205-206, 206
snapshots, 349
user accounts, from ESX host,
557-558
delta disk, 348
demilitarized zone (DMZ), 196
DenyGroups attribute, for SSH, 562
DenyUsers attribute, for SSH, 562
Deploy OVF Template Wizard, 575
Network Mapping page, 382,
575
Source page, 381
Deploy Template Wizard
Datastore page, 356
Name and Location page, 355
deploying
VMware ESX, 23-40
installing from DVD,
27-37
partitioning Service
Console, 23-27
unattended install, 37-40
VMware ESXi Embedded, 43,
44
VMware ESXi Installable,
40-43
deterministic replay, 490
DHCP server, virtual machine for,
411
dictionary (.vmsd) file, 273
diff command, for comparing files,
569, 569
directory
home, of user, deleting, 558
for VCB proxy backup, 500
dirty memory, 433
disaster recovery, 495-496
best practices, 651
Office in a Box and, 516
planning, 64
remote storage replication for,
221
disks
for array software, 222
performance monitoring,
550-552

McCain bindex.tex V3 - 07/27/2009 12:55pm Page 656

seek times, and VMkernel
swap performance, 415
snapshot space requirements,
348
alarm to monitor, 522-525
Disk.SchedNumReqOutstanding
ESX setting, 257, 258
Display Template Wizard, Guest
Configuration page, 354
distributed locking mechanism,
250-251
Distributed Virtual Port Group
privilege, 399
Distributed Virtual Switch
privilege, 400
distributed virtual switches. See also
Cisco Nexus 1000V distributed
virtual switch
DMZ (demilitarized zone), 196
DNS server, editing settings in host
profile, 93, 93
domain, for Guided Consolidation
service, 367
Domain Admins group, removing
default permissions, 571-572
domain controllers, accessing, 560
Domain Name Service (DNS), and
host configuration for HA, 476
downloading
ESXi installation files, 40
latest vCenter Server version,
73
settings for patches,
configuring for VUM, 118,
118
VMware Converter boot CD,
378
downstream VLAN, 196
downtime
after server failure, 471
from remediation, planning
for, 132
drag-and-drop, to reconfigure
virtual machine networking, 187
drivers, within virtual machine, 318
DRS. See VMware Distributed
Resource Scheduler (DRS)
dual drive failure, mitigating risk
of, 225
dual-vCPU virtual machines, 421
DVD, installing VMware ESX from,
27-37
dvPort groups, 139
assigning virtual adapter to,
195,195
changing access VLAN of, 206
changing name, 206
configuring, 188-193
deleting, 191
editing configuration, 191, 191



editing security profile, 212

getting information about, 190

modifying NIC team and
failover policies for, 192

modifying VLAN settings, 192

traffic shaping policy for, 193,
193

Virtual Machine Properties
dialog, 190
dvSwitch. See vINetwork
Distributed Switches (dvSwitch)
dvSwitch Properties dialog,
Security page, 207
dvUplinks port group, adding
physical network adapter,
195-196
dynamic baselines, 114
creating, 115, 116
dynamic discovery, configuring,
240
Dynamic Host Configuration
Protocol (DHCP), 30, 41
Dynamic Trunking Protocol (DTP),
143

E
€1000 adapter, 140
eagerzeroedthick disk format, 275,
275-276
converting thin disk format to,
280-281
vs. thin provisioning, 278-279
Edit Annotations dialog, 95
editions, 12
effective MAC address, for virtual
machine, 209, 210
efficiency of storage capacity, 248
eliminating resource excess, 377
email notifications
configuring vCenter Server for,
525
SMTP server for, 119
embedded hypervisor, 43
EMC Celerra, 238
LUN masking on, 241, 242
EMC CLARiiON, LUN masking on,
241, 242
EMC PowerPath/VE, 307
EMC Rainfinity, 286
end of line, Linux vs. Windows, 38
Enhanced VMotion Compatibility
(EVCQ), 5, 450-451, 451
enterprise flash disks, 222
enterprise storage arrays, 226
enterprise storage design, 226-228
ESX/ESXi hosts
adding to vCenter Server, 84,
474
attaching baselines, 122
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attaching host profile to, 93
clusters, 441, 472
configuration maximums for
networking components, 181
default maximum number of
datastores, 260, 261
default permission
assignments, 387
dvSwitch and, 184
high availability components,
473, 473
Automatic Availability
Manager (AAM),
473-474
importance of patching, 129
installation, best practices,
645-646
management tool. See vCenter
Server
maximum number per vCenter
Server, 78
Performance tab, 531, 531
Storage view, 532
permissions, 385-393
remediation, 127-128
removing from dvSwitch, 186,
187
Resource Allocation tab, 520
roles, 387
creating custom, 387-389,
388
granting permissions, 389
security for, 556-570
auditing Service Console
files, 567-569
authentication, 556-561
patches, 570
Secure Shell access,
561-563
Service Console firewall,
564-567
TCP wrappers, 563-564
security-related patches,
dynamic baseline for, 115,
116
system running on. See also
virtual machines
upgrading, 133-136
vSphere Client for logging on,
60
VUM maintenance settings, 119
Web Access page, installing
vSphere Client from, 44-45
ESX host firewall, iSCSI and, 237
ESX iSCSI software initiator,
enabling, 239
ESX kickstart file, vs. Red Hat
kickstart file, 38
ESX server
adding NFS datastore, 263-265
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root access to NFS export, 261
storage options, 219
esxcfg-auth command, 559-560,
638-639
esxcfg-firewall command, 52,
564-567, 639
esxcfg-info command, 639
esxcfg-mpath command, 639
esxcfg-nas command, 607, 639-640
esxcfg-nics command, 47, 47, 640
esxcfg-route command, 156, 640
esxcfg-swiscsi command, 640
esxcfg-vmknic command, 155, 156,
640
shell script using, 606
esxcfg-volume command, 641
esxcfg-vswif command, 152,
640-641
output, 152
esxcfg-vswitch command, 47, 48,
48,142, 148, 151, 152, 155, 156,
159
to display dvSwitch, 184
options, 641
output, 151
for ports or port groups VLAN
settings, 164
shell script using, 606
esxcli nmp satp list command, 304
esxcli swiscsi nic add command,
296
ESXi. See VMware ESXi
ESXi Embedded, 18
ESXi Free, 12
ESXi host, security for, 569-570
ESXi Installable, 18
esxtop tool, 541, 541-543
/etc/hosts file, 85, 479-480
/etc/hosts.allow file, 562
/etc/hosts.deny file, 562, 563
/etc/krb5.conf file, 560
/etc/resolv.conf file, 479
/etc/vmware/esx.conf file, 568
Ethernet, 221
lossless, 244
Ethernet adapter, adding to virtual
machine, 340, 341
Ethernet frames, iSCSI
encapsulation in, 234
EVC (Enhanced VMotion
Compatibility), 5, 450-451, 451
Events tab, in Web Console, 406
Events view, in vCenter Server, 89,
90
Exchange, web resources, 218
expandable CPU reservation, 430
expectations of performance, 544
exporting vCenter Server events to
text file, 90
ext3 (Linux), VMFS vs., 250-251
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Extension privilege, 400

extents, VMFS file systems
spanning, 256-257, 284

external connectivity, between
storage array and hosts, 221

F

failover
of array, 228
modifying policies for dvPort
group, 192
for NAS device, vs. block
storage device, 268
storage choices and handling,
248
failover clustering, 455
fan-in-ratio, for iSCSI, 235
FastSCP, 510, 510
fault and error domains, zoning
for, 232
fault tolerance. See also VMware
Fault Tolerance
turning on, 491
FC-AL (arbitrated loop) mode, for
Fibre Channel protocol, 229-230,
230
FC-P2P (point-to-point) mode, for
Fibre Channel protocol, 229-230,
230
FC-SW (switched) mode, for Fibre
Channel protocol, 229-230
FCoE (Fibre Channel over
Ethernet), 244-245
fdisk command, 638
feasibility check, stall from error,
469
Fibre Channel, 221, 228-233, 229
bandwidth aggregation, 297
disks for, 222
vs. iSCSI, 234, 234-235, 247
most common configuration,
231
vs. NFS, 247
performance envelope, 248
VCB for, 498
worldwide name (WWN), 231
zoning, 232
Fibre Channel multimode duplex
LC/LC/ fiber-optic cable, 230
Fibre Channel over Ethernet
(FCoE), 244-245
file-level backups, VCB for,
505-506, 506, 508
file-level locking, NFS vs. VMEFS,
259
file system, multiroot, 23
fileserver centric storage, queues
for, 257

firewall. See Service Console
firewall
Firewall Properties dialog box, 52,
53
fixed baselines, 114
Fixed PSP module, 304-305
floppy disk images, 388
floppy drives, 342
Flow Control, for iSCSI network,
243
Alp file extension, 388
Folder privilege, 400
folders
attaching baselines, 122
name in VMFS volume, 329
in vCenter Server hierarchy,
394-396, 395
forged transmits, 208-212, 210
fragmentation, in VMFS, 255
FreeBSD, VMware tools for, 335
Frequency parameters for alarms,
525-528
FTP server, for kickstart file, 40
full virtual machine backups
restoring, 509-511, 511
VCB for, 498-502, 499
results, 502
steps, 501-502

G
Get- commands (PowerCLI), 601
Get-Help command (PowerCLI),
599
Get-NetworkAdapter command
(PowerCLI), 600
Get-ResourcePool command
(PowerCLI), 604
Get-VM command (PowerCLI),
599, 603
Get-VMHost command
(PowerCLI), 599, 603
Gigabit Ethernet
adapters, 147
bandwidth aggregation, 297
Global privilege, 400
graphical user interface (GUI),
vSphere Client and, 6
graphics hardware, acceleration for
console session performance,
336, 336
graphs, 529-540
layout
CPU performance
information, 534, 535
custom interval, 534
disk performance, 535, 537
memory performance
information, 534, 536
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network performance
information, 535, 538
overview, 530, 530-531
resource type, 533-534
system performance
information, 535, 539
printing, 532
real-time, for host’s memory
usage, 547
saving, 540
groupadd command, 558
groupdel command, 558
groups
granting access control to
virtual machine, 389
local management, 557-559
permissions, interaction,
404-405
growth, planning for, 412
guaranteed admission control, 482,
483
guaranteed memory, 416
guest I/O devices, bypassing
virtualization layer, 301
guest operating systems, 317
allowing customization of
Windows Server 2003, 354,
355
assigning permission to install,
404
and disk timeout, 269
failure, VMware Fault
Tolerance and, 494
to force non-VMware-assigned
MAC address, 209, 210
installing, 330-332, 401
installing VMware tools,
335-336
memory seen by, 412, 413
performance monitoring, 552
powering off vs. shutting
down, 342
remediating, 129-131
security, 573
shutdown for VM hardware
upgrade, 132
upgrading VMware tools,
339-340
Guided Consolidation service, 361
beginning analysis with, 368
confidence level for analyzed
systems, 370
configuring Service and
Default credentials, 368
dedicated user account for, 366
domain and, 367
installing, 364-367, 366
integrating into vSphere Client,
367



permissions and privileges,
365-366
using, 367-371

H
hard drive, for ESXi install, 40-41,
41
hardware
downtime for upgrades, 14
sizing for vCenter Server,
61-63, 62
Hardware Compatibility List
(HCL), 19, 20, 21
hardware iSCSI initiators, 235
vs. software initiators, 237, 237
Hardware Status tab, in vSphere
Client window, 88
hash sign (#), for shell prompt, 637
heartbeat of cluster service, 269, 456
AAM responsibility for, 473
connecting network adapter
for, 464
loss of, 458
high availability (HA), 455. See also
VMware High Availability
in NFS, 266, 266-270, 267
real world scenario, 471-472
testing for, 475
and vCenter Server, 473
VMotion and, 440
high-throughput (IOps) workloads,
265-266
home directory of user, deleting,
558
host baseline group, in orchestrated
upgrade, 136
host baselines, 114
Host Device option, for mapping
disk to virtual machine, 331
host operating system, for Type 2
hypervisors, 2
Host privilege, 400
Host Profile privilege, 400
host profiles in vCenter Server, 5,
92-94, 93
attaching to ESX/ESXi hosts, 93
hosts. See ESX/ESXi hosts
Hosts And Clusters inventory
view, 81-82, 122, 395
based on departmental
management style, 83, 83
based on geographic
management style, 82, 82
to create cluster, 441
navigating, 126
for scan, 124
Hosts tab, for dvPort group, 190
hot-add of memory, 418
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hot migrations, 371, 373-378, 374,
375
performing, 372
hot spares, 223, 225
hot virtual disk, expansion, 284, 285
HTTP over Secure Sockets Layer
(HTTPS), 79
hybrid storage designs, 226
Hyper-V (Microsoft), 2
vs. VMware vSphere, 11
hyperlinks, in Events view, 89
hypervisors, 2, 18, 301, 544
embedded, 43
and memory allocation, 418
memory pages for, 414
Type 1 and Type 2, 2

1
1/0 error, 270
IBM DB2 v.9.5, 63
IDE disks, in virtual machines, 327
idle page reclamation, 413
IEEE 802.1Q standard, 160
ifconfig command, 152, 152, 637
IGMP (Internet Group
Management Protocol), 144
Import Wizard
Source Data page, 374, 375
Source Login page, 374
Source Type page, 374
importing
vCenter Server license, 593-594
virtual appliances, 380-381
virtual machines, into VMware
vSphere, 372-373
in-guest iSCSI initiators, 244
inflating, 413
InifinBand-like CX cables, 244
initiator, 229
for iSCSI, 235, 293-297
installing
Cisco Nexus 1000V distributed
virtual switch, 201-204
custom drivers, 28, 29
guest operating systems,
330-332, 401
Guided Consolidation service,
364-367, 366
PowerCLI, 597-598
vCenter Converter, 361-364,
362
vCenter Orchestrator, 595
vCenter Update Manager
(VUM), 104-113
database server
configuration, 104-107
download service, 104
install process, 108-110
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ODBC data source name,
107-108
plug-in, 113, 113
proxy settings, 110, 110
VMware tools, 335-340
on Linux, 338, 339
vShield zones, 574-579
vSphere Client, 44-45
integrating Guided Consolidation,
into vSphere Client, 367
Intel I/O Acceleration Technology
(Intel I/O AT), 301
Intel NoExecute (NX), 437
Intel Virtualization Technology
(VT), 437
intelligent placement, 443
by DRS, 7
internal-only vSwitch, 145
virtual machines
communicating through, 146
and VMotion, 146
International Organization for
Standardization (ISO) 9660 file
system standard, 332
Internet Group Management
Protocol (IGMP), 144
Internet Information Services (IIS),
vCenter Server and, 76
Internet Relay Chat (IRC), Data
Center High Precedence rule to
block, 580-581
Internet time server, 51
intrusion detection system, and
Promiscuous mode, 208, 208
inventory
logical vs. physical, 321
of vCenter Server
adding and creating
objects, 83-86
views and objects, 81-83
inventory objects, limiting map
scope to, 92
IP address
for cluster management, 467
for Service Console port, 150
for time server, 53
for VMkernel port, 155
for vShield Manager, 575
IP-based storage, using failback
with, 174
IP hash load balancing, 170-176,
171
IPsec (IP Security), 236
IPv4, for VM networks, 244
IPv6, for VM networks, 244
iSCSI, 233-244, 234
elements, 236
encapsulation in TCP/IP and
Ethernet frames, 234
vs. Fibre Channel or NFS, 247
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LUN configuration, 237-242

maximum number of links, 296

multipathing and availability,
243-244
qualified name, 240
VCB support for, 498
iSCSI initiator, binding to multiple
interfaces, 293-297
iSCSI initiator properties page,
Dynamic Discovery tab, 240
iSCSI Naming Service, 236
iSCSI software initiator, enabling,
239
iSCSI-VMkernel Properties dialog,
NIC Teaming tab, 294
ISO files, 388
for installing guest operating
system, 332
ISO image, 332
as CD/DVD, 333
for VMware tools, 335
isolated secondary VLAN, 198
isolation response address, 486
configuring, 488—490
IT staff, experience with ESX and
ESXi, 19

J
Java, 588
JavaScript, 588
JPEG graphic, exporting chart as,
532
jumbo frames
and creating VMkernel
interfaces, 606—-607
for iSCSI network, 243

K

kdc.conf file, 559

Kerberos, 559
configuration file, 560
time synchronization and,

337-338

keyboard layouts, 28, 28

kickstart file, 37-38
copying, 40
customization with, 40
example, 38-39
location for, 39-40

L

LACP (Link Aggregation Control
Protocol), 170

LAN mode, and consolidated
backup, 498

Layer 2 bridging software, 144

LDAP connection, for vCenter
Orchestrator, 591-592

LeftHand Networks, 26
license key, for vCenter Server, 75
licensing
assigning to ESX/ESXi host, 85
for backups, 497
configuring in vCenter Server,
96, 97
importing to vCenter
Orchestrator, 593-594
from Microsoft for virtual
machines, 334-335
VMware vSphere, 12-13
Link Aggregation Control Protocol
(LACP), 170
link state tracking, 172
linked mode group, installing
vCenter Server in, 77-79, 79
Linux
disk partitions, 23, 24
installing VMware tools, 338,
339
shell scripting, 587
single-root file system for, 23
vCenter Server for, 4
VMware tools for, 335
live migration, 6
load balancing
across NIC team, 167
Ethernet stack for, 243
IP hash, 170-176, 171
with multiple uplinks, 165
for NFS, 246
policy, on vSwitches, 168-169
source MAC, 169, 169
storage choices and, 248
virtual switch policies for
Microsoft network, 211
VMotion and, 432
local disks, 26-27
on vCenter Server, 62
local domain controllers, accessing,
560
local groups, managing, 558
local host file, 474
local storage, 219
absence of, 219-220
making use of, 26
local user accounts
creating, from Service Console
command-line interface, 557
managing, 392
lock, in multiextent VMFS
configurations, 255
log files, partition for, 25
Logging Options page, 99, 100
logical inventory, vs. physical
inventory, 321
logical units (LUNs), 216
2TB boundary, 254
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changing count maximums,
258
configuring, 237-242
connecting to ESX iSCSI
initiator, 241
identifying as Unknown and
Unreadable, 503
in iSCSI, 235
masking, 232
name in ESX configuration,
232, 233
properties dialog box, 305-306
for spanned VMFS
configurations, 255
login, to web console, 406
logout command, 637
lossless Ethernet, 244
Is command, 637
LSI Logic parallel SCSI controller,
325
LUNID, 282
LUN queues, 257-258

M
MAC address
changes for virtual adapters,
208-212, 210
for virtual machine
initial, 209
manually setting, 209
maintenance mode, for
remediation, 128
Maintenance Mode on host, 444
man-in-the-middle security attacks,
236
Manage Physical Adapters dialog,
196
Manage Plug-Ins dialog box, 364
Manage Virtual Adapters dialog,
194, 194-195
managed objects, 299
Management Agent resource type,
538
management networking,
configuring of ESXi, 156-157
Maps tab, in vSphere Client
window, 88
Maps view, 298-299, 299
masking, 232
on iSCSI target, 241
per-virtual machine CPU,
448-450
memory
allocation, 412-420, 413
addressing overhead,
419-420
controlling, 414
overcommitment, 417
reclaiming pages, 413
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setting custom limit,
417-418
setting custom reservation,
415-417
setting custom shares
value, 419
for cold migration, 378
configuring virtual machine
with, 323-324
hot-add of, 418
including in snapshot, 347
performance monitoring,
546-548
with esxtop, 542
point of diminishing returns
for adding, 20
for Service Console, adjusting,
49-51, 50
speed of, 415
memory bitmap, 433
Memory Swap Used (Average)
counter, 547
message of the day (MOTD), 100
metadata
adding to objects, 95
updates, 251
metas, 223
Microsoft, licensing for virtual
machines, 334-335
Microsoft ADAM, 78
Microsoft Cluster Services (MSCS),
271, 455-458
Microsoft clustering guide, 276
Microsoft Exchange Server 2007,
and clusters, 469
Microsoft Hyper-V, 2
vs. VMware vSphere, 11
Microsoft Network Load Balancing,
176
virtual switch policies for, 211
Microsoft PowerShell, 588
Microsoft SQL Server
and clusters, 469
for vCenter Orchestrator
back-end database, 589
for vCenter Server data, 63,
70-73
Microsoft Windows clusters, 271
midrange storage design, 226-228
Migrate Virtual Machine
Networking tool, 196, 197
Migrate Virtual Machine tool,
438-440
Select Datastore, 287
Select Destination, 439
migration. See also
physical-to-virtual (P2V)
operations; VMware VMotion
of virtual machine, script for,
603
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“mirrored” RAID, 223-224, 224
mirrored VM, 9
Mixed Mode authentication,
vCenter Server 4.0 support for,
71
mkswap command, 51
Monad, 597
monitoring. See performance
monitoring
MOTD (message of the day), 100
mount command, 638
mount point, 23
mounting
CD/DVD drive, in Linux, 338
NFS datastores, 607
mountvm command (VCB), 511
for file-level backups, 505, 506
Move-ResourcePool command
(PowerCLI), 602
Move-VM command (PowerCLI),
602
MRU PSP module, 304
MSCS (Microsoft Cluster Services),
271, 455-458
MSDB database, permissions for
VUM, 108
multi-vCPU virtual machines, 421
multipathing
Ethernet stack for, 243
for NFS, 246
vStorage APIs for, 303-307
Multipathing plug-in (MPP), 307
Multiple Connections Per Session,
236-237
multiroot file system, 23
mv command, 638
MySQL, 589

N
naa (Network Address Authority)
1D, 305
name resolution
high availability and, 474
testing, 84-85
nano editor, 53
NAS. See network attached storage
(NAS)
NAS/NEFS access, VMkernel ports
for, 153
Native Multipathing plug-in
(NMP) module, 303
native VLAN, 162
navigation bar, in vSphere Client,
81
NetApp FAS arrays, 238
LUN masking on, 242
NetWare, VMware tools for, 335
Network Address Authority (naa)
1D, 305
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network attached storage (NAS),
216
best practices, 309-314
configuring file system on, 216
Network Consumer sample role,
399
privileges, 403
Network File System. See NFS
(Network File System)
network interface card team, 140
network interface cards (NICs)
blade form factor and limits on,
21
breakdown of traffic by, 549
changing association, 48
changing for Service Console,
45-49
for Cisco Nexus 1000V, 201
deciding number to use, 22
PCI addresses of, 47
selecting wrong during
installation, 36-37
for system tasks, selecting
during install, 30
for VMware VMotion, 22, 438
network load balancing (NLB)
clusters, 455
architecture, 456
network portals, in iSCSI, 235, 236
Network privilege, 400
network security policies, 573-574
Network Time Protocol (NTP), 34
configuring on ESX, 337
manually enabling client traffic
through firewall, 52
Networking view, 82, 187
networks
actions to minimize delays, 176
basic hygiene, 263
configuring VUM for
connectivity, 117
integrating infrastructure,
21-22
performance monitoring,
548-550
alarms for, 526
with esxtop, 542
reconfiguring virtual machine,
with drag-and-drop, 187
storage for kickstart file, 39-40
Test Management Network
option to verify connection,
49
New Baseline Group Wizard, 117
New Baseline Wizard, 116
New-Cluster command
(PowerCLI), 602




New Cluster Wizard, 441
New-HardDisk command
(PowerCLI), 602
New-NetworkAdapter command
(PowerCLI), 602
New-ResourcePool command
(PowerCLI), 602
New Server Cluster Wizard
Analyzing Configuration, 466
Creating the Cluster, 467
New-Snapshot command
(PowerCLI), 602
New-VM command (PowerCLI),
602
NFS (Network File System),
245-247, 246
configuring export, 263, 264
datastores, 258-270
choices for configuring
highly available, 267
creating, 260-265
ESX server root access to
export, 261
vs. Fibre Channel or iSCSI, 247
high availability (HA) design,
266, 266-270, 267
mounting datastores, 607
server, for kickstart file, 40
supporting large bandwidth
(MBps) workloads, 265
supporting large throughput
(IOps) workloads, 265-266
NFS. HeartbeatFrequency setting,
269
NIC team, 147, 166, 179, 180
configuring, 164-176
configuring Failover Order
policy, 175, 175
constructing, 166
creating, 166-167
failover and failback of
uplinks, 172
modifying policies for dvPort
group, 192
NICs. See network interface cards
(NICs)
NMP (Native Multipathing)
plug-in module, 303
No Access role
in ESX/ESXi host, 387
in vCenter Server, 397-398
Non-Critical Host Patches baseline,
115
Non-Critical VM Patches baseline,
115
noncompliance, with baseline, 124
nondeterministic events, 490
Notepad, 38
Notify Switches option, turning off,
176, 176

P
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NTEFS, VMFS vs., 250-251
NTP Daemon (Ntpd) Options
dialog, 51, 52
NTP (Network Time Protocol), 34
configuring on ESX, 337
manually enabling client traffic
through firewall, 52
ntp.conf file, configuring for NTP
time synchronization, 52-54
.nvram (virtual machine BIOS
configuration) file, 272
NX-0S, 204, 206

(0]
objects
in PowerShell, 599-601
commands to manipulate,
602
commands to retrieve, 601
in vCenter Server
alarms, 520-521, 521
naming strategy, 82
ODBC Microsoft SQL Server Setup
dialog box, 108
Office in a Box, 515-516
Online Transaction Processing
(OLTP) databases, performance,
217
Open Connection To Cluster dialog
box, 466
Open Database Connectivity
(ODBC) data source name
(DSN), 68, 75
for VUM, 107-108
Open Virtual Machine Format, 380
Open Virtualization Format (OVE),
380, 575
/opt partition, 26
optical disks, virtual machines’
access to, 331
Oracle, 68-70
JDBC driver, 69
multiple vCenter Server
instances with, 78
patches needed for 10G
release 2, 68
for vCenter Orchestrator
back-end database, 589
for vCenter Server data, 63
web resources, 218
Oracle VM, 2
orchestrated upgrade, 136-137
original equipment manufacturer
(OEM), VMware ESXi
installation, 43
out-IP policy, 170
“out-of-space’” conditions, thin
provisioning and, 281
over-subscription, of storage
resources, 270
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overcommitment of memory, 417
overflows, of queue, 257

P
PAgP (Port Aggregation Protocol),
143,170
pam.d file, 559
paravirtualize driver, 140
paravirtualize vSCSI, 290-291
parity RAID, 224, 224-226
partitioning Service Console, 23-27
custom, host upgrade baselines
and, 136
partitions
aligning, 276
custom VMware ESX scheme,
26
customizing, 30
passwd command, 557, 637
passwords
enforcing policies, 559
for Service Console, 557
for vCenter Orchestrator
authentication, 592
patch baselines, 114
patch metadata, database server to
store, 104
patch repository, 120-121, 121
patches, 103
download settings, configuring
for VUM, 118, 118
for ESX/ESXi hosts, 570
location for storing, 110, 111
staging, 126-127, 127
Path Selection plug-in (PSP),
304-305
peak bandwidth, hard-coded limits
for, 177
per-virtual machine CPU masking,
448-450
per-virtual machine swap files, 415
performance
decline with growth, 423
determining requirements,
217-218
DRS cluster, 444-445
NES vs. VMFS, 259
planning best practices,
311-312
snapshots and, 348
and storage choices, 248
storage infrastructure design
and, 215
thin provisioning and, 282
performance-centered planning
dynamic, 310-311
Performance Chart Legend, 532
performance monitoring
alarms, 520-529



creating, 522-528
managing, 528-529
scopes, 521-522
best practices, 652
capturing data, 542-543
command-line tools, 541-543
esxtop tool, 541, 541-543
resxtop tool, 543
CPU usage, 543-546
disk usage, 550-552
graph layout
CPU performance
information, 534, 535
custom interval, 534
disk performance, 535, 537
memory performance
information, 534, 536
network performance
information, 535, 538
overview, 530, 530-531
resource type, 533-534
system performance
information, 535, 539
graphs, 529-540
from inside and outside, 552
memory usage, 546-548
network usage, 548-550
overview, 519-520
saving graphs, 540
Performance privilege, 400
Performance tab, in vSphere Client
window, 87
Perl, 587
permissions
on back-end database server,
68
for changing virtual media, 388
combining with privileges and
roles, in vCenter Server,
401-405
default assignments for
ESX/ESXi hosts, 387
in Guided Consolidation
service, 365-366
identifying usage, 391-392
interaction in vCenter Server,
404-405
removing, 391
resource pools to assign, 390,
391
for roles, in ESX/ESXi host, 389
for SQL login to Microsoft SQL
Server, 71
SQL Server 2005, 71
in vCenter Server, 393—-405
for VUM, on MSDB database,
108
Permissions privilege, 400
Permissions tab
for dvPort group, 191

in vSphere Client window, 88
PermitRootLogin attribute, for SSH,
561
Physical compatibility mode
(pRDM)), for raw device
mapping, 270, 460-461
physical computers, analyzing,
370
physical ESX/ESXi hosts, migration
between. See VMware VMotion
physical host failure, VMware Fault
Tolerance and, 9
physical infrastructure, redundancy
in, 488
physical inventory, vs. logical
inventory, 321
physical network adapter
assigning to vSwitch, 153
binding to vSwitch, 159
connecting multiple to single
vSwitch, 164-165, 165
connecting to port in
dvUplinks port group, 195
information on those connected
to dvUplinks port, 196
vSwitch configured to use, 146,
147
physical switch ports, as trunk
ports, 163
physical switches
to support IP-based hash
load-balancing policy, 171
vs. virtual switches, 143-144
physical to virtual clustering, 458,
469-470, 470
physical-to-virtual (P2V)
operations, 361-367
eliminating resource excess,
377
importing virtual appliances,
380-381
with vCenter Converter,
371-379
pinging
after missing heartbeat, 486
continuous, 435
iSCSI target from initiator,
239-240
to test vShield Manager
connection, 576
between VMkernel IP address
and NFS server, 263
piping commands, 599
planning
for downtime from
remediation, 132
for growth, 412
performance-centered
dynamic, 310-311
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vCenter Server deployment,
61-66
availability, 64-65
VMware vSphere, 17-22
Plug-in Manager dialog box, 202,
363
plug-ins, in vCenter Orchestrator,
594
Pluggable Storage Architecture
(PSA), 296, 303
point-to-point (FC-P2P) mode, for
Fibre Channel protocol, 229-230,
230
pool, 281
Port Aggregation Protocol (PAgP),
143,170
port-based zoning, 232
port flapping, 174
port groups, 139, 144
dvPort, configuring, 188-193
editing security profile, 211
names for, 436
port-profile vin-access-ipstorage
command, 206
port profiles
configuring, 206
deleting, 205-206, 206
for Nexus 1000V, 204-205
PortFast mode, for Cisco devices,
176
ports, 139, 144
for dvSwitches, 185
opening with esxcfg-firewall
command, 566-567
vSwitches configuration with,
143
Ports tab, for dvPort group, 190,
190
post-backup.bat file, 507
PostgreSQL, 589
power-capping, 494
PowerCLI
commands, 601
installing, 597-598
objects in, 599-601
running scripts, 601-605
for migrating virtual
machines, 603
moving virtual machines
between resource pools,
604-605
for snapshot manipulation,
603
virtual machine
networking
configuration, 603-604
startup screen, 599
powering off guest system, vs.
shutting down, 342
PowerPC, 221
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PowerShell (Microsoft), 588,
597-605
installing PowerCLI, 597-598
resources, 600-601
working with objects, 599-601
PowerShell Execution policy, 598
pre-backup.bat file, 507
Preboot Execution Environment
(PXE) boot server, 37
predictive scheme, planning best
practices, 313
primary VLAN, 196
printing graphs, 532
priority setting, for virtual
machine, 419
Private VLANS, 189
setting up, 196-200, 197
privileged EXEC mode, 205
privileges
combining with roles and
permissions, in vCenter
Server, 401-405
for default roles, 402-403
in Guided Consolidation
service, 365-366
in vCenter Server, 399-401
progress meter, for ESX
installation, 36
Promiscuous mode, 207-208,
573-574
promiscuous port, 199
Propagate To Child Objects option,
for roles, 389
Protected port group, for vShield
appliance, 577
protocols for shared storage,
228-247
Fibre Channel, 228-233, 229
Fibre Channel over Ethernet,
244-245
iSCSI, 233-244, 234
elements, 236
LUN configuration,
237-242
multipathing and
availability, 243-244
NFS (Network File System)
protocol, 245-247, 246
support for Storage VMotion,
287
proxy settings, configuring, during
VUM install, 110, 110
PSA (Pluggable Storage
Architecture), 296, 303
purple screen of death (PSOD), 26

quad-core CPUs, for servers, 63

Qualified Name (IQN), in iSCSI,
235
queues, 257

R
RAID technologies, 223-226
downside to RAID 5, 225
for installing ESX, 27
RAID 6 (RAID-IP), 225-226,
226
RAM. See memory
Range parameters for alarms,
525-528
RARP (Reverse Address Resolution
Protocol), 176, 433
raw device mapping (RDM),
270-272, 460
RDM. See raw device mapping
(RDM)
read cache, 222
Read-Only role
in ESX/ESXi host, 387
in vCenter Server, 398
Ready Time (%RDY) counter, 541
reboot command, 637
rebuild periods, minimizing, 225
recovery point objectives (RPOs),
221
Red Hat kickstart file, vs. ESX
kickstart file, 38
red triangles, in vCenter
Orchestrator Configuration
interface, 590
redundancy
eliminating during snapshot
streaming, 515
from multiple uplinks, 165
for paths to VCB server,
502-503, 503
in physical infrastructure, 488
reference architecture, web
resources, 218
relaxed coscheduling algorithm,
421
reliability statistics, for hard disks,
223
Remediate dialog box, 127, 128
Remediate Wizard, 135, 135
remediation, 121-133
attaching and detaching
baselines, 121-123
performing scan, 124-126, 125
planning for downtime, 132
remediating guest operating
systems, 129-131
remediating hosts, 127-128
rollback, 130, 131
staging patches, 126-127, 127
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remote computer, accessing server
from, 36
remote console URLs, 409
Remote Desktop, 408
remote domain controllers,
accessing, 560
remote management tools, 408
Remote Registry service, 365-366
remote server, connection with
resxtop, 543
Remove All Snapshots workflow,
596
Remove-Snapshot command
(PowerCLI), 602
removing permissions, 391
replicating storage area network
(SAN), 516-517
Reports view, 298-299
Rescan Datacenter HBAs workflow,
596
reservation of memory, editing, 414
resource allocation
automatic distribution of, 7
CPU capacity, 420-425
assigning custom shares
value, 423-425
default allocation, 421
setting custom limit,
422-423
memory, 412-420, 413
addressing overhead,
419-420
controlling, 414
overcommitment, 417
setting custom limit,
417-418
setting custom reservation,
415-417
setting custom shares
value, 419
resource pools, 425-431
configuring, 426-429
for virtual machine, 411-412
resource consumption alarm,
creating, 522-525
Resource Pool Administrator
sample role, 398
privileges, 402
resource pools, 425-431, 429
to assign permissions, 390, 391
and clusters, 442, 442
configuring, 426—429
creating, 426, 426
moving virtual machines
between, script for, 604—605
Resource Allocation tab, 520
in vCenter Server hierarchy,
396
Resource privilege, 400
resources, eliminating excess, 377



Restart Management Network
option, 158
restart priority, for VMware High
Availability, 484-486, 485
Restart-VMGuest command
(PowerCLI), 602
restoring with VMware
Consolidated Backup (VCB), 508,
508-513
resxtop tool, 541, 543
Reverse Address Resolution
Protocol (RARP), 176, 433
reverting to snapshot, 349, 351
rm command, 558, 638
rmdir command, 638
roles
combining with privileges and
permissions, in vCenter
Server, 401-405
editing and removing, 392
in ESX/ESXi host, 387
creating custom, 387-389,
388
granting permissions, 389
in vCenter Server, 397-399, 398
Roles command, 100
rollback
after failure, 134, 134
of remediation operations, 130,
131
root account, and SSH, 561
root (/) partition, 24-25
root password, 34-35, 35, 84
for ESX/ESXi host, 386
root permissions, 151
root squash command, 260
root username, for ESX/ESXi host,
386
Round-robin PSP module, 305
running physical computer,
migration. See hot migrations
Runtime Settings, 99

S
SAN. See storage area network
(SAN)
SAP, web resources, 218
SATA, disks for, 222
SATP (Storage Array Type
plug-in), 296
saving graphs, 540
scale, 228
scan, performing, 124-126, 125
schedule
for patch downloads, 118
for remediating virtual
machines, 130
Scheduled Task privilege, 400

P
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Scheduled Tasks, in vCenter
Server, 88—89
ScratchConfig.ConfiguredScratch
Location property, 219-220, 220
scripting. See PowerShell
(Microsoft)
SCSI adapters
disk I/O statistics for, 542
paravirtualize, 291
virtual, 277, 277
for virtual machine, 325
SCSI devices, 319
disks in virtual machines, 327
VMkernel ports for, 153
search criteria, custom attributes as,
95, 96
secondary VLAN, 196, 198
Secure Shell (SSH)
controlling access, 561-563
restarting daemon, 562
Secure Sockets Layer (SSL)
certificate, ““untrusted”” source of,
79
security
best practices, 85
for ESX/ESXi hosts, 556570
auditing Service Console
files, 567-569
authentication, 556-561
model for, 385, 386
patches, 570
secure shell access,
561-563
Service Console firewall,
564-567
TCP wrappers, 563-564
ESXi and, 18, 569-570
overview, 555-556
and root login, 151
for vCenter Server, 570-573
Active Directory and,
571-572
model, 385, 386
vpxuser account, 572-573
for virtual machines, 573-574
virtualization impact on,
582-583
VMsafe, 583-584
with vShield zones, 574-582
installing, 574-579
for virtual machine
protection, 580-582

vShield appliances
deployment, 576-579
vShield Manager
configuration, 575-576
vShield Manager

deployment, 575
for vSwitches, 207-212

Security Accounts Manager (SAM)
database, 59, 393
Security Warning dialog box, 79
Select command (PowerCLI), 600,
600
Select Users And Groups dialog
box, 389
self-service restore, 508, 508
speed of, 509
send targets, adding iSCSI target to,
241
sender accounts, for notification,
525
SendTargets command, 236
serial number, for installation, 29
server clusters, 456, 457, 457
Server Message Block (SMB), 509
server platform, 19-21
servers, size vs. number of, 8
service account, 366
Service Console, 2
auditing files, 567-569
changing management NIC,
45-49
commands
esxcfg- commands,
638-641
for managing directories,
files and disks, 638
for navigating, managing
and monitoring, 637
Configuration tab, Security
Profile area, 565
creating port, 149-150, 151
custom partitions, host
upgrade baselines and, 136
interface configuration, 30
launching, 112
memory for, 25, 49-51, 50
networking configuration,
147-153
NICs for, 22
partitioning, 23-27
default layout, 32, 33
processor 0 for, 545
reviewing configuration, 47, 48
running shell scripts, 605-608
storage for, 134
user accounts, 559
virtual switch, 46
for VMware ESX, 18
Service Console firewall, 564—567
and NTP traffic, 52
Service Console port (vswif), 140
interface, 148
limits for ESX support, 153
service mgmt-vmware restart
command, 52, 153
service sshd restart command, 562
“Service Time”, of queues, 257



services.xml file, 565
Sessions privilege, 400, 400
Set Authentication dialog box
(Guided Consolidation), 370
Set- commands (PowerCLI), 602
set devmgr_show_nonpresent_
devices command, 377
Set-ExecutionPolicy RemoteSigned
command (PowerShell), 598
Set-NetworkAdapter cmdlet, 604
setupcl.exe file, 355
SHAI1 fingerprint, 85
Shadow Copies of Shared Folders,
513
share system in VMware, 419
allocations, 430
editing memory share, 414
shared storage, 216-249, 217
common storage array
architectures, 220-222
midrange and enterprise
storage design, 226-228
protocol choices, 228-247
RAID technologies, 223-226
shares for CPU, 423
shell prompt, hash sign (#) for, 637
shell scripting
in UNIX/Linux, 587
using with VMware ESX,
605-608
variables in, 608
Shutdown and Destroy VM
workflow, 596
Shutdown-VMGuest command
(PowerCLI), 602
shutting down guest system, vs.
powering off, 342
simple recovery model,
implications, 75-76
single host capacity, 7
single-initiator zoning, 232, 233
single point of failure, eliminating,
170
single-root file system, for Linux,
23
Single Root I/O Virtualization
(SR-IOV), 302, 302
Site Recovery Manager, vStorage
APIs for, 308
sizing initial array design, 309
slash (/), for Linux root, 23
““smart reboot”’, 130
for vApps, 119-120
SMTP server, for email
notifications, 119
Snapshot Manager, 349, 350
snapshots, 14, 66, 221
and behavior, 348-350
default settings to enable, 119
deleting, 349

666 | SERVICES.XML FILE ¢ STORAGE INFRASTRUCTURE

disk space for, 348
alarm to monitor, 522-525
eliminating redundancy during
streaming, 515
reverting to, 349, 351
script for manipulating, 603
space for, 273
VCB use for full backup, 500,
500
of virtual machine, 130
creating, 347, 347
and VMFS locking, 501
in VShield Manager, 582
SNMP, configuring in vCenter
Server, 99, 525
software iSCSI initiator
in ESX 3.x, 292
in ESX 4, 292
improvements, 291-293
software patches, 103. See also
patches
Solaris, VMware tools for, 335
source MAC load balancing, 169,
169
source machine name resolution,
for P2V process, 373
Spanning Tree Protocol (STP), 143
for iSCSI network, 243
“sparse file”, 274
sp_changedbowner stored
procedure, 71
spindle density, 248
spindles, 222
split-brained HA cluster, 486
SQL login, server prompts for, 75
SQL Native Client option, 72
SQL Server
and cold migrations, 378
web resources, 218
SQL Server 2005 Express Edition
limitations, 63-64
for VUM, 105
SQL Server Agent service, 75
SR-IOV, 301-302
SRDF (Symmetric Remote Data
Facility), 516
sshd_config file, 561
backup of, 562
SSL certificate, for vCenter
Orchestrator, 593
SSL settings, 100
Stacked Graph chart type, 548-549
stacked views, 550
staging patches, 126-127, 127
standby vCenter Server system, 65
static/dynamic discovery in iSCSI,
236
statistics, in vCenter Server, 97-98,
98
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status indicators, in vCenter
Orchestrator Configuration
interface, 590
step-tickers file, configuring for
NTP time synchronization,
52-54
Storage Adapter screen, rescanning
for devices, 242
storage area network (SAN), 216,
228-229
best practices, 309-314
and disaster recovery, 496
LUN initialization, and lost
data, 27
replicating, 516-517
Storage Array Type plug-in
(SATP), 296, 304
storage devices
for ESX installation, 32
over-subscription of, 270
storage infrastructure, 21, 215
basic choices, 247-249
best practices, 649
design, importance, 215-216
new features in vSphere 4,
277-308
virtual machine-level
configuration, 272-277
for VMware ESX, 249-277
core concepts, 249, 250
datastore creation,
252-258
datastores, 249-251
NFS datastores, 258-270
raw device mapping,
270-272
vSphere, 277-308
binding iSCSI initiator to
multiple interfaces,
293-297
hot virtual disk expansion,
284, 285
management features,
298-300
paravirtualize vSCSI,
290-291
software iSCSI initiator
improvements, 291-293
Storage vMotion changes,
284-290
thin provisioning, 278-282
VMDirectPath I/O and
SR-IOV, 301-302
VMEFS expansion, 282, 283
VMES resignature changes,
282-284
vStorage APIs for
multipathing, 303-307
vStorage APIs for Site
Recovery Manager, 308
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storage objects
best practices, 256
for virtual machine, 272,
272-273
storage processors, 221
storage timeouts, and vendor best
practices, 269
Storage Views privilege, 400
Storage Views tab, in vSphere
Client window, 88
storage virtualization, defining, 286
Storage VMotion, 6-7, 551
changes, 284-290
GUI interface, 286, 287
internal operations in vSphere
4,289
internals with VMware
Infrastructure 3.5, 288
limits on simultaneous, 289
moving parts of virtual
machine, 288, 288
performance impact, 290
streaming SIMD Extensions 2
(SSE2), 437
strict admission control, 482, 482
striped disks (RAID 0), 223, 224
su command, 151, 156
Summary tab
for dvPort group, 190
in vSphere Client window, 87
Support and Subscription (SnS), 12
Suspend-VMGuest command
(PowerCLI), 602
swap file, creating, 50-51
swap partition, 25, 50
modifying size, 32
and performance, 415
swapon command, 51
SWCUR (current swap usage)
counters, 542
switched (FC-SW) mode, for Fibre
Channel protocol, 229-230
switchport access vlan statement,
205, 206
switchport trunk allowed vlan
command, 164, 165, 204
switchport trunk native vlan 999
command, 162
Symantec Backup Exec 11d, 507
Symmetric Remote Data Facility
(SRDF), 516
synchronous mode (SRDE/S), 516
sysprep, 354, 355
System Center Data Protection
Manager (SCDPM), 513
System Customization menu
(ESXi), 156, 157
Configure Management
Network, 48

system halt, partition for writing
information about, 25-26

system tray, VMware logo icon,
336, 337

system uplink port profile,
configuring, 203-204

T
tagging, 160
Take Virtual Machine Snapshot
dialog, 347
tape backups, and disaster
recovery, 496
target in iSCSI, 235
configuring, 238, 238
.tar.gz extension, 338
Tasks & Events tab
for dvPort group, 191
in vSphere Client window, 87
Tasks privilege, 400
Tasks tab, in Web Console, 407
TCP/IP frame, iSCSI encapsulation
in, 234
TCP/IP stack, network access for
VMkernel, 153
TCP ports, for vCenter Server, 76
TCP sessions per database, for
VMware NFS client, 260, 260
TCP wrappers, 563-564
template objects, access to, 354
templates, 351-357, 352
deploying virtual machine
from, 355-357
virtual disk behavior change
from, 279-280
Terminal Services, 408
text file, exporting vCenter Server
events to, 90
thick virtual disk format, 275, 275
thin provisioning, 248, 274,
278-282, 312
in array or in VMware, 281-282
thin virtual disk format, 274, 275
converting to eagerthick, fault
tolerance and, 490
thin virtualization clients, size of,
41
third-party companies, additional
products from, 61
time synchronization, 51-54
in virtual environment,
337-338
VMware tools for, 337
time zone, 33, 34
Timeout Settings, 99
timestamps of files, comparing, 568
TNSNAMES.ORA file, 69, 70
Tomcat (Apache web service), 76,
406
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topology maps, 91
touch command, 638
traffic shaping, 177-178
policy for dvPort group, 193,
193
transaction log, back up, 75-76
transparent page sharing, 413
triangles, red, in vCenter
Orchestrator Configuration
interface, 590
Triggered Alarms view, 528,
528-529
triggers, for alarms, 523
troubleshooting, best practices for,
652
trunk ports, 140, 160
physical switch ports as, 163
and VLANS, 162
Twinax, 244

U
UDP ports, for vCenter Server, 76
unattended install, VMware ESX,
37-40
Universally Unique Identifier
(UUID), of virtual machine, 208
UNIX, shell scripting, 587
unlinking NICs, 48
Unprotected port group, for
vShield appliance, 577
“untrusted”” source, of Secure
Sockets Layer (SSL) certificate, 79
Update Manager. See vCenter
Update Manager (VUM)
upgrade baselines, 114
creating, 133-134
used to upgrade ESX/ESXi
host, 135
upgrading ESX/EXSi hosts,
133-136
upgrading virtual machine
hardware, 132-133, 133
upgrading VMware tools, 131-132
uplink groups, multiple, 204
uplinks, 144-147, 164
failover and failback of, 172
upstream failures, detecting, 172
upstream VLAN, 196
URLs
remote console, 409
for virtual machines, 409
USB-based flash device
for kickstart file, 39
running ESXi Embedded from,
18, 43
user accounts
for administrators, centralizing
authentication, 59-60
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authentication, against
Microsoft Active Directory,
559
dedicated, for Guided
Consolidation service, 366
deleting, from ESX host,
557-558
ESX/EXSI host authentication
with, 44
granting access control to
virtual machine, 389
local management, 557-559
for Service Console, 559
for vCenter Collector, 365
for VUM services, 111-112
user data backups, in Windows,
513
useradd command, 557, 637
userdel command, 558
usermod command, 558
username
for Service Console, 557
for vCenter Orchestrator
authentication, 592
for vCenter Server services, 76
UUID (Universally Unique
Identifier), of virtual machine,
208

A"
VA Upgrade to Latest baseline, 115
VA Upgrade to Match Host
baseline, 115
vApp privilege, 400
VvApp Settings, for VUM, 119-120
/var/log partition, 25
variables, in shell scripting, 608
vcbExport command, for single
VMDK backups, 504
vcbMounter command (VCB),
499-500
for file-level backups, 505, 506
for full virtual machine
backups, 502
vcbSnapshot command, for single
VMDK backups, 504
vcbVmName command (VCB), 499
for file-level backups, 505
for full virtual machine
backups, 502
for single VMDK backups, 504
VCDR (VMware Data Recovery),
496, 514-515
vCenter cluster-level view, 298-299
Storage Views tab, 298
vCenter Converter, 361, 371-379
cold migrations, 378-379
hot migrations, 373-378, 374,
375

installing, 361-364, 362
vCenter Orchestrator, 10, 588—597
adding vCenter Server host,
594-595
back-end database setup,
592-593
configuring, 77, 588-595
displaying icons, 590
importing vCenter Server
license, 593-594
installing and starting service,
595
LDAP connection, 591-592
missing icons, 74
network connection, 590-591
plug-ins configuration, 594
prerequisites, 589
server certificate configuration,
593
starting configuration service,
590
using workflows, 595-597, 596
vCenter Server, 4-5
adding ESX/ESXi host, 84
alarms, 519
authentication for connection, 6
basics, 57-61, 58
centralizing user
authentication, 59-60
extensible framework, 60,
60-61
best practices, 646-647
combining privileges, roles and
permissions, 401-405
configuring for email and
SNMP notifications, 525
configuring VSM to connect to,
203
creating VSM-specific plug-in,
202, 202
deployment planning and
design, 61-66
availability, 64-65
database server choices,
63-64
sizing hardware, 61-63, 62
disaster recovery plan, 66
downloading latest version, 73
exploring, 79-81
exporting events to text file, 90
hierarchy, 394-397
datacenter objects, 394
folders, 394-396, 395
putting together, 396-397
resource pools, 396
home screen, 80, 80-81
installing, 67-77
back-end database server
configuration, 67-73
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in linked mode group,
77-79, 79
running installer, 73-77,
74
installing guest operating
system, 330-332
and Internet Information
Services, 76
inventory
adding and creating
objects, 83-86
baselines for, 122
views and objects, 81-83
management features, 86-94
basic host management,
86-88
Events view, 89, 90
host profiles, 92-94, 93
maps, 91, 91-92
scheduled tasks, 88-89
maximum number of hosts or
VMs per, 78
navigation bar, 81
objects, alarms, 520-521, 521
Performance tab, 520
permissions, 393—-405
interaction, 404-405
pre-installation tasks, 67
privileges, 399-401
Recent Tasks pane, 376
Resources pane, Summary tab,
519
roles, 397-399, 398
security for, 570-573
Active Directory and,
571-572
vpsuer account, 572-573
settings, 94-101
Active Directory, 99
advanced, 100
custom attributes, 94-95
database, 99
database retention policy,
99
licensing, 96, 97
logging options, 99, 100
mail, 99
runtime settings, 99
SNMP, 99
SSL settings, 100
statistics, 97-98, 98
timeout settings, 99
Web service, 99
standby system, 65
Users & Groups tab, 386
on virtual machine
installing, 65-66
running, 66, 67
for viNetwork Distributed
Switches, 184



Web Access page, 407
workgroups for, vs. domain,
393
vCenter Server Essentials, 5
vCenter Server Foundation, 5
vCenter Server objects, Virtual
Machine tab, performance
summary, 519-520
vCenter Server Standard, 5
vCenter Update Manager (VUM)
baselines and groups, 114-117
calculating limits, 125-126
Configuration tab, 117-120
configuring, 113-121
baselines and groups,
114-117
Database Information page, 109
Events tab, 120
installing, 104-113
database server
configuration, 104-107
download service, 104
install process, 108-110
ODBC data source name
(DSN), 107-108
plug-in, 113,113
proxy settings, 110, 110
object compliance with
baseline, 124
orchestrated upgrade, 136-137
overview, 103-104
Patch Repository tab, 120-121,
121
remediation, 121-133
attaching and detaching
baselines, 121-123
performing scan, 124-126,
125
remediating guest
operating systems,
129-131
remediating hosts,
127-128
staging patches, 126-127,
127
schedules for remediating
virtual machines, 130
services configuration, 111-112
support for, 12
upgrading ESX/EXSi hosts,
133-136
upgrading virtual machine
hardware, 132-133, 133
upgrading VMware tools,
131-132
use only for ESX/ESXi hosts,
118
Veeam fastSCP, 40
VGT (virtual guest tagging), 160

VI Toolkit Community Extensions,
597
vicfg-mpath command, 642
vicfg-nas command, 642
vicfg-nics command, 642-643
vicfg-ntp command, 644
vicfg-rescan command, 642
vicfg-route command, 644
vicfg-vmknic command, 295, 643
vicfg-vswitch command, 643-644
vifg command, 641-642
vipinit command, 642
virtual adapters
assigning to dvPort groups,
195, 195
MAC address changes, 208-212
managing, 194, 194
Virtual Appliance Marketplace, 380
virtual appliances, importing,
380-381
virtual clusters, raw device
mapping in, 460-461
Virtual Compatibility mode, for
raw device mapping, 460-461
virtual disk files, multiple on
virtual machine, 329
virtual disks, 274-276
adding existing, 326
aligning, 276-277
change of behavior from clones
and templates, 279-280
configuration for guest, 274
naming scheme, 329
for new virtual machine,
325-326, 326
shrinking, 281
size limits for, 319
virtual environment, time
synchronization in, 337-338
Virtual Ethernet Module (VEM),
200
virtual guest tagging (VGT), 160
virtual hard disk (.vmdk) file, 319,
320
virtual hardware, adding to virtual
machine, 340
virtual LAN, 140
virtual machine BIOS configuration
(nvram) file, 272
virtual machine configuration
(.vmx) file, 272, 319-320
example, 342-345
virtual machine file system
partition, 27
virtual machine link (.vmdk) file,
272
virtual machine lock (.vmx.Ick) file,
272
virtual machine memory (.vmem)
file, 273
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virtual machine monitor (VMM), 18
Virtual Machine Operations
resource type, for datacenter
objects, 538
virtual machine port group, 140,
157
configuring, 163, 163
creating, 159
Virtual Machine Power User
sample role, 398
privileges, 402
Virtual Machine privilege, 401
virtual machine Properties dialog
Hardware tab, 464
Resources tab, 414
memory reservation, 416,
422
virtual machine suspend (.vmss)
file, 273
virtual machine swap, NFS and
location, 246
Virtual Machine tab, in vSphere
Client window, 87
Virtual Machine User sample role,
398
privileges, 402
virtual machines. See also resource
allocation
adding to virtual hardware, 340
aggregate performance
requirements, 218
aligning file systems, 346-347
attaching baseline or baseline
group, 122-123
backup agents in, 497, 497
bandwidth for, 146
baseline variations, 524
best practices, 650
for Cisco Nexus 1000V, 201
cleanup tasks after migration,
377
clones, 358
clustering, 455-470
creating, 317-330
from template, 351
delegating ability to create, 401
for DHCP server, 411
display name of, 329
forcing uniqueness, 354
generic hardware for, 317-318,
318, 319
granting access control to local
user or group, 389
importing into VMware
vSphere, 372-373
installing vCenter Server on,
65-66
isolation, 548
log in to desktop through web
console, 408



MAC address, initial, 209
managing and modifying,
340-350
maximum number per vCenter
Server, 78
memory configuration, 323-324
Microsoft licensing, 334-335
migration
to different ESX/ESXi host,
6

script for, 603
moving between resource
pools, script for, 604-605
networking configuration,
157-159
script for, 603-604
powering on after migration,
376
priority setting for, 419
provisioning, vs. provisioning
physical machines, 330
reconfiguring networking, with
drag-and-drop, 187
requirements for VMotion,
437-438
running from previous
versions of ESX/ESXI, 323
running when host is isolated,
488
SCSI adapters for, 325
SCSI and IDE hard disks in,
327
security for, 573-574
vShield zones, 580-582
snapshot to capture status, 119
space requirements, 273-274
storage objects for, 272,
272-273
Universally Unique Identifier
(UUID) of, 208
upgrading hardware, 132-133,
133

URL generated for, 409
Web Console for managing,
405-408
Virtual Machines tab, for dvPort
group, 190
virtual media, permissions for
changing, 388
Virtual mode (vVRDM), of RDMs,
270-271
virtual network
best practices, 648—649
components, 139-140, 141
design, 139-142, 178-180, 179,
180
virtual pools, 223
virtual port storage system, 227
virtual SCSI adapters, 277, 277
virtual storage appliance (VSA), 26
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Virtual Supervisor Module (VSM),
200
virtual switches. See vSwitches
VirtualCenter, 347. See also VCenter
Server
virtualization, and security,
582-583
Vizioncore vRanger Pro, 61, 513
VLAN ID, 30, 150, 160
for dvPort group, 189
VLAN ID 4095, 160
VLAN Servers Settings dialog
Teaming And Failover, 192, 192
Traffic Shaping, 193
VLAN trunking, 189
vlance adapter, 140
VLANSs
benefits, 160-161, 161
configuring, 160, 160-164
modifying settings for dvPort
groups, 192
private, 189
setting up, 196-200, 197
Service Console and, 160
type for dvPort group
configuration, 189
vSwitches and uplinks
requirements, 162
vLockstep technology (VMware), 9,
490
VM (Oracle), 2
VM Activity custom chart setting,
540
VM Hardware Upgrade to Match
Host baseline, 115, 132
vm-support command, 568
VM/VA baseline group, in
orchestrated upgrade, 136
VM/VA baselines, 114
VM wall, 580
VMCapacity Planner, 311
VMDirectPath 1/0, 301-302
VMDK backup, mounting into file
system, 511-512, 512
.vmdk (virtual machine link) file,
272, 345, 345
example, 346
.vmem (virtual machine memory)
file, 273
VMES 3 volume, 251
VMES file system
aligning volumes, 256
datastores, creating, 252-258
expansion, 282, 283
name of folder in volume, 329
partition name, 32
partitions or extents for, 254,
255
resignature changes, 282-284
vmkcore partition, 25-26
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VMkernel, 2, 18, 143
load balancing, 546
networking configuration,
153-156
VMkernel interfaces
creating with jumbo frames
enabled, shell script for,
606—607
enabling for VMotion, 607-608
VMkernel ports (vimknic), 140, 154
creating
with command line, 156
on existing vNetwork
Distributed Switch, 436
on ESXi, 155
for iSCSI, 239, 239
for NFS, 262, 263
using failback with, 174
VMkernel swap, 415
vmkfstools command, 281
vmknic, 140. See also VMkernel
ports (vimknic)
VMM. See virtual machine monitor
(VMM)
VMotion, 6-7. See also Storage
VMotion; VMware VMotion
VMotion boundary, 448
VMs and Templates inventory
view, 82, 83, 122, 395, 395
VMsafe APIs, 583-584
support for, 12
.vmsd (dictionary) file, 273
.vmsn file extension, 347
.vmss (virtual machine suspend)
file, 273
VMware. See also vCenter Server
NLB support from, 456
website, 19, 64
VMware Capacity Planner, 365
VMware Consolidated Backup
(VCB), 10, 10, 496-508
backup agents in virtual
machine, 497, 497
for file-level backups, 505-506,
506, 508
for full virtual machine
backups, 498-502, 499
results, 502
steps, 501-502
restoring with, 508, 508-513
for single VMDK backups,
504
with third-party products,
506-508
vs. VCDR, 515
VMware Consolidated Backup
User sample role, 398
privileges, 403
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VMware Converter boot CD,
downloading, 378
VMware Converter Enterprise,
restoring VCB backups with,
513, 514
VMware Data Recovery (VCDR),
496, 514-515
VMware Distributed Resource
Scheduler (DRS), 7-8, 443-448
datacenters and, 394
Default option, 447
enabling on cluster, 442
fully automated behavior,
444-448
DRS rules, 445-448
manual automation behavior,
443
partially automated behavior,
444
vCenter Server and, 4
VMware ESX, 2
commands, 637-644
components, 3
deploying, 23-40
installing from DVD,
27-37
partitioning Service
Console, 23-27
progress meter, 36
summary of installation
settings, 35
unattended install, 37-40
vs. ESX 3.5, 3
fixing Service Console NIC in,
47-48
graphical installation mode vs.
text-based, 28
migrating running virtual
machine to different host,
6
post-installation configuration,
45-54
adjusting Service Console
memory, 49-51, 50
changing Service
Console/management
NIC, 45-49
time synchronization,
51-54
storage infrastructure for,
249-277
core concepts, 249, 250
datastore creation,
252-258
datastores, 249-251
NFS datastores, 258-270
raw device mapping,
270-272
vs. VMware ESXi, 18

P
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VMware ESXi, 2
configuring management
networking, 156-157
fixing management NIC in,
48-49
home screen, 48, 49
installation steps, 4243
and management port, 148
tools not available, 386
using shell scripts with,
605-606
VMkernel ports on, 155
VMware ESXi Embedded,
deploying, 43, 44
VMware ESXi Installable,
deploying, 40-43
VMware Fault Tolerance, 9,
490-495
checklist for success, 494
configuring virtual disk for, 278
eagerzeroedthick disk format
for, 275
NICs for, 22
snapshots and, 349
task in progress, 492
vCenter client showing process
in sync, 493
vCenter client showing start
process, 493
vCenter Server and, 4
VMkernel ports for, 153
VMware Fusion, 380
VMware High Availability, 8-9,
247, 470-490, 471
configuring, 474-490
admission control settings,
482
failure, 476-480
host failures allowed, 476
isolation response,
486-487, 487, 490
restart priority, 484-486,
485
datacenters and, 394
overcommitment in cluster, 484
vCenter Server and, 4
VMware logo, icon in system tray,
336, 337
VMware management service,
restarting, 153
VMware Mount Service for Virtual
Center, 77
vmware port-group statement, 204,
205
for name change, 206
VMware tools
determining existence, 339
installing, 335-340
on Linux, 338, 339, 339

outdated versions, 339
upgrading, 131-132
VMware Tools Properties dialog
box, 337, 337
VMware Tools Upgrade to Match
Host baseline, 115, 130
VMware Update Manager Service
Properties dialog, Log On tab,
112
VMware vCenter Collector Service,
for Guided Consolidation
service, 365
VMware vCenter Lab Manager, 2
VMware vCenter Lifecycle
Manager, 2
VMware vCenter Server Heartbeat,
65
VMware vCenter Site Recovery
Manager, 2
VMware vCenter Stage Manager, 2
VMware vCenter Update Manager,
5
VMware vCenter Update Manager
privilege, 401
VMware Virtual Symmetric
Multi-Processing (vSMP), 3-4, 4
VMware VirtualCenter
Management Webservices, 77
VMware VirtualCenter Server, 77
VMware vLockstep technology, 9,
490
VMware VMotion, 6-7, 247,
432-440
compatibility, 448—450
enhanced, 450-451
datacenters and, 394
enabling VMkernel interface
for, 607-608
internal-only vSwitch and, 146,
579
and Microsoft licensing, 334
migration
performing, 438-440
step one, 432,432
step two, 432, 433
step three, 433, 434
step four, 433, 434
step six, 435, 436
warning during, 438
NICs for, 22, 438
requirements, 435-438
vCenter Server and, 4
VMkernel ports for, 153
VMware VMvisor Boot Menu
screen, 40, 41
VMware vSphere product suite,
products included, 1
VMware Workstation, 380
VMwareVCMSDS, 77



.vmx (virtual machine
configuration) file, 208, 272,
319-320

.vmx.Ick (virtual machine lock) file,
272

vmxnet adapter, 140

VNC, 408

vNetwork Distributed Switches
(dvSwitch), 5, 139, 182-200. See
also Cisco Nexus 1000V
distributed virtual switch

adding host to existing,
184-185

adding hosts, 182, 183

configuration maximums for,
200

creating, 182-188

creating VMkernel port, 436

defining PVLAN entries on,
197-198, 198

editing security profile, 212

managing adapters, 194-196

adding virtual adapter,
194

removing, 187-188

removing from ESX/ESXi
hosts, 186, 187

security policies, 207

vs. standard vSwitch, 182

total ports and available ports,
185

and vShield appliance
deployment, 578

vNetwork Standard Switch
(vSwitch), 139. See also vSwitch
security policies, 207
volumes, 223

aligning in VMFS, 256

vpxd.cfg file, editing, 579

vpxuser account, 572-573

vRanger Pro (Vizioncore), 61

VSA (virtual storage appliance),
26

vSCSlI, paravirtualize, 290-291

vShield zones, 10, 574-582

installing, 574-579
for virtual machine protection,
580-582
vShield appliances
deployment, 576-579
vShield Manager
configuration, 575-576
deployment, 575
VM Flow tab, 581, 582

VSMgmt network, for vShield
appliance, 577

vSphere

best practices, 645-652
disaster recovery and
business continuity, 651
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ESX/ESXi installation,
645-646
monitoring and
troubleshooting, 652
storage management, 649
vCenter Server, 646-647
virtual machines, 650
virtual network, 648-649
deployment planning, 17-22
editions, overview, 13
vs. Hyper-V and XenServer, 11
importing virtual machines
into, 372-373
licensing, 12-13
new storage features, 277-308
binding iSCSI initiator to
multiple interfaces,
293-297
hot virtual disk expansion,
284, 285
management features,
298-300
paravirtualize vSCSI,
290-291
software iSCSI initiator
improvements, 291-293
Storage vMotion changes,
284-290
thin provisioning, 278-282
VMDirectPath I/O and
SR-IOV, 301-302
VMES expansion, 282, 283
VMES resignature changes,
282-284
vStorage APIs for
multipathing, 303-307
vStorage APIs for Site
Recovery Manager, 308
reasons to choose, 14
vSphere Client, 6
to access vCenter Server, 79
adding virtual hardware to
virtual machine, 340
connecting, to vCenter Server
instance, 558
enabling NTP, 51
Getting Started tabs, removing,
80
installing, 44-45
logging on to ESX/ESXi host
using, 60
for managing local users and
groups, 558
Roles view, 391
and SCSI-3 dependency,
251-252
storage stack, 250
and vCenter Converter, 363

McCain bindex.tex V3 - 07/27/2009 12:55pm Page 672

vCenter Update Manager
Administration, main tabs,
114
VUM management in, 113
window tabs for host
management features, 87, 87
vSphere Client Windows Guest
Customization Wizard
Computer Name page, 357
Save Specification page, 358
vSphere environment, security, 555
vSphere Management Assistant
(VMA), resxtop tool in, 543
vSphere PSA model, 303
vSphere Software Development Kit
(SDK) for Perl, 587
vSphere VMkernel, 254
vSphere volume manager, volume
partitioning by, 254
VSphere Web Services SDK, 588
vStorage APIs, 496
for array integration, 308—-309
for data protection, 308
for multipathing, 303-307
for Site Recovery Manager, 308
support for, 12
vswif (Service Console port), 140
interface, 148
limits for ESX support, 153
vSwitch Properties dialog, 294
NIC Teaming tab, 172
Traffic Shaping tab, 177
vSwitches, 45, 139, 142, 142-180
adding VMkernel port to
existing, 154-155
binding physical network
adapter to, 159
connection types, 145
creating, 145, 152
default security profile for, 207,
207
editing security profile, 211
failover event on, with NIC
team, 176
number and configuration,
factors impacting, 178
vs. physical switches, 143-144
port load balancing policy,
168-169
ports and port groups on, 160
security configuration, 207-212
Service Console port type on,
149
size decisions, 180, 181
using NIC teaming, 148
virtual machine monopoly of,
548-549
with Virtual Machine port
group, 158, 159



vSwitches Properties dialog,
Security tab, 207

.vswp extension, 415

VUM. See vCenter Update Manager
(VUM)

w
W32Time service, 337
%WAIT counter, 541-542
warning, during VMotion
migration, 438
Web Access page, of ESX/EXSI
host, installing vSphere Client
from, 44-45
Web Console
for login to virtual machine
desktop, 408
for managing virtual machines,
405-408
requirements, 406
web resources
on custom CPU masks,
450
Shadow Copies of Shared
Folders, 513
on System Center Data
Protection Manager
(SCDPM), 513
vCenter Orchestrator
Developer’s Guide, 597
on vCenter Orchestrator install,
589
vendor-specific documentation,
258-259
VI Toolkit Community
Extensions, 597
Virtual Appliance Marketplace,
380
virtual machine guest
operating systems, 332
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on VMsafe APIs, 584
VMware best practices
documentation, 218
Web service, settings, 99
Welcome To The ESX Installer
screen, 28
Where-Object cmdlet, 604
who am i command, 637
whoami command, 637
Windows
blue screen of death (BSOD),
25
clustering storage architectures,
457
disk partitions, 23, 24
multiroot file system, 23
as reliable time server, 54
removing unnecessary drivers
from virtual machine, 377
user data backups in, 513
virtual machines, file-level
backups, 505-506, 508
VMware tools for, 335
Windows 2000, SCSI controller
support, 325
Windows activation, 334-335
after P2V migration, 372
Windows authentication
and vCenter Server services,
71, 74
for VUM database, 108
VUM services configuration to
support, 112
Windows-based guest operating
systems, upgrading VMware
tools, 339-340
Windows-based server, full C:
drive on, 23
Windows Server 2003, clustering
support, 457

Windows Server 2008
Datacenter Edition, licensing,
334
Enterprise Edition, licensing,
334
SCSI controller support, 325
Windows Server virtual machines,
clusters of, 458-459
Windows Services for Clusters
(WSFC), 271
Windows XP, SCSI controller
support, 325
WinSCP, 40, 510
WordPad, for editing kickstart files,
38
workflows
automated, 10
in vCenter Orchestrator,
595-597, 596
workgroups, for vCenter Server, vs.
domain, 393
worldwide name (WWN), for
objects, 230-232
write cache, 222
““write penalty”, for parity RAID,
224
WWN-based zoning, 232

X
XenServer (Citrix), 2
vs. VMware vSphere, 11
XML-based answer file, creating,
for template deployment, 356

Z
zeroedthick disk format, 275, 275
zoning

configuring, 233

by Fibre Channel, 232



