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o
cables
CAT5
exterior routers, 35
game adapter connections, 105
modem connection, 27-28
partially wired networks, 32
webcam connections, 106
printer connections, 98
cards. See wireless cards
case-sensitivity, SSIDs, 30
CD-ROM drives, 20
certification, Wi-Fi hardware, 14
CF (Compact Flash) adapters, 18
channels
changing, network maintenance,
112-113
network analyzer display information,
131
selecting, ad hoc networks, 29
compatibility
antennas, 20
dual-band routers, 15
wireless cards and routers, 14
Computer Name tab, 66
computer network identification feature,
66
configuration utility
ad hoc networks, 29
manufacturer’s
network selection, 85-86
wireless card settings, changing,
61-62
passwords, 55-57
routers, restoring default settings, 138
Windows XP, 30-31, 63
Connect To option (Windows
environment), 59
connections
automatic connection features, 84-86
hotspots, 88—-89
Internet connections, troubleshooting,
131-135
manual, 86—88
network connections, troubleshooting,
127-131
printer connections
cable options, 98
direct, 97-98

shared printers, 101-105
troubleshooting, 128
wired print servers, 98—-100
wireless print servers, 100-101
public networks, 88—-89
testing, 83
costs
adapters, 20
dual-band routers, 15
reputable manufacturer products, 21
routers, 20
coverage area, wireless network
advantages, 6
credit card purchase protection, 73-74
Customize Desktop button (Desktop tab),
38, 66,91

D

damaged antennas, replacing, 136
data flow concepts, 9
data rate changes, network maintenance,
110-112
Default Gateway value (Support tab), 51
default IP addresses, 50
default passwords, changing, 55-57
denial of service (DoS) attacks, 71
desktop computers
antennas with, 12-13
wireless card determination, 12-13
wireless card installation, 39
Desktop tab, 38, 66, 91
Device Manager button (Hardware tab),
11
Device Manager tab, Network Adapters
category, 44, 120, 123
DHCP (Dynamic Host Configuration
Protocol) settings
disabling, 63-64
enabling, 52-53, 63
dialog boxes
File and Print Sharing, 94
Folder Properties, 75
System Properties, 66—-67
Wireless Network Connection, 45, 63,
85
Wireless Network Connection Status,
60-61, 64
direct printer connections, 97-98
diversity, 142
D-Link website, 20
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DoS (denial of service) attacks, 71
Driver tab
Driver File Details option, 43, 121
Update Driver option, 43-44, 122-123
drivers
updates, 4344, 121-123
version determination
Windows 98, 120-121
Windows XP, 120
DTIM Period feature, 58
dual-band routers, 15-16
Dynamic Host Configuration Protocol
(DHCP) settings
disabling, 63-64
enabling, 52-53, 63

E
802.11a standard, 13
802.11b standard, 13-14
802.11g standard
description, 13-14
802.11g Only Mode, 58, 133-134
upgrades to, 113-114
Ekahau network analyzer, 130
encryption
ad hoc networks, 31
AES (Advanced Encryption Standard),
142
credit card purchase protection, 73-74
description, 49
lost or forgotten encryption key,
137-138
SSL, 75
WEP, 58, 72, 78-79
WPA, 58
WPA-PSK, 72, 77-78
enhancements, brand considerations, 21
Ethernet cards, 32
evil twin hotspots, 71

F

File and Print Sharing dialog box, 94
file sharing

accessing, 93

individual files, 91

security measures, 75, 92

whole folder contents, 91-92

in Windows 98/Windows ME, 94-95

in Windows XP, 90-92

wireless network advantages, 3
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filtering features, 95-96
firewall programs, 75
firmware upgrades, 117-119
Folder Properties dialog box, 75
forgotten or lost encryption key, 137-138
forgotten passwords, 139
fragmentation
Fragmentation feature, 57
settings, 132-133
frequencies
Wi-Fi standards, 13
wireless card and router compatibility,
14

G

games
adapters, 105
multiplayer, 4

H

hackers
description, 71
encryption features, 31
hardware requirements, CD-ROM drives,
20
Hardware tab, 11
Hardware Update Wizard, 122-123
Helium Networks network analyzer, 130
high-speed Internet connections, 2628
hotspots
evil twin, 71
finding, 88
locating, 88-89
security techniques, 74-75

icons, My Computer icon
accessing, 10-11
Desktop tab, 38
Properties option, 44, 66
IEEE (Institute of Electrical Engineers),
141
input, MIMO, 19
installation
easy installation concepts, 6
wireless cards
in desktop computers, 39
discussed, 37
driver updates, 42-44
Continued
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installation (continued)

wireless cards (continued)
in laptop computers, 40-41
static IP addresses, 65
user guide instructions, 38—-39
Windows XP, Wireless Auto
Configuration, 44-46

interference

causes of, 8

network analyzer display information,
131

reducing, 128

internal wireless cards, 11
Internet

connection problems, troubleshooting,
131-135

connection sharing, wireless network
advantages, 3

credit card purchase protection, 73-74

high-speed connections, 26—28

telephone services, 106-107

IP (Internet Protocol) addresses

default, 50

description, 50
determining, 50-51, 64
renewing, 89-90

static, 51-52, 65
subnet mask, 65

ISP (Internet Service Provider), 142

laptop computers

testing, 83
wireless card determination, 11-12
wireless card installation, 4041
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range extension, 114-115

router channels, changing, 112-113

router transmit power levels,

increasing, 114-115

Windows XP upgrades, 116-117

wireless card upgrades, 120-123
manual connections, 86—88
manufacturer’s configuration utility

network selection, 85-86

wireless card settings, changing, 61-62
media players, 106
medium access, 9
MIMO (multiple input, multiple output),

19
missing antenna problems, 136
mobility, wireless network advantages, 4
modems, broadband

router connections to, 27-28

router location placement, 25-26
mounting brackets, router, 35
multiplayer games, wireless network

advantages, 4
multiple input, multiple output

(MIMO), 19
My Computer icon

accessing, 10-11

Desktop tab, 38

Properties option, 44, 66

N

naming considerations, SSIDs, 53-55

Netgear website, 20

Network Adapters category (Device
Manager tab), 44, 120, 123

network analyzers

AirMagnet, 130

Ekahau, 130

Helium Networks, 130
information displayed on, 131
Network Stumbler, 129
WilPackets, 130

M network maintenance

Linksys website, 20

location placement
outdoor wireless routers, 3435
routers, 25-26

lost or forgotten encryption key, 137-138

maintenance

data rate changes, 110-112

driver updates, 121-123

802.11g standards, upgrades to,
113-114

firmware upgrades, 117-119

overview, 109

performance increases, 110-114

data rate changes, 110-112

driver updates, 121-123

802.11g standards, upgrades to,
113-114

firmware upgrades, 117-119

overview, 109

performance increases, 110-114

range extension, 114-115



router channels, changing, 112-113
router transmit power levels,
increasing, 114-115
Windows XP upgrades, 116-117
wireless card upgrades, 120-123
Network Stumbler network analyzer, 129
networks
ad hoc
channel selection, 29
configuration utility, 29
description, 9, 28
encryption features, 31
user access, 31
partially wired, 31-34
public
connections, 88—89
finding, 88
security features, 74-75
WAN (Wide Area Network), 51
Newegg website, 21
noise, network analyzer display
information, 131
notebook cards
description, 17
wireless card installation, 40-41

O

open-system authentication, 58
outdated equipment, 14

outdoor wireless range coverage, 34-35
output, MIMO, 19

P

packaging, 21
partially wired networks, 31-34
passwords
default, changing, 55-57
forgotten, 139
PCI cards, 16
peer-to-peer networks
channel selection, 29
configuration utility, 29
description, 9, 28
encryption features, 31
user access, 31
performance
dual-band routers, 16
network maintenance, 110-114
PlayStation2 game adapters, 105
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power-over-Ethernet (PoE), 142
power-save mode, 67—69
prices. See costs
adapters, 20
dual-band routers, 15
reputable manufacturer products, 21
routers, 20
print servers, 98-100
printers
connections
cable options, 98
direct, 97-98
troubleshooting, 128
wired print servers, 98-100
wireless print servers, 100-101
shared
adding, 103-105
enabling, 101-103
in Windows ME, 103, 105
in Windows 98, 103, 105
in Windows XP, 101-104
wireless network advantages, 3
Properties option (My Computer icon),
44, 66
Protection Mechanisms feature, 58,
133-134
public networks
connections, 88-89
finding, 88
security features, 74-75

R

range
extending, 114-115
outdoor coverage, 33—34
reducing, 72
weather effect decreases, 21

rebooting routers, 127-128

removable antennas, 18

Repair button
Support tab, 89
Wireless Network Connection Status

dialog box, 64

request to send/clear to send (RTS/CTS)
feature, 57, 131-132

rf channels, network analyzer display
information, 131

RF Linux website, 19



routers

accessing through another computer,
137

advanced settings, 57-58

channels, changing, 112-113

costs, 20

default settings, resetting, 137-138

description, 8

dual-band, 15-16

factory settings, restoring, 137-138

firmware upgrades, 117-119

high-speed Internet connections, 26—28

IP addresses, 50-52

location placement, 25-26

mounting brackets, 35

multiple, different channel frequencies,
21

outdoor wireless coverage, 34-35

password changes, 73

rebooting, 127-128

related terms, 15

single-band, 15

transmit power levels, increasing,
114-115

wireless card compatibility, 14

RTS/CTS (request to send/clear to send)
feature, 57, 131-132

S

security
Any available network option, disabling,
76
attacks, 8
credit card purchase protection, 73-74
file sharing, 75, 92
firewall programs, 75
hotspots, 74-75
network range, reducing, 72
password changes, 73
Protection Mechanisms feature, 58,
133-134
public networks, 74-75
Service Pack 2 (Windows XP), 85
Service Set Identifiers. See SSIDs
shared files
accessing, 93
connection problems, troubleshooting,
128
individual files, 91

security measures, 75, 92
whole folder contents, 91-92
in Windows 98/Windows ME, 94-95
in Windows XP, 90-92
shared Internet connections, wireless
network advantages, 3
shared key encryption, 58
shared printers
adding, 103-105
enabling, 101-103
in Windows ME, 103, 105
in Windows 98, 103, 105
in Windows XP, 101-104
wireless network advantages, 3
signals
network analyzer display information,
131
poor connection improvements, 128
single-band routers, 15
sites. See websites
software requirements, 20
speed display, network analyzer
information, 131
SpeedBooster feature, 19
SSIDs (Service Set Identifiers)
broadcasting, turning off, 54-55, 73
case-sensitivity, 30
description, 49
naming considerations, 53-55
network analyzer display information,
131
SSL encryption, 75
standards
AES (Advanced Encryption Standard),
142
802.11a, 13
802.11b, 13-14
802.11¢g
description, 13-14
802.11g Only Mode, 58, 133-134
upgrades to, 113-114
Start button (Windows environment), 59
static IP addresses, 51-52, 65
subnet mask, I addresses, 65
Support tab
Default Gateway value, 51
IP Address value, 64
Repair button, 89
System Properties dialog box, 66—67



T
tabs
Computer Name, 66
Desktop, 38, 66, 91
Device Manager, 11
Driver
Driver File Details option, 43, 121
Update Driver option, 43—44,
122-123
Hardware, 11
Support
Default Gateway value, 51
IP Address value, 64
Repair button, 89
Wireless Networks, 89
telephone services, Internet, 106—-107
testing connections, 83
Til Tek website, 19
traffic flow concepts, 9
troubleshooting
antenna problems, 136
encryption key, lost or forgotten,
137-138
Internet connections, 127-131
network analyzers, 129-131
network connections, 127-131
passwords, 139
printer connections, 128
Protection Mechanism feature,
133-134
routers, default settings, 137-138

U

Update Driver option (Driver tab), 43-44,
122-123

updates
drivers, 43—-44, 121-123
outdated equipment, 14-15
wireless cards, 43—44

upgrades
antennas, 19
to 802.11g standards, 113-114
firmware, 117-119
Windows XP, 116-117
wireless cards, 120-123

USB adapters, 18

user access, ad hoc networks, 31

user guide instructions, 38-39

Vv

versions, Wi-Fi, 13-14

video game adapters, 105

virtual account numbers, credit card
purchase protection, 74

VoIP (voice over IP), 21, 106

W
WAN (Wide Area Network), 51
weak signals

interference, 128

network analyzer display information,

131

weather effects, range decreases, 21
websites

Adobe, 38

Buffalo, 20

D-Link, 20

Linksys, 20

Netgear, 20

Newegg, 21

RF Linux, 19

Til Tek, 19

Wi-Fi Alliance, 14
webcams, 106
WEP encryption, 58, 72, 78-79
wide area coverage, wireless network

advantages, 6
Wide Area Network (WAN), 51
Wi-Fi Alliance website, 14
Wi-Fi (Wireless Fidelity)

certification, 14

frequency band, 13

standards (versions), 13—14
WilPackets network analyzer, 130
Windows environment

All Programs command, 62

Connect To option, 59

Start button, 59

wireless cards in, 10-13
Windows ME

shared files, 94-95

shared printers, 103, 105
Windows 98

driver updates, 123

driver version determination, 120-121

shared files, 94-95

shared printers, 103, 105



Windows XP
accessing, 20
configuration utility, 30-31, 63
driver updates, 121-122
driver version determination, 120
file sharing, 90-92
network connections, 84-85
print sharing, 101-104
Service Pack 2, 85
software requirements, 20
upgrades, 116-117
Wireless Auto Configuration services,
44-46
wired networks, partially wired, 31-34
wired print servers, 98—100
wireless adapter, 143
wireless cards
amount needed, 18
antennas, 18
CF (Compact Flash) adapters, 18
description, 8
disabling, 60-61
enabling, 59-60
installing
in desktop computers, 39
discussed, 37
driver updates, 42—44
in laptop computers, 40-41
static IP addresses, 65
user guide instructions, 38-39
Windows XP, Wireless Auto
Configuration, 44-46
internal, 11
notebook cards, 17
PCI cards, 16
related terms, 15

router compatibility, 14
settings, changing, 61-62
type of, 16-18
updates, 43-44
upgrades, 120-123
USB adapters, 18
in Windows, determining if needed,
10-13
Wireless Fidelity (Wi-Fi)
certification, 14
frequency band, 13
standards (versions), 13-14
Wireless Network Connection dialog box,
45, 63, 85
Wireless Network Connection Status
dialog box, 6061, 64
Wireless Networks tab, 76
wireless print servers, 100-101
wireless routers. See routers
wizards
Add Printer, 103-104
Hardware Update, 122-123
worm attacks, 71
WPA encryption, 58
WPA-PSK encryption, 72, 77-78

X
Xbox game adapters, 105

Z

zombie attacks, 71



