


AntiSpyware (Microsoft) (continued)
scanning using, 227–229
Spyware Scan window, 228
Tracks Eraser feature, 340–341
trusted sites and, 104
updating, 220

anti-spyware software
best practices for, 229
configuring, 220–227
installing, 218–219
resources, 231
scanning using, 227–229
updating, 220
Web sites, 417

anti-virus software
best practices for using, 206
configuring scanning options, 201–204
installing, 197–199
scanning with, 204–205
subscription to, 201
updating, 200–201
Web sites, 417

Application Agents Checkpoints (Microsoft
AntiSpyware), 221

Application log (Event Viewer), 85
Approved Sites tab (Content Advisor window), 111, 112
ARPANET, 260
ASP.NET Machine Account, 9–10
assigning password to user account, 18
Association tab (Properties window), 396, 403
asymmetric encryption, 263
AuditMyPC Web tool, 167
authentication, 264
Automatic Updates feature

configuring, 180–185
virus and, 206

Autoresponder message, 244
AVERT Stinger (McAfee), 207–209
AVG Free Edition (Grisoft)

certification notice, 204
configuring scanning options, 201–202
Control Center window, 202
e-mail scanning, testing, 202–204
installing, 198–199
Scanning statistics window, 205
scanning with, 204–205
Scheduled Tasks window, 201
Test Center window, 199, 205
test options “E-Mail Scanner” window, 203
Update section window, 200
updating, 200–201

AVG Plus Firewall, 197

B
backdoor program, 196
backing up

before converting file system, 296
before editing Registry, 35
EFS certificate and private key, 316, 322–323
before installing Service Pack, 175
before reinstalling Windows XP, 407–408
user profile folder before deleting account, 23

Backup Operators group, 24
Backup utility, 35
Baseline Security Analyzer tool (Microsoft), 190–191
Bayesian filtering, 254
beacons and spam, 242–244
BearShare program, 214
BIOS password, 68–70
BIOS Password configuration screen, 68–69
blacklists, 254–255
blocking

cookies, 108–109
senders, 249–251

booting
dual-booting, 294
into Safe Mode, 310, 361
system protected by startup password, 72–73

Broadband Reports tool, 167
browser. See also Internet Explorer (IE)

alternatives to IE, 119–121
overview of, 99
security of, 99–100

browser add-ons, managing, 114–116
browser hijacker, 215, 217, 233–235
Browser Restore tool (Microsoft AntiSpyware), 223, 226
built-in groups, 23–24

C
CastleCops Web site, 114
certificate, digital

description of, 261
installing, 272–273
managing, 273–276
obtaining, 266–271
revoking, 263, 277

Certificate Authority (CA), 261–262
Certificate Export Wizard, 275–276
Certificate Installation Complete dialog box

(Thawte), 273
certificate revocation, 263, 277
Certificates Available for Request window (Thawte), 270
Certificates MMC snap-in

EFS certificate and private key, managing, 323–324
personal digital certificate, managing, 273–276
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Change permission, 358
Change Scope window, 155, 156
changing

administrative password for wireless access point,
383–386

e-mail address to fight spam, 257
password, 17, 19, 45
Service Set Identifier (SSID), 386–387
user account type, 13–14
username for wireless access point, 386

chat history, 339
Check for revoked Digital IDs option (Outlook

Express), 286
children

dark side of Internet and, 123
keeping safe online, 124–125
location of computer and, 126
parental control software and, 126–127
talking with about Internet, 125–126

Choose a wireless network window, 376, 377
Citi-Software Access Manager 2

adding passwords to, 63–64
logging on using password stored in, 65
portable solution of, 66

clean installation, 408
CLSID/BHO List/Toolbar Master List, 114
Coalition Against Unsolicited Commercial E-mail Web

site, 253
Command Prompt and Run As feature, 36
Computer Administrator account

changing account type and, 14
description of, 6–7
encryption and, 316–317
Fast User Switching and, 31
groups and, 23
Level 1 security and, 297–298
renaming, 15
Security log and, 59

Computer Management MMC (Microsoft Management
Console)

creating user account with, 12–13
Device Manager, 398
groups, creating and managing, 25–27
Local Users and Groups tool, 23

computer policies, 90
computer-to-computer network, 379
configuring

Account Lockout Policy settings, 55–57
anti-spyware software, 220–227
anti-virus scanning options, 201–204
Automatic Updates settings, 183–184
BIOS passwords, 69–70
Content Advisor settings, 111–113
CYBERsitter software, 129–138
Eraser, 333–334

exception, 144, 151, 153, 154–156
firewall for File and Printer Sharing, 361–363
group policy settings, 92–94
hardware firewall, 166
IE privacy settings, 107–110
IE zone security settings, 101–106
Password Policy settings, 53–55
permission settings on file, 306–307
permissions on folders, 308–309
policy settings, 87
pop-up blocker settings, 116
scope, 153–154, 155–156
Security log settings, 84–85
Simple File Sharing feature

Level 1, 297–299
Level 2, 299–300
Level 3, 300–302
Level 4, 302–303
Level 5, 303–304

WEP security, 394–397
Windows Firewall, 145–146
wireless network

connections, 378–379
software for, 380–381

WPA security, 399–401, 403
Confirm Erasing dialog box (Eraser), 335
connecting

to shared folder, 355–357
to shared printer, 366–367
to wireless network with SSID broadcast disabled,

389–390
Content Advisor feature (IE), 127
Content Advisor settings (IE), 111–113
Content Advisor window, 112
content filtering software, 138–139
ContentProtect software, 128
Control Panel

Network Connections, 375, 378–379
Printers and Faxes applet, 364, 365
System applet, 175
User Accounts applet, 4, 11–12

CONVERT.EXE utility, 295
converting FAT or FAT32 file system to NTFS, 295–296
cookie

allowing or denying, 108–109
description of, 107
malware and, 215
as spyware, 213
storage of, 339

CoolWebSearch browser hijacker, 215, 233–235
Create a password screen, 16
Cryptography FAQ Web site, 265
Custom Installation option (Windows Update Web site),

179–180
CWShredder (Trend Micro), 234–235
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CYBERsitter software
Advanced Security options, 132–133
Always Allowable Sites tab, 134, 135
daily e-mail reports, 136, 137
description of, 128
Filter Files section, 133–134
General Options screen, 129–131
installing, 129
Logging and Reporting screen, 135–136
Security options, 131–132
System Snooper tool, 137–138
User Files section, 134, 135
violation log file, 136, 137

D
Darik’s Boot and Nuke (Eraser), 344–345
data

erasing permanently, 329
storing on disk, 293

data miner, 213
data recovery agent

designating, 316–318
exporting certificate and private key, 324

Dekart
Private Disk, 327–328
Private Disk Light, 324–327

DEL command, 330
deleting. See also Eraser software

contents of hard drive, 344–345
files

by formatting and deleting partition, 331
overview of, 329
recovering deleted file, 332
Recycle Bin, using, 330–331

tracks, 338–342
user accounts, 21–23

Dell Wireless WLAN Card Utility, 380
denying cookies, 108–109
Details tab (Certificate window), 274
determining

file system in use, 294–295
ownership of file or folder, 297–298
status of virus protection, 197–198
version of installed program, 191
wireless network card make and model, 398–399

Device Manager (Computer Management MMC), 398
dialer, 213, 218
digital certificate

description of, 261
installing, 272–273
managing, 273–276
obtaining, 266–271
revoking, 263, 277

digital ID, 261
Digital IDs tab (Properties dialog box), 281
digital signature

description of, 263–264, 265–266
reading and verifying, 278–281

Disabled option (Local Computer Policy), 91
disabling. See also enabling

browser add-on, 114, 115
exception, 159
Fast User Switching feature and, 28–29
Simple File Sharing feature, 304, 358–360
specific connection in Windows Firewall, 150
SSID broadcast, 388–390
unused services, 77–79
user account, 19–21
Welcome screen, 31–33
wireless network card, 381

disk password, 50, 70
Display Properties dialog box, 47
Do you want to keep screen, 21
domain, 8, 90
Domain Name System (DNS) server, 230
downloading file, 206
Driver tab (Properties window), 399
dual-booting, 294

E
eavesdropping on e-mail message, 260
Edit DWORD Value dialog box, 33
EFS (Encrypting File System)

data recovery agent, designating, 316–318
file or folder, encrypting, 319–322
managing keys, 322–324
overview of, 314
processes of, 315–316

802.11 standards, 374
The Elder Geek on Windows XP Web site, 413
e-mail. See also digital certificate; Outlook Express;

spam
address, switching to new, 257
Certificate Authorities, 261–262
certificates and, 261
digital signature and, 263–264, 281–282
encryption and, 264–266, 287
overview of, 259
password for, 50
public key encryption and, 261, 263
reading and verifying digital signature, 278–281
reading encrypted message, 283–284
scanning for virus, 202–204
secure alternatives for, 288
security needs for, 260–261
security tools for, 418
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stopping Welcome screen from displaying
notifications about, 31

virus and, 195, 206
Enabled option (Local Computer Policy), 91
enabling. See also disabling

disabled user account, 21
file sharing, 351–352
Internet Connection Firewall, 158
Level 1 security on folder, 299
Level 2 security on folder, 300
Level 3 security on folder, 301
Level 4 security on folder, 302–303
Level 5 security on folder, 303–304
MAC address security, 390–393
pop-up blocker, 116
specific connection in Windows Firewall, 150
Windows Firewall, 147, 149

Encode message before signing option (Outlook
Express), 286

encrypted message, reading, 283–284
encrypting e-mail message, 287
Encrypting File System (EFS)

data recovery agent, designating, 316–318
file or folder, encrypting, 319–322
managing keys, 322–324
overview of, 314
processes of, 315–316

encryption. See also Encrypting File System
e-mail and, 264–266
options for, 313–314
permissions and, 316
public key

digital signature and, 264
e-mail and, 261, 263
problems with, 288
session key and, 264
sharing files and, 50

utilities for, 419
for wireless network

Wi-Fi Protected Access (WPA), 397–404
Wired Equivalent Privacy (WEP), 393–397

Encryption Details window (Windows Explorer), 320
Enforce password history Properties dialog box, 54
Erase Recycle Bin command (Eraser), 336
Eraser dialog box (Eraser), 335–336
Eraser software

clearing paging file at shutdown, 343
configuring preferences, 333–334
Darik’s Boot and Nuke, 344–345
deleting file permanently, 335–336
overview of, 333
overwriting free disk space, 337
Temporary Internet files folder, erasing, 341–342

erasing data permanently, 329
Erasing Report window (Eraser), 336

Ethernet switch port for wireless access point, 387
Event Properties dialog box, 59
Event Viewer MMC

Security log, 58–59, 82–85
System and Application logs, 85

EventID.net Web site, 84
exception

allowing or denying, 159
configuring, 144, 151, 153, 154–156

Exceptions tab (Windows Firewall), 154–156, 157, 362
Explain tab (Properties window), 91
exporting

digital certificate, 275–276
EFS certificate and private key, 323–324

Express Installation option (Windows Update Web site),
176–178

F
F8 (boot into Safe Mode), 207, 310
failure audit, 82
Fast User Switching feature, 28–29
FAT and FAT32 file systems

converting to NTFS, 295–296
overview of, 294

FEK (File Encryption Key), 315–316
fighting spam

antispam software and, 252–255
common sense and, 255–256
with Outlook Express, 246–252
overview of, 246

file. See also Eraser software
deleting

by formatting and deleting partition, 331
overview of, 329
Recycle Bin, using, 330–331

determining ownership of, 297–298
downloading, 206
encrypting, 319–322
History shortcut and, 338
HOSTS, 230
NTFS permissions, configuring on, 306–307
password for, 50
recently used, 339
recovering deleted, 332
saving when deleting user account, 22–23
sensitive, removing from computer, 314–315
sharing encrypted, 321–322
temporary, 339
testing security of encrypted, 321
types removed from messages for virus

protection, 252
File and Printer Sharing

configuring firewall for, 361–363
overview of, 350
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File Encryption Key (FEK), 315–316
File Scavenger software, 332
file system security, 293–296
file-encryption utilities, 419
fingerprint scanning, 49
Firefox Web browser, 120
FireHole tool, 167, 169–171
firewall. See also Windows Firewall

hardware, 166–167
inbound filtering, 144–145, 206, 229
Kerio Personal Firewall, installing and configuring,

161–165
malware and, 229
outbound filtering, 145, 206, 229
overview of, 143
personal firewall programs, 416
role of, 144
Security Center and, 146
testing, 167–171
third-party, 159–160
virus and, 206

Firewall Leakage Tester tool, 167
firmware upgrade, 401–402
folder

encrypting, 319–322
NTFS permissions, configuring on, 308–309
password for, 50
shared

configuring, 350–354
connecting to, 355–357
securing, 357–361

Temporary Internet files, 339, 341–342
Folder Options dialog box

Run As feature and, 38
View tab, 305, 359

formatting drive for storing data, 293
419 message, 245–246
freeware, 213–214, 419
Full Control permission, 306, 308, 358

G
game, online, 144
General tab

Content Advisor window, 112–113
Internet Options dialog box, 339
Properties window, 294–295

Generate Certificate Public Key screen (Thawte),
270–271

Generic Host Processes for Win32 Services, 163–164
Google toolbar, 114, 116
group account

built-in groups, 23–24
creating and managing, 25–27
overview of, 23

Group Policy, 90
Guest user account, 9, 355
Guests group, 24
Gutmann, Peter, paper by, 333

H
hard disk

erasing, 344–345
password, 70
storing data on, 293

hardware and Limited user, 7
hardware firewall, 166–167
harvesting e-mail addresses, 195, 240
hash value, 264
Help ➝ About Program, 191
HelpServicesGroup, 24
heuristic analysis, 202
hiding

last username, 33
shared folder, 353
wireless network, 388–390

hierarchy of trust, 262
High security level, 102
HijackThis tool, 235
history feature

erasing logs or tracks, 340–342
overview of, 338–340

HOSTS file, 230
hotfix, 173, 174
Hushmail, 288

I
ICF (Internet Connection Firewall), 158
ICMP settings and Windows Firewall, 151, 152
identity theft, 195, 217, 218
IE (Internet Explorer)

access to Web content, managing, 111–113
alternatives to, 119–121
Content Advisor feature, 127
features of, 101
history list, 338
Privacy Report window, 110
privacy settings, configuring, 107–110
security of, 100–101, 229
Security Zone settings, 251
Service Pack 2 and

browser add-ons, managing, 114–116
Information Bar, 117–119
overview of, 113
pop-up windows, blocking, 116–117

Windows Update Web site and, 176
zone security settings, configuring, 101–106
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