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A

a switch
in arp, 462
in nbtstat, 466-467
in netstat, 463
in ping, 459
in tree, 173
in Winnt.exe, 33
A switch
in cipher, 741
in nbtstat, 466
Absolute Telnet SSH program, 622
Accept option for cookies, 546
Accept Client Certificates option, 578
Accept SNMP Packets From Any Host option, 530
Accept SNMP Packets From These Hosts option, 530
Accepted Community Names option, 529
access and access control
auditing, 275-279, 276-279
for FTP sites, 601-604, 602
in Home Edition vs. Professional, 34, 4
for incoming dial-up connections, 515-516, 516
to Registries, 310-312, 311-312
remote. See remote access
for websites, 573-574
access control lists (ACLs), 4, 11
Access denied message, 736
Accessibility category, 540
account-based scripts, 667
Account Is Disabled option, 632
Account Lockout Policy branch, 646
Account Logon Events, auditing, 272
Account Management
auditing, 272
in Outlook Express, 553-557, 555
accounts
special mail accounts, 557-560, 558, 560
for Telnet, 618-619, 618
user. See user accounts

ACLs (access control lists), 4, 11
ACPI (Advanced Configuration and Power Interface)
compliance, 334-335
Action menu, 220
Action view in System Monitor, 262
actions for alerts, 267
activating partitions, 351
active command, 366
Active Desktop policies, 656
Active Directory
for IntelliMirror, 197
with RIS, 46-47
Active Directory domain, 111
Active Directory Sites And Services console
for disk quotas, 292
for group policies, 79, 83
Active Directory Users And Computers console
for disk quotas, 292
for redirection policy, 78
ActivePerl tool, 581
adapters
configuring, 418-419
for incoming connections, 517
multiple, 417-418
selecting, 411-412
Add A Script dialog box, 84, 667
Add Counters window, 262, 262
Add Default Document dialog box, 157
add disk command, 366
Add Drive Letter Or Path dialog box, 351, 351, 369
Add/Edit Application Extension Mapping dialog box,
581, 581
Add IP Filter dialog box, 768, 768
Add LPR Compatible Printer dialog box, 532, 532
Add Network Place Wizard, 592
Add Or Remove Programs window, 211
Add Port screen, 153, 153
Add Printer Wizard, 144-145, 150, 153, 532
Add/Remove Snap-In dialog box, 111
Add Standalone Snap-In dialog box, 111, 222, 294
Add Standard TCP/IP Printer Port Wizard, 153, 153



172 Address Bar toolbar—applications

Address Bar toolbar, 137
address book

backing up, 21

importing, 555, 555
Address toolbar, 117
addresses

for devices, 334

IP. See IP addresses

for shared Internet connections, 504
administrative actions, auditing, 281
Administrative Templates policies, 646-647
Administrative Tools folder

for Device Manager, 316

for Telnet, 614

turning on, 243
Administrator account, 11

for Device Manager, 316-317, 316

for Disk Defragmenter, 358

for Telnet servers, 619-622
administrator privileges, auditing, 282
Administrators group, 629
Advanced Appearance dialog box, 123
Advanced Attributes dialog box

for compression, 359, 360

for encryption, 5, 5, 740, 742
Advanced Configuration and Power Interface (ACPT)

compliance, 334-335

Advanced Connection Options page, 763
Advanced Restore Options dialog box, 688, 688
Advanced Security Settings dialog box

for auditing, 275-276, 276

for certificates, 721

for dial-up connections, 396, 396

for Registry, 307-308
Advanced Settings dialog box

for ICMP, 509, 509

for Internet Connection Sharing, 765

for LANs, 424-425, 424

for security logging, 507, 508

for shared Internet connections, 506, 506
Advanced—Specify Locations For Various User

Groups option, 80, 661

Advanced TCP/IP Settings dialog box

for filters, 757

for WINS, 446, 446
AH (Authentication Header), 754
alerts, 266-267
alias-to-account mapping, 607

aliases with virtual folders, 607
All Programs menu, 108, 110, 113-115
/all switch, 451-452, 451
Allow Anonymous Connections option, 602
Allow Network Users 'To Change My Files option, 379
Allow Only Anonymous Connections option, 602
Allow other network users to connect through this
computer’s Internet connection option, 500
Allow other users to control or disable the shared
Internet connection option, 501
Allow Service To Interact With Desktop option, 235
Allow The Caller To Set The Callback Number
option, 514
Allow The User To Customize Views option, 224
Allow Unsecured Password option, 395
Allow Users To Connect option, 481
AllowAllPaths variable, 712
AllowedPaths key, 312
AllowRemovableMedia variable, 712
AllowWildCards variable, 712
Alternate IP configuration, 438
Always Allow Session Cookies option, 546
Always Call Me Back At The Number(s) Below
setting, 401
Always Prompt Client For Password option, 475
Always Use The Following Callback Number setting,
515
America Online, 559
anonymous access
for F'TP sites, 601-604, 602
for websites, 572-573, 573
answer files, 38-39
APIPA (Automatic Private IP Addressing), 421, 438,
441442
appearance
of Desktop, 123-124, 123
of Help And Support Center, 180-181, 181182
Append To Existing Log File option, 257
AppEvents key, 302
Application Compatibility Toolkit, 203
Application Fix Management Console, 203-205,
204-205
Application log, 244
Application Verifier tool, 205-206, 206
applications
installing and configuring, 189
cleaning up improperly uninstalled applications,
191-193, 193
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with Files And Settings Transfer Wizard,
193-195, 194-195
with IntelliMirror, 196-198
moving applications between computers, 196
tips for, 190, 191
legacy, 199
Program Compatibility Wizard for. See Program
Compatibility Wizard
Unix and Linux hosts for, 209-210
virtual machines for, 209
migrating manually, 24-26, 25
shortcuts for, 91-94, 92-93
Applications option in SNMP, 528
Apply To All Folders option, 132
approved sites in Content Advisor, 548
Aqua theme, 123
area code rules, 390-391, 391
Argent Guardian utility, 253
arp command, 461-462
ASCII Setup dialog box, 388, 388
Ask For Assistance section, 177
Ask Me During Dialing When The Server Offers
option, 401
ASR (Automated System Recovery) disk
creating, 674-675
recovery with, 696-698
ASR STF file, 697
ASRPNPSIF file, 697
assign command, 366
AT commands, 387-389
attrib command, 709-710
auditing, 271-272
enabling, 273-275, 274
event selection for, 281-283
object access, 275-279, 276-279
printer access, 278, 278
Registry access, 278-279, 279
in Telnet, 621
tps for, 280-281, 280
Auditing Entry dialog box, 276-277, 277
authentication
for bridges, 428
for dial-up connections, 395-399, 395-396, 399
for FTP sites, 601-604, 602
for IPSec, 749
for remote access, 474475
for Telnet, 621
for VPN connections, 767
for websites, 572-573, 573

Authentication Header (AH), 754
Authentication Methods dialog box, 491, 491, 572, 573
Author mode in MMC consoles, 223-225, 224
Auto-Hide The Taskbar option, 119
auto-logons, 121
AutoComplete feature
for command prompt, 164-166, 165-166
in Internet Explorer, 538-539, 538
Automated System Recovery (ASR) disk
creating, 674-675
recovery with, 696-698
Automated System Recovery Preparation Wizard, 674
Automated System Recovery Wizard, 674, 696
Automatic Dialing And Hanging Up dialog box, 404,
404
automatic operations
backups, 676, 677
defragmentation, 358
Internet Connection Sharing connections, 501
IP addressing, 440442
setup, 38-40
Automatic Private IP Addressing (APIPA), 421, 438,
441442
Automatic service type, 232
Automatic Updates dialog box, 215-216, 216
Automatic Updates feature, 27-28, 28, 214-215
accepting and declining updates in, 215-216, 216
pausing downloads in, 216
restoring declined updates in, 216
turning off, 217
Automatic Updates Properties dialog box, 233-236,
233-234, 236
Automatic Updates Setup Wizard, 215
Automatically Detect And Install My Plug And Play
Printer option, 153
Automatically Log On dialog box, 121
Automatically Restart option, 69
availability of printers, 146, 149-150, 149

b-mode computers, 447
background for Desktop, 124-125
Backup Operators group, 629
Backup or Restore Wizard, 672, 672, 676
Backup to CD-RW (Made Simple) 4.0 program, 673
Backup Utility and backups, 19, 671
ASR disk for, 674-675
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automating, 676, 677
backup sets for
ASR, 696-698
importing, 677-678, 677
recovering data from, 687-689, 688
basics of, 671-672, 672
for CDs, 672-673, 673
in disaster recovery, 682-683, 682
with encryption, 737
in Home Edition, 674
redirection for, 659-660
restoring, 678-680, 679, 687
for stand-alone installations, 18-19
documents in, 20-21
options for, 19-20
for system state data, 675-676
third-party applications for, 680-682
BACP (Bandwidth Allocation Control Protocol),
403-404, 404
BAP (Bandwidth Allocation Protocol), 403-404, 404
Base64-encoded format, 730
/BASEVIDEO switch, 75
Basic Authentication, 572
basic disks, 348-350, 350
Basic—Redirect Everyone’s Folder To The Same
Location option, 79, 660
batch command, 709-710
/BAUDRATE switch, 75
behavior command, 362
bindings in LANSs, 424425, 424
.bkf extension, 671
blank systems, Setup for, 22-23
Blat tool, 583-584
Blinds program, 139-140
Block option for cookies, 546
blocking applications, 202
Blue Screen of Death (BSOD), 251
BlueSave utility, 69
boot and recovery options, 66
in multiple operating systems, 60-61
startup and failure, 69-71, 70
system failure, 68-69
system startup, 66—-68, 66—67
boot disks, 22-23
Boot.ini file, 60-61
[boot loader] section, 72
Bootcfg for, 76-77
editing, 71-72

[operating systems] section, 73

switches for, 75-76

syntaxes in, 73-75
[boot loader] section, 72
boot menu, display delay in, 67-68
Bootcfg utility, 76-77, 709-710
/BOOTLOG switch, 75
BootMagic boot manager, 54, 61
break disk command, 366
bridging LAN connections, 426-428, 428
broadcast computers, 447
broadcast updates, 524
Browse button, 235
Browse For Folder dialog box, 183
Browsing category, 540
brute-force password attacks, 281-282
BSOD (Blue Screen of Death), 251
buffers

for command prompt, 170

for trace logs, 267
bugcheck information in STOP messages, 252
BulletProof FTP program, 610
BulletProof FTP Server program, 610
/BURNMEMORY switch, 75
bypassing Startup folder, 81

c

C switch in efsinfo, 746

¢ switch in nbtstat, 466

cabinet files, 692-693

cable for networks, 406, 408-409, 413-414

cable modems, 499

caches for user account passwords, 635, 635

call waiting, problems with, 394

callbacks, 401-402, 513-515, 513-515

calling cards, 392-394, 393-394

capacity, disk, 356-357

CAs (certification authorities), 717-718
obtaining certificates from, 574-577, 727-729
trusting, 719-720

Category 5 (Cat5) cable, 406, 408

Category field in event logs, 246

cd command, 709

CDs, Backup udlity for, 672-673, 673

centralized administration, 4-5

centralized security, 5
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Certificate dialog box, 724, 725-726
Certificate Export Wizard, 731, 731
Certificate Import Wizard, 732, 744-745
Certificate Properties dialog box, 726
Certificate Request Wizard, 729
certificates, 717
Certificates console for, 721-723, 722-723
certification authorities for, 574-577, 717-720
editing, 726
exporting, 731-732, 731,738
file formats for, 730
importing, 732
in Internet Explorer, 544, 723-724, 724
for IPSec, 749
need for, 728
obtaining, 574-577, 575-577, 726-730
operation of, 718
protecting, 745
purpose of, 718
in SSL, 574-577, 575-577
storing, 721
updating, 732-733
validating, 720-721
viewing, 724, 725-726
weaknesses of, 719-721
Certificates console, 721-723, 723
Certificates dialog box, 723-724, 724
for exporting certificates, 731
for importing certificates, 732
Certificates Snap-in dialog box, 722
certification authorities (CAs), 717-718
obtaining certificates from, 574-577, 727-729
trusting, 719-720
Certification Authority service, 729
Challenge Handshake Authentication Protocol
(CHAP), 397
Change Anonymous Access Settings screen, 590, 591
change control, group policy for, 6
Change Drive Letter Or Path dialog box, 369
change logon command, 485
change port command, 485
change user command, 485
CHAP (Challenge Handshake Authentication
Protocol), 397
Character Generator service, 526
chdir command, 709
/checkupgradeonly option, 33, 38
child domains, 627
chkdsk utility, 172, 709-710

chkntfs utility, 172
Choose Details dialog box, 106, 130, 416, 417
cipher command, 741-742, 744
Cis.scp script, 400
class IDs, 449
classic interface, 128
classic Start menu, 110
clean boots, 695-696
clean command, 366
cleaning up improperly uninstalled applications,
191-193, 193
Clear Log button, 249
Clear Type fonts, 123-124
clearing
Event Viewer logs, 249-250
paging file, 739
Client Certificates option, 578
Client for Microsoft Networks, 422-423, 422
Client (Respond Only) policy, 751
Client Service for NetWare, 423-424, 423
clients
for incoming connections, 519
for LANs, 421-424, 422423
for shared Internet connections, 501, 504-505
Clipboard with command prompt, 171
cloning existing installations, 26-27, 5660
Close Toolbar option, 120
cls command, 709
cluster stack, 352
clusters, 352, 356-357
cmd.exe vs. command.com, 162
/emd switch, 33, 35-36
/cmdcons switch, 34, 38
Cmdlines.txt file, 42
collisions, network, 412
color
in command prompt, 169
of text, 123
Comdlg32.dll file, 97
command.com vs. cmd.exe, 162
Command History setting, 170
command keys with folders, 98-100, 99
command prompt, 159-160
AutoComplete for, 164-166, 165-166
changing, 173-174, 174
with Clipboard, 171
cmd.exe vs. command.com, 162
command execution at, 166-167
disk quotas from, 295
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for file sharing, 381
online help for, 161-162
properties and startup in, 167-170, 167, 169-170
for recovery tools, 172-173
for Terminal Services, 483-488
tips for, 162-164, 172
tree command, 173
for users and groups, 637
for volumes, 362-368
commands in Cmdlines.txt, 42
Communities policy, 652
company CAs, 729
compatibility
of basic disks, 349
of drivers, 328
FAT for, 344
of legacy applications. See Program Compatibility
Wizard
with multiple operating systems, 52, 56
Compatibility Administration tool, 203-205, 204—205
Compress Drive To Save Space option, 359
compression
and disk quotas, 290-291
with encryption, 736
in NTFS, 345-346, 358-360, 359-360
CompuServe, 559
Computer Configuration, 642, 645-647
Computer field, 246
Computer Is Docked option, 338-339
Computer Is Undocked option, 338-339
Computer Management console, 220-221
for Device manager, 313
for disks, 347
for groups, 628
for services, 82
for Telnet, 614, 618
computers
moving applications between, 196
remote
Device Manager for, 320-321
Registry on, 310-312, 311-312
configuration logs, 319-320
configuration strings, 389
Confirm Attribute Change dialog box
for compression, 359, 736
for encryption, 740, 740
Confirm Password field, 235
Confirm Restore dialog box, 687-688, 698

Confirm Restore Point Selection screen, 679
confirmation of delete operations, 102-104, 103
conflicts, IRQ and DMA, 317
Connect dialog box
for dial-up connections, 390
for VPN, 762
Connect My Desktop dialog box, 520, 520
Connect Only If Server Name Ends With setting, 399
Connect To dialog box, 387, 388
Connect To item, 109
Connection Description dialog box, 387
Connection Name page, 761
connections
dial-up. See dial-up connections
direct cable, 518-520, 520
incoming. See incoming connections
VPN. See VPN connections
connectivity, ping command for, 458-459, 458
consistent freeze, 692
console mode for Telnet, 621
Console tree, 220
consoles, MMC. See MMC (Microsoft Management
Console)
Contact option, 527
content, adding, for help, 183-186
Content Advisor, 547-549, 548
content zones, 541-543, 542-543
contents of Details view, 106
context menu items, 100-101, 116
Control Panel
policies for, 656-657
on Start menu, 109
Convenience Callback dialog box, 515, 515
convert command, 161, 353-355
convert basic command, 366
convert dynamic command, 366
convert gpt command, 366
convert mbr command, 366
converting
between basic and dynamic disks, 349-350, 350
between FAT and N'TFS, 353-355
partitions, 54
cookies, 544-547, 545-547
Cool Page 2.7 program, 595
copies for backups, 681
Copy backups, 683
copy command, 709
Copy Items dialog box, 593



/copydir option—deleting

171

/copydir option, 33, 35
copying
compressed files, 360
disk quotas, 289-290
encrypted files, 737
folders, 35
Registry key names, 304
/copysource option, 33
Corporate Update site, 28-29
counters
in Performance Log And Alerts, 264-265, 265
in System Monitor, 260, 262-264, 262
for websites, 580
Crash Dump setting, 256
Crash Dump Type setting, 256
/CRASHDEBUG switch, 75
Create A New Connection wizard, 519, 522
Create A New Port option, 153
Create An Application Fix dialog box, 204, 205
Create Crash Dump File option, 257
create partition commands, 367
create volume raid command, 367
create volume simple command, 367
create volume stripe command, 367
createnew option, 363
crossover cables, 517
Cryptographic Message Syntax Standard, 730
Crystal FTP Pro program, 611
Ctrl-Alt-Delete, policies for, 653-654
Ctrl key with folders, 98-100, 99
current connections for FTP sites, 600-601, 601
Cursor Size setting, 170
Custom compatibility mode, 203
custom error pages, 579, 580
custom files for Setup, 4042, 41
Custom Security Method Settings dialog box, 753
Customize Start Menu dialog box, 143
Customize Toolbar dialog box, 138, 138
Customize View dialog box, 224
/CvtArea option, 354
cylinders, 356

d switch
in arp, 462
in tracert, 461

D switch in cipher, 741
Daily backups, 683
Data Encryption Standard (DES) encryption, 749
datagrams, 456
Datalink And Subnetworks option, 528
dates in event logs, 245, 245
Daytime service, 526
debug port information in STOP messages, 252
/debug switch
in Boot.ini, 75
in Winnt32.exe, 33, 37
debugging symbols in Dr. Watson, 254-255
/DEBUGPORT switch, 75
declined updates, restoring, 28, 216
DECM (Directory Enabled Client Management)
technologies, 640
default documents for websites, 568, 569
default FTP site

authenticated and anonymous access, 601-604, 602

current connections, 600-601, 601
general properties for, 598-600, 599-600
home directory in, 604-606, 605
user directories in, 606
Welcome, Exit, and Maximum Connections
messages, 604, 604
default gateways, 442-443
.DEFAULT key, 302
default operating system, 67, 67
default setting in Boot.ini, 72
Default Tree and Context setting, 423
Default Web Site, 564-566, 565
Default Web Site Properties dialog box, 490, 490,
565-566, 566
defragmenting, 22, 357-358, 357
del command, 709
delete command, 709
delete disk command, 367
delete operations, confirming, 102-104, 103
delete partition command, 367

Delete the private key if the export is successful option,

732
delete volume command, 367
deleting
AutoComplete entries, 539
components, 212-213, 213
folders with reserved names, 609
restore points, 690
SAM hive files, 637
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sites from security zones, 542-543
Start Menu items, 113
users from Remote Desktop Connection, 483

Deny disk space to users exceeding quota limit option,

287
DeployCenter, 49
DER-encoded binary format, 730
DES (Data Encryption Standard) encryption, 749
Description field in event logs, 246
Desktop, 121-122
background for, 124-125
fonts for, 123-124, 123
look and feel of, 122
policies for, 655-657
shortcuts on, 89-90
themes for, 122-123
Desktop Items dialog box, 106, 106
Desktop toolbar, 117
detail disk command, 367
detail volume command, 367
Details pane
in Computer Management, 220
in Windows Explorer, 128-129
Details view
in folders, 106
in Network Connections folder, 416, 417
in Windows Explorer, 130
developer certificates, 718
device logs, 319-320
Device Manager, 313
in Administrator context, 316-317, 316
for disabling devices, 340
for drivers, 324, 328-330
for hidden devices, 319, 336
logs for, 319-320
management console for, 315, 315
for remote computers, 320-321
for resources, 335, 335
as stand-alone program, 314-315, 314
tips for, 313, 314
views in, 317-319, 318-319
devices
drivers for. See drivers
enabling and disabling, 334, 340, 341
hidden, 336
resource use for, 334-336, 335
Devices By Connection view, 317
Devices By Type view, 317, 318

Devices For Incoming Connections page, 763
Devmgmt.msc file, 314

DHCP (Dynamic Host Configuration Protocol), 421,

437
operation of, 441
for VPN connections, 767
diagnostics for modems, 386-389, 387-388
dial-up connections, 390

authentication settings for, 395-399, 395-396, 399

callback for, 401-402
calling cards for, 392-394, 393-394
dialing rules for, 390-395, 391-394
incoming. See incoming connections
multilink for, 402-404, 403—404
scripting for, 400
dialing rules, 390-395, 391-394
dictionary password attacks, 281-282
Did You Know? section, 177
Differential backups, 683
digital IDs, linking to physical IDs, 720
dir command, 709
Direct Cable Connection software, 519-520, 520
direct cable connections, 518-520, 520
Direct Memory Access (DMA), 334
Directory Enabled Client Management (DECM)
technologies, 640
Directory Service Access, 272
dirty command, 363
disable command, 241, 709-710
Disable Remote Desktop Sharing policy, 654
Disabled policy option, 643
Disabled service type, 233
disabling
AutoComplete, 539
automatic TCP/IP configuration, 438-439
devices, 334, 340, 341
Encrypting File System, 743
print spooling, 738
redirection, 475
services, 241, 699
disaster recovery. See recovery
Discard Old Duplicates setting, 170
Discard service, 526
Disk Defragmenter, 357-358, 357
disk imaging
applications for, 48
for backups, 682
Disk List view, 347
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Disk Management console, 347-348
for activating partitions, 351

for converting between basic and dynamic disks,

350, 350
for drive letters, 351
Disk object, 267
disk performance, 355

compression for, 358-360, 359-360
disk capacity and fragmentation, 356-358, 357

with multiple operating systems, 52

zipped folders and files, 361-362, 361

disk quotas, 285-286
from command prompt, 295
compression effect on, 290-291
copying, 289-290
folder-specific, 291-292
global settings, 286-288, 287
ownership effect on, 291

policies for, 292-295, 293-294, 650

on remote volumes, 290
user limits, 288-289, 289
Diskeeper tool, 22, 358
diskpart command
in Recovery Console, 709-710
subcommands, 365-368
disks, 347-348
basic and dynamic, 348-350, 350
boot, 22-23
drive letters and paths for, 351, 351
mapping, 121
partitions, 350-351
on basic disks, 348
converting and resizing, 54
creating and activating, 350-351

for multiple operating systems, 56

performance. See disk performance

quotas for. See disk quotas
Display Name field, 248
display options

for command prompt, 170

for Taskbar, 118-120, 118-120
Display Properties dialog box, 122

for appearance, 123

for background, 124-125

for fonts, 123-124

for themes, 122-123
/displaydns switch, 451
DLLs in migration, 24, 26

DMA (Direct Memory Access), 317, 334
DNS (Domain Name System), 444-445, 445
DNS Suffix and NetBIOS Computer Name dialog
box, 45, 445
Do Not Allow Callback option, 514
Do Not Allow Clipboard Redirection option, 475
Do Not Allow Drive Redirection option, 475
Do Not Allow Installation option, 331
Do Not Allow Printer Redirection option, 475
Do Not Allow Virtual Private Connections option, 514
Do not limit disk usage option, 287
Do Not Overwrite Events option, 249
Do Not Save Changes To This Console option, 224
Do not specify administrative policy for My Pictures
option, 662
Do not Use This Device (Disable) option, 334
Docking State is unknown option, 338
documents, backing up, 20
dollar signs ($) for hidden shares, 380
domain groups, 626-628, 627
domain local groups, 628
Domain Name System (DNS), 444-445, 445
domain namespace, 444
domains
centralized security for, 5
scope for, 627-628
Download the updates automatically and notify me
when they are ready to be installed option, 27
downloading updates, 216-218
Dr. Watson tool, 253
collecting and submitting data in, 257
configuring, 255-257, 256
debugging symbols in, 254-255
operation of, 253-254
Dreamweaver program, 595
drive letters for disks, 351, 351
driver.cab file, 324
Driver Signing Options dialog box, 330, 331
driverquery command, 325-328
drivers, 323-324
compatibility of, 328
driverquery command, 325-328
Plug and Play for, 332-333
printer, 142
properties for, 324-325, 325
rolling back, 329, 689
signed vs. unsigned, 330-331, 331
stopping and starting, 332
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uninstalling, 329-330
updating and replacing, 328-329
drivertype option, 364
drives. See disks
drives option, 364
Drwtsn32.log file, 254, 256
DSL with Internet Connection Sharing, 499
/dudisable switch, 34, 37
Dump All Thread Contexts option, 257
/duprepare switch, 34, 37
/dushare switch, 34
dynamic disks, 348-350, 350
Dynamic Host Configuration Protocol (DHCP),
421,437
operation of, 441
for VPN connections, 767
dynamic IP addresses, 437, 480
dynamic multilink connections, 403-404, 404
dynamic routing, 524
Dynamic Update
for compatibility information, 202
managing, 37

E

E-Mail Server Names screen, 560, 560
e-mailing form results, 582-584, 582-583
e switch
in netstat, 463
in Winnt.exe, 33
in Winnt32.exe, 36
/E switch in cipher, 741
EAP (Extensible Authentication Protocol)
for dial-up connections, 398
for VPN connections, 767
Easy CD Creator program, 673
Echo Reply messages, 456
Echo Request messages, 456
Echo service, 526
Edit Calling Card dialog box, 392, 393
Edit Multi-String dialog box, 312, 312
Edit Options setting, 170
Edit Rule Properties dialog box, 752-754, 753
Edit String dialog box, 91, 91
Edit System Variable dialog box, 19, 20
editing
AutoComplete settings, 539

Boot.ini, 71-72
certificates, 726
IPSec policies, 751-753, 752-753
Effects dialog box, 124
EFS (Encrypting File System), 735
benefits of, 737
cautions for, 737-738
with cipher, 741-742
disabling and enabling, 743
for files and folders, 736-737, 740-741, 740
in Home Edition vs. Professional, 5, 5
limitations of, 736
operation of, 735-736
recovery policy for, 743-746
sharing encrypted data, 742-743, 742
tips for, 738-740
EFSDump utility, 746
efsinfo command, 746
Enable Certificate Trust List option, 578
Enable Client Certificate Mapping option, 578
enable command, 241, 709-710
Enable File And Folder Compression option, 352
Enable Logging option, 599
Enable Printer Spooling option, 147
Enable quota management option, 287
Enable strong protection option, 731
Enable Windows N'TP Server policy, 657
Enabled policy option, 643
enabling
auditing, 273-275, 274
AutoComplete, 539
Content Advisor, 548-549, 548
devices, 334, 340, 341
Encrypting File System, 743
Internet Connection Sharing, 499-500, 499
services, 241
Encapsulating Security Protocol (ESP), 754
encapsulation, 760
Encrypt Contents To Secure Data option, 740
Encrypting File System. See EFS (Encrypting File
System)
encryption
for dial-up connections, 396
EFS for. See EFS (Encrypting File System)
for IPSec, 749
in NTES, 346, 736
for remote access, 475
for VPN connections, 767
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Encryption Details dialog box, 742, 742
End-To-End option, 528
End-User compatibility mode, 203
environment policies, 655-657
Environment Variables dialog box, 19, 20, 255, 255
Error and Event Messages document, 250
Error events, 245
Error Mapping Properties dialog box, 579
error pages for websites, 579, 580
ESP (Encapsulating Security Protocol), 754
Establish a dial-up connection whenever a computer
on my network attempts to access the internet
option, 501
event [Ds, 246, 250
Event Reporter tool, 269
Event Viewer, 243
filtering in, 247, 247
logs in
clearing and saving, 249-250
exporting to other programs, 250-251
settings for, 248-249, 248
views in, 247-248
tips for, 243-246, 244-245
views in, 246-247
EventAdmin utility, 253
events
Dr. Watson for, 253-257, 255-256
Event Viewer for. See Event Viewer
STOP messages, 251-252, 251
third-party management applications, 252-253
Exceed products, 210
execution, command
at command prompt, 166-167
of scripts, 84-85, 667-668
after Setup, 36
existing OS installations, cloning, 26-27, 56-60
exit command
in diskpart, 368
in Recovery Console, 709
Exit messages for FTP site, 604, 604
expand command, 709
Explore All Users option, 114
/Explorer switch, 134
Explorers. See Internet Explorer; Windows Explorer
Export File Format screen, 745
Export List dialog box, 232
Export Private Key screen, 745
Export Quota Settings dialog box, 290

Export Registry File dialog box, 25-26, 25, 192, 306
exporting
certificates, 731-732, 731, 738
Event Viewer logs, 250-251
quota settings, 290
Registry keys, 305-307
service lists, 232
extend command, 368
Extended Logging Properties dialog box, 600-601,
600-601
extended partitions, 348
Extended Volume Wizard, 372
extending volumes, 371-372, 372
Extensible Authentication Protocol (EAP)
for dial-up connections, 398
for VPN connections, 767
Extraction Wizard, 361

f switch
in ping, 459
in route, 465
in tree, 173
F switch in cipher, 741
Failure Audit events, 245
failure options, 68—-69
remote setup for, 69-71, 70
for services, 236, 236
Fast User Switching feature, 480-481, 638, 638
/FASTDETECT switch, 75
FAT (File Allocation Table) system, 11, 344-345
converting with NTFS, 353-355
in multiple operating systems, 53-54
favorite Registry keys, 304-305
Favorites bar, 134-135, 135
File Allocation Table (FAT) system, 11, 344-345
converting with NTFS, 353-355
in multiple operating systems, 53-54
file command, 363
file formats for certificates, 730
File Transfer Protocol (FTP) Service, 562-563. See
also FTP sites
files, 343. See also disks; volumes
auditing for, 275-278, 276-277, 281, 283
backing up. See Backup Utility and backups
encrypting. See encryption
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file systems for
in multiple operating systems, 53-55
selecting, 344-346
sharing. See sharing
zipped, 361-362, 361
Files And Settings Transfer Wizard, 193-195,
194-195
Fill Screen mode, 168
Filmstrip view, 131, 131
Filter Action Wizard, 756
filters
in Event Viewer, 247, 247
in IPSec, 749-750, 755-757, 755
in TCP/IP, 448-449
for VPN connections, 767-769
Find Certificates dialog box, 723, 723
find command, 172
findbysid option, 363
finding
certificates, 723, 723
encrypted files and folders, 745-746
Help And Support Center items, 178-179, 179
Registry items, 57
findstr command, 172
firewalls
for IPSec, 749-750
for remote access, 475-476, 476
for shared Internet connections
ICF, 505-508, 506-508
third-party, 508-510, 509
Ist QuickRes utility, 94, 95
fixboot command, 709, 711
fixmbr command, 709, 711
/flushdns switch, 451
/FO parameter, 325
Folder Options dialog box
for command keys, 99, 99
for file sharing, 375
for folder views, 132, 136
for Simple File Sharing, 152
for Windows Explorer, 128-129
folders
for applications, 190
auditing for, 275-278, 276-277, 281
command keys with, 98-100, 99
copying, 35
disk quotas for, 291-292
encrypted, 736-737
encrypting, 738, 740-741, 740

navigating, 136-137
redirection with, 659-662, 661-662
views for, 132
zipped, 361-362, 361
Folders bar in Windows Explorer, 136
Folders item on Start menu, 109
fonts, 123-124, 123
Foreign Address category, 463
forests, 627
Form Properties dialog box, 582, 582
form results, e-mailing, 582-584, 5§2-583
format command, 353, 709, 711
Format dialog box, 352, 352
Format New Volume dialog box, 352-353, 353
formatting volumes, 351-353, 352-353
FormMail tool, 583
Found New Hardware Wizard, 333
fpremadm.exe utility, 588
fpsrvadm.exe utility, 587
fpsrvwin.exe utility, 587
fragmentation, 356-358, 357
Frequently Used Programs item, 108
FrontPage MMC, 582-583, 5§2-5§3, 587-588
FrontPage Server Extensions, 571, 585, 589, 590
administering, 587-588, 593-594
alternatives to, 594-595
benefits of, 585-587
installing and configuring, 589-591, 590-591
Web Folders for, 591-593, 592
/ES:NTFS opton, 354
fsinfo command, 364
fsutil command, 295, 362-365
FTP (File Transfer Protocol) Service, 562-563
FTP sites, 597-598
default site, 598, 598
authenticated and anonymous access, 601-604,
602
current connections, 600-601, 601
general properties, 598-600, 599-600
home directory in, 604-606, 605
user directories in, 606
Welcome, Exit, and Maximum Connections
messages, 604, 604
miscreants on, 609-610
security for, 607-608
third-party applications for, 610-611
virtual directories for, 606607
Full-text Search Matches options, 178, 181
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g switch

in arp, 462

in pathping, 460
gateways

default, 442-443

multiple, 448
Ghost application, 48, 48
global IPSec filters, 755-756, 755
global Registry search and replace, 57
global scope for domains, 628
globally unique IDs (GUIDs), 46
GlobalSign NV company, 727
GoLive 6 program, 595
GoToMyPC program, 495
Go!Zilla tool, 551
GPT (GUID Partition Table), 348

Grant the user exclusive rights to folder option, 662

Graph view
in Disk Management, 347
in System Monitor, 262-263
group policies, 639-641
for auditing, 273-275, 274
for disk quotas, 292-293, 293
for drivers, 331
Group Policy console for, 641-645, 642-644
in Home Edition vs. Professional, 6
scripts for, 83
for SNMP service, 531, 531
for Startup folder, 78-80, 7879
in Windows 9x and Me, 12, 12
for Windows Update, 218
Group Policy console, 83, §3, 641-645, 642-644
Group Policy editor, 79, 79, 111-112
grouping Taskbar buttons, 119, 119
groups, 625-626
console for, 637
creating and managing, 628-631, 628, 630
local and domain, 626-628, 627
Guests group, 629
GUID Partition Table (GPT), 348
GUID:s (globally unique IDs), 46
[GuiRunOnce] section, 42

H switch in cipher, 741
h switch in pathping, 460
hardlink command, 364
hardware, 323
drivers for. See drivers
in network topologies, 411-414, 413
policies for, 650-654
hardware-based firewalls, 509-510
Hardware Compatibility List (HCL), 22
hardware profiles, 337-338, 338
creating, 339
enabling and disabling devices for, 340, 341
properties of, 338-339, 339
services for, 234
Hardware Profiles dialog box, 337-339, 338
HARDWARE subkey, 301
hardware support, 13
hardwired connections, incoming, 516-517
network adapters and crossover cables for, 517
serial and parallel port, 517-520
USB-to-USB connections for, 517
HCL (Hardware Compatibility List), 22
heap-related bugs, testing for, 209
help, 175
for command prompt, 161-162
Help And Support Center, 175-176, 176
appearance of, 180-181, 181-182
home page, 176-178
new content for, 183-186
toolbar in, 178-179, 179
tour in, 180
on Web, 182-183
Help and Manual tool, 185
Help And Support menu item, 109
help command
in diskpart, 368
in Recovery Console, 709
Help Content screen, 177
Help Development Studio tool, 186
HelpKit tool, 186
HelpServicesGroup group, 629
Hidden attribute for Boot.ini, 72
hidden devices, 319, 336
Hidden view in Disk Management, 347
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Hide These Specified Drives In My Computer policy,
643, 644, 653
hiding
shares, 380
Taskbar, 118-119, 118
Histogram view in System Monitor, 262-263
History bar, 136
hive files in Registry, 300-301, 309-310, 310
HKEY_CLASSES_ROOT, 302
HKEY_CURRENT_CONFIG, 302-303
HKEY_CURRENT_USER, 302
HKEY_LOCAL_MACHINE, 301-302
HKEY_USERS, 302
home directory
for FTP site, 604-606, 605
for Telnet servers, 615-616
for websites, 567, 568
Home Edition vs. Professional, 3
access control, 3—4, 4
Backup Utlity, 674
centralized administration, 4-5
Encrypting File System, 5, 5
group and local policies, 6
Multilingual User Interface add-on, 6
Offline Files, 6-7, 7
Remote Desktop, 7-8, §
Remote Installation Services, 8-9
roaming user profiles, 9
scalable processor support, 10
software installation and maintenance, 10
home page for Help And Support Center, 176-178
HomeSite program, 595
host headers for websites, 567
hosting
FTP sites. See FTP sites
websites. See websites
hostname command, 464
HOSTS file, 447
hosts for incoming connections, 519
HotDogProfessional program, 595
Hotmail accounts, 558-559, 558
HoTMetaL Pro program, 595
hours of printer availability, 146
HTML Administration Forms, 588
HTML code, 594
HTTP 1.1 Settings category, 540
hubs, 406-408, 407, 412
Hummingbird products, 210

hybrid password attacks, 281-282
HydraLinks tool, 551
HyperTerminal, 387

I switch
in cipher, 741
in efsinfo, 746
i switch in ping, 459
1386 folder, 34
ICF (Internet Connection Firewall), 505-508,
506-508
ICMP (Internet Control Message Protocol), 456, 508
icons
restoring, 105-106, 106
sorting, 133
Icons views in Windows Explorer, 131
ICS (Internet Connection Sharing), 421, 498-499, 498
automatic connections in, 501
client control in, 501
enabling, 499-500, 499
for VPN, 765
identities in Outlook Express, 556-557
if switch in route, 465
Ignore Client Certificates option, 578
IIS (Internet Information Services)
for certificates, 574, 575
for FTP sites, 597-598, 598
installing, 563-564, 564
IIS Certificate Wizard, 574, 575
iisadmin folder, 569
import command, 368
importing
backup sets, 677678, 677
certificates, 732
Outlook Express accounts and messages, 553-556,
555
Registry keys, 305-307
improperly uninstalled applications, cleaning up,
191-193, 193
Include all certificates in the certification path if
possible option, 731
incoming connections
dial-up, 511
access control in, 515-516, 516
callbacks in, 513-515, 513-515
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configuring, 511-512
security risks in, 512-513
hardwired, 516-517
network adapters and crossover cables for, 517
serial and parallel port, 517-520
USB-to-USB connections for, 517
VPN, 762-766, 764
Incoming TCP/IP Properties dialog box, 516, 516,
764, 764
Incremental backups, 683
Information events, 245
infrared devices and connections, 521
links for, 521-522
working with, 522
infrared (IR) ports, 521
Inherit from parent the auditing entries that apply to
child objects option, 277
Inherit from parent the permission entries that apply to
child objects option, 307
Input Filters dialog box, 768-769
input filters for VPN connections, 767-769
Inset Mode option, 170
Install And Share Windows Help dialog box, 183
installation
applications, 189
cleaning up improperly uninstalled applications,
191-193, 193
with Files And Settings Transfer Wizard,
193-195, 194-195
with IntelliMirror, 196-198
moving applications between computers, 196
tips for, 190, 191
FrontPage Server Extensions, 589-591, 590-591
Internet Information Services, 563-564, 564
in multiple operating systems, 55
Remote Desktop Connection, 477-478
Remote Desktop Web Connection, 489-490, 489
SNMP service, 527
Terminal Services, 483
Windows XP, 31-32
automated and unattended setup, 38-40
Cmdlines.txt for, 42
DeployCenter for, 49
Ghost for, 48, 48
parallel copies, 699
with RIS, 45-47
Setup files for. See Setup files
slipstream, 4445

stand-alone. See stand-alone installations
Sysprep for, 43-44
Systems Management Server for, 47
Integrated Windows Authentication IWA), 572
IntelliMirror
for deploying applications, 196-198
for recovery, 683-684
support for, 10
interface, 107
Desktop. See Desktop
shortcuts for, 94
Start menu. See Start menu
Taskbar, 116-117
customizing, 117-118
display options for, 118-120, 118-120
policies for, 656
interface changers, 550
internal VPN connections, 770
Internet
network topologies for, 410, 411
printing on, 154-157, 155-156
services for, 562-563
Internet Connection Firewall (ICF), 505-508,
506-508
Internet Connection page, 765
Internet Connection Sharing (ICS), 421, 498-499, 498
automatic connections in, 501
client control in, 501
enabling, 499-500, 499
for VPN, 765
Internet Connection Wizard, 560, 560
Internet connections, 497
configuring clients for, 504-505
Internet Connection Sharing for, 498-501,
498-500
on multihomed systems, 510
routers for, 502-503, 502
security for, 505-510, 506-509
Internet Control Message Protocol (ICMP), 456, 508
Internet Explorer, 537
add-ons for, 550-551
Advanced Settings for, 540-541, 540
AutoComplete in, 538-539, 538
for certificates, 544, 723-724, 724
Content Advisor in, 547-549, 548
cookies in, 544-547, 545-547
policies for, 654-655
security for, 541-544, 542-543
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Internet Explorer Maintenance branch, 647
Internet Information Services (IIS)
for certificates, 574, 575
for FTP sites, 597-598, 598
installing, 563-564, 564
Internet Neighborhood program, 611
Internet option in SNMP, 528
Internet Options dialog box
for Content Advisor passwords, 549
for cookies, 545-546, 545
for proxies, 217
for zones, 543, 543
Internet Printing Protocol (IPP), 154
Internet Protocol (IP), 420

Internet Protocol (T'CP/IP) Properties dialog box,

434-435, 435,442, 756-757
Internet zone, 541
Interrupt Requests (IRQs), 317, 334-335
1O base addresses, 334
IP (Internet Protocol), 420
IP Address Assignment page, 766
IP addresses, 421, 435436
assignment methods for, 437438
automatic, 440-442
default gateways, 442-443
for FTP sites, 608
manual, 438-440, 439440
for network printers, 153
for Remote Desktop Connection, 480
for shared Internet connections, 504
types of, 436437
for VPN connections, 766767
for websites, 565-566, 566
IP Filter List dialog box, 755
IP Security Policies branch, 646
IP Security Policy Management dialog box, 753
IP Security Policy Wizard, 754
IPConfig udility, 450452, 450451
IPP (Internet Printing Protocol), 154
IPSec, 747-748
filters for, 749-750, 755-757, 755
policies for
assigning, 755
creating, 754
modifying, 751-753, 752-753
preconfigured, 751
purpose of, 748-749
requirements of, 749-750

IPSec tunnel mode, 748

IPX/SPX protocol, 421

IR (infrared) ports, 521

IRQs (Interrupt Requests), 317, 334-335
IrTran-P infrared transfer protocol, 521
ISA-bus devices, 333

TUSR account, 602-603

IWA (Integrated Windows Authentication), 572

J

j switch in ping, 459
junction points, 13
Just Clear tool, 551

K

K switch in cipher, 741-742
k switch in ping, 459
Keep Printed Documents option, 148

Keep the Taskbar on top of other windows option, 119

Kerberos V5, 749
Kerio Personal Firewall, 509

Key Exchange Security Methods dialog box, 752, 752

Key Exchange Settings dialog box, 752, 752
key pairs for certificates, 718

Keyboard option, 479

keys in Registry, 303-304

L

1 switch in ping, 459
L2TP (Layer 2 Tunneling Protocol), 748, 760,
767-768
Language toolbar, 117
LANSs, 415
adapters for, 418-419
bindings in, 424-425, 424
bridging connections in, 426-428, 428
clients for, 421-424, 422-423
Network Connections folder for, 415-418,
416417
protocols for, 419-421
provider order in, 425-426, 426
wireless, 428-431, 430
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Last Known Good Configuration, 694-695
last used key, Registry Editor for, 305
Layer 2 Tunneling Protocol (L2'TP), 748, 760,
767-768
layers in compatibility, 202
leasing in DHCP, 441
Leave the folder in the new location when policy is
removed option, 80, 662
legacy and non-Windows applications, 199
Program Compatibility Wizard for. See Program
Compatibility Wizard
Unix and Linux hosts for, 209-210
virtual machines for, 209
licenses, 29
Limit disk space to option, 287
linking digital IDs to physical IDs, 720
links for infrared devices and connections, 521-522
Links toolbar, 117, 137
Linux hosts, 209-210
list disk command, 368
List view in Windows Explorer, 130
list volume command, 368
listsve command, 241, 709
LMHOSTS file, 447-448
Ink extension, 90
Load Hive dialog box, 309
Load Startup Items option, 696
loading Remote Desktop Connection, 481
Local Address category, 462
Local Area Connection Properties dialog box, 439, 439
Local Computer Policy console, 295
Local devices option, 479
local groups, 626-628, 627
Local Intranet zone, 541
Local Or Network Printer screen, 150, 153
local policies, 639-641
for disk quotas, 294-295, 294
in Home Edition vs. Professional, 6
Local Policies branch, 646
Local Printer Attached To This Computer option, 153
local printers, 142
local scope for domains, 628
Local Security console, 273
local stores, backing up, 21
Local System Account option, 234
Local Users And Groups snap-in, 628-632
localized versions, 6
Location Information dialog box, 763

Location option in SNMP, 528
locked toolbars, 117-118, 138
Log Dropped Packets setting, 507
Log event when a user exceeds their quota limit
option, 288
Log event when a user exceeds their warning level
option, 288
Log File Path field, 255
log files. See logs
Log Name field, 248
Log Off item on Start menu, 109
Log On Locally Properties dialog box, 603
Log Successful Connections setting, 507
LogCaster utility, 253
logging. See logs
Login.cmd file, 615
Login Script Options setting, 424
logoff command, 485
logon and logoft
with Remote Desktop Connection, 494
scripts for, 82-83, 665
account-based, 667
alternatives to, 668
execution of, 667-668
location of, 665-666
policy-based, 666—-667
for Telnet servers, 616-617, 616
of services, 234-235, 235
logon banner for Telnet servers, 614-615, 615
logon command, 709, 711
Logon Events, auditing, 272
Logon screensavers, spoofing, 636
logs
for application installation, 190
for Device Manager, 319-320
in Dr. Watson, 254-256
in Event Viewer, 244, 244
clearing and saving, 249-250
exporting to other programs, 250-251
settings for, 248-249, 248
views for, 247-248
for FTP, 599-600, 600, 608
in Internet Connection Firewall, 507, 508
for modems, 389
in Performance Log And Alerts
counter, 264-265, 265
trace, 265-266, 266
in System Restore, 678
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lost passwords, 635-637
Luna interface, 107

m switch in Winnt32.exe, 34-35
mail messages, importing, 555-556
mail relay, 563
Main Identity in Outlook Express, 556
Make My Pictures a subfolder of My Documents
option, 662
Make This Folder Private option, 380
/makelocalsource option, 34
Manage IP Filter Lists dialog box, 755, 755
managed switches, 412, 413
management console. See MMC (Microsoft
Management Console)
Management Server tool, 527
Managing Multiple Remote Access Servers page, 766
Mandatory Password feature, 495
mandatory profiles, 665
manual operations
dial-up connection dialing, 394-395
IP addressing, 438-440, 439440
migration, 24-26, 25
recovery, 699-701
Remote Desktop Connection installation, 477-478
Windows Update, 217-218
Manual service type, 233
map command, 709
mappers, 468

mapping
alias-to-account, 607
drives, 121

mask switch, 465

Master Key Perfect Forward Secrecy option, 752
Maximum Connections messages, 604, 604
Maximum log size setting, 249

Maximum Strength Encryption option, 396
/MAXMEM switch, 75

MD-5 CHAP, 397

md command, 709, 711

Media bar, 135

Media Player policies, 655

memory addresses for devices, 334

memory leaks, testing for, 209

Memory object, 267

menu display, speeding up, 105, 105
metric switch, 465
Microsoft Challenge Handshake Authentication
Protocol (MS-CHAP), 397
Microsoft HTML Help Workshop tool, 185
Microsoft Knowledge Base group, 178-179
Microsoft Knowledge Base options, 181
Microsoft Management Console (MMC). See MMC
(Microsoft Management Console)
Microsoft Plus!, 140
Microsoft SharePoint Administrator, 589
Microsoft VM category, 540
MigDB.inf file, 201
migration
manual, 24-26, 25
with multiple operating systems, 52
miscreants on FTP sites, 609-610
mkdir command, 709
MMC (Microsoft Management Console), 219-220
creating, 221-225, 222, 224
for Device Manager, 315, 315
policies for, 653
Taskpads for, 225-227, 226
User mode vs. Author mode in, 223-225, 224
working with, 220-221, 221
ModemDet.txt file, 389
modems, 385
configuration strings for, 389
diagnostics for, 386-389, 387-388
logs for, 389
standard, 386
modularity, services for, 230
monitoring
events. See Event Viewer
performance. See performance
more command, 457, 709
mounted volumes, 368-369, 369
disk quotas with, 291-292
in NTFS, 346
Move the contents of folder to the new location
option, 662
moving
applications between computers, 196
files
compressed, 360
encrypted, 737
toolbars, 120
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MS-CHAP (Microsoft Challenge Handshake
Authentication Protocol), 397
MS-CHAP v2, 397-398
msconfig.exe file, 93
msg command, 485
MSN, 560, 560
multi syntax in Boot.ini, 73-74
multihomed systems, 510
Multilingual User Interface add-on, 6
multilink connections, 402
dynamic, 403-404, 404
setting up, 402403, 403
Multimedia category, 540
multiple adapters in Network Connections folder,
417-418
multiple gateways in TCP/IP, 448
multiple operating systems, 51
advantages and limitations of, 52-53
boot options in, 60-61
cloning existing installations, 56-60
file system considerations in, 53-55
installation order in, 55
locations in, 55-56
running, 61-64, 63—64
multiple websites, 569-570, 570
multiuser support and Remote Desktop connection,
11-12
My Computer icon label, 90-91
My Computer zone, 541

n switch
in explorer.exe, 134
in nbtstat, 466
in netstat, 464
in pathping, 460
in ping, 459

N switch
in arp, 462
in cipher, 741

name resolution, 443-444
DN for, 444-445, 445
HOSTS for, 447
LMHOSTS for, 447-448
WINS for, 445-447, 446

Name Service Provider setting, 422
NAT (network address translation), 499-500, 505
navigating folder structure, 136137
nbtstat command, 466467, 467
NeoTrace Professional tool, 468
Nero Burning ROM program, 673
net command, 381, 637
NET Passport, 634-635
net start command, 240
net stop command, 240
net use command, 709, 711
NetBEUI protocol, 420
NetBIOS over TCP/IP, 445
NETLOGON share, 617, 666-667
NetMeeting policies, 654
NetScan Tools, 468
Netscape Composer program, 595
netsh command, 467-468
netstat command, 462-464
NETSVC.EXE utility, 239
network adapters. See network interface cards (NICs)
Network Address setting, 422
network address translation (NAT), 499-500, 505
Network branch, 647
Network Bridge dialog box, 427-428, 428
Network Configuration Operators group, 629
Network Connection dialog box, 401
Network Connection page, 761
Network Connection Type page, 761, 763
Network Connections folder, 415-418, 416417
for incoming connections, 513, 516, 519
for infrared devices, 522
Network Connections screen, 763
Network Information tool, 468
network interface cards (NICs)
configuring, 418-419
for incoming connections, 517
multiple, 417-418
selecting, 411-412
Network object, 267
network port scanners, 468
network printers, 142
availability of, 149-150, 149
connecting to, 150-151, 150
network interface printing, 152-153, 153
permissions on, 151-152, 152
redirecting print jobs, 154
Networking Software page, 763

789
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networks and networking
components for, 523
Print Services for Unix, 532, 532
RIP listener, 524-525, 525
SNMP service, 526-531, 528-531
TCP/1IP services, 526
Universal Plug and Play, 532-533
connection policies for, 657
LANS. See LANs
printers on. See network printers
TCP/IP settings, 452-453, 453
topologies for
hardware considerations in, 411-414, 413
for Internet performance, 410, 411
wired options, 405-409, 407, 409
wireless options, 409-410
New Area Code Rule dialog box, 390, 391
New Connection Wizard
for dial-up connections, 390, 513-514, 513-514
for VPN, 763
New Desktop Item dialog box, 125
New Group dialog box, 603, 618, 618, 630
New Partition Wizard, 350
New Rule Properties dialog box, 754
New Security Method dialog box, 753
New Site Wizard, 570
New System Variable dialog box, 255
New Task Wizard, 226, 226
New Taskpad View Wizard, 225-226, 226
New Technology File System. See NTFES (New
Technology File System)
New User dialog box, 631, 631, 763
New Volume Wizard, 371, 371
/NH parameter, 326-327
NICs (network interface cards)
configuring, 418419
for incoming connections, 517
multiple, 417-418
selecting, 411-412
No Administrative Policy Defined option, 660
No administrative policy specified option, 79
No Callback option, 401
No Encryption Allowed option, 396
/NODEBUG switch, 75
/NOGUIBOOT switch, 75
non-Windows applications, 199
Program Compatibility Wizard for. See Program
Compatibility Wizard

Unix and Linux hosts for, 209-210
virtual machines for, 209
noreboot switch
in Sysprep, 44
in Winnt32.exe, 34, 37
Normal backups, 683
NoSecurity option, 354
nosidgen option, 44
Not Configured policy option, 643
Notify me before downloading any updates and notify
me again before installing them on my
computer option, 27
Notify option, 530
NScan tool, 468
NTCompat.inf file, 201
NTEFS (New Technology File System), 11, 345-346
compression in, 345-346, 358-360, 359-360
converting between FAT, 353-355
encryption in, 346, 736
in multiple operating systems, 54-55
for websites, 571
NTES for Win98 tool, 344
ntfsinfo option, 364
Nrtoskrnl.exe file, 73
Nrtuser.dat file, 301, 309, 664
Ntuser.dat.log file, 301
ntuser.man file, 664-665
Number Of Buffers setting, 170
Number of Errors To Save field, 256
Number of Instructions field, 256
/NUMPROC switch, 75

0

o switch
in dir, 164
in netstat, 464
objectid command, 364
objects
auditing access to, 275-279, 276-279
in System Monitor, 260
Offer Remote Assistance policy, 651
Offline Files
in Home Edition vs. Professional, 6-7, 7
policies for, 657
100 Mbps Full Duplex option, 419
100 Mbps Half Duplex option, 419
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online command, 368
online help, 161-162
online service mail accounts, 559-560, 560
Open Command Window Here option, 170, 170
Open dialog box
for backup sets, 677, 677
customizing, 139
Places bar in, 96-98
Open Folder option, 120
Open or Explore option, 114
OpenView tool, 527
operating systems
components for, 211
adding, 211-212, 213
removing, 212-213
service packs and updates for, 214-218, 216
default, 67, 67
multiple. See multiple operating systems
[operating systems] section, 73
operator-assisted dialing, 394-395
optimizing disk performance, 355
compression for, 358-360, 359-360
disk capacity and fragmentation, 356-358, 357
with multiple operating systems, 52
zipped folders and files, 361-362, 361
Optional Encryption option, 396
Options dialog box
for MMC mode, 223-224
for recovery, 682
for restoring backups, 687
Options page, 180, 183
Outlook Express, 553
account management in, 553-557, 555
backing up folders in, 21
for special mail accounts, 557-560, 558, 560
Output Filters dialog box, 768-769
output filters for VPN connections, 767-769
Opverall System/Paging object, 267
Override Automatic Cookie Handling option, 546
Overwrite Events As Needed option, 249
Overwrite Events Older Than n Days option, 249
ownership and disk quotas, 291

P

P parameter in driverquery, 325
p switch
in netstat, 464

in pathping, 460

in route, 465
packaging applications for IntelliMirror, 198
packet filtering for IPSec, 749-750
packet sniffers, 468
/PAE switch, 76
PageHeap tool, 209
paging file, clearing, 739
PAP (Password Authentication Protocol), 397
parallel port connections, 517-520
parallel Windows XP copies, installing, 699
parameters for scripts, 667
parent domains, 627
PartitionMagic

for file systems, 355

for partitions, 54
partitions

on basic disks, 348

converting and resizing, 54

creating and activating, 350-351

for multiple operating systems, 56
Password Authentication Protocol (PAP), 397
Password field, 235
Password Never Expires option, 631
Password page, 744
Password Policy branch, 645-646
password reset disks, 636
passwords

auditing attacks on, 281-282

for Content Advisor, 549

for Desktop, 121

for dial-up connections, 395

in pcAnywhere, 495

policies for, 645-646

for recovery agents, 744

for remote access, 474475

with System Restore, 694

for user accounts, 631-633, 633

caches for, 635, 635
lost, 635-637

for VPN connections, 767
patch panels, 413414
pathping command, 459-460
paths for disks, 351, 351
pausing update downloads, 216
pcAnywhere program, 495
PClI-bus devices, 333
/PCILOCK switch, 76
Per Site Privacy Actions dialog box, 546, 547
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Perform A Quick Format option, 352
performance, 259
disabling devices for, 340
disk, 355
compression for, 358-360, 359-360
disk capacity and fragmentation, 356-358, 357
with multiple operating systems, 52
zipped folders and files, 361-362, 361
with FAT, 345
network topologies for, 410, 411
Performance Log And Alerts for. See Performance
Log And Alerts
specific issues in, 267-268
System Monitor for, 260-261
configuring, 261-264, 261-262
counters in, 262-264, 262
views in, 262
third-party monitoring applications, 268-270
Performance Log And Alerts, 264
alerts for, 266-267
counter logs for, 264-265, 265
trace logs for, 265-266, 266
Performance Options dialog box, 105, 105
Perl for websites, 580-581, 581
Permission Entry dialog box, 308
permissions, 3—4
for network printers, 151-152, 152
for Registry, 307-309, 308
share vs. NTFS, 374
for sharing, 378, 378
for websites, 567, 568
Permissions dialog box
for auditing, 279, 279
for Registry, 307, 308, 311
Permissions For Users dialog box, 378, 378
Permitted Managers policy, 531, 652
personal certificates, 718
Personal Information Exchange format, 730
Phone And Modem Options dialog box, 390, 763
physical IDs, linking digital IDs to, 720
Physical option, 528
Pick a Help topic section, 176-177
Pick A Task section, 177
pictures for user accounts, 633-634, 634
ping command, 458-459, 458
pingers, 468
pinned programs, 109-110, 113
pipe symbol (1), 457

PKI (public key infrastructure), 717
Places bar, 96-98
plenum-rated cable, 408
Plus!, 140
PnP (Plug and Play), 332-333
-pnp option, 44
Point-to-Point Tunneling Protocol (PPTP), 760,
765-766, 769
policies, 639-641, 649
auditing changes in, 272
Computer Configuration for, 645-647
Desktop and environment, 655-657
for disk quotas, 292-295, 293-294, 650
group. See group policies
in Home Edition vs. Professional, 6
for IPSec
assigning, 755
creating, 754
modifying, 751-753, 752-753
preconfigured, 751
for Recovery Console, 711-713, 712
software, 654—-655
system and hardware, 650-654
User Configuration for, 642, 647-648
policy-based scripts, 666—667
pooling printers, 146-147, 147
Popup Stopper tool, 551
Port Name dialog box, 154
port scanners, 468
Port Settings dialog box, 387
port sniffers, 468
ports
for incoming connections, 517-520
for modems, 387
for printers, 142, 154
for Telnet, 621
for VPN, 766-767
for websites, 565-566, 566
Power Users group, 629
PowerToys, 269-270
Pppmenu.scp script, 400
PPTP (Point-to-Point Tunneling Protocol), 760,
765-766, 769
Preboot Execution Environment (PXE), 8-9, 46
Preferred Server setting, 423
prefixes for phone numbers, 391, 391
Preserve existing volume mount points option, 688
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Prevent Changes to Taskbar and Start Menu Settings

setting, 112
primary partitions, 348
print devices, 141
Print Directly To The Printer option, 149
Print Options setting, 424
Print Services for Unix, 532, 532
Printer Ports dialog box, 154
printers
auditing, 278, 278, 283
availability of, 146, 149-150, 149
managing, 144-145, 145
network. See network printers
pooling and priority, 146-147, 147
queues for, 147-148
Printers And Faxes folder, 143-144, 143, 148
Printers And Faxes menu item, 109
Printers branch, 647
printing, 141-143, 143
Device Manager report, 320, 321
Internet, 154-157, 155-156
spooling, 148-149, 738
tips for, 144
Printing category, 540
Printing object, 267
priority
for printers, 146-147, 147
with Remote Desktop Connection, 480-481
private IP addresses, 436-437
privilege use, auditing, 272, 282
Process Tracking, auditing, 272
Processor object, 267
Profile Path setting, 663-665, 663
profiles
hardware, 337-338, 338
creating, 339
enabling and disabling devices for, 340, 341
properties of, 338-339, 339
services for, 234
user, 663-664, 663
in Home Edition vs. Professional, 9
mandatory, 665
roaming, 9, 664-665
Program Compatibility Wizard, 199
advanced options for, 201-202
basic options for, 200-201, 200
compatibility modes in, 202-203

for customizing and extending compatibility
features, 203
Application Verifier tool, 205-206, 206
Compatibility Administration tool, 203-205,
204-205
PageHeap tool, 209
QFixApp tool, 203, 206-207, 207-208
Program Files folder, 190
with multiple operating systems, 55-56
in stand-alone installations, 26
program misuse, auditing for, 283
Prompt option for cookies, 546
prompts
changing, 173-174, 174
command. See command prompt
properties
in command prompt, 167-170, 167, 169-170
for drivers, 324-325, 325
for hardware profiles, 338-339, 339
Proto category, 462
protocols
binding, 425
for LANs, 419421
provider order in LANs, 425-426, 426
proxies, 217
public CAs, 727-729
public IP addresses, 436-437
public key infrastructure (PKI), 717
Public Key Policies branch, 646-647
Public Network page, 761
publishing applications for IntelliMirror, 197
PurgelE tool, 551
PXE (Preboot Execution Environment), 8-9, 46

Q

q switch

in dir, 163

in pathping, 460
Q switch in cipher, 741
QFixApp tool, 206-207, 207-208
query process command, 485
query session command, 486
query termserver command, 486
query user command, 486
queryallocranges option, 363
querying modems, 386, 387
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queues for printers, 147-148

Quick Edit Mode option, 170

Quick Launch toolbar, 117

Quickres utility, 94

-quiet option, 44

quota command, 364

Quota Entries dialog box, 288-290, 289
Quota Settings dialog box, 288, 289
quotas. See disk quotas

Quote of the Day service, 526

r switch
in nbtstat, 466
in netstat, 464
in pathping, 460
in ping, 459
in Winnt.exe, 33
in Winnt32.exe, 35
R switch
in cipher, 741
in efsinfo, 746
in nbtstat, 466-467
Raid volumes, 349, 373
ratings in Content Advisor, 548
RC (Recovery Console), 703-704
commands for, 708-711, 710
launching, 704-707, 707
policies for, 711-713, 712
for restoring, 701
for services, 241
rd command, 709, 711
rdisk command, 59
RDWC (Remote Desktop Web Connection),
488-489
configuring, 490-491, 490491
installing, 489-490, 489
working with, 491-493, 492493
Read Create option, 530
Read-Only attribute for Boot.ini, 72
Read Only option, 530
Read Write option, 530
rearranging Start menu, 110-115, 112, 114
-reboot option, 44
Reboot the Computer option, 236

recommended user action in STOP messages, 252

recover command, 172-173
recovery
with ASR, 696698
backup sets for, 687-689, 688
of encrypted data, 743-746
IntelliMirror for, 683-684
options for
services, 235-237, 236
startup and failure, 69-71, 70
system failure, 68-69
strategies for, 682-683, 682
of system state information, 700
tools for. See system recovery tools
recovery agents
certificates for, 744
designating, 744-745
setting up, 738
Recovery Console (RC), 703-704
commands for, 708-711, 710
launching, 704-707, 707
policies for, 711-713, 712
for restoring, 701
for services, 241
Recycle Bin, 101-102

confirmation of delete operations, 102-104, 103

size of, 104
Redirect the folder back to the local userprofile

location when policy is removed option, 80,

662
redirection
for folders, 659-660
options for, 660-661
setting up, 661-662, 661-662
for print jobs, 154
for remote access, 475
for Startup folder, 78
REG_ types, 303
.REG extension, 306
register command, 486
/registerdns switch, 451

Registry and Registry Editor, 25, 25, 193, 299-301,

301
auditing access to, 278-279, 279

for cleaning up improperly uninstalled applications,

191-193, 193
for command prompt, 167
for context menus, 101
copying key names in, 304
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for Encrypting File System, 743
exporting and importing keys in, 305-307
for favorites, 304-305
hives in, 301-303, 309-310, 310
for IP addresses, 439
keys and values in, 303-304
for last used key, 305
in migration, 24-26, 25
in moving application, 196
for multihomed systems, 510
for My Computer icon label, 90-91
permissions for, 307-309, 308
for Places bar, 97-98
on remote computers, 310-312, 3711-312
for restore points, 690
restoring, 701
for restoring backups, 680, 681
search and replace in, 57
for services, 699
for shared Internet connections, 505
for startup and failure options, 69-70, 70
for startup behavior, 92-93
for Startup folder, 80-82
for user profiles, 664
reinstalling Windows XP, 699
/release adapter switch, 451-452
rem command, 368
remote access, 471-472
managing and securing, 472-476, 474, 476
Remote Desktop Connection for. See Remote
Desktop Connection

Remote Desktop Web Connection for, 488489

configuring, 490-491, 490491
installing, 489-490, 489
working with, 491-493, 492493
third-party applications for, 495-496, 496
Remote Assistance
policies for, 651
for services, 240
Remote Client Protocols page, 765
Remote Computer Sound option, 479
remote computers
Device Manager for, 320-321
Registry on, 310-312, 311-312
Remote Desktop, 471-472
in Home Edition vs. Professional, 7-8, §
for Registry, 70-71
Remote Desktop Connection, 476

adding and removing users to, 481-483, 482
configuring, 478-481, 478479
IP addresses with, 480
loading, 481
managing services with, 239-240
manual installation, 477-478
priority with, 480-481
requirements for, 477
Terminal Services with, 483-488, 484
troubleshooting, 493-494
Remote Desktop Users group, 629
Remote Desktop Web Connection (RDWC),
488-489
configuring, 490-491, 490-491
installing, 489-490, 489
working with, 491-493, 492493
Remote Installation Services (RIS), 8-9, 31
remote processes
services management, 237-240, 23§
startup and failure options setup, 69-71, 70
system recovery, 698
Remote Registry service, 312
remote servers, Telnet, 621-622
Remote Task Manager policy, 653
remote volumes, disk quotas on, 290
Remove Change Password policy, 654
remove command, 368
Remove Lock Computer policy, 654
Remove Logoft policy, 654
removing. See deleting
ren command, 709
rename command, 709
renaming Start Menu items, 113
/renew adapter switch, 451-452
reparse points, 355
reparsepoint command, 364-365
Replace auditing entries on all child objects with

entries shown here that apply to child objects

option, 277

Replace permission entries on all child objects with

entries shown here that apply to child objects

option, 307
replacing drivers, 328-329
Replicator group, 629
Report view, 262
reports
in Device Manager, 320, 321
in System Monitor, 262
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Require 128-bit Encryption option, 578
Require Client Certificates option, 578
Require Secure Channel option, 578
Require Secured Password option, 395
Required Encryption option, 396
rescan command, 368
Reset All Folders option, 132
Reset Fail Count After setting, 236
reset session command, 486
resetting Content Advisor passwords, 549
resizing partitions, 54
Resources By Connection view, 319, 319
Resources By Type view, 317, 318
resources for devices, 334-336, 335
Restart Computer Options dialog box, 237
Restart The Computer option, 237
Restart the Service option, 236
Restoration Incomplete message, 693
Restore declined updates option, 28
Restore Defaults button, 249
Restore junction points, and restore file and folder data
under junction points to the original location
option, 687-688
restore points
for application installation, 190
creating, 689-690
deleting, 690
examining, 692-693
Restore security option, 687
Restore the cluster registry to the quorum disk and all
other nodes option, 688
restoring
backups, 678-680, 679, 687
declined updates, 28, 216
icons, 105-106, 106
Recovery Console for, 701
tape backup sets, 19
Restrict The User From Entering Author Mode
policy, 653
Restrict User To Explicitly Permitted List Of Snap-Ins
policy, 653
Restricted Sites zone, 541
retain command, 368
Return Up to xx Results Per Provider setting, 181
RIP (Router Information Protocol), 45-47, 524
RIP listener service, 524525, 525
RIS (Remote Installation Services), 8-9, 31
RM.EXE tool, 609

rmdir command, 709
roaming profiles, 9, 664-665
RoboHelp tool, 185
rolling back drivers, 329, 689
root authorities, 717
root certificates, updating, 732-733
root domains, 627
root folders for FTP sites, 608
/root switch, 134
route command, 464—465
Router Information Protocol (RIP), 45-47, 524
routers, 502-503, 502
-RR switch, 466
RRAS setup wizard, 765
Run A Program option, 236-237
Run As dialog box, 316, 316
Run item on Start menu, 109
Run Legacy Logon Scripts Hidden policy, 668
Run Logoff Scripts Visible policy, 668
Run Logon Scripts Synchronously policy, 667
Run Logon Scripts Visible policy, 668
runas command, 316-317
running multiple operating systems, 61-64, 63-64
rx switch

in Winnt.exe, 33

in Winnt32.exe, 35

s switch

in arp, 462

in nbtstat, 466

in netstat, 464

in ping, 459

in Winnt.exe, 32

in Winnt32.exe, 33-34
S switch

in cipher, 741

in driverquery, 325

in efsinfo, 746

in nbtstat, 466
/SAFEBOOT switch, 76
SAM subkey, 301, 637
sampling by performance monitors, 259
Save dialog box, customizing, 139
Save As dialog box for snap-ins, 222
saving Event Viewer logs, 249-250
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Saving Results dialog box, 582, 583
scalable processor support, 10
Schedule Job dialog box, 676, 677
schedules
for alerts, 267
for backups, 676, 677
for defragmentation, 358
for trace logs, 267
scope for domains, 627-628
screen buffer size, 168
scripts
for dial-up connections, 400
logon and logoff, 82-83, 665
account-based, 667
alternatives to, 668
execution of, 667-668
location of, 665-666
policy-based, 666-667
for startup and shutdown, 82-85, §3-§4
for Telnet servers, 616-617, 616
Scripts branch for policies, 645
SCSI drives with multiple operating systems, 52
SCSI syntax in Boot.ini file, 74
Sdbinst.exe program, 204-205
Search Assistant, 134
Search bar, 134, 135
Search From The Address Bar category, 541
Search item on Start menu, 109
searching
for certificates, 723, 723
for encrypted files and folders, 745-746
in Help And Support Center, 178-179, 179
in Registry, 57
sector slack, 356
sectors, 356
Secure Communications dialog box, 577-578, 578
Secure Server (Require Security) policy, 751
Secure Sockets Layer (SSL)
certificates in, 574-577, 575-577, 718
configuring sites for, 577-578, 578
in Internet Explorer, 544
testing, 578-579, 579
SecureCRT program, 622
security
certificates for. See certificates
for dial-up connections, 395-399, 395-396, 399,
401-402, 512-513

Encrypting File System. See EFS (Encrypting File
System)
for FTP sites, 607-608
for Internet Explorer, 541-544, 542-543
with IPSec. See IPSec
in NTES, 345
for remote access, 472-476, 474, 476
services for, 230
for shared Internet connections, 505-510, 506-509
in SNMP, 529-530, 529-530
for Telnet servers, 617-619, 618
VPN connections for. See VPN connections
for websites
access restrictions in, 573-574
anonymous vs. authenticated access in,
572-573, 573
general, 571-572
SSL for, 574-579, 575-579
vs. Windows 9x and Me, 10-11
for wireless networks, 428-431, 430
Security Alert dialog box, 579, 579
Security branch, 645-646
Security category, 541
Security Group Membership options, 80
security identifiers (SIDs)
for encryption, 735-736
Sysprep for, 43-44
Security log, 244
Security Settings window, 542, 542
SECURITY subkey, 301
Select A Printer Port screen, 153
Select A Restore Point screen, 679, 679
Select Computer dialog box
for Registry, 69, 70, 311
for services, 238, 238
Select Custom Files And Settings dialog box, 195, 195
select disk command, 368
Select Disks screen, 371, 371
Select Group Policy Object dialog box, 294, 294, 474,
641, 642, 650
Select Groups dialog box, 632, 632
select partition command, 368
Select Program window, 556
Select Recovery Agents page, 744
/select switch, 134
Select the first profile listed if I don’t select a profile in
setting, 338
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Select User dialog box
for encrypted files, 742
for services, 235, 235
Select User Or Group dialog box, 276
Select User Or Groups dialog box, 151
Select Users dialog box
for disk quotas, 288-289
for groups, 630, 630
for Remote Desktop Connection, 482-483, 482
select volume command, 368
SELFCERT.EXE applet, 727
Send An Administrative Alert option, 69
Send Authentication Trap option, 529
Send To menu, 94-96, 95
sendmail program, 583
serial port connections, 517-520
Server Administration page, 591
Server (Request Security) policy, 751
server-side applications for websites, 580-581, 581
servers
print, 142
Telnet. See Telnet servers
WINS, 445-447, 446
service packs
for components, 214-218, 216
in slipstream installations, 44-45
service set identifiers (SSIDs), 429
Service Settings dialog box
for shared Internet connections, 506-507, 507
for VPN connection, 765
SERVICE_ types, 241
services, 229-230
configuring startup of, 232-234, 233-234
disabling, 241, 699
failure options for, 236, 236
logon of, 234-235, 235
in migration, 24
Recovery Console for, 241
recovery options for, 235-237, 236
remote management of, 237-240, 238
Services console for, 230-232, 231
in sessions, 240
at startup, 82
Services console, 230, 231
exporting service lists in, 232
for remote management, 238, 23§
for Telnet, 614, 614
views in, 231, 232

session IDs, 619-620
Session Key Perfect Forward Secrecy option, 753
sessions
services in, 240
for Telnet servers, 619-620
Set all drives at once option, 104
Set Client Connection Encryption Level Properties
option, 475, 476
set command, 709, 711
Set drives individually option, 104
Set Password dialog box, 632, 633
Set Search Options page, 181, 182
Set warning level to option, 288
/setclassid switch, 451
setshortname option, 363
Setup files, 31, 34
for automated and unattended installation, 38—40
for blank systems, 22-23
copying folders with, 35
custom files for, 40-42, 41
for Dynamic Update, 37
executing commands after, 36
for preparing drives for other systems, 36-37
source files and destination with, 34-35
switches for, 23, 32-34, 37-38
Setup Manager tool, 4042, 41
setvaliddata option, 363
setzerodata option, 363
SES (Simple File Sharing), 70, 152, 375, 379, 379
shadow command, 486
share names for printers, 150
share permissions, 3, 374
Share This Folder On The Network option, 379
sharing
files, 373
classic, 377-378, 377-378
command-line tools for, 381
encrypted data, 742-743, 742
hiding shares, 380
options for, 373-376, 375
SES, 375,379, 379
Internet connections
configuring clients for, 504-505
Internet Connection Sharing for, 498-501,
498-500
on multthomed systems, 510
routers for, 502-503, 502
security for, 505-510, 506-509
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Shift key
for bypassing Startup folder, 81
with folders, 98-100, 99
with Recycle Bin, 102
Shiva Password Authentication Protocol (SPAP), 397
shortcut-dragging method for Start Menu items, 113
Shortcut menus, 221
shortcuts, 89
for applications, 91-94, 92-93
command keys with folders, 98-100, 99
context menu items, 100-101
for Details view, 106
for interface changes, 94
for menu display, 105, 105
for Places bar, 96-98
for Recycle Bin, 101-104, 103
for restoring icons, 105-106, 106
for Send To menu, 94-96, 95
shortcut files, 89-91
Show Encrypted Or Compressed N'TES Files In Color
option, 360
Show In Groups command, 133
Show Text option, 120
/showclassid switch, 451
Shut Down The System right, 85
shutdown
failure options for, 68-71, 70, 236, 236
restricting, 85
scripts for, 82
/SI parameter, 326
SIDs (security identifiers)
for encryption, 735-736
Sysprep for, 43-44
SIF (state information file) files, 697
signature syntax in Boot.ini file, 74
Signatures On Downloaded Programs option, 544
signed drivers, 330-331
Silently Succeed option, 331
Simple File Sharing (SFS), 70, 152, 375, 379, 379
Simple Folder view, 136
Simple Mail Transfer Protocol (SMTP), 554, 563
Simple Network Management Protocol (SNMP), 652
Simple TCP/IP Services, 526
Simple volumes, 348
Site Administration Help page, 591
size
clusters, 352, 356-357
partitions, 54

Recycle Bin, 104
screen buffer, 168
Size Limit setting, 507
skins for GUI, 139
Slip.scp seript, 400
Slipmenu.scp script, 400
slipstream installations, 31, 4445
Smart Card Or Other Certificate Properties dialog
box, 399, 399, 721
smart menu feature, 110
SMS (Systems Management Server), 47, 527
SMTP (Simple Mail Transfer Protocol), 554, 563
snap-ins, 219-220
sniffers, 468
SNMP (Simple Network Management Protocol), 652
SNMP service, 526-527
configuring, 527-530, 528-530
group policies for, 531, 531
installing, 527
SNMP Service Configuration dialog box, 529-530,
529-530
software
in Home Edition vs. Professional, 10
policies for, 654-655
software-based firewalls, 508-509, 509
software-based routers, 503
Software Restriction Policies branch, 646
Software Settings branch, 645
SOFTWARE subkey, 301
Solicited Remote Assistance policy, 651
sorting
in Event Viewer, 246-247
icons, 133
/SOS switch, 76
Sound Notification option, 257
source files
in event logs, 246
with Winnt32.exe, 34-35
spanned volumes, 348, 370-372, 371-372
SPAP (Shiva Password Authentication Protocol), 397
sparse command, 365
special mail accounts, 557-560, 558, 560
Specify Default Category For Add New Programs
policy, 656
Specify Group And Location dialog box, 661-662, 662
speed
with command prompt, 159
of menu display, 105, 105
of networks, 406
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spoofing Logon screensavers, 636
spoolers, 142
spooling, 148-149, 738
SRDIAG.EXE program, 692
SSIDs (service set identifiers), 429
SSL (Secure Sockets Layer)
certificates in, 574-577, 575-577,718
configuring sites for, 577-578, 578
in Internet Explorer, 544
testing, 578-579, 579
staging servers, 562
stand-alone installations
backups for, 18-19
documents in, 20-21
options for, 19-20
cloning existing installations, 26-27
migrating applications manually, 24-26, 25
preparation for, 21-22
Setup for, 22-23
updating system, 27
configuring Windows Update, 27-28, 28
Corporate Update site for, 28-29
Upgrade Advisor for, 17, 18
upgrade options in, 15-16
‘Windows Product Activation in, 29
Standard Buttons toolbar, 137
Standard modems, 386
Start menu, 107-110, 108
adding content to, 115-116, 143
classic, 110
context menu changes for, 116
policies for, 656
rearranging, 110-115, 112, 114
Start Menu Properties dialog box, 79-80
starting drivers, 332
startup, 65
boot and recovery options, 6671, 66-67, 70
Boot.ini for. See Boot.ini file
in command prompt, 167-170, 167, 169-170
remote setup for, 69-71, 70
scripts for, 82-85, §3-84
of services, 232-234, 233-234
shutdown restrictions, 85
Startup folder for, 65, 77
alternatives to, 82
bypassing, 81
location of, 77-81, 78-79
as logon script alternative, 668
shortcuts in, 91-92, 92

Startup and Recovery dialog box, 67-68, 67
Startup option, Recovery Console as, 706-707
Startup Properties dialog box, 84
startup scripts, 82-85, §3-84, 616-617, 616
State category in netstat, 463
state information file (SIF) files, 697
static IP addresses, 437-438, 440, 767
static routes, 524
statistics, nbtstat for, 466467, 467
statistics option, 364
status bar, 134-137, 135
stolen passwords, auditing for, 282
STOP messages, troubleshooting, 251-252, 251
stopping drivers, 332
Stored User Names And Passwords dialog box, 635,
635
stores, backing up, 21
storing certificates, 721
stream mode for Telnet, 621
String Editor dialog box, 91, 91
striped volumes, 349, 373
subnet masks, 443
subnets, 443
Success Audit events, 245
Suggested Topics option, 178, 181
Support Properties dialog box, 78, 78
Switch Help Version dialog box, 183
Switch Identities window, 557
switches, 406408, 407, 412-413, 413
switching T'CP/IP network settings, 452-453, 453
syntaxes in Boot.ini file, 73-75
SysMain database, 204
SysMain.sdb file, 202
sysoc.inf file, 214
/syspart switch, 33, 35-37
Sysprep.inf file, 43
Sysprep tool, 43-44
System branch, 647
System Commander 7 boot manager, 61
System compatibility mode, 203
System Configuration Utility, 93-94, 93, 695-696
System Events, auditing, 272
system failure options, 68-69
System log, 244
System Monitor, 260-261
configuring, 261-264, 261-262
counters in, 262-264, 262
views in, 262
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System Properties dialog box
for Automatic Updates, 215-216
for Boot,ini, 71
for event filters, 247, 247
for Remote Desktop Connection, 481, 482
for startup options, 66, 66
for updates, 27-28, 28
system recovery tools, 685-686
ASR, 696-698
for backup set data, 687-689, 688§
clean boots, 695-696
command-line, 172-173
Last Known Good Configuration, 694-695
manual methods, 699-701
remote, 698
for rolling back drivers, 689
System Restore. See System Restore

for uninstalling and reinstalling programs, 689

System Restore, 689
for application installation, 190-192, 191
with encrypted files, 739-740
locking down, 693
operation of, 678-680, 679
passwords with, 694
policies for, 651
quirks in, 691-692
restore points for, 689-690, 692-693
turning off, 692
system restriction policies, 650-654
system startup options, 66—68, 66—67
system state data
backing up, 675-676
recovering, 700
SYSTEM subkey, 301
system summary with Device Manager, 320
systemroot command, 709
Systems Management Server (SMS), 47, 527

T

t switch
in dir, 163-164
in pathping, 460
in ping, 459
in Winnt.exe, 32
in Winnt32.exe, 35
"Take No Action option, 236

target folders, 133-134
Task pane, 128-129, 128
Taskbar, 116-117
customizing, 117-118
display options for, 118-120, 118-120
policies for, 656
Taskbar And Start Menu Properties dialog box
for hiding Taskbar, 118-119, 118
for new programs, 115
for printers, 143
Taskpad Properties dialog box, 226
taskpads
creating, 225-227, 226
in Services console, 231
TCP (Transmission Control Protocol), 420
TCP/IP protocol, 420-421, 433-434, 455
class IDs in, 449
commands in, 457-458
arp, 461-462
hostname, 464
nbtstat, 466-467, 467
netsh, 467-468
netstat, 462-464
pathping, 459-460
ping, 458-459, 458
route, 464—465
tracert, 461
configuring, 434-435, 435
filtering in, 448-449, 756-757
ICMP for, 456
IP addressing. See IP addresses
IPConfig for, 450452, 450451
multiple gateways in, 448
name resolution in, 443-444
DNS for, 444445, 445
HOSTS for, 447
LMHOSTS for, 447-448
WINS for, 445-447, 446
services for, 526
switching network settings for, 452453, 453
third-party utilities for, 468-469
TCP/IP Filtering dialog box, 756
TCP/IP WINS Server dialog box, 446, 446
TechFacts tool, 269
Telnet servers, 613
administrator for, 619-622
configuring, 620-621
home directory for, 615-616
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logon banner for, 614-615, 615 Tivoli NewView tool, 527
for remote service management, 238 tlntadmn program, 619-622
security for, 617-619, 618 toolbars, 117
setting up, 613 customizing, 117-118
starting, 614, 614 displaying, 120
startup scripts for, 616-617, 616 in Help And Support Center, 178-179, 179
third-party, 622 for mapping drives, 121
/tempdrive switch, 33, 35 in Windows Explorer, 137-138
10 Mbps Full Duplex option, 419 "Toolbars option, 120
10 Mbps Half Duplex option, 419 topologies, network
temporary folders, encrypting, 738 hardware considerations in, 411-414, 413
Terminal Services, 483 for Internet performance, 410, 411
adding, 473-474, 474 wired options, 405-409, 407, 409
command prompt for, 483488 wireless options, 409410
installing, 483 tour in Help And Support Center, 180
Terminal Services Client, 477 trace logs, 265-266, 266
text, color of, 123 tracert command, 461
Text Services And Input Languages dialog box, 117 tracks, 356
Thawte Consulting (Pty) Ltd. company, 727 Transmission Control Protocol (T'CP), 420
themes for Desktop, 122-123 Traps For Public Community policy, 531, 652
third-party applications tree command, 173
backups, 680-682 trees, 627
boot managers, 61 triggered updates, 524
event management, 252-253 Triple DES 3DES) encryption, 749
firewalls, 508-510, 509 troubleshooting
for FTP sites, 610-611 Remote Desktop Connection, 493-494
performance monitoring, 268-270 STOP messages, 251-252, 251
remote access, 495-496, 496 Trusted Root Certificate Authority setting, 399
for TCP/IP, 468-469 Trusted Sites zone, 541
Telnet servers, 622 trusting CAs, 719-720
"This Account setting, 235 tscon command, 487
This Is A Portable Computer option, 338 tsdiscon command, 487
3DES encryption, 749 tskill command, 487
/3GB switch, 75 tsprof command, 487
Thumbnails view, 130 tsshutdn command, 487488
Tile view in Network Connections folder, 416 tunneling, 759
Tiles view in Windows Explorer, 130 Turn off automatic updating. I want to upgrade my
time computer manually option, 28
in event logs, 245, 245 Turn Off Computer item, 109
policies for, 657 Turn Off Configuration policy, 651
Time To Display List Of Operating Systems setting, 67 Turn Off System Restore policy, 651
Time To Display Recovery Options When Needed Tweak Ul program
setting, 68 for command prompt, 166, 166
timeouts compatibility of, 270
in Boot.ini, 72 for dialog boxes, 139, 139
for Internet connections, 504-505 Tiweak-XP tool, 269
for Telnet sessions, 620 type command, 709

Tiny Personal Firewall, 509 types of Registry values, 303
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U switch
in cipher, 741
in driverquery, 325
in efsinfo, 746
u switch, 32
/udf switch
in Winnt.exe, 32
in Winnt32.exe, 33
UDFs (Unique Database Files), 3940
/unattend option, 33
unattended setup, 38-40
unauthorized use, auditing for, 282
Undo My Last Restoration option, 694
unencapsulation, 760
unhandled errors, 254
UniCenter tool, 527
uninstalling
cleaning up after, 191-193, 193
drivers, 329-330
programs, 689
Unique Database Files (UDFs), 39-40
[Uniquelds] section, 40
Universal Plug and Play (UPnP) service, 532-533
universal scope for domains, 627
Unix
for legacy and non-Windows applications, 209-210
Print Services for Unix, 532, 532
Unlimited File Size option, 600
unlocking toolbars, 117-118, 138
unmanaged switches, 412
Unsigned Driver Installation Behavior policy, 331
unsigned drivers, 330-331, 331
Update Root Certificates component, 733
updates, 27
Corporate Update site for, 28-29
downloading, 217-218
for drivers, 328-329
for RIP, 524
for root certificates, 732-733
Windows Update for. See Windows Update
Upgrade Advisor, 17, 18
upgrade options, 15-16
UPnP (Universal Plug and Play) service, 532-533
USB-to-USB connections, 517
Use A Certificate On This Computer option, 399

Use A Different User Name For The Connection
option, 399
Use a Low-Speed Connection option, 249
Use Automatic Settings option, 336
Use Extensible Authentication Protocol option, 398
Use Fast User Switching option, 638
Use My Smart Card option, 399
Use Simple File Sharing option, 375
Use Smart Card option, 396
Use the Files And Settings Transfer Wizard option,
681
Use The Following IP Address option, 504
Use Windows Classic Folders option, 128
user accounts
creating and managing, 631-633, 631-633
NET Passport for, 634-635
passwords for, 631-633, 633
caches for, 635, 635
lost, 635-637
pictures for, 633-634, 634
User Accounts object, 633
User Accounts window, 634, 634
User Cannot Change Password option, 631
User Configuration branch, 642, 647-648
User field in event logs, 246
User mode in MMC consoles, 223-225, 224
User Mode - Full Access, 223
User Mode - Limited Access, Multiple Window,
224
User Mode - Limited Access, Single Window, 224
User Must Change Password At Next Logon option,
631
User Permissions page, 763
user profiles, 663-664, 663
in Home Edition vs. Professional, 9
mandatory, 665
roaming, 9, 664-665
usernames for Desktop, 121
users, 625, 659
accounts for. See user accounts
auditing, 281-282
console for, 637
disk quotas for, 288-289, 289
fast user switching feature, 638, 638
folder redirection for, 659662, 661-662
logon and logoft scripts for, 616-617, 616,
665-668
with Remote Desktop Connection, 481-483, 482
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Users group, 629
usn command, 365

V switch
in convert, 354
in driverquery, 326
-v switch in ping, 459
Validate Server Certificate option, 399
validating certificates, 720-721
values in Registry, 303
VBSys Windows Monitoring System tool, 269
VeriSign company, 727
Vermillion FTP Daemon program, 610
View menu, 220
View option for Taskbar, 120
View Options dialog box, 722, 722
views
in Device Manager, 317-319, 318-319
in Disk Management, 347
in Event Viewer, 246-248
in Network Connections folder, 416, 417
in Services console, 231, 232
in System Monitor, 262
in Windows Explorer, 129-133, 130-132
virtual directories
for FTP sites, 606-607
for printers, 156157
Virtual Directory Wizard, 157
virtual machine (VM) managers, 52, 62, 209
virtual machines (VMs), 62, 209

Virtual Network Computing (VINC) program, 496,

496
Virtual PC manager, 63, 64
virtual printers, 142-143

Virtual Private Network (VPN) Connection page, 763

viruses

auditing for, 283

and sharing, 376
Visual Notification option, 257
VM managers, 52, 62, 209
'VMs (virtual machines), 62, 209
'VMware manager, 63, 63

VNC (Virtual Network Computing) program, 496,

496

volume command, 365
Volume List view, 347
volumeinfo option, 364
volumes, 286, 347-348
command prompt for, 362-368
formatting, 351-353, 352-353
mounted, 291-292, 346, 368-369, 369
spanned, 348, 370-372, 371-372
striped, 349, 373
types of, 348-349
VPN connections, 759
connecting to, 762
incoming, 762-766, 764
internal, 770
operation of, 759-760
outgoing, 761-762
purpose of, 760-761
security for, 766-770, 768
VPN Server Selection page, 761
VShell program, 611

W

w switch
in pathping, 460
in ping, 459
W switch in cipher, 741
Wait For dialog box, 393, 393
Wait until I select a hardware profile option, 338
Warn But Allow Installation option, 331
Warning events, 245
Wave File field, 256
Web, help on, 182-183
Web Distributed Authoring and Versioning
(WebDAV), 591, 739
Web Folders, 591-593, 592
web pages for background, 125
Web Server Certificate Wizard, 574
WebDAV (Web Distributed Authoring and
Versioning), 591, 739
websites, 561
counters for, 580
custom error pages for, 579, 580
e-mailing form results in, 582-584, 582-583
installing IIS for, 563-564, 564
Internet services for, 562-563
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muldple sites, 569-570, 570
Perl for, 580-581, 581
security for
access restrictions in, 573-574
anonymous vs. authenticated access in,
572-573, 573
general, 571-572
SSL for, 574-579, 575-579
site setup for, 564-568, 565-566, 568
Welcome messages for FTP site, 604, 604
Welcome To Support page, 182
WEP (Wired Equivalent Privacy) services, 429-431
When restoring replicated data sets, mark the restored
data as the primary data for all replicas option,
688
When To Backup window, 676
window size in command prompt, 168
Window Washer 4.1 tool, 550
Windows 9x and Me
cloning, 57-59
reading NTFS volumes from, 54-55
vs. Windows XP
group policy support, 12, 12
multiuser support and Remote Desktop
connection, 11-12
security, 10-11
Windows 2000 compatibility, 201
Windows Address Book, 21
Windows Blinds program, 139-140
Windows Component Wizard, 211, 212, 489, 490
adding components in, 212, 213
extending list of components in, 213-214
removing components in, 212-213
Windows Explorer, 127-129, 128
customizing, 138-140, 139
policies for, 652-653
for Start Menu, 114, 114
status bar in, 134-137, 135
target folders in, 133-134
toolbars in, 137-138
views in, 129-133, 130-132
Windows Help Designer/HTML Edition, 186
Windows Installer policies, 655
Windows Internet Naming Service (WINS), 445-447
Windows key, 100
Windows logon service, 617
Windows Management Interface (WMI), 527

Windows Messenger, 655
Windows N'T and 2000
cloning, 59-60
differences, 13-14, 13
Windows PowerToys, 269-270
Windows Product Activation (WPA), 29
Windows Settings branch, 645-648
Windows Time Service policies, 657
Windows Update, 214
accepting and declining updates in, 215-216, 216
Automatic Updates feature in, 214-215
for compatibility information, 202
configuring, 27-28, 28
history in, 217
manual operation, 217-218
pausing downloads, 216
policies for, 653
preventing users from using, 218
restoring declined updates in, 216
turning off, 217
Windows Update Catalog page, 218
Windows Update website, 217
Winnt.exe program, 23, 32
copying folders with, 35
switches for, 32-33
Winnt32.exe program, 23, 32
for Dynamic Update, 37
for preparing drives for other systems, 36-37
source files and destination with, 34-35
switches for, 33-34, 37-38
WINS (Windows Internet Naming Service), 445-447,
446
Winternals tools
BlueSave, 69
for NTFS volumes, 54, 344
WinZip utility, 361-362
Wired Equivalent Privacy (WEP) services, 429-431
Wireless Network Properties dialog box, 430-431, 430
wireless networks
considerations for, 409—410
security for, 428-431, 430
WMI (Windows Management Interface), 527
workstation configuration, 525
World Wide Web Service, 489, 489, 562
WPA (Windows Product Activation), 29
Wright, Matt, 583



806 Write An Event To The System Log option—zones in Internet Explorer

Write An Event To The System Log option, 68-69 Y
WYSIWYG editors, 594

Y switch in efsinfo, 746

X

X option in convert, 354

Z

x option in dir, 163
X-Setup tool, 269
X-Win32 manager, 210

X Window managers, 210
xcopy32 command, 57-58

zipped folders and files, 361-362, 361
ZoneAlarm program, 508

ZoneAlarm Pro program, 509

zones in Internet Explorer, 541-543, 542-543



