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A
ab. See Apache Benchmark
ACCEPT rule, 286, 473
access control forms for
iptables, 272, 274
TCP wrappers, 272, 273
access control list. See ACL
access control rules
ACCEPT, 285
FORWARD, 286
INPUT, 286
REJECT, 285, 286
access control, trusted, 270
access controlling in Apache
.htaccess file, use of, 440, 441
.htpasswd file, use of, 441
htpasswd command, use of, 441
password protection, enabling of, 441
ACL (access control list)
for Apache, 433
use of, 287, 306
ACPI (Advanced Configuration and Power
Interface), 232, 235
acpid daemon, 235
ADS (Active Directory Service) mode, 398
Advanced Maryland Automatic Network Disk
Archiver. See Amanda
Advanced Power Management. See
APM
allow ssh rule, 307
AllowOverride directive, 477
alternatives command, 488
alternatives system
defined, 486
GUI configuration tools, 491
MTA and, 486
MTAs switching process, 488, 489
rebooting aspects, 490
runlevel chnages, 489
runlevels changes, 490
using PostFix MTA, 488, 490
using Sendmail MTA, 489
Amanda
backup aspects, 120
client/server, 120, 136
features, 120
overview of, 120
Anaconda
Fedora Core installer, 51, 52
Red Hat installation program, 16
Apache 1.3, 427. See also Apache 2.0
Apache 1.x to 2.0, migrating from
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Directorylndex directive defaults, 439
RPM base package name, 439
security features, 439
VirtualHost blocks, copying, 439
Apache 1.x versions, 428
Apache 2.0
Apache 1.x, migration from, 439
API, 428
autoconf build system, 428
configuration files, 429
filtering, 429
for non-UNIX platforms, 428
IPv6 support, 428
libtool build system, 428
multilanguage error responses, 429
multiprotocol support, 428
Regular Expression Library, 429
security features, 439
simplified configuration, 429
UNIX threading, 427
Apache 2.0 tips and tricks
configuration file testing, 440
restarting versus reloading, 442
user access, controlling, 440
virtual host settings, 443
Apache Benchmark, 450, 452
Apache commands, 437
Apache compile-time options
httpd binary, use of, 443
httpd -1 flag, use of, 443
httpd -V flag, use of, 443
MPM (multiprocessing module support), 444
suexec binary package, 444
Apache configuration files
/etc/httpd/conf.d/ directory, 430
httpd.conf file, 430
Apache configuring
configuration files, use of, 430
httpd.conf files, use of, 431
log files, 430
main server, 432
redhat-config-httpd tool, 437
Apache daemon, 442
Apache directories
/home/httpd/, 431
/var/www/cgi-bin/, 431
/var/www/html/, 431
subdirectories, 430
Apache for higher loads
benchmarking, 450
MaxClients directive, use of, 448

server status for performance tracking, using, 452
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Apache HTTP server, 444
Apache log files
/var/log/httpd/access_log, 430
/var/log/httpd/error_log, 431
/var/log/messages, 431
apache migrations, 135. See also server
migrations
Apache on Fedora Core, 429
Apache resources, 453
Apache RPM base package name
for Apache 1.x systems, 439
for Apache 2.x systems, 439
Apache server configuration file, 431
Apache server loads and hardware requirements
ATA drives, 449
ATA RAID cards, 450
dynamic content operations, 449
RAM, 449
SCSI hardware, 449
SCSI/RAID systems, 450
Apache subdirectories for SSL transactions
management
ssl.crt, 430
ssl.csr, 430
ssl.key, 430
Apache troubleshooting
DNS problems, 453
of access problems, 453
of permissions errors, 452
run time error generation, 453
virtual site, non-working of, 453
Apache Web directory permissions
chgrp solution, 445
for defining new virtual hosts, 444
relaxed permissions, 446
security through obscurity method, 447
user private groups, 447
API for Apache modules, 428
APM (advanced power management)
configuring, 233
in Fedora Core, 233
software, 232
apm command, 234
apmscript file events handling
change battery, 234
change power, 234
resume, 234
start, 234
stop, 234
suspend, 234
apt package manager, 14
apt-cache tool, 550
apt-rpm (apt-get) for Fedora upgrading, 51, 56
archiving file system/directory, 119
ash shell, 143
AT commands, 350, 353
ATA RAID cards for Apache, 450
ATA versus SCSI, 449
ATA/UDMA-based system for Apache, 450
ATAPI tape drives for backup, 110
ATI chipsets, 188

authentication
key-based, 456, 469
SSH-key based, 80
via SMTP-Auth, 503
authentication packets, 286
authoritative
name servers, 322
TTL values, 324
automated update. See also manual update;
source update
up2date, using, 40
yum, using, 43
automatically mounted file systems, 214
autorefresh setting, 452
Autoyast, 541
axfr option, 331

B
back door daemon, 242, 247
backing up system directories, 113
backup

backup agent method, 115

centralized, 109

examples, 122

interface, 111

LAN-free, 109

levels, 104, 117

management, 109

media types, 106

multiserver, 106

network, 109

related resources, 136

SAN (Storage Area Network), 109

server, 109, 121

strategy, 112

tools, 118

types, 99
backup agent method, 115
backup examples

tar with runlevel 4, scripting, 122

using dump, 125, 129

using tar, 122, 124
backup hardware. See backup media types
backup interface, dedicated, 111
backup levels

level 0, 104

level 1, 104

levels 2-9, 104

runlevel 4, 117
backup management, centralized, 109
backup media tips

dedicated backup interface, 111

IDE/ATAPI tape drives, 110

SCSI tape drives, 110, 111

tape drive cleaning, 111

tape drive error flash codes, 111
backup media types

comparison, 108

medium- to large-scale backup, 109

network backups, 109

small-to-medium, 108
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backup server
centralized, 121
multiserver, 106
use of, 106
backup strategy
backup hardware tips, 110
backup media types, 106
backup processes and policies, 112
data to be backed up, 112
for databases, 115
for Linux system, 114
for operating system (OS), 113
level-based backups, 103
off-site storage, 112
overview, 103
retention times, 112
shutting off services, 117
system config files for total system backup,
114
tape drives setting, 116
tape rotation aspects, 112
TOH (Tower of Hanoi) backup, 104
backup tools
Amanda client/server, 120
dump/restore programs, 119
find command, use of, 121
mt command, use of, 121
Star, 119
tar, 119
backup types
differential, 102, 103
full, 100
incremental, 101, 103
baseline, RPM, 249
bash shell tuning, 144
bash shell, 143, 253
benchmarking tools
Apache Benchmark, 450, 452
baselining, 452
bottleneck testing, 452
website hammering, 452
Berkeley Internet Name Domain. See
BIND
binaries, 245, 255
BIND (Berkeley Internet Name Domain)
DNS server reinstalling, 114
DNS server, 311, 317
installing, 315
resources, 338
BIND/DNS servers, 311
BIND9
bug, 333
name server, 318
resources, 339
troubleshooting, 316, 334
BIND9 directory structure
chroot mode, 316
configuring, 316
BIND9 DNS server
master, 316
slave, 328
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BIND9 running

in chroot mode, 332
ps command, use of, 333

BIND9 security

access control lists, 331
DNSSEC, 331

RNDC and TSIG, 331
settings, 331

Split DNS, 331

transaction signatures, 331

BIOS set up, 88
BIOS, 66
bonnie

command, 226
tool, 226

bonnie testing activities

busy system, 226
data blocks reading and writing programs, 226
database applications, 226

single characters reading and writing programs, 226

boot CD creating

easy way, 91
not-so-easy way, 92

boot disk for Linux installation, 22
boot floppies, customized

creating, 88
customization information, 94

boot floppies, Red Hat, 85
boot loader

GRUB, 159
GRUB, 21, 35, 159
LILO, 21

boot media

for installing kickstart, 85
isolinux, 66, 89, 92, 93
syslinux, 66, 95, 97

boot prompt troubleshooting

kernel installation options, trying, 31
overview, 29
Red Hat installation, trying, 30

boot server DHCP/BOOTP, 66
Bourne shell (sh), 144
Bugzilla facility for

countering Linux installation failures, 27
fixing bugs, 16

reporting bugs, 15

searching bugs, 15

burning errors, CD, 91
BusyBox, 253

C

C shell (csh), 144
caches

disk read-ahead, 227, 228
disk write-back, 227

caching name servers, 324
CD

burning errors, 91
customization, 94

CD boot. See boot CD

CD installs testing, 95. See also floppy installs testing
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CDC ACM specification, 346 for Apache 2.0, 429
CD-ROM for for Sendmail, 494
Linux installation, 24 controller-based modems, 342. See also
network installing, 71 winmodems
CD-RW for backups, 106, 108 controller-based PCI modems, 343, 346
centralized backup management, 109 controller-less modems. See winmodems
centralized server cracker
backup server, 121 detecting, 243
web server, 84 rootkit, 252
cfdisk command, 219 tools, 258
chain of rules virus scanner, 251
ACCEPT rule, 288, 289, 291 cracking, 242
ACCEPT, 285, 286 critical security patches, 262
DROP rule, 289, 290, 296 csh shell, 144
FORWARD chain, 287, 298 CUPS (Common UNIX Printing System)
FORWARD rule, 296 footmatic software package, 360
INPUT chain, 287 for Fedora Core, 359
PREROUTING chain, 297 troubleshooting, 359
QUEUE rule, 289 CUPS daemon, 360, 368, 381
REJECT rule, 289, 290, 291 CUPS Web configuration tool, 368
REJECT, 285 customization, network install floppy and CD, 94
RETURN rule, 289 customized boot floppies, 88
RH-Firewall-1-INPUT chain, 286, 287, 290 customized OS install template, building, 74
rules testing, 289 CustomLog directive, 434
change attribute (chattr), 243 cyber-squatting, 315
chattr (change attribute), 243
chattr command, 249 D
chgrp solution, 445 daemon
chipsets for PCI modems, 343 access control, 275
chipsets troubleshooting Apache, 442
3dfx, 187 cupsd, 360, 381
ATI, 188 firewall, 269
Intel i810, 187 for non-Red Hat distributions, 277
NVIDIA, 187 for Red Hat distributions, 276
chkconfig command for alternatives system, 488, 489 FTP, 456
chkconfig command, 438 host access control, 272
chkconfig running levels, 529 httpd, 443
chkconfig tool for named, 315, 316
alternatives system, 492 TCP wrappers, 275
sshd service, 466, 467 daemon level config file service, 273
chkrootkit package, 251 data security using TOH backup, 106
chroot mode for running DNS server, 332 databases backing up options
clear text protocol, 455. See also encrypted backup agent, 115
text protocols freeze, copy, and back up, 115
client/server shutting off services, 115, 117
backup package, 120 stop, copy, and back up, 115
technology, 66 Debain reportbug package, 572
command-line interpreter, shell, 139 debconf scripts, 557
commands, shell. See shell commands Debian 3.0 Woody system, installing, 560
comment methods Debian archives, 549
C style, 317 Debian basics
C++ style, 317 alternative init systems, 564
Unix style, 317 Debian archives, 549
Common UNIX Printing System. See CUPS finding packages, 550
compromised machine, resecuring, 261 Graphical administration systems, 564
compromised system, 249, 258, 259 package conventions, 564
config files, 72, 114, 120 packages managing aspects, 551-558
configtest command, 438 runlevels managing
configuration file testing , Apache, 440 Debian CD-ROMs
configuration files alternative installation CDs, 548

/etc/vim/vimrce, 556 rescue CDs, 547
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Debian commands, 562-563
Debian debugging tools
Ddd, 569
gdb, 569
Itrace, 569
strace, 569
Debian family tree
Debian/Sid, 546
Debian/stable, 545
Debian/testing, 546
Debian/unstable, 547
Sarge, 546
Debian file system tools
e2fsprogs, 566
parted, 566
reiserfsprogs, 566
util-linux, 566
xfsdump, 566
xfsprogs, 566
Debian GNU/Linux troubleshooting,
545
Debian installing
hardware detection and setup, 548
packages, picking of, 548
post-installation tasks, 549
run package installation programs, 548
Debian Linux distribution, 243
Debian network tools
dnsutils, 567
iputils-ping, 567
iputils-tracepath, 567
monit, 567
mtr-tiny, 567
netcat, 567
netcat6, 567
openssl, 567
ssh, 567
tcptraceroute, 567
telnet-ssl, 567
Debian package documentation, 569
Debian packages managing
configuration file, handling of, 553
debconf, use of, 557
dpkg commands, 558
installation upgrading, 560
packages, installing, 551
packages, removing, 553
Debian packages troubleshooting
debugging tools, 569
file system tools, 566
moving from Fedora to Red Hat, 565
network tools, 567
system integrity tools, 568
Debian system integrity tools
aide, 568
amanda-client, 568
amanda-server, 568
checksecurity, 568
chkrootkit, 568
Debsums, 568
duplicity, 568
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rsync, 568
tar, 568
debsums program for intrusion detection, 243
dedicated backup interface
SCSI bus, 111
SCSI card, 111
deleted file, recovering, 216
demilitarized zone. See DMZ
dependencies
RPM packages, 197
software packages, 197
desktops loads, locking
enterprise desktop needs, identifying, 73
overview, 73
Device section, 179. See also screen section
df command, 213
DHCP configuration, 528
DHCP/BOOTP boot server, 66
DHCP/BOOTP protocols, 66
dial-up modem configuring, 349
dial-up modem, 347
differential backups, 102, 103. See also
incremental backups
dig command, 322, 331, 334
Digital Linear Tape (DLT), 109
direct memory access. See DMA
Direct Rendering Infrastructure (DRI), 186
director backing up, 113
Directory directive, 435, 440
directory structure, BIND9, 316
Directorylndex directive, 434, 439
disk partitioning
for Lniux installation, 21
problems, 33
disk performance troubleshooting references,
237
disk read-ahead caches, 227, 228
disk tuning options, 231
disk write-back caches, 227
disk-to-disk server migration, 133
Display Settings window, 172, 173
DLT (Digital Linear Tape), 109
DMA, hard disk transfer modes of
multiword DMA (MDMA), 229
Programmed 1/0 (P10), 229
ultra DMA (UDMA), 229
DNS (Domain Name Service)
caching name services, 324
configuring tips, 328
domain names, 326
history and theory, 311
hosting, 314
IP addresses, 311, 313, 326
name service tools, 321
records, 311, 315
recursive requests, 324
registering, 314
resources, 339
security aspects, 331
troubleshooting tools, 338
working, 312
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DNS caching
defined, 314
IP address information, 314
TTL (Time to Live) value, 314
DNS hosting, 314
DNS records, 311
DNS servers
master and slave, 313
master server, 315
slave BIND9, 328
whois server, 337
DNS structure
namespace, 312
resolver, 312
TLD (top-level domain) servers, 313
top-level domains, 312
DNS troubleshooting
/etc/named.conf files, 316, 329
BIND9 directory, 316
comment methods, 317
directory setting, 317
issues, 334
localhost zone file, 320
master server, configuring, 315
overview, 311, 315
slave server, configuring, 328
TTL, 320
zone file troubleshooting, automated DNS, 338
zone file, 318
DNS zone file troubleshooting, automated, 338
document root directory of Apache, 431
Domain Name Service. See DNS
domain names, registering, 314
dpkg commands
dpkg -1, 559
dpkg -1, 558
dpkg -L, 559
dpkg 1, 558
dpkg -S, 560
dpkg-reconfigure command, 557
DRI (Direct Rendering Infrastructure), 186
dual-home network firewall iptables, 296
dual-homed firewall. See also single-homed firewall
network firewalls, 293
routing firewall, 294
use of, 271
dual-key encryption, 464
dump command
as backup package, 125
file restoring aspects, 130
for level 0 backup, 125
local dump session, usage for, 125
using remotely, 129
using runlevel 4, 125
using script, 126
using TOH backup plan, 125
dump using
locally, 125
remotely, 129
dump/restore command, 130
dump/restore programs for backups, 119

dump/restore version 0.4b34, 120
DVD+/—RW for backups, 106, 108
dynamic content operations, 449
dynamic IP configuration, 511
dynamic port, 266

E
e-mail aliases

abuse, 498

help, 498

postmaster, 498
e-mail server troubleshooting, 485
encrypted FTPs

FTP-SSL, 455

SecureCopy, 455

SecureFTP (sftp), 455

WebDAV over SSL, 455
encrypted text protocols, 455. See also clear text protocol
encryption, dual-key, 464
end-of-life dates for Red Hat Linux, 59
environmental variables, configuring, 460
ephemeral ports, 266
error codes, 111
ethereal

as troubleshooting tool, 164

for rpniter access troubleshooting, 376
executable files, 261
exportfs command, 414
ext3 file system, repairing, 218

F
fdisk command, 212, 219, 221. See also cfdisk command;
sfdisk command
Fedora
announcements, 13
documentation, 11
for Linux troubleshooting, 4
IRC channel, 13
Linux, 4
mailing lists, 13
open-source community and, 15
Project, 4, 9, 11, 13
public keys, 194
software repositories, 521
software updates, 13
updating, 40
Fedora Configuration Tools Project, 16
Fedora Core
anaconda install, 88
Apache package, 428
automated updating aspects, 40
boot images, 86
firewall mechanisms, 272
for desktop, 5
for Linux servers, 6
for Linux workstation, 8
for specialized Linux systems, 8
FTP mirror sites, 85
GPG keys, 194
kickstart install, 88
mirror sites, 85
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OpenSSH and, 463
PostFix MTA, 485
printer settings, 364
printer sharing features, 371
repositories, 56
suexec and, 444
video, keyboard, and mouse, configuring, 171
window managers, 170
Fedora Core 2, kernel, 10
Fedora Core Linux
intrusion detection tools, 242
kickstart provisioning server, 83
operating system, 10
Fedora Core memory amounts
for graphical mode, 23
for text mode, 23
Fedora Core updating. See also Fedora Core upgrading
automated updates, 40
manual updates, 40
security and stability concerns, 39
source updates, 40
Fedora Core upgrading. See also Fedora Core updating
apt-rpm (apt-get), 51, 56
using the Fedora Core installer, 51, 52
using yum (Yellowdog Updater, Modified), 51, 55
Fedora Core versions
Fedora Core 1, 4,9, 11
Fedora Core 2, 10
Fedora facts
Fedora and Red Hat Linux, 4
Fedora Core 1 as a solid Linux system, 4
Red Hat Enterprise Linux and Fedora, 5
Red Hat Inc. and Fedora, 4
Fedora installation
disk partitioning problems, 33
hardware choosing aspects, 23
installation problems, 27
list of choices, 20
RAM installing aspects, 23
RAM testing, 24
reference information, 37
Fedora Internet Relay Chat (IRC)
Fedora development chat, 14
Fedora general chat, 13
Fedora problem reporting chat, 14
Fedora Legacy Project, 60
Fedora Linux
Desktop, 5
Servers, 6
Workstation, 8
Fedora Project’s Bugzilla facility, 15
Fedora Projects features
Anaconda, Red Hat Installation Program, 16
Configuration Tools Project, 16
Desktop Project
IRC channels, 13
Fedora software packages
apt package manager, 14
Fedora Alternatives, 15
Fedora Extras, 15
Fedora Legacy, 15
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up2date, 14, 40
yum package manager, 14
yum, 43
Fedora troubleshooting of
desktop, 5
servers, 6
specialized Linux systems, 8
workstation, 8
Fedora updating ways
automated updates, 40
manual updates, 46
source updates, 51
update problems, troubleshooting, 51
Fedora versions
Fedora Core 1,9
Fedora Core 2, 10
Fedora-release package, upgrading, 56
fibre channel, SAN, 109
file alteration
defined, 243
monitoring, 242
file integrity monitoring, 243
file system
checking, 218
creating, 219, 220
deleting, 219
modifying, 219
mounting, 220
troubleshooting references, 236
file system checking
bad blocks, 218
fsck running, 218
file system/directory archiving, 119
file systems types
automatically mounted, 214
manually mounted, 214
Pseudofile, 214
file transfer methods
FTP, 455
multiple servers, 480
network-based tar backups, 479
scp, 456
sftp, 456
WebDAV, 457
File Transfer Protocol. See FTP
file transfer resources
ssh/scp/sftp suite, 483
VSFTPD, 484
WebDAV on Apache, 483
file transfer troubleshooting
key-based authentication, non-working,
482
permission denied errors, 482
sshd daemon logging, 482
WebDAV not working, 483
files restoring, 129
filter drivers, 361
filter table, 286, 295
find command
for backup, 121
for intrusion detection, 261
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firewall
access control features, 270
DMZ (demilitarized zone), 270
dual-homed, 271, 293
enterprise-level, 265
for Linux system, 22, 272
internetwork, 273
iptable-based, 271, 282, 293, 301
NAT, 294
network, 293
personal, 265, 283
services and daemons, 269
single-homed, 270
stand-alone, 270
state triggers, 292
third-party solutions, 274
troubleshooting, 265
using TCP wrappers, 270
firewall resources
iptables, 308
TCP wrapper, 308
TCP/IP, 307
firewall rules, building
manually entering and saving rules, 295
NAT/PAT setting, 296
firewall services. See also TCP wrapper services
domain, 269
ftp, 269
http, 269
https, 269
ipp, 269
mysql, 269
nfs, 269
smtp, 269
ssh, 269
sunrpc, 269
firewall theory
IP address, 266
IP stack, 266
port assignments, 267
TCP/IP packet structures, 267
firewall tools
CD-bootable, 274
Guarddog, 274
SmoothWall Express, 274
firewall tools, graphical
Firestarter, 303
firewall distributions, 302
FrazierWall, 303
KMYFirewall, 303
Shorewall, 303
SmoothWall, 302
firewalling
configurations, 74
stateful firewalling, 290
TCP/IP, 267
use of, 272
fish library, 481
floppies as boot media, 90
floppy and CD customization, 94

floppy installs testing, 94. See also CD installs testing

font modules
freetype, 179
speedo, 179
typel, 179
xtt, 179
foomatic package components
backend filter, 361
database, 360
PostScript Printer Description (PPD) file, 361
FORWARD chain, 286, 298
forward lookups, defined, 326. See also reverse
lookups
FORWARD rule, 286
foundational security, 257, 261
FQDN (fully qualified domain name), 435, 495
freeze, copy, and back up method, 115
fsck running, 218
FTP (File Transfer Protocol)
access blocking aspects, 459
daemon, 456, 457
installs, 85
iptables and, 462
nonpassive, 461
passive, 461, 462
problems, 461
protocols, 96
session tracking, 461
FTP configuring and using
environmental variables, configuring, 460
FTP access, restricting, 459
netstat command, use of, 459
passive, 461
vsftpd daemon, installing, 458
vsftpd daemon, running, 458
FTP-based boot media installing, 71
full backup, 100
fully qualified domain name (FQDN), 435, 494

G
GhostScript drivers, 361
GID. See group ID

global environment configuration for Apache, 431

GNOME. See also KDE
desktop, 5, 170
Terminal window, 140, 142
Terminal, 143
GNU Privacy Guard (GPG) keys, 194
GPG (GNU Privacy Guard) keys
importing, 195
overview of, 194
viewing, 194
GPG signature, 196
graphical firewall tools, 302
graphical installation, 29
graphical user interface. See GUI
graphics drivers, third-party, 59
grep filter, 252
group ID (GID), 447. See also user ID; user
private groups
GRUB boot loader, 21, 35, 159
gtop window, 154
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GUI (graphical user interface)
administration tools, 564
configuration tool, 474, 491
for Apache configuring, 437
for modem setting, 349
keyboard, 169
mouse, 169
printer administration, 380
redhat-config-securitylevel, 474
utility, 72
video, 169

H
hard disk for backups, 106, 108
hard disk settings, changing
benchmarking changes, 224
Bonnie, use of, 226
timing reads, 224
timing writes, 225
use of hdparm command, 224
hard disk transfer modes
multiword DMA (MDMA), 229
Programmed I/O (P1O), 229
ultra DMA (UDMA), 229
hard disk troubleshooting
hard disk settings, changing, 224
hard disk, getting information about, 221
hdparm settings, 232
hard disk, getting information about
geometry, 222
I0_support, 221
keepsettings, 222
multcount, 221
readahead, 222
readonly, 222
unmaskirq, 221
using_dma, 222
hdparm
for changing hard disk settings, 224
settings, 232
hdparm command
-A option, 228
-d option, 230
for power management, 232, 235
-1 option, 222
-i option, 222, 230
-t option, 224
-T option, 224
-Tt option, 224
-y option, 236
-Y option, 236
HIDS. See host intrusion detection systems
homes directory sharing, troubleshooting, 399
host access control files
/etc/hosts.allow, 273, 277, 281
/etc/hosts.deny, 273, 277, 280
host command, 322, 327
Host Controller (HCF) modem, 341
host intrusion detection systems (HIDS), 242
host intrusion detection systems (HIDS), installing,
261
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host-based intrusion detection, 253
hosting, name-based, 435
HostnameLookups directive, 434
hosts.allow file, 278. See also host access
control files
hosts.deny file, 278. See also host access
control files
htaccess file, 441, 442, 475
htpasswd command, 441
htpasswd file, 441, 442, 475, 477
HTTP
installs, 85
protocols, 96
server for yum configuring, 45
httpd daemon, 443
httpd.conf file
/etc/httpd/conf.d, 429, 430
/etc/httpd/conf/httpd.conf, 435
for Apaches global environment configuring, 431
for main server configuring, 432
for virtual hosts, 435

I
IDE tape drives for backup, 110
IDE/ATAPI interface, 110
IDS. See intrusion detection systems
incremental backups, 101, 103. See also
differential backups
info command, 12
INPUT chain, 286
INPUT rule, 286
InputDevice section, 177
Intel i810 chipsets, 187
Internet Relay Chat (IRC), 13
Internet service providers. See ISP
internetwork firewall, 273
intrusion detection
chkrootkit scans, use of, 251
cracker detecting, 243
file alteration monitoring, 242
file-system-level forms, 242
host-based IDS (HIDS), 242
network-based IDS (NIDS), 242
overview, 241
resources, 262
rootkit, 242
RPM baseline, creating, 249
system scanning, automating, 252
intrusion detection systems (IDS)
host-based (HIDS)), 241
network-based (NIDS)), 241
network-node-based (NNIDS), 242
intrusion detection tools
chkrootkit, 251
file system tools, 243
Portsentry, 245, 255
Red Hat Package Manager (RPM), 242
SNARE, 245
Snort, 244
system watching, 243
third-party tools, 244
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intrusion forensics, 248 K
intrusion troubleshooting KDE. See also GNOME
compromised system, 259 desktop, 5, 170
cracking aspects, 258 Konsole Terminal window, 142
security foundation, 261 Terminal window, 142
threatening ISP, 260 kernel
IP (Internet Protocol) 2.6 kernel, 10
addresses, 311 boot media and, 90
datagram structure, 268 for Linux installation, 20
ip forwarding, 270 installation options, 31
ipchains, 274, 305 kernel options after installation
ipop3 service, 508 at boot time, 35
iptable to GRUB boot loader, 35
access control mechanism, 272 key pair generation
command, 284 private, 469
configurations, 74, 283 public, 469
for trusted network, 270 key-based authentication
kernel modules, 291 for scp, 469
overview, 274 for sftp, 469
passive FTP and, 462 for ssh, 471
rule for ssh, 474 key pair generation, 469
rules, 288 keyboard configuring, 171, 173, 177
security settings, 298 kickstart
single server access control, 281 automated provisioning system, 66
iptable troubleshooting feature, 35
denied access, 306 install boot media, 85
ipchains, conflict with, 305 installations, 27
overview, 304 server installing, 82
packet forwarding, enabling, 304 server, 71
SSH access denied, 304 kickstart boot media, network install
iptable types options
filter, 285, 295 custom or stock boot CD, 87
mangle, 285 custom or stock boot floppy, 87
nat, 285 LAN PXE boot solution, 88
iptable-based firewall, 282, 293 kickstart boot media, testing
iptables configuration CD installs, 95
/etc/sysconfig/iptables configuring, floppy installs, 94
286 kickstart file
iptables rules, testing, 288, 289 centralizing, 83
overview, 282 config files, 66, 67
RH-Firewall-1-INPUT chain, 287, 290 for network installing, 70
stand-alone server, 283 generating, 67
using /etc/sysconfig/iptables file, saving, 73
283 standardizing, 83
iptables rule, target value of kickstart file parts
ACCEPT, 289 Install Command Area, 66
DROP, 289 New System Packages Area, 67
QUEUE, 289 Post-Install Script, 67
RETURN, 289 Pre-Install Script, 67
IPv4 kickstart provisioning
forwarding, 296 boot media creating, 86, 87, 88
networking, 78 problems, 96
IPv6 server creating, 82
encryption, 286 kickstart provisioning boot media,
support for Apache 2.0, 428 creating
IRC (Internet Relay Chat), 13 customized boot floppy, creating, 88
iSCSI, 109 Fedora Core boot images, use of, 86
ISO images, 19 floppy and CD customization aspects, 94
isolinux boot media, 66, 89, 92, 93 network install boot CD option, 90
ISP (Internet service providers), network install options, 87

running, 324 Red Hat boot images, use of, 85
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kickstart technology
overview, 65
using Anaconda client program, 66
using isolinux boot media, 66
using syslinux boot media, 66
kickstart template file
creating, 66
saving, 73
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using Red Hat kickstart configuration tool, 71

kickstart template locking down
additional system, 79
networking/ip stack settings, 78
overview, 74
unneeded services, shutting off, 75

kickstart troubleshooting
kickstart provisioning problems, 96
references, 98

kickstarting, 65

kill processes, 156

Konsole Terminal window, 140

Korn shell (ksh), 144

ks.cfg file, 66. See kickstart file

ksh shell, 144

kudzu
for hardware detection, 159
modem installing, 343

L
LAN
hosting, 330
PXE boot solution, 88
LAN-free backup, 109
laptop
power settings, 232
using boot media, 90
laptop installations problems
boot failure, 27
intalling problems on notebooks, 27
LDP (Linux Documentation Project), 570
LED error codes, 111
LED flash codes. See LED error codes
legacy operating systems (OS), 59
level 0, backup, 104, 125
level 1, backup, 104
levels 2-9, backup, 104
levels of backups. See backup levels
libwrap support, 273, 276
LILO boot loader, 21
Linear Tape Open standard (LTO), 109
linmodems, 341, 342, 343. See also
winmodems
Linux
backup, 136
driver for winmodem, 343
Fedora, 4
firewall mechanisms, 272
intallation, Red Hat Linux, 20
kernel, 274
modem drivers, 342
modem reference, 355
using iptables-based firewalling, 274
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using TCP wrappers-based firewalling, 273
workstation, 8
Linux booting
kernel options after installation, 35
rescue mode, entering, 36
Linux distribution
Debian, 545
instrusion detection tools, 242
SUSE, 523
Linux Documentation Project (LDP), 570
Linux file systems, troubleshooting
overview, 211
partitions and file system, checking of, 212
partitions and file system, troubleshooting,
215
Linux hardware choosing aspects
CD-ROM installation, 24
laptop installing problems, 27
RAM installation, 23
video cards installation, 25
Linux installation problems
CD drive not booting, 28
CD drive not found, 28
from boot prompt, 29
no CD drive, 29
nonbootable CD drive or floppy, 28
not bootable CD drive, 28
PXE (Preboot eXecution Environment), use
of, 28
unreadable screen, 29
Linux installation problems, overcoming
disk partitioning, 33
from boot prompt, 29
Linux installation types
graphical, 29
text-based, 29
Linux installation, troubleshooting
failures in Linux installing, countering, 27
Fedora, 20
hardware choosing, 23
installation problems overcoming, 27
Linux booting, 35, 36
reference installation, 37
tips for, 34
Linux installation, choices list for
boot disk, 22
configure networking, 22
disk partitioning, 21
firewall, 22
GRUB boot loader, 21
install type, 21
Keyboard, 20
language, 20
LILO boot loader, 21
media checking, 20
monitor, 20
mouse, 20
packages, 22
root password, 22
upgrade options, 20
Linux operating system, Fedora Core, 10
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Index

Linux ports, 266
ephemeral or dynamic, 266
registered, 266
reserved or well-known, 266
Linux printer
commands, 380
references, 383
Linux server/machine talking to centralized
backup SAN, 110
Linux system back up, making, 114
Linux system, commonly attacked files on
/bin/login, 248
/bin/ls, 248
/bin/netstat, 248
/bin/ps, 248
/sbin/ifconfig, 248
/usr/bin/chattr, 248
/usr/bin/passwd, 248
Linux troubleshooting tips
grabbing install screens, 34
partitions changing, 34
Release Notes, reading, 34
virtual consoles, 34
list attribute, 249
Listen directive, 429
loaded modules, checking, 160. See also
modules loading
localhost zone file, 320, 324
lock down measures
iptable/firewall service restrictions, 80
SSH-key based authentication, 80
locking down desktop and servers
% postscript, 80
desktop needs identifying, 73
server needs identifying, 74
template installs locking, 74
log file
Apache, 430
for Sendmail problems diagnosing, 503
monitoring, 244
logical volume manager (LVM), 536
login commands
rlogin, 163
ssh, 163
telnet, 163, 165
logwatch automated monitoring service, 243
Ipadmin command, 382
Ipoptions command, 378
Isattr command, 249
Ismod command, 160
LTO (Linear Tape Open standard), 109
LVM (logical volume manager), 536

M

mail
bounces problems, 511
Mail Transfer Agent. See MTA
redirecting, 499
relaying, defined, 503
server misconfiguration, 510
servers overview, 485

0:47

mailing lists, 27
man command, 12
manual update formats
non-security-related update, 48
security-related update, 46
manual update, 40, 46. See also automated
update; source update
manually mounted file systems, 214
master and slave DNS servers, 313
master boot record (MBR), 115
master DNS server, configuring, 315
master PostFix daemon, 515
master server, defined, 313
MaxClients
directive, 448
setting, 432, 448
MBR (master boot record), 115
MD5sum
defined, 243
for files validity tracking, 243
for RPM baseline, creating, 250
use of, 248
MDMA (multiword DMA), 229
medium- to large-scale backup, 109. See also
small-to-medium backup
metapackages, 70
minicom command
for changing modem settings, 352
for modem testing, 351
starting, 351
using, 350
mkswap command, 535
modem
configuring in kudzu, 345
controller-based, 342
dial-up, 347, 349
drivers, Linux-based, 342
Host Controller (HCF), 341
linmodems, 341
PCI, 342
probing and trying, 347
troubleshooting resources, 355
winmodems, 341
modem settings
permanent settings, 354
via minicom command, 352
modem troubleshooting tips
dead modem, 354
modem keeps disconnecting, 355
modem not detected, 354
modem performs slowly, 354
not getting a dial tone, 355
not logging in, 355
modem, choosing
overview, 342
PCI modems, 342
serial modems, 347
USB modems, 346
modem, setting up
through GUI, 349
with minicom, 350
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modem, setting up steps for
dial-up modem configuring, 349
on Fedora desktop, 349
modinfo command, 160
modprobe command, 161
module configuration
dbe, 178
dri, 179
extmod, 178
fbdevhw, 178
font modules, 179
glx, 178
record, 179
Module section, 178. See also Device
section
modules loading, 161. See also loaded
modules, checking
monitor configuring, 171, 177
Monitor section, 177
mouse
buttons remapping, 189
configuring, 171, 173, 176
troubleshooting tips, 188
Mouse Configuration window, 189
MPM (multiprocessing module support),
444
mt command for backup, 121
MTA (Mail Transfer Agent)
alternatives system and, 486
PostFix, 511
sendmail configuration, 493
Sendmail, 493
MTA binary, 487
multi-homed network firewall configurations,
283
multiprocessing module support (MPM), 444
multiserver backup, 106
multiword DMA (MDMA), 229
MySQL database backup methods
Backup Agent, 115
Freeze and Copy option, 116
MySQL databases file restoring aspects, 132
mysqldump program, 115, 116, 132. See also
mysqlhotcopy program
mysqlhotcopy program, 115, 116, 124, 132.
See also mysqldump program

N

name servers (NS)
authoritative, 313, 322
caching, 314, 324
domain name, 313
internet-type (IN), 321
IP addresses, 326
localhost, 321
locking down, 331
primary, 313
registrar, 313
Samba, 400
secondary, 313
TLD (top-level domain), 313

Index 587

name service tools
dig, 322
host, 322
nslookup command, 321
name-based hosting, 435
named
config file, 317
daemon, 315, 316
names resolving
by Samba, 400
by Windows clients, 400
NAT (Network Address Translation)
buttons remapping, 189
routing firewall, 294
nat table, 286
NetBIOS tips, 401
netfilter, 272, 274
netstat
command, 459
listing, 77
network
backups, 109
client requests, 272
firewall configuration, 270
firewalls, 293
Network Address Translation. See NAT
Network File System. See NFS
network install boot CD, making. See boot
CD creating
network install options
LAN PXE boot solution, 88
stock or custom boot CD, 87
stock or custom boot floppy, 87
network intrusion detection systems (NIDS), 241
network protocol analyzers
atmsnoop, 165
LANalyzer, 165
Microsoft Network Monitor, 165
Sniffer, 165
snoop, 165
Surveyer, 165
network securing using TCP wrappers, 275
network time protocol (NTP), 22
network troubleshooting basics, 165
network troubleshooting tools. See also
troubleshooting tools
LAN monitoring via ethereal, 164
overview, 162
remote login, 163
screen utility, 165
ssh command, use of, 163
network-based backups, 119
networking/ip stack settings locking down, 78
network-node-based intrusion detection
systems (NNIDS), 242
newaliases command, 499
NFS (Network File System)
installs, 85
protocols, 96
services, 277
troubleshooting references, 422
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NFS behavior, monitoring
using nfsstat command, 419, 420, 421
using showmount command, 419, 420
NFS client, configuring, 410. See also NFS
server, configuring
NFS commands
exportfs, 414, 422
mount, 416
nfsstat, 420, 422
rpcinfo —p, 422
showmount, 420, 422
umount, 415
NFS configuration and log files,
422
NFS directory mounting
at boot time, 410, 411
automountl, 410
manual, 410, 411
using automount, 412
NFS Server Configuration window,
414, 415
NFS server, configuring. See also NFS
client, configuring
NFS service, starting, 410
shared NFS directory, adding, 408
NFS shared directory
exporting, 414
mount failure, 416
unmount failure, 415
NFS troubleshooting
export failures, 414
file and directory permissions,
417
monitoring NFS behavior, 419
mount failure, 416
slow performance, 417
unexpected NFS behavior, 418
unmount failure, 415
NFS user permissions
anonymous users, 413
read-only, sharing, 413
user IDs, mapped, 413
NFS, configuring
NFS client, 410
NFS server, 408
overview, 407
user permissions, 412
nfsstat commands, 419, 420, 421
NIDS. See network intrusion detection
systems
NNIDS (network-node-based intrusion
detection systems), 242
non-security-related updates, 48
non-SUSE packages, installing, 542
NOTIFY command, 335
NOTIFY message, 329
NS records, 321, 325, 330, 336
nslookup command, 321. See also dig
command
NTP (network time protocol), 22
NVIDIA chipsets, 187
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of the shelf (OTS) solutions, 242
off site rotation aspects of backups, 105
off-site storage policy of backing up, 105, 112
Open Source vulnerabilities, 262
OpenSSH

Fedora Core and, 463

protocol security aspects, 462

user clients, 472
OpenSSH protocol

scp, 456, 462

sftp, 456, 462

sshd, 463
OpenSSH services, configuring, 466
operating system (OS), backing up, 113
OS backups, 114
OS install technology. See kickstart technology
OS reinstalling

as backup measure, 114

using up2date or apt-get, 114
OUTPUT chain, 286

P
Package Management window, 191
packet
filtering, 274, 283
forwarding, 304
logging, 244
packet-level mechanisms, 268
Page Description Languages (PDL)
PostScript, 362
Print Control Language (PCL), 362
partition
checking, 212
creating, 219
formatting, 251
partitions and file system, troubleshooting
damaged ext3 file system, repairing, 218
deleted file recovering, 216
directory unmounting aspects, 217
file system checking, 218
file system type, finding of, 218
files creating, modifying, and deleting, 219
no boot screen, 215
passive FTP, 461, 462
passwd package, 557
password, root, 22
PAT (Port Address Translation), 296
patches installing, 262
patches, security, 261. See also critical
security patches
PCCard slots, 90
PCI modems
chipsets, 343
controller-based, 343
intalling steps, 343
modem checking aspects, 345
using, 342
PCMCIA cards, 90
PCRE (Perl Compatible Regular Expression library), 429
PDL. See Page Description Language
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Perl 5 syntax, 429
Perl Compatible Regular Expression library
(PCRE), 429
personal firewall, 270
personal firewalls, 265, 283
PGP public key, 194
ping command, 157, 165
PIO (Programmed 1/0), 229
PIO transfer modes, 230
POP3 protocol
defined, 507
problems, 507
running of, 508
port
assignments, 267
Linux, 266
scanning, 281
Port Address Translation. See PAT
port/IP mapping. See PAT
Portsentry, 245, 255. See also Snort tool;
SNARE tool
POSIX
compatibility, 119
threads, 427
postalias command, 517
PostFix. See also Sendmail
binary, 487
overview, 511
resources, 517
versus Sendmail, 512
virtual file, 516
PostFix configuration files
access, 513
aliases, 513
aliases.db, 513
canonica, 513
main.cf, 513
main.cf.default, 513
master.cf, 513
pcre_table, 513
postfix-files, 513
postfix-script, 513
post-install, 513
regexp_table, 513
relocated, 513
transport, 513
virtual, 513
PostFix configuring
/etc/postfix/aliases file, using, 517
/etc/postfix/main.cf file, using, 513
/etc/postfix/master.cf file, using, 515
/etc/postfix/virtual file, using, 516
PostFix daemon, master, 515
PostFix MTA. See MTA, Postfix
PostScript, 362
% postscript, 79, 80
% postscripting, 74
PostScript Printer Description (PPD) file, 361
power management troubleshooting references, 237
power settings for laptops
ACPI configuring, 235
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APM configuring, 233
hdparm settings, 235
monitoring power use, 232
PPD (PostScript Printer Description) file, 361
Preboot eXecution Environment (PXE), 28
Preboot Execution Environment (PXE), 66
Print Control Language (PCL), 362
print drivers
Filter, 361
for PCL versions, 363
for Postscript printers, 363
GhostScript, 361
Uniprint, 361
printer access troubleshooting steps, remote
allowed hosts, checking, 376
CUPS daemon, checking, 376
firewall checking, 376
network traffic analyze, running, 376
print locally, 376
printer name, checking, 376
printer access troubleshooting steps, remote:,
376
printer administration, GUI
printer adding with Ipadmin, 382
printer commands, using, 380
printer configuration
tool options, 378
tools, 366, 374
printer configuration log files
/var/log/cups/access_log, 381
/var/log/cups/error_log, 381
var/log/messages, 381
printer resources, 382
printer setting under Fedora
CUPS Web configuration tool, using, 368
printer setting during Fedora installation, 364
Red Hat’s printer configuration too, usingl, 365
printer settings, reviewing steps for
check driver options, 377
check notes, 377
check printing database, 378
printer setup, troubleshooting, 374
printer sharing
troubleshooting, 399
under Fedora, 371
printer troubleshooting tips, 379
printer, selecting
overview, 362
Page Description Languages (PDL), use of, 362
print drivers details, 363
printing commands, administrative
accept, 381
cupsaddsmb, 381
Cupsconfig, 381
cupstestppd, 381
disable, 381
Ipadmin, 381
Ipinfo, 381
Ipoptions, 381
reject, 381
/usr/bin/enable, 381
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Index

printing commands, user
Ipoptions, 380
Ipq, 380
Ipr, 380
Iprm, 380
Ipstat, 381
private key encryption, 464
Progeny Linux Systems, 60
Programmed 1/0. See PIO
ps command, 333
public key
encryption, 464
signatures, 194
use of, 471
PXE (Preboot eXecution Environment)
boot solution, 88
booting, 66
use of, 28

Q
QoS (Quality of Service), 294
Quality of Service (QoS) controls, 294
querying
individual packages, 203
local or remote packages, 203
multiple packages, 205

R
RAID (Redundant Array of Independent Disks)
backups, 100
data availability aspects, 100
hardware availability aspects, 100
overview, 100
RAM (Random Access Memory)
for Apache server, 449
swap space, 449
RAM installation for Linux
after installation memory checking, 24
memory testing from boot prompt, 24
Random Access Memory. See RAM
rc scripts, 528
rcservice
reload command, 529
start command, 528
status command, 529
stop command, 528
read-ahead cache option, 228
recursive DNS requests, 324
recursive lookups, 324
Red Hat
boot floppies, 85
configuration tools, 16
intrusion detection tools, 242, 243
kickstart configuration tool, 71
Linux, 5, 14
logs tool, 243
public keys, 194
Red Hat Enterprise
anaconda install, 88
kickstart install, 88

Red Hat Enterprise Linux versions
Red Hat Enterprise Linux 3, 11
Red Hat Linux 10, 4
Red Hat Linux 9, 4, 11
Red Hat Fedora
Amanda client/server, using, 120
dump/restore programs, using, 120
Red Hat GUI tool, 72, 334, 447
Red Hat installation
options, 30
program (Anaconda), 16
Red Hat Linux 9, upgrading, 56
Red Hat Linux distribution
Fedora Core, 19
Red Hat Enterprise Linux, 19
Red Hat Linux 9, 19
Red Hat Linux installation
disk partitioning problems, 33
hardware choosing, 23
installation problems, 27
list of choices, 20
RAM testing, 24
reference information, 37
Red Hat Linux installation, 20
Red Hat Linux systems
documentation, 11
end-of-life dates, 59
Red Hat Network (RHN), 40
Red Hat Package Manager. See RPM
Red Hats printer configuration tool, 365
redhat-config-* utilities, 10, 153
redhat-config-bind, 334
redhat-config-httpd, Apache configuring tool,
437
redhat-config-kickstart, 72
redhat-config-packages, 54
redhat-config-securitylevel tool, 474
redhat-config-users, 447
redhat-config-users, GUI tool, 447
redhat-release package, 56
redhat-switch-mail-nox command, 488
registered ports, 266
Regular Expression library, 429
REJECT rule, 286
Release Notes, 34
reload command, 442
remote login, 163
remote printer access troubleshooting, 375
remote procedure calls (RPC), 420
reports, data, 262
rescue mode, 36, 157
reserved ports, 266, 267
restart command, 442
restore programs. See dump/restore programs
for backups
restoring, files
from dump, 130
from MySQL databases, 132
from tar, 130
retention times, backing up, 112
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reverse lookups. See also forward lookups
/etc/named.conf file, 326
defined, 326
for testing DNS configuration, 327
zone file, 326
RH-Firewall-1-INPUT chain, 287, 290
RHN (Red Hat Network)
protocol, 41
servers, 41
root password, 22
root privilege, obtaining, 151
from GUI, 153
from shell, 151
rootkit
detection tools, 242
for compromised system, 260
packages, 259
signatures, 251
RPC (remote procedure calls), 420
RPM
as security tool, 248
attributes, 248
binaries, 245
file alteration tracking capability, 245
for Fedora Core upgrading, 56
for files verifying, 245
for intrusion detection, 242
for kickstarting, 70
for package management, 245
for system security checking, 247
RPM baseline
comparison, 253
creating, 249
rpm command
for checking, 201
for deleting, 192, 193
for installing, 192
for querying, 203, 205
for software package signature
checking, 194
for upgrading, 192
for verifying, 206
-last option, 208
-p option, 203
-qa option, 204
-qf query option, 208
-qi option, 204
-V option, 206, 247
-va option, 247
verify option, 247
-vv option, 207
RPM database, 207, 247, 260
RPM packages
BIND, 315
checking, 193
deleting, 192, 193
installing, 192
querying, 202
rpm command, use of, 192, 193
troubleshooting reference, 208
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troubleshooting, 207

upgrading, 192

verifying, 206
RPM tools

overview of, 191

software management aspects, 191
RPM-based Linux distributions, 191
rsync command, 480
RULE project, 24
run level scripts, 529
runlevel 4

command, 117

overview, 117

services shut off, 117

with tar, 122

S
S registers, 350
Samba
features, 386
for mixed-OS environment administering, 386
for Windows-based networks, 385
log files, 404
name server, 400
name service problems, 400
printer sharing facilities, 386
resources, 403
server configuration resources, 393
understanding of, 385
UNIX/Linux implementation, 385
use of, 394, 395
Samba client tools
ntlm_auth, 404
rpcclient, 404
smbclient, 404
smbcquotas, 404
smbmnt, 404
smbmount, 404
smbsh, 404
smbspool, 404, 405
smbtar, 404
smbtree, 405
smbumount, 404
Samba configuration files, 404
Samba daemons
nmbd, 404
smbd, 404
winbindd, 404
Samba security modes
ADS security, 398
domain security, 398
server security, 398
Samba setup
command-line configuration, 388
Samba configuration tool, use of, 388
Samba packages, use of, 387
Samba server access troubleshooting with
Samba server, Windows client, 401
Windows 98 clients, 402
Windows server, Linux client, 401
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Samba shares, 387, 395. See also Samba screen
users configuring, 176
Samba troubleshooting tips utility, 165
file permission problems, 402 Screen section, 176
for homes directory sharing, 399 script alias directory, 431
for printer sharing, 399 script, scanning. See scanning script
for resolving name service problems, scripts in RPM package
400 checking, 201
for server access, 401 defined, 201
host access blocking, 397 SCSI tape drives for backup, 110, 111
interfaces, blocking, 397 SCSI versus ATA, 449
performance problems, 402 secure system, 261
perimeter firewalls, blocking, 396 security baseline, creating. See system security
security modes security foundation tenets
share level, 397 passwords, 261
user level, 397 patches, 261
users and groups, blocking, 397 scanning and reporting, 262
Samba users. See also Samba shares services, 261
guest access permissions, 387 security through obscurity method, 447
guest ok option, 386 security-related update, 46, 50
guest only option, 386 Sendmail configuration files
overview, 386 /etc//mail/domaintable, 496
Samba utilities /etc/aliases, 495
log2pcap, 405 /etc/mail/, 495
nmblookup, 405 /etc/mail/access, 496
profiles, 405 /etc/mail/genericstable, 496
smbstatus, 405 /etc/mail/mailertable, 496
testparm, 405 /etc/mail/sendmail.cf, 495
testprns, 405 /etc/mail/sendmail.mc, 495
whbinfo, 405 /etc/mail/virtusertable, 496
Samba utilities, administrative sendmail configuring
net, 404 /etc/aliases file, use of, 498
pdbedit, 404 /etc/mail/virtusertable file, use of, 496
smbcontrol, 404 overview, 493
smbpasswd, 404 Sendmail log files
SWAT, 404 /var/log/mailog, 496
tdbbackup, 404 /var/log/messages, 496
Samba Web Administration Tool. Sendmail options
See SWAT public IP SMTP bindings, 501
SAN (storage area network), 107, 109 sendmail.cf, rebuilding, 500
SAN fibre channel, 109 SMTP-Auth, 502
Sarge trees, Debian, 546 Sendmail problems and solutions
SAX for SUSE configuring, 529 blacklisted IP addresses, 509
sax2 mail bouncing due to dynamic IP configuration, 511
color depth configuration, 533 miscofigured mail server, 510
defined, 529 spam, 509
graphics card configuration, 531 Sendmail problems, diagnosing
initial screen, 530 using log files, 503
monitor configuration, 532 using telnet, 505
resolution configuration, 534 sendmail tips and tricks
scanning script outgoing mail queue, looking at, 500
automating, 257 Sendmail options, changing, 500
defined, 253 Sendmail settings, 499
running, 255 system mail, redirecting, 499
scp configuring and using, 462 user .forward files, securing, 500
scp file transfer method, 456 Sendmail troubleshooting
SCP working e-mail address, not- deliverable, 506
key-based authentication, 469 expected e-mail volume, not receiving, 506
via encrypted network connection, POP3, not running, 507
467 queue trouble, 507

scp/sftp clients, 473 Senmail not accepting connections, 506
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Sendmail user/system directories
/var/spool/mail/, 496
/var/spool/mqueue/, 496

Sendmail. See also PostFix
binary, 487
command, 498
daemon, 489
overview, 485
resources, 517
versus PostFix, 512

sendmail.cf file, 500, 502

sendmail.mc file, 500

serial modems, using, 347

server loads, locking
enterprise server needs, identifying, 74
overview, 73

Server Message Block. See SMB

server migrations
disk-to-disk, 133
overview, 133
security aspects, 135
software issues, 133
Web/Apache, 135

server. See also name servers
access control, 270
BIND/DNS, 311
config files, 120
DNS, 311, 312
NFS, 408
stand-alone, 283
troubleshooting, 6

ServerLayout section, 176

server-status module, 452

service location protocol (SLP), 535

service/packet filtering, 283

sfdisk command, 219

sftp
configuring and using, 462
file transfer method, 456

sh shell, 144

shared directory for NFS server configuring, 408

shell
bash shell tuning, 144
choosing and using, 143
for Linux troubleshooting, 139
terminal windows, 140

shell commands
alias, 145
cat, 145
chgrp, 145
chmod, 145, 147
chown, 145
df -h, 147
dmesg, 149
fdisk -1, 147
find, 145, 146
finger, 150
grep, 145, 146
groups, 150
head, 145, 146
id, 150
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lastlog, 150

Ismod, 160

Ispci, 148

mv, 147

ping, 157

rm, 147

runlevel, 148

set, 149

sort, 145

ssh, 163

strace, 156

tail, 145, 146

traceroute, 166

uname -a, 147

uname, 147

who, 150
shell script

automating, 257

creating, 253

testing, 255
shell types

ash, 143

bash shell, 253

bash, 143

csh, 144

ksh, 144

sh, 144

zsh, 144
showmount command, 419, 420
shutting off services method, 115, 117
Sid tree, 546, 547, 572
signature checking, 194
simple mail transfer protocol (SMTP), 166
single server access control

with iptables, 281

with TCP wrappers, 270
single-homed firewall, 270. See also dual-homed firewall
single-homed server, 275
slave BIND9 DNS servers, 328
slave name server

updating problems, 335

working, 328
slave server, configuring. See also master server,

configuring

/etc/named.conf file, 329

zone refresh settings, 330
slave server, defined, 313
SLP (service location protocol), 535
small-to-medium backup. See also medium- to

large-scale backup

AIT-1 tape, 108

AIT-2, 108

AIT-3, 108

CD-RW, 108

DDS3 tape, 108

DDS4, 108

DVD+/-RW, 107

DVD-RW, 108

hard disk, 108

LTO-1 tape, 108

LTO-2 tape, 108
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SMB (Server Message Block) protocol
defined, 385
server security mode, 398
SMB shares. See Samba shares
smb.conf file
file sections
global, 389
homes, 389
local, 389
printers, 389
permissions, 402, 403
using, 389
smbclient command, 395
SMTP (simple mail transfer protocol)
daemon, 509
protocol, 505
traffic, 501, 502
use of, 166
SMTP-Auth, 278, 502
SNARE tool, 245. See also Portsentry; Snort
tool
Snort tool, 244. See also Portsentry; SNARE
tool
SOA (Start of Authority Record), 320
soft partition, 251, 252, 253
software package signatures, checking
Fedora/Red Hat public keys, 194
GPG keys importing, 195
GPG keys viewing, 194
overview of, 194
third-party public keys, 195
software package. See also RPM packages
for Fedora, 14
troubleshooting reference, 208
troubleshooting, 207
verifying, 206
software packages, checking
dependencies, 197
package contents, cross- checking of, 200
scripts, 201
signatures, 194, 196
using RPM universal database, 198
software packages, querying
individual packages, 203
local or remote packages, 203
multiple packages, 205
overview, 202
software repositories for Linux installation, 20
source update, 40, 51. See also automated update;
manual update
spam, dealing with, 509
SPI (stateful packet inspection), 265
SSH
access, 304, 306
firewalls and, 473
login, 243, 255
sessions, 279
ssh command, 163. See also remote login
SSH-based file transfers
scp, 456
sftp, 456

sshd
configuring, 463
daemon, 463, 466, 473
sshd username/password authentication,
464
SSH-key based authentication, 80
SSL services for WebDAV securing, 478
stable release, Debian, 545
stand-alone
firewall, 270
server, 275, 283
Start Of Authority (SOA), 328, 330
state triggers, 292
stateful firewalling, 290
stateful packet inspection (SPI), 265
stateful packet network control, 274
stock or custom boot CD, 87
storage area network (SAN), 107, 109
strace command, 156
su command, 151, 152
sudo command, 152
suexec binary, 444
suexec, Fedora Core and, 444
SUSE
/etc/sysconfig/network file, 527
config file settings, 527
configuration tool, 526, 529
configuring with SAX, 529
DHCP configuration, 528
distribution rpm files, 535
installation using YaST, 533
rc scripts, 528
setting options, 536
swap partition, creating, 535
troubleshooting, 523
using chkconfig, 529
using network scripts, 527
SUSE versions, current
SUSE Linux Desktop, 525
SUSE Linux Enterprise Server 8, 525
SUSE Linux OpenExchange Server, 525
SUSE Linux Personal 9.1, 525
SUSE Linux Professional 9.1, 524
SUSE Linux Standard Server 8, 525
SUSE, history of
Enterprise Server 7, 523
Enterprise Server 8, 524
Enterprise Server 9, 524
SUSE’s licenses and maintenance
for business products, 526
for home user versions, 526
SuSEconfig and YaST, 538
SuSEconfig, 527
sux command, 537
SWAT (Samba Web Administration Tool)
on Linux system, 390
remotely using, 392
shares adding features, 391
symbolic link, 477, 529
symlink pointers, 84
sysconfig directory, 526
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syslinux boot media, 66, 95, 97
syslinux, 66
system backup runlevel, 117
system backup, 117
system baseline scan, 242
system binary, 255
system config files, 114
system directories, backing up, 113
System Logs tool, Red Hat, 243
system processes, examining, 153
system scanning, automating. See
scanning script
system scans, 253
system security
chkrootkit package, adding, 251
RPM baseline, creating, 249
system security, overview, 249

T
Tape Archive. See tar
tape drive
cleaning, 111
devices setting up, 116
error flash codes, 111
tape rotation aspects of backups, 105, 112
tar (Tape ARchive)
file restoring features, 130
use of, 119
with runlevel 4, 122
tar using
locally, 122
remotely, 124
TCP ports, 267
TCP wrapper services
CUPS-LPD, 276
Domain, 276
FTP, 275, 278
HTTP, 275, 278
HTTPS, 276
IMAP, 276
IMAPS, 276
IPP, 276
MySQL, 276
NFS, 276
POP3, 275, 278
POP3S, 276
SMTP, 276, 278
SSH, 275, 278
SunRPC, 276
TCP wrappers
/etc/hosts.allow file, 279
/etc/hosts.deny file, 279
access control lists (ACL), 273
access control mechanism, 272
centralized daemon host access control,
272
for port activity monitoring, 281
for trusted network, 270
hosts.allow file, 278
hosts.deny file, 278
libwrap support, 273, 275
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overview, 273
securing local services, 275
services and daemons, 275
single server access control, 270
troubleshooting, 280
using /etc/hosts.allow files, 275
using /etc/hosts.deny files, 275
TCP/IP
firewalling, 267
packet structures, 267
stack securing, 78, 79
telnet command, 165
telnet for Sendmail problems, diagnosing,
505
terminal windows
changing colors, 143
font size changing, 143
GNOME, 140, 142, 143
KDE, 140, 142
multiple shells, 142
scrolling settings, 142
tuning, 142
testing tree, Debian, 546
text-based installation, 29
third-party
graphics drivers, 59
package repositories, 56
public keys, checking, 195
software issues, 59
tools for intrusion detection, 244
updates checking, 59
third-party updates choices
Fedora Legacy Project, 60
Progeny Linux Systems, 60
threading, UNIX, 427
threads, POSIX, 427
time command, 225
Time to Live. See TTL
TLD (top-level domain) servers, 313
TLD name servers, 313
TOH (Tower of Hanoi) backup
advantages, 105, 106
disadvantages, 106
imeplementation, 105
use of, 125, 129
top command for
checking general processor activity, 155
checking memory leaks, 155
checking memory usage, 155
giving processes more priority, 156
kill processes, 156
processes sorting, 154
selected processes watching, 155
usage, 154
top-level domain servers. See TLD servers
Tower of Hanoi. See TOH backup
traceroute command, 166
trigger scripts
checking, 202
defined, 201
trojan, 242, 247
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troubleshooting ultra DMA (UDMA), 229
Apache, 452 umount command, 415
BIND, 315 Uniprint drivers, 361
BIND?9, 311, 316, 334 UNIX threading, 427
Debian GNU/Linux, 545 unstable tree, Debian, 547
Debian packages, 565 untrusted interfaces, 294
DNS, 311, 315 untrusted network, 270. See also trusted network
e-mail server, 485 up2date
Fedora Linux, 5, 6, 8 for Fedora upgrading, 58
file transfer, 455, 482 options, 43
firewall, 265 overview, 40
hard disk, 221 software package, 14, 40
intrusion, 258 up2date repository type
iptables, 304 apt, 41
kickstart problems, 96 dir, 41
Linux file system, 211 Yum, 41
Linux installation, 19 update problems, troubleshooting, 51
Linux with Fedora, 4 updates
modem, 341 non-security-related, 48
NFS, 407, 414 security-related, 46
printer setup, 374 updating, Fedora Core, 39
printer, 359 UPG. See user private groups
remote printer access, 375 upgrade problems, troubleshooting
RPM packages, 207 graphics drivers, 59
Samba, 385, 396 overview, 58
Sendmail, 506 third-party updates, checking, 59
software packages, 191, 207 Ximian GNOME desktop, updating, 58
specialty Fedora Linux systems, 8 upgrade.log file, 55
SUSE Linux, 523 upgrading, Fedora Core, 51
TCP wrappers, 280 USB Communication Device Class Abstract
video, mouse, and keyboard, 169 Control Model (CDC ACM) specification, 346
web server, 427 USB modems drivers, 346
troubleshooting tips user access controlling in Apache, 440
for mouse, 188 user ID (UID), 447. See also group ID; user
for video, 185 private groups
troubleshooting tools. See also network user private groups (UPG). See also group
troubleshooting tools ID; user ID
for Linux system, 139 defined, 447
hardware detecting and configuring, 159, 161 implementing, 447
Ismod, 139, 160 user space
modinfo, 139, 160 control system, 272
modprobe, 139, 161 defined, 270
rescue mode, going into, 157
root privilege, obtaining, 151, 153 \'%
screen, 139 VESA driver, 186
ssh, 139 VGA settings, 25
strace command, use of, 156 video card configuring
top command, use of, 154 dual head setting, 173
trusted access control, 270 in Fedora Core, 172
trusted network interface, 270 Monitor Type tab, 173
trusted network, 270. See also untrusted network settings tab choices, 173
TTL (Time to Live) value, 314 Video Card tab, 173
TWM video card driver
desktop manager, 170 determining, 180
window manager, 174 tuning and testing, 182
video cards for Linux installation, 25
U video configuring, 171, 179
UDMA (ultra DMA), 229 video crashes, fixing of, 188
UDMA-ATA systems, 450 video driver setting
UDP/IP datagram, 267 overview, 179

UID. See user ID video card driver, determining, 180
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video card tuning and testing, 182
video settings, refining of, 184
xvidtune command, use of, 184
video hardware configuring steps, 25
video troubleshooting tips
Direct Rendering Infrastructure (DRI),
186
driver supporting aspects, 186
driver-specific options, finding of, 185
for 3dfx Chipsets, 187
for ATI Chipsets, 188
for fixing video crashes, 188
for Intel i810 chipsets, 187
for NVIDIA Chipsets, 187
low-memory video card, use of, 186
overview, 185
VESA drives, use of, 186
X server current state, finding of, 186
virtual consoles, 34
virtual host
defined, 435
defining new, 444
setting, 435
settings, 443
virtual host section, 475
virtual terminals, 141
virtual terminals, switching keys for, 34
virtusertable file, 497, 516
visudo command, 152
vsftpd
configuration file, 460
daemon, 456, 457
vulnerable systems, 261

w
Web directory permissions, Apache,
444, 445, 447
web server
centralized, 84
performance tuning, 450
troubleshooting, 427
WebDAV
clients, 479
protocol, 457, 474
share, 475
WebDAV, configuring and using
htaccess file, use of, 475, 477
.htpasswd file, use of, 475, 477
authentication, 475
on Linux, 474
securing with SSL, 478
WebDAV share, 475
well-known ports, 266, 267
whitelists, 503
whois
server, 337
use of, 336
Windows using SMB protocol, 385
winmodems, 343. See also linmodems
using, 341, 346
working in Fedora, 342
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worms, 242, 261
write caching feature, 225, 226, 228
write-back caches risks

inconsistent data, 228

power failures, 228
write-back option, 227
write-protected removable media, 252

X
clients, 169
command, 170
desktop, 170
performance commands, 190
server, 169, 171, 174
X server configuration files
desktop file, 174
Xclients-default file, 174
XF86Config, 174, 175
X window managers
GNOME, 170
KDE, 170
TWM, 170, 174
X Window System
configuration files, 169
X clients, 169
X server, 169
Xclients-default file, 174
xcssa alias, 498
XF86Config file for
keyboard configuration, 177
module configuration, 178
monitor configuration, 177
mouse configuration, 176
screen configuration, 176
ServerLayout section, 175
video configuration, 179

XFree86
version, 179
X server, 10

Ximian desktop software, 58

Ximian GENOME desktop, updating, 58
Ximian RPMs, 58

xinetd daemon, 508

xvidtune command, 184

Y
YaST (Yet another Setup Tool)
as system administration tool, 537
for SUSE installing, 533
installing on low-memory machine, 535
menus, 538
overview, 532
partitioning tool, 536
startup screen, 538
SuSEconfig and, 538
yast command, 537
YaST Online Updater (YOU), 541
YaST tools
Autoyast, 541
YaST Online Updater (YOU), 541
Yellowdog Updater, Modified. See yum
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Yellowdog Updater. See yup
Yet another Setup Tool. See YaST
YOU (YaST Online Updater), 541
yum
configuration file, 44, 45
for Fedora updating, 43
for Fedora upgrading, 51, 55
main configuration, 44
package manager, 14, 43
server, 44, 45
using tips, 46
yum server, setting up, 45
yum main, 44. See also yum server
yum repository, configuring
main section, 44
server section, 44, 45

yum server, 45. See also yum main
yup (Yellowdog Updater), 43. See also yum

Z
Z shell (zsh), 144
zone file
creating, 324
localhost, 320
reloading, 337
troubleshooting, 338
zone refresh settings, 330
zone transfers
defined, 313
DNS security aspects, 331
in slave DNS server, 329
zsh shell, 144



