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AS Path (autonomous system path) attribute in BGP – authentication

 

disadvantages, 21, 990
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fault tolerance, 20–21

requests, 942
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, 295
AS Path (autonomous system path) 

attribute in BGP
configuring AS Path prepending on 
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556

 

defined, 

 

543–544

 

, 
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route filtering with AS path access lists, 
568–569, 809, 812–815
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422
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connected to ISPs, 522, 
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527

 

stub ASs, 524–525, 

 

525

 

transit ASs, 525, 
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protocol, 
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defined, 
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compared to OSI model, 132, 
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configuring
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148

 

permanent virtual circuits, 
149–154, 

 

150

 

, 
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PVC auto discovery, 154–155
switched virtual circuits, 155–161, 

 

156

 

, 

 

158–159

 

Voice over ATM dial peers, 
920, 924

exam essentials, 162
versus Frame Relay, 133, 135, 155
key terms, 163
LAN Emulation services

broadcast and unknown server, 
139, 

 

140

 

, 143–144, 

 

143

 

components, 139–140, 

 

140

 

defined, 
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, 

 

138–139

 

LANE Client, 139–141, 

 

140
LANE Configuration Server, 139, 

140, 142–143, 142
LANE Server, 139, 140–141, 

141–142
LEC communication process, 

144–147, 145
overview of, 137
warning, 139

OSPF protocol over, 155
overview of, 161–162
review question answers, 166
review questions, 164–165
troubleshooting, 161

atomic aggregate attribute in BGP, 545
attributes. See BGP
authentication, See also security

via AAA, 882, 890
configuring

in EIGRP, 387–388, 511–513
in IS-IS, 398–399
in OSPF, 426–430, 494
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PPP authentication in DDR, 
731–732

in RIPv2, 355
defined, 878
line authentication, 878–879, 878
local authentication, 879–881, 879
one-way authentication, 732
protocols. See CHAP; PAP
via security servers

defined, 881, 881–882, 899
Kerberos servers, 885
RADIUS servers, 882, 883–884
TACACS+ servers, 882–884

authentication, authorization, and 
accounting (AAA), 882, 890

authentication hashes, 897, 899
Authentication Headers (AHs) in IPSec, 

897, 898
autonomous system. See AS
AVVID (Architecture for Voice Video and 

Integrated Data), 906–907, 907

B
B8ZS (bipolar 8-zero substitution) 

encoding, 89, 717
Backbone Fast feature, 234–235
backbone routers in OSPF, 422
backup designated routers. See BDRs
backup dialer. See DDR
backup domain controllers. See BDCs
backup peers, configuring in DLSw, 

688–689
Backward Explicit Congestion Notifica-

tions. See BECNs
Bandwidth on Demand (BoD) in 

DDR, 723
bandwidth metric in EIGRP, 372–374, 

373, 376

bandwidth metric in IGRP, 359
bandwidth percentage calculations in 

custom queuing, 842–843
bandwidth policy routing, 523, 523
bandwidth, reducing usage, See also 

ACLs; compression; DDR
overview of, 11–12
using proxy ARP, 20
with route summarization, 8, 12
with snapshot routing, 12, 727–729
in Voice over IP, 914–915, 928

banners, configuring, 41–42
baseline, network, 302
Basic Rate Interface. See BRI
Basic Service Set (BSS), 203
Bc (committed burst size) in FRTS, 859
BDCs (backup domain controllers), 626
BDRs (backup designated routers) in 

OSPF, 419
Be (excess burst) parameter in FRTS, 859
beaconing, 180
beacons, 178
bearer capability, 711
BECNs (Backward Explicit Congestion 

Notifications) in Frame Relay
configuring GTS for, 866–867
defined, 103, 860

BGP (Border Gateway Protocol), 
522–600, See also EGPs

administrative distances, 528
advertising networks into, 530
attribute types

optional nontransitive, 545–546
optional transitive, 545
well-known discretionary, 544–545
well-known mandatory, 543–544

attributes
aggregator, 545
atomic aggregate, 545
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autonomous system path (AS Path), 
543–544

cluster list, 546, 576
community, 545, 557–558
defined, 543
local preference, 545
multi-exit discriminator (MED), 546
next hop, 544
origin, 544
originator ID, 546
weight, 595

attributes, configuring on routers
AS path prepending, 555–557, 556
community, 558–567, 559, 

561, 564
local preference, 549–552, 549
multi-exit discriminator, 

552–555, 553
weight, 548–549, 548, 592

autonomous systems and
autonomous system numbers, 

524, 595
bandwidth policy routing, 523, 523
connected to ISPs, 522, 522
in enterprise networks, 523, 523
nontransit ASs, 526, 526
overview of, 526–527, 527
stub ASs, 524–525, 525
transit ASs, 525, 525

BGP configuration task 1 scenario, 
582–583, 582

BGP configuration task 1 solution
changing preferred routes, 592–593
connectivity/reachability, 583–589
overview of, 583
route advertisement/filtering, 

589–593
router R1, 584–585
router R2, 585

router R3, 586
router R4, 587
router R5, 587–588
router R6, 588–589
setting incomplete origin, 591–592
summary route generation, 591

BGP peer configuration
using loopback interfaces, 539–540
maximum prefix limits, 581
overview of, 530–531, 531
peer groups, 578–580
router R2, 531–532
router R3, 532
router R4, 532
router R5, 533
router R6, 533–534

BGP peers (or neighbors or 
speakers), 527

BGP VPNs, 934
changing configurations, 527–528
community attribute

custom communities, 563–567, 564
defined, 545, 557–559
displaying communities in 

routers, 558
Internet community, 558
local-AS community, 558, 

561–563, 561
no-advertise community, 558
no-export community, 558, 

559–561, 559
overview of, 567
sending, 558
well-known communities, 558, 

559–563
creating aggregate addresses, 530
defined, 522, 527
eBGP (external BGP), 528–529
exam essentials, 595–596
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hello packets, 528
iBGP (internal BGP), 528
iBGP scalability techniques

confederations, 570–575, 571
overview of, 569–570
peer groups, 570, 578–580
route reflectors, 576–578, 577

versus IGPs, 540
key terms, 597
messages

defined, 540–541
filtering, 567
headers, 541, 541
KEEPALIVE messages, 543
NLRI field, 542, 546
NOTIFICATION messages, 

542, 542
OPEN messages, 542, 542
Path Attributes field, 542, 543, 546
TCP connections and, 540–541
UPDATE messages, 542, 542, 

543, 546
nonclients, 576
overview of, 13, 594–595
redistributing static routes into, 530
using regular expressions in

to define AS path access lists, 
568–569, 809, 812–815

to define community list filters, 809, 
817–818

defined, 567, 808
examples of, 568, 810–811
literals, 808, 809
metacharacters, 567, 808, 809–810
overview of, 567, 808, 809
and verifying, 812

review question answers, 600
review questions, 598–599
route filtering

using AS path access lists, 568–569, 
809, 812–815

using community lists, 809, 
816–818

using distribute lists, 799–800
overview of, 793, 812
using prefix lists, 802–803

route flap dampening, 580–581
route selection criteria, 546–547, 596
routing table, 547
summarizing routes, 529–530, 591
synchronization, 534–535, 584
troubleshooting, 593–594
two-step routing process

importance of, 536, 539
overview of, 535–536
solving next hop reachability, 

536–539
when not to use, 524
when to use, 522–523, 522–523

bidirectional shared tree distribution, 
959, 960

binary exponential backoff 
algorithm, 191

binary number conversions, 22–23, 
22–24

binary subnetting method, 315–316
bipolar 8-zero substitution. See B8ZS
bit ordering, 667–668, 668
bits, 22, 305
BoD (Bandwidth on Demand) in 

DDR, 723
boot files, configuring, 64–65
boot process in Catalyst 3550 

switches, 247
BootP (Bootstrap Protocol), 303–304, 

See also DHCP
Bootstrap Routers (BSRs) in PIMv2, 

971–972
bootup process, changing with configu-

ration registers, 54–56
Border Gateway Protocol. See BGP
border peer feature in DLSw, 696, 696
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border routers in NAT, 465
BPDUs (Bridge Protocol Data Units), 

See also PDUs
BPDU Guard feature, 234, 248
changing parameters, 646
Configuration BPDUs, 229–231, 230, 

233, 235
overview of, 190, 229, 230–231
PortFast feature and, 234
in Spanning-Tree Protocol, 644
Topology Change Notification 

BPDUs, 233–234, 233
Breedlove, Mark, 955
BRI (Basic Rate Interface) ISDN

defined, 710
function groups, 711–713, 712
switch types, 710

bridging, 636–673, See also DLSw
advantages, 637
Bridge-Group Virtual Interface, 668, 

669–671, 670
Concurrent Routing and Bridging, 

668–669
defined, 636
disadvantages, 637
exam essentials, 701
importance of, 636
Integrated Routing and Bridging, 668, 

669–671, 670
key terms, 702
overview of, 13, 636, 700–701
remote source-route bridging

configuring, 656–662, 656, 660
versus data-link switching, 673
defined, 655
direct encapsulation, 659–661, 660
FST encapsulation, 659
hop count limit, 673
keepalive intervals, 661
largest-frame parameter, 662
local acknowledgments, 661–662

passthrough feature, 662
TCP encapsulation, 656–658
virtual rings, 655

review question answers, 706
review questions, 703–706
versus routing, 637
source-route bridging

configuring, 651–655, 653
defined, 636–637, 647–649, 648
explorer frames, 647–649
four-port SRB using virtual rings, 

653–655, 653
Routing Information Field, 

647–651, 650, 701
versus transparent bridging, 647
two-port SRB, 652–653
virtual rings, 651–652

source-route translational bridging
canonical bit ordering, 

667–668, 668
configuring, 666–667
configuring DLSw with FST encap-

sulation and, 682–683
configuring DLSw as promiscuous 

with local SR/TLB, 677–682
defined, 637, 664–665, 665
noncanonical bit ordering, 

667–668, 668
pseudo rings, 665, 665
virtual rings, 665, 665

source-route transparent bridging, 
637, 662–664

Spanning-Tree Protocol, See also STP
bridge identifiers, 644, 645
bridge priority, 644
bridge protocol data units, 644
Cisco STP, 645
DEC STP, 645
defined, 643
global commands, 646
IBM STP, 645
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IEEE 802.1D STP, 645
interface commands, 646–647
overview of, 701
path cost, 644, 645
preventing loops with, 643
root bridge election, 644–645, 

645, 646
spanning-tree algorithm, 643, 

649, 701
transparent bridging

applying MAC access lists in, 
780–781

configuring, 642–643
defined, 636, 638–640, 

638–640, 701
endless loop problem, 640–641, 641
flooding, 638
populating tables, 639, 639–640
preventing loops with STP, 643
with redundancy, 640–641, 641
versus source-route bridging, 647
table lookups, 638, 638

troubleshooting, 672–673
broadcast addresses, 305
broadcast communications, 941–942, 

942, 949
broadcast networks in OSPF, 416, 417
broadcast traffic. See traffic
broadcast and unknown server (BUS) in 

LANE, 139, 140, 143, 143–144
broadcasts in Ethernet, 197–198
BSRs (Bootstrap Routers) in PIMv2, 

971–972
BSS (Basic Service Set), 203
burned-in addresses. See MAC addresses
BUS (broadcast and unknown server) in 

LANE, 139, 140, 143, 143–144
BVI (Bridge-Group Virtual Interface), 

668, 669–671, 670
bytes, 305

C
C (Frame Copied) bits in token frames, 

169, 176, 183
C routers in MPLS VPNs, 933, 933
C/R (Command/Response) field in LAPD 

frames, 715
call reference value (CRV) in LAPD, 716
canonical addressing, 193
canonical bit ordering, 667–668, 668
CANUReach messages in DLSw, 673, 

675, 675
Carrier Sense Multiple Access. See CSMA
CAs (certificate authorities), 895
CAS (channel associated signaling), 912
Catalyst switch configuration, 270–272, 

283–284, See also Ethernet
CBAC (Context-Based Access 

Control), 892
CBT (Core-Based Trees) routing pro-

tocol, 967–968, 968
CBWFQ (class-based weighted fair 

queuing), 850–854, 851, 855, 857
CCS (common-channel signaling), 

912–913
CDP (Cisco Discovery Protocol), 

See also IOS
changing CDP timers, 68–69
defined, 67–68
show cdp entry command, 71–72
show cdp interface command, 70–71
show cdp neighbors command, 72–74
turning off/on, 69–70

CE routers in MPLS VPNs, 933, 933
cell loss priority (CLP) in ATM, 133, 134
CELP (Code Excited Linear Predictor), 918
CGMP (Cisco Group Management Pro-

tocol), See also IP multicast
configuring, 955
defined, 953–954
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processes, 954, 954
in real world scenario, 955–956

CHAP (Challenge Handshake Authenti-
cation Protocol)

defined, 105
overview of, 13
versus PAP, 731
PPP authentication via, 731–732

CIDR (Classless Inter-Domain Routing), 
See also IP networks

changing subnet mask displays, 
326–327

Cisco routers and, 325–326
defined, 324–325, 333
route aggragation, 529, 529

CIR (committed information rate), 
102, 859

Cisco Discovery Protocol. See CDP
Cisco model, See also hierarchical 

topologies
access layer, 9–10, 9
core layer, 9, 9
distribution layer, 9, 9
overview of, 8–9, 10

Cisco Modular QoS CLI (MQC), 
835–837, 836, 871

Cisco Secure PIX Firewall, 891–892
Cisco signaling products, 910
Cisco STP (Spanning-Tree Protocol), 645
Class A network addresses

defined, 306–307, 307, 309–310
subnetting, 320–321, 343–344

Class B network addresses
defined, 306, 307, 308, 310–311
subnetting, 316–320, 343–344

Class C network addresses
defined, 306, 307, 308, 311
subnetting, 314–316, 343–344

Class D and E network addresses, 306, 
307, 308

class maps
configuring FRTS with, 861–864, 862
in Modular QoS CLI, 835–837, 836

class selector PHB (per-hop behavior), 833
Class of Service (COS) 802.1p priority 

bits, 214, 215, 834–835, 835
class-based weighted fair queuing 

(CBWFQ), 850–854, 851, 855, 857
classful routing protocols, See also IGPs

versus classless routing protocols, 
343–344, 353

IGRP (FLSM) example, 362–363, 363
redistribution between classless and, 

457–463, 457, 459–460
RIPv1 (FLSM) example, 349–350, 350

Classless Inter-Domain Routing. See CIDR
clearing counters, 53, See also deleting
CLI (command-line interface). See IOS
client/server system

in IPX, 603
in snapshot routing, 727–728

CLIP (Classical IP), 159, 159–161
CLNS (Connectionless Network Service) 

protocol, See also IS-IS
enabling, 396, 497–498
overview of, 392–393, 394

clocks, See also timers
synchronizing using NTP protocol, 

1003–1006, 1005, 1008
synchronizing in Physical layer, 89

CLP (cell loss priority) in ATM, 133, 134
cluster list attribute in BGP, 546, 576
Code Excited Linear Predictor 

(CELP), 918
CODECS (coder-decoder), 915
coloring packets. See packets, classifying
Command/Response (C/R) field in LAPD 

frames, 715
commands. See IOS
committed burst size (Bc) in FRTS, 859
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committed information rate (CIR), 
102, 859

common-channel signaling (CCS), 
912–913

community attribute in BGP, See 
also BGP

community list route filtering, 809, 
816–818

custom communities, 563–567, 564
defined, 545, 557–559, 816
displaying communities in routers, 558
Internet community, 558
local-AS community, 558, 

561–563, 561
no-advertise community, 558
no-export community, 558, 

559–561, 559
overview of, 567
sending communities, 558
setting, 558
well-known communities, 558, 

559–563
compression, See also QoS

in analog-to-digital signal conversion, 
917–918

defined, 869
Frame Relay compression (FRF.9), 

103, 870
over WANs in Cisco IOS, 12
overview of, 6
RTP header compression (cRTP), 

869–870, 914
using Stacker method, 103

Concurrent Routing and Bridging (CRB), 
668, 669

confederations technique in iBGP, 
570–575, 571

Configuration BPDUs, 229–231, 230, 
233, 235

configuration registers, See also IOS
changing bootup process with, 54–56
password recovery using, 57–59

Configuration Report Server (CRS) in 
Token Ring, 178–179

Conjugate Structure Algebraic CELP (CS-
CELP), 918

connection-oriented communication, 296
Connectionless Network Service. 

See CLNS
Context-Based Access Control 

(CBAC), 892
control direct ATM VCCs, 142
control distribute ATM VCCs, 142
Control field in LAPD frames, 716
convergence, 11
convergence time, decreasing, 347
convergence time, defined, 530
core layer in Cisco model, 9, 9
Core-Based Trees (CBT) routing pro-

tocol, 967–968, 968
CoS (Class of Service) 802.1p priority 

bits, 214, 215, 834–835, 835
counters, clearing, 53
CQ (custom queuing), 841–844, 842
CRB (Concurrent Routing and Bridging), 

668, 669
CRS (Configuration Report Server) in 

Token Ring, 178–179
CRTP (Compressed RTP), 869–870, 914
CRV (call reference value) in LAPD, 716
CS-ACELP (Conjugate Structure Alge-

braic CELP), 918
CSMA/CA (Carrier Sense Multiple Access 

with Collision Avoidance), 203
CSMA/CD (Carrier Sense Multiple Access 

with Collision Detection), 191, 251
CSUs/DSUs (channel service units/data 

service units), 44, 717
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D
D channels in ISDN, 709, 711
D4 framing. See SF
DA (Destination Address) field in 

Ethernet frames, 194, 194
dampening route flap in BGP, 580–581
DAT (Duplicate Address Test) in Token 

Ring, 179
data communication equipment 

(DCE), 44
Data Encryption Standard (DES), 896
Data field in Ethernet frames, 194, 194
Data Link Connection Identifiers. 

See DLCIs
data terminal equipment (DTE), 44, 

110–111
data terminal ready (DTR) dialing, 719
Data-Link (layer 2), See also LLC; 

MAC; OSI
defined, 4–5
Logical Link Control sublayer, 

778, 781
Media Access Control sublayer, 778
WAN technologies, See also Frame 

Relay
Frame Relay, 98–104, 99, 106–117
High-Level Data Link Control, 96
overview of, 92
packet switching, 92
Point-to-Point Protocol, 96–98, 97
protocol translation, 95
X.25 protocol suite, 93–95

Data-Link (layer 2) configuration, 
258–286

importance of, 258
lab equipment list, 259–261
overview of, 285–286
task 2.1 scenario, 262–263, 262

task 2.1 solutions
Catalyst switch (S1) configuration, 

270–272
Frame Relay switch configuration, 

263–265
router configurations, 265–269
testing configurations, 273
troubleshooting, 273

task 2.2 scenario, 273–274, 274
task 2.2 solution

Catalyst switch (S1) configuration, 
283–284

Frame Relay and Inverse ARP 
issues, 284–285

Frame Relay switch configuration, 
274–276

router configurations, 276–283, 
277

testing configurations, 285
troubleshooting, 258, 285

data-link switching. See DLSw
DCE (data communication equipment), 44
DDR (dial-on-demand routing), 719–753

configuring
access lists, 724–725
backup dialer interfaces, 723
Bandwidth on Demand, 723
dialer filtering, 724–725
dialer profiles, 738–740
dialer profiles with callback, 

741–746
dialer watch process, 725–727
DLSw with, 697–698
dynamic routing, 722
floating static routes, 722
legacy DDR, 732–734
legacy DDR with callback, 734–738
Multilink PPP, 729–730
OSPF demand circuits, 730
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PPP authentication, 731–732
snapshot routing, 727–729
static routes, 721
timers, 725

in configuring redundant WANs, 18
defined, 12, 719
as dial backup, 18, 719
dialer interfaces, 738
dialer map-classes, 738
dialer maps, 720–721, 721
dialer pools, 738
DTR dialing, 719
encapsulation methods, 720
exam essentials, 749
in-band dialing, 719
interesting packets, 724–725
key terms, 750
over asynchronous serial interfaces, 719
over ISDN interfaces, 719
over synchronous serial interfaces, 719
overview of, 749
physical interfaces, 738
review question answers, 753
review questions, 752
spoofing state, 732, 746
troubleshooting, 746–748
uninteresting packets, 724–725

DE (discard eligible), 102
DEC STP (Spanning-Tree Protocol), 645
decimal number conversions, 22–23, 

22–23
default networks

EIGRP and, 389–391
in IGRP, 366–368, 366
in IS-IS, 389
in OSPF, 389
in RIP protocol, 389

default PHB (per-hop behavior), 833
default routes

configuring for IPX, 621–622
configuring R3 to propagate in 

IGRP, 514

interarea, in IS-IS, 400–402, 400
propagating in IS-IS, 399–400
in RIP protocol, 348, 353–354

delay metric in EIGRP, 372–376, 373
delay metric in IGRP, 359–360
delay start method in E&M interface, 911
deleting, See also clearing

access lists, 757, 767
configurations, 48
flash files, 60–62

demilitarized zones (DMZs), 891, 891
Dense Mode. See PIM
DES (Data Encryption Standard), 896
descriptions, setting, 46
designated routers (DRs), 419, 616
destination service access point (DSAP) 

values, 175, 195–196, 195
DHCP (Dynamic Host Configuration 

Protocol), See also IP services
binding MAC addresses to IP 

addresses, 1001
versus Bootstrap Protocol, 304
configuring DHCP clients, 1001
configuring DHCP servers, 1000
defined, 304, 996, 999
excluding IP addresses, 1001
packet format/fields, 999–1000, 999

dial applications, access lists for, 759
dial backup links, overview of, 11
dial peers. See multiservice technologies
dial-on-demand routing. See DDR
differential Manchester encoding, 169
Differentiated Service Code Point. 

See DSCP
Differentiated Services (DiffServ), See 

also QoS
defined, 829–830, 832
DS field, 831, 833
DSCP field, 830, 831, 832–834
versus Integrated Services, 832–833
overview of, 871
per-hop behavior (PHB) values, 833–834
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Diffusing Update Algorithm (DUA), 
371–372

digital hierarchy, North American, 709
digital signaling, 911–913, See also multi-

service technologies
Digital Signature Standard (DSS), 895
digital signatures, 895
Digital Subscription Service (DSL), 708
digitization, 917, See also 

analog-to-digital
Dijkstra algorithm, 409
Dijkstra, Edsger Wybe, 408
direct encapsulation

configuring in DLSw, 683–686, 684
configuring in RSRB bridging, 

659–661, 660
direct transport method in DLSw, 676
disabling, fast switching in IPX RIP, 611
discard eligible (DE), 102
Distance Vector Multicast Routing Pro-

tocol (DVMRP), 962–963, 963
distance vector routing protocols, See 

also IGPs
decreasing convergence time, 347
defined, 3, 344
defining maximum hop counts, 

344–345, 345
holddown timers, 346–347
versus link-state routing protocols, 

3, 439
preventing routing loops, 344–347, 

345–346
route positioning, 346
split-horizon rule, 345–346, 346
triggered updates, 347

distribute lists, See also route filtering
using with access lists, 794, 795, 

799–800
using in BGP, 799–800
caveats, 794–795
defined, 794
disadvantage of, 801

for incoming route updates, 795–796
in link-state IGP protocols, 795
for outgoing route updates, 795, 

796–799, 798
using with prefix lists, 795

distribution layer, defined, 9, 9
DLCIs (Data Link Connection Identifiers)

defined, 101
in Frame Relay process, 99–100, 99, 

107, 135
troubleshooting, 120–122

DLSw (data-link switching), 673–706, 
See also bridging

border peer feature, 696, 696
bridging SNA/NetBIOS traffic, 674, 674
CANUReach messages, 673, 675, 675
configuring

backup peers, 688–689
bridge groups, 693–694
with Dial-on-Demand routing, 

697–698
with direct encapsulation, 683–686, 

684
DLSw Lite over Frame Relay, 

686–688
keepalives, 697
local peer cost, 691
MAC-exclusive filters, 690–691, 

691
NetBIOS access lists on DLSw 

peers, 784–785
optional keyword in, 697
overview of, 676–677, 677
as promiscuous with local SR/TLB, 

677–682
queuing, 695
remote peer cost, 691–693, 692
ring lists, 693–694
with SR/TLB and FST encapsu-

lation, 682–683
statically mapping MAC addresses 

to remote peers, 690
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statically mapping reachability, 
689–690

timeouts, 697
defined, 627, 673, 701–702
encapsulation types, 702
exam essentials, 701–702
explorer firewalls, 673, 675, 675
filters, 692, 702
future of SNA transport and, 700
importance of, 636
improving scalability, 696–697, 696
key terms, 702
LLC acknowledgements, 674, 674
using MAC access lists in, 779
nontransitive sessions, 686
overview of, 636, 701
Peer on Demand feature, 696–697
problem with NAT routers, 

698–699, 698
reducing broadcast traffic, 673, 675, 

675, 692, 702
versus remote SRB, 673
review question answers, 706
review questions, 704–705
spoofing, 674, 674
transport methods

direct, 676
DLSw Lite, 676, 686
FST/IP, 675
overview of, 675
TCP/IP, 674, 675, 676
UDP and, 676

troubleshooting commands, 699–700
DMAC (Destination MAC) address field 

in token frames, defined, 169, 
171–172

DMZs (demilitarized zones), 891, 891
DNIC (Data Network Identification 

Code), defined, 95
DNS (Domain Name Service), 303, 

1002, 1007
documenting. See recording activity

DoD (Department of Defense) model, See 
also IP networks; TCP/IP

defined, 288–290, 289–290
Host-to-Host layer, defined, 289, 289
Host-to-Host layer protocols

overview of, 290, 296
port numbers for TCP and UDP, 

300–301, 300
Transmission Control Protocol, 

296–298, 297, 332
User Datagram Protocol, 298–300, 

299, 332
Internet layer, defined, 289, 289
Internet layer protocols

Address Resolution Protocol, 
294–295, 295

Internet Control Message 
Protocol, 294

Internet Protocol, 291–294, 292
overview of, 290–291, 290
Reverse Address Resolution 

Protocol, 295
Network Access layer, 289–290, 289
versus OSI model, 288–289, 289
Process/Application layer, defined, 

289, 289
Process/Application layer protocols

Bootstrap Protocol, 303–304
Domain Name Service, 303, 1002
Dynamic Host Configuration 

Protocol, 304
File Transfer Protocol, 302
overview of, 290, 301
Simple Mail Transfer Protocol, 302
Simple Network Management 

Protocol, 302
Telnet, 301
Trivial File Transfer Protocol, 302

TCP/IP protocol suite and, 289, 290
Domain Name Service (DNS), 303, 

1002, 1007
DPT (Dynamic Packet Transport), 91
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DRs (designated routers), 419, 616
DS (Differentiated Services) field, 

831, 833
DSAP (destination service access point) 

values, 175, 195–196, 195
DSCP (Differentiated Service Code Point) 

fields, 830, 831, 832–834
DSL (Digital Subscription Service), 708
DSS (Digital Signature Standard), 895
DTE (data terminal equipment), 44, 

110–111
DTP (Dynamic Trunking Protocol), 

215–216
DTR (data terminal ready) dialing, 719
DUA (Diffusing Update Algorithm), 

371–372
Duplicate Address Test (DAT) in Token 

Ring, 179
DVMRP (Distance Vector Multicast 

Routing Protocol), 962–963, 963
Dynamic Buffer Limiting feature, 848
dynamic IP access lists, 768–771
dynamic NAT (Network Address Trans-

lation), 465, 478
dynamic port VLAN membership, 

226–228, 227
dynamic routing protocols

configuring in DDR, 722
defined, 2–3
route filtering in, 792

E
E&M (Earth and Magneto) telephony 

interface, See also multiservice
technologies

defined, 908
signaling

Cisco products for, 910
delay start method, 911
immediate start method, 911

line seizing methods, 910–911
overview of, 909
pinouts, 909
types of, 910
wink start method, 911

E protocols in ISDN, 714
E1 ISDN PRIs, configuring, 711, 

717, 718
EAO and EA1 fields in LAPD frames, 715
eBGP (external BGP), 528–529, See 

also BGP
ECN (Explicit Congestion Notification) 

field, 831, 833
ED (Ending Delimiter) field in token 

frames, 169, 175
Edge LSRs (Label Switch Routers), 

931, 931
editing and help features, 35–37
EEPROM memory. See flash
EF (Expedited Forwarding) PHB (per-hop 

behavior), 834
EGPs (exterior gateway protocols), 3, 13, 

See also BGP
EIA/TIA-232-C standard, 97, 97
EIGRP (Enhanced Interior Gateway 

Routing Protocol), See also IGPs
configuring, See also Network (layer 3)

authentication, 511–513
overview of, 511
on routers R3 and R6, 511

IPX EIGRP, See also IPX
benefits, 612
configuration commands, 612–614
controlling SAP updates, 

614–615, 777
defined, 612
disabling split-horizon, 614
versus EIGRP, 612
troubleshooting, 625

troubleshooting neighbor drops, 865
ELANs (Emulated LANs), 137, 138, See 

also LANs; VLANs; WLANs
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ELMI (Enhanced Local Management 
Interface), 861

Encapsulating Security Payload (ESP) in 
IPSec, 897, 898

encapsulation, See also frames
in DDR, 720
in DLSw

direct encapsulation, 683–686, 684
FST encapsulation, 682–683
overview of, 702

in IPX, 603–604
NetBEUI packets into IP packets, 627
NetBIOS packets into IP packets, 

627–628
protocols. See Frame Relay; 

HDLC; PPP
in RSRB bridging

direct encapsulation, 659–661, 660
FST encapsulation, 659
TCP encapsulation, 656–658

encoding converted signal data, 917–918
encoding, T1/E1, in Physical layer, 89
encryption, See also security

authentication hashes, 897
certificate authorities, 895
Cisco, access lists for, 759
Cisco IP packet encryption, 895
Digital Signature Standard, 895
Internet Key Exchange, 895, 896
IP Security, 895–897
open standard encryption, 895–897
overview of, 895

Ending Delimiter (ED) field in token 
frames, 169, 175

erasing. See deleting
Erlangs, measuring, 908
ESF (Extended Superframe Format), 

89, 717
ESI (end system identifier) addressing in 

ATM, 142, 156, 156, 157–159, 158

ESP (Encapsulating Security Payload) in 
IPSec, 897, 898

ESS (Extended Service Set), 203, 204
ET (exchange termination) in ISDN 

BRI, 713
Ethernet LAN technologies, 190–255

10Gigabit Ethernet, 201–202
10Mbps Ethernet, 192
80D5 ethertype, 197
100Mbps Fast Ethernet, 200
1000Mbps Gigabit Ethernet, 200–201
broadcasts, 197–198
Catalyst 3550 additional features

boot process, 247
BPDU Guard, 248
IP routing, 248–249
at layer 2, 247–248, 249
at layer 3, 248–249
Quality of Service, 249, 835
UDLD protocol, 248

configuring Catalyst 5000 and 3550 
switches, See also STP

802.1q trunking protocol, 213, 
214–215, 215, 251

Backbone Fast, 234–235
command codes used in, 206
dynamic port VLAN membership, 

226–228, 227
Dynamic Trunking Protocol, 

215–216
EtherChannel, 220–223
extended range VLANs, 226
ISL trunking protocol, 213–214, 

214, 251
layer 2 trunking routers, 220
logging, 243–244
management/configuration access, 

240–243
overview of, 206
port configuration, 207–209
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PortFast feature, 234
Simple Network Management 

Protocol, 244–245
SPAN and RSPAN features, 

245–247
Spanning-Tree Protocol, 229–239, 

230, 232–233, 251
standard VLANs, 223–226
and troubleshooting, 249–250
trunk configuration, 213–220, 

214–215
trunk connection commands, 

217–220
Uplink Fast, 234
VLAN Trunking Protocol, 

209–211, 210–211, 251
VTP pruning, 211–213
warning, 209

CSMA Collision Detection, 191–192, 
251

defined, 190
exam essentials, 251
frames, 193–195, 194, 197–199
full-duplex Ethernet, 198, 198
half-duplex Ethernet, 198–199, 199
IEEE 802.2 SAP and SNAP values, 

195–196, 195
IPX packet formats on, 196
key terms, 252
MAC addresses, overview of, 

192–193, 193
mapping MAC addresses to IP mul-

ticast addresses, 945–948, 
946–948

overview of, 190, 250
review question answers, 255
review questions, 253–254
versus Token Ring, 169, 176, 193
Wireless LANs

frame format, 202, 202
groupings, 203–204, 203–204

physical transport methods, 
202–203

security, 204
standards, 202, 204–205

excess burst (Be) parameter in FRTS, 859
exchange termination (ET) in ISDN 

BRI, 713
Expedited Forwarding (EF) per-hop 

behavior (PHB), 834
Explicit Congestion Notification (ECN) 

field, 831, 833
explorer frames

firewalls for, 673, 675, 675
in SRB bridging, 647–649
traffic, reducing in DLSw, 673

expressions. See regular expressions
extended access lists, IP, 763–766
extended access lists, IPX, 776–777
Extended Service Set (ESS), 203, 204
Extended Superframe Format (ESF), 

89, 717
exterior gateway protocols (EGPs), 3, 13, 

See also BGP
exterior routing protocols, 3
external BGP (eBGP), 528–529, See 

also BGP
external route types 1 and 2 in OSPF, 422, 

452, 452–453

F
Fast Sequenced Transport (FST) encapsu-

lation, 659, 682–683
fast switching, disabling in IPX RIP, 611
fault tolerance on multiaccess LAN seg-

ments, See also network design concepts
using HSRP protocol, 21, 991–993, 

992–993
using ICMP redirects, 19–20
overview of, 19
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using proxy ARP, 20–21
fault tolerant topologies, See also 

redundancy
load balancing, 18–19
overview of, 13–14
redundant LANs, 14–16, 15
redundant WANs, 16–18, 17

FC (Frame Control) field in token frames, 
169, 171

FCS (Frame Check Sequence) field
in Ethernet frames, 194, 195
in token frames, 169, 175

FD (feasible distance), 377, 377–379
FEC (Forwarding Equivalence Class) in 

MPLS, 930–931
FECNs (Forward-Explicit Congestion 

Notifications), 103
Ferguson, Francis, 122
FIFO (first in/first out) queuing, 838–839, 

839
File Transfer Protocol (FTP), 302, 

765–766
filtering, See also ACLs; route filtering

BGP messages, 567
dialer, in DDR, 724–725
in DLSw, 690–692, 691, 702
MAC-exclusive filters, 690–691, 691

firewalls, See also security
Cisco Secure PIX Firewall, 891–892
for DLSw explorer frames, 673, 

675, 675
IOS firewall features, 893–894, 895

fixed configuration routers, 43
Fixed Length Subnet Mask. See FLSM
flash files, See also IOS

configuring boot files, 64–65
defined, 59
deleting, 60–62
partitioning, 62–64
setting fallback routines, 65–66

setting routers as TFTP hosts for, 
66–67

viewing, 59–60
floating static routes, See also static routes

configuring in DDR, 722
creating, 621
defined, 341, 391

flooding
in PIM Dense Mode, 965, 965
in transparent bridging, 638

flow control, 5, See also windowing
FLSM (Fixed Length Subnet Mask), See 

also IGPs; subnetting; VLSM
IGRP classful example, 362–363, 363
redistributing OSPF into IGRP (VLSM 

to FLSM), 460–463, 460
RIPv1 classful example, 349–350, 350

flush timers in IGRP protocol, 361
flush timers in RIP protocol, 347–348
Foreign Exchange Office (FXO) tele-

phony interface, 908–909, 925–926
Foreign Exchange Station (FXS) tele-

phony interface, 908–909
Forward-Explicit Congestion Notifica-

tions (FECNs), 103
Forwarding Equivalence Class (FEC) in 

MPLS, 930–931
FQDNs (fully qualified domain 

names), 303
frame, in Ethernet, 193–195, 194
Frame Check Sequence. See FCS
Frame Control (FC) field in token frames, 

169, 171
Frame Copied (C) bits in token frames, 

169, 176, 183
Frame Relay technology, See also WAN 

technologies
versus ATM protocol, 133, 135, 155
Backward-Explicit Congestion Notifi-

cations, 103, 860
with Cisco routers, 100–101
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committed information rate, 102–103
configuring

DLSw Lite over, 686–688
Frame Relay DTEs, 110–111
Frame Relay switches, 107–110, 108
frame-relay map command and, 117
Generic Traffic Shaping for BECNs, 

866–867
global commands for, 108
interface commands for, 108–110
Inverse ARP and, 111–117, 

284–285
IS-IS between R1 and R3 across, 498
overview of, 107
point-to-multipoint on physical 

interfaces, 112–113, 113
point-to-point on physical inter-

faces, 111–112, 111
split-horizon and, 112–117
spoke routers with physical inter-

faces, 114
spoke routers with point-to-multi-

point subinterfaces, 115–116
spoke routers with point-to-point 

subinterfaces, 115
and troubleshooting, 109–110, 

117–124
Voice over FR dial peers, 920, 

922–923
warning, 114

Data Link Connection Identifiers, 
99–100, 99, 101, 135

defined, 98, 106–107
discard eligible, 102
Forward-Explicit Congestion Notifica-

tions, 103
frame-relay map command, 117
FRF.9 compression, 103, 870
FRF.12 standard for fragmenting 

VoFR, 923, 935
layer 2 configuration and, 284–285

Local Management Interface, 101–102
OSPF protocol over, 155
process/terminology, 99–100, 99
protocols supported, 98
subinterfaces, 103
switch configuration examples, 

274–276
versus X.25 protocol suite, 93, 98

frames, See also encapsulation
explorer frames

firewalls for, 673, 675, 675
in SRB bridging, 647–649
traffic, reducing in DLSw, 673

in ISL trunking protocol, 213–214, 214
in LAPD, 94, 714–716, 714
overview of, 2
in Physical layer, 89
in Token Ring, 169–176, 169–170, 

173, 175
in Wireless LANs, 202, 202

FRTS (Frame Relay Traffic Shaping)
configuring

with class maps, 861–864, 862
for Enhanced LMI, 861
for voice traffic, 864

defined, 859
overview of, 858
parameters

BECN messages, 860
committed burst size (Bc), 859
committed information rate 

(CIR), 859
excess burst (Be), 859
minimum CIR (MINCIR) rate, 859
time interval (Tc), 859

in real world scenario, 865
FS (feasible successors), 380, 438
FS (Frame Relay switch) configuration, 

260–261, 263–265, 274–276
FS (Frame Status) field in token frames, 

169, 176
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FST (Fast Sequenced Transport) encapsu-
lation, 659, 682–683

FST/IP transport method in DLSw, 675
FTP (File Transfer Protocol), 302, 

765–766
full mesh networks, 16–17, 17
full-duplex Ethernet, 198, 198
functional addresses in Token Ring, 

171–172
FXO (Foreign Exchange Office) tele-

phony interface, 908–909, 925–926
FXS (Foreign Exchange Station) tele-

phony interface, 908–909

G
G.711. See PCM
G.723.1(a). See MP-MLQ
G.726. See ADPCM
G.728. See LD-CELP
G.729a, b, ab. See CS-ACELP
gatekeepers, 915
gateways, 915
GDA (Group Destination Address), 954
GFC (generic flow control) in ATM, 

133, 134
glare problem, 909
global configuration mode, 33–35
GNS (Get Nearest Server) protocol, 

606–607, 607, 777
grafting in PIM Dense Mode, 966–967, 

967
GRE (Generic Route Encapsulation) 

tunnels, 619–620, 620
ground start signaling, 909
GTS (Generic Traffic Shaping), See also 

QoS; traffic shaping
configuring for Frame Relay BECNs, 

866–867
configuring for two sets of traffic, 

865–866

defined, 864
overview of, 858

H
H.225 protocol, 915
H.245 protocol, 915
H.323 protocol, 915–916, 935
half-duplex Ethernet, 198–199, 199
hard errors in Token Ring, 178, 180
hardware addresses. See MAC addresses
HDLC (High-Level Data Link Control) 

protocol
configuring, 104–105
as DDR encapsulation method, 720
defined, 96, 97

headers
in BGP messages, 541, 541
in IPv4 packets

defined, 291–293, 292
IP Precedence field, 830–832, 831
Protocol field, 292–293, 292
Type of Service field, 292, 292, 830, 

831, 832
in MPLS labels, 930, 930
in RTP/IP voice sample packet, 914, 

914
HEC (header error control) in ATM, 

133, 134
hello packets, See also packets

in BGP, 528
in IS-IS, limiting, 499
in OSPF, 415–416

help features, 35–37
hexadecimal number conversions, 23, 

23–24
hierarchical topologies, See also network 

design
benefits

cost, 8
manageability, 8
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overview of, 7
performance, 8
scalability, 7–8

Cisco model
access layer, 9–10, 9
core layer, 9, 9
distribution layer, 9, 9
overview of, 8–9, 10

defined, 7
holddown timers, See also timers

defined, 346–347
in IGRP protocol, 361
in RIP protocol, 347

hop count
in EIGRP, 377
in IGRP, 361
maximum, defining, 344–345, 345
metric in RIP protocol, 348, 353

hops, 291, 294
host (or node) addresses, 306
Host-to-Host layer in DoD model, 

289–290, 289
hostnames, 45–46
HSRP (Hot Standby Router Protocol), 

See also IP services
configuring, 992–996, 993
defined, 991–992, 1007
HSRP packets, 992, 992
Multiple HSRP, 992
new features, 992
overview of, 15, 21
in real world scenario, 997–998
troubleshooting, 996

HTTP (Hypertext Transfer Protocol), 1003

I
I protocols in ISDN, 714
IANA (Internet Assigned Numbers 

Authority), 524, 765

iBGP (internal BGP), See also BGP
defined, 528
scalability techniques

confederations, 570–575, 571
overview of, 569–570
peer groups, 570, 578–580
route reflectors, 576–578, 577

IBM STP (Spanning-Tree Protocol), 645
IBSS (Independent Basic Service Set), 

203, 203
ICMP (Internet Control Message Pro-

tocol), See also IP services
configuring, 985–986
defined, 294, 982, 1007
fault tolerance (redirects), 19–20
message types, 982–985
ping command, 982, 986
traceroute command, 986–987
unreachable messages, 985–986

ICMP Router Discovery Protocol (IRDP), 
294, 987–989, 1007

IDN (International Data Number), 95
IDS (intrusion detection system), NBAR 

as, 869
IEEE 802.x protocols, SAP IDs, 782
IEEE 802.1D STP (Spanning-Tree Pro-

tocol), 645
IEEE 802.1q standard

IEEE 802.1p priority bits, 214, 215, 
834–835, 835

as trunking protocol, 213, 214–215, 
215, 251

VLAN ID field, 214, 215
IEEE 802.2

frame header in Token Ring
defined, 175, 175–176
IPX SAP values, 196
overview of, 194, 195

LLC Types 1 and 2 protocols, 781–782
SAP values, 175, 195–196, 195
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IEEE 802.3 Ethernet standards
802.3ab and 802.3z (Gigabit), 

200–201
802.3ae (10Gigabit), 201–202
802.3u (Fast Ethernet), 200
frames, 193–195, 195, 834
SAP values, 195–196, 195
SNAP headers, 195, 196

IEEE 802.5 standard, 168, 174, 183, See 
also Token Ring

IEEE 802.11 Wireless Ethernet, 202–205
IG (inside global) addresses in NAT, 

467, 468
IGMP (Internet Group Management Pro-

tocol), 949–953, 950–952
IGPs (interior gateway protocols) for 

TCP/IP, 340–442
administrative distance, 342–343
versus Border Gateway Protocol, 540
classful routing protocols

versus classless protocols, 343–344, 
353

IGRP (FLSM) example, 362–363, 
363

redistribution between classless 
and, 457–463, 457, 459–460

RIPv1 (FLSM) example, 349–350, 
350

defined, 3
distance vector routing protocols

decreasing convergence time, 347
defined, 3, 344
defining maximum hop counts, 

344–345, 345
holddown timers, 346–347
versus link-state routing protocols, 

3, 439
preventing routing loops, 344–347, 

345–346
route positioning, 346

split-horizon rule, 345–346, 346
triggered updates, 347

using distribute lists in link-state IGPs, 
795

Enhanced Interior Gateway Routing 
Protocol, See also EIGRP

active routes, 381
authentication, 387–388
bandwidth metric, 372–374, 

373, 376
configuring routing process, 

386–387
default networks, 389–391
defined, 369, 438
delay metric, 372–376, 373
Diffusing Update Algorithm, 

371–372
feasible distance, 377–379, 377
feasible successors, 380, 438
features, 382–383
five path vector metrics, 372–377, 

373
hop count, 377
versus IGRP, 369–372
load metric, 377
load-balancing traffic, 383, 

384–385
manipulating routes with, 383–384
maximum paths, 381
MTU metric, 377
neighbor discovery/recovery, 

370–371
overview of, 13
passive routes, 381
Protocol Data Modules, 370
query scope, 382
reliability metric, 376
Reliable Transport Protocol, 370
reported distance, 377, 379
split-horizon rule, 384
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stuck in active, 381
successor routers, 380
summarizing addresses, 388–389
troubleshooting, 392
variance command, 383, 384–385

exam essentials, 438–439
Interior Gateway Routing Protocol, 

See also IGRP
bandwidth metric, 359
classful (FLSM) example, 362–363, 

363
configuring routing process, 

365–366
default networks, 366–368, 366
defined, 357
delay metric, 359–360
versus Enhanced IGRP, 369–372
features, 362
five path vector metrics, 358–361
hop count, 361
load metric, 360–361
manipulating routes with, 364
metrics, vs. RIP metrics, 358, 358
MTU metric, 361
redistributing OSPF into, 460–463, 

460
reliability metric, 360
split-horizon rule, 365
timers, 361
troubleshooting, 368–369
unequal-cost load-balancing, 365

Intermediate System-to-Intermediate 
System, See also IS-IS

address summarization, 402
authentication, 398–399
configuring routing process, 

396–398
Connectionless Network Service, 

392–393, 394, 396
default networks, 389

default routes, 399–402, 400
defined, 392–394, 393
features, 395
Integrated IS-IS, 392–393
interarea default routes, 400–402, 

400
L1 (Level 1) routers, 394, 404–405, 

405
L1/L2 routers, 394, 404–405, 405
L2 (Level 2) routers, 394, 404–405, 

405
Level 1 routing areas, 393–394, 

393, 404–407, 405
Level 2 routing areas, 393, 393, 

404–407, 405
narrow vs. wide-style metrics, 

402–403, 403
Network Entity Title addresses, 

394–395, 395
network types in, 403–404
Protocol Data Units, 394
route leaking, 404–407, 405
TLV metrics, 398, 402–403, 403
troubleshooting, 407

key terms, 439
Open Shortest Path First, See also OSPF

activating interfaces, 420–421
areas, 412, 413, 414, 421–422, 423
authentication, 426–430
backup designated routers, 419
configuring on routers, 434–437
configuring virtual links, 430–434, 

431
default networks, 389
defined, 408
designated routers, 419
external route types 1 and 2, 422
global commands, 434
hello packets, 415–416
interarea routes, 412
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interface commands, 437
interface cost, 408–409
intra-area routes, 412
link-state advertisements, 409, 

413–415, 414
network types, 416–417
process commands, 435–436
redistributing into IGRP, 460–463, 

460
reverse masking, 420–421
router IDs, 419–420, 434, 439
router interfaces, 416–417
router types, 422
shortest path first calculation, 

409–412, 410–411
summary addressing, 423–426, 424
troubleshooting, 417–418

overview of, 340, 438
review questions, 440–441
Routing Information Protocol

configuring packet versions, 356
default networks, 389
default routes, 348, 353–354
hop count metric, 348, 353
manipulating routes with, 350–351
metrics, vs. IGRP metrics, 358, 358
origins, 347
timers, 347–348

Routing Information Protocol (RIPv1)
classful (FLSM) example, 349–350, 

350
defined, 348, 351
features, 348–349
process commands, 351–352
versus RIPv2, 352–353
troubleshooting, 352

Routing Information Protocol (RIPv2)
address summarization, 355–356
authentication, 355
defined, 352
features, 353

global commands, 356
process commands, 357
versus RIPv1, 352–353
troubleshooting, 357

static routes
configuring, 340–341, 342, 438
defined, 340
examples, 390–391
floating static routes, 341, 391
recursive static routes, 341–342

IGRP (Interior Gateway Routing Pro-
tocol), See also IGPs

configuring, See also Network (layer 3)
auto redistribution between EIGRP 

and, 513
overview of, 513
R3 to propagate default routes, 514
redistribution, 515–519

IKE (Internet Key Exchange), 895, 896
IL (inside local) addresses in NAT, 

467, 468
ILMI (Interim Local Management 

Interface), 142, 154–155
immediate start method in E&M 

interface, 911
in-band signaling, 708, 719, 911–912
Independent Basic Service Set (IBSS), 

203, 203
INFO (Information) field in token frames, 

169, 175
Information field in LAPD frames, 716
inside global (IG) addresses in NAT, 

467, 468
inside local (IL) addresses in NAT, 

467, 468
Integrated Routing and Bridging (IRB), 

668–671, 670
Integrated Services Digital Network. See 

ISDN
Integrated Services (IntServ), See also QoS

defined, 827
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versus Differentiated Services, 
832–833

overview of, 871
Resource Reservation Protocol

defined, 827
mechanics, 827–828, 828
monitoring, 829
router configuration, 828–829

Inter-Switch Link. See ISL
interarea default routes in IS-IS, 400, 

400–402
interarea routes in OSPF, 412
interesting packets in DDR, 724–725
Interim Local Management Interface 

(ILMI), 142, 154–155
interior gateway protocols. See IGPs
interior routing protocols, 3
Intermediate System-to-Intermediate 

System. See IGPs; IS-IS
internal BGP (iBGP), 528, See also BGP
internal routers in OSPF, 422
International Data Number (IDN), 95
Internet Assigned Numbers Authority 

(IANA), 524, 765
Internet community, 558
Internet Control Message Protocol. 

See ICMP
Internet Group Management Protocol 

(IGMP), 949–953, 950–952
Internet Key Exchange (IKE), 895, 896
Internet layer in DoD model, 289–290, 

289
Internet Security Association Key Man-

agement Protocol (ISAKMP), 896
intra-area routes in OSPF, 412
intrusion detection system (IDS), NBAR 

as, 869
invalid timers in IGRP protocol, 361
invalid timers in RIP protocol, 347
Inverse ARP (Address Resolution Pro-

tocol), 111–117, 284–285

IOS firewall features, 893–894, 895
IOS (Internetwork Operating System) 

commands
Cisco Discovery Protocol

changing CDP timers, 68–69
defined, 67–68
show cdp entry command, 71–72
show cdp interface command, 

70–71
show cdp neighbors command, 

72–74
turning off/on, 69–70

using CLI (command-line interface)
clearing counters, 53
configuring banners, 41–42
configuring router interfaces, 42–43
defining VIP cards, 44
editing and help features, 35–37
erasing configurations, 48
global configuration mode, 33–35
logging into routers, 32–33
overview of, 31–32
saving configurations, 47
serial interface commands, 44–45
setting descriptions, 46
setting hostnames, 45–46
setting passwords, 37–41
verifying configurations, 48–54
viewing configurations, 47–48

configuration registers
changing bootup process with, 

54–56
password recovery using, 57–59
viewing current values in, 56–57

controlling vty access with ACLs, 
75–76, 758

exam essentials, 81
flash files

configuring boot files, 64–65
defined, 59
deleting, 60–62
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partitioning, 62–64
setting fallback routines, 65–66
setting routers as TFTP hosts for, 

66–67
viewing, 59–60

key terms, 82
overview of, 30–31, 81
review question answers, 85
review questions, 83–84
terminal access servers

configuring, 76, 79–80
defined, 76
out-of-band management, 78–79
reverse Telnet sessions, 76–78, 77
troubleshooting, 80–81

IP access lists, See also ACLs
dynamic (lock-and-key security) lists, 

768–771
extended access lists, 763–766
FTP modes, 765–766
named access lists, 767–768
overview of, 761
reflexive access lists, 772–775, 774
standard access lists, 761–763
time-based access lists, 771–772
for traffic control, 892
wildcard masks in, 762–763, 764

IP addresses, See also addresses; MAC 
addresses

binding MAC addresses to, 1001
bits, 305
broadcast addresses, 305
bytes, 305
defined, 304–305, 333
finding valid host IDs, 310–311
hierarchical scheme, 305–306
IPv6 addresses, 330–332, 464
network addresses

Class A addresses, 306–307, 307, 
309–310

Class B addresses, 306, 307, 308, 
310–311

Class C addresses, 306, 307, 308, 
311

Class D and E addresses, 306, 307, 
308

defined, 305, 306
node (or host) addresses, 306
octets, 305
overview of, 313
private addresses, 312
reserved addresses, 308–309

IP (Internet Protocol)
defined, 290, 291, 332
importance of, 290–291
IP headers, 291–293, 292, 830–832, 

831
IP packet fragmentation/reassembly, 

293–294
load balancing with, 18–19

IP multicast, 940–979
addresses

layer overlap problem, 947–948, 
948

mapping to MAC multicast 
addresses, 945–948, 946–948

overview of, 944
reserved addresses, 944–945
scope, 945

broadcast communications and, 
941–942, 942, 949

configuration examples, 973–975
defined, 942–943, 943
exam essentials, 975–976
key terms, 976
managing in internetworks

with CGMP protocol, 953–956, 954
with IGMPv1 protocol, 949–951, 

950–951
with IGMPv2 protocol, 952–953, 

952
overview of, 949
subscribing/maintaining groups, 

949
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overview of, 940, 975
review question answers, 979
review questions, 977–978
RFCs, 940
route tables (MRoutes), 957
routing multicast traffic, See also PIM

bidirectional shared tree distri-
bution, 959, 960

CBT routing protocol, 967–968, 
968

data delivery methods, 960–961
DVMRP routing protocol, 

962–963, 963
MOSPF routing protocol, 963–964
overview of, 956
PIM Dense Mode, 965–967, 

965–967, 973
PIM NBMA mode, 972
PIM Sparse Mode, 968–970, 969, 

974
PIM Sparse-Dense Mode, 970–972, 

974–975
rendezvous points, 958–959, 

959–960
Reverse Path Forwarding, 960–961
routing protocols, 962–972
shared tree distribution, 956, 

958–959, 959–960
source tree distribution, 956–957, 

958
sparse mode routing protocols, 

967–970
SPTs (shortest path trees), 958, 960
TTL counters/thresholds, 961–962, 

961
unidirectional shared tree distri-

bution, 959, 959
troubleshooting, 972–973
unicast communications and, 940–941, 

941, 957
unicast routing tables, 957

IP networks, 288–337, See also IP 
addresses; TCP/IP

Classless Inter-Domain Routing
changing subnet mask displays, 

326–327
Cisco routers and, 325–326
defined, 324–325, 333

DoD layers model
defined, 288
versus OSI model, 288–289, 289
TCP/IP protocols in, 289, 290

exam essentials, 332–333
Host-to-Host layer, defined, 289, 289
Host-to-Host layer protocols

overview of, 290, 296
port numbers for TCP and UDP, 

300–301, 300
Transmission Control Protocol, 

296–298, 297, 332
User Datagram Protocol, 298–300, 

299, 332
Internet layer, defined, 289, 289
Internet layer protocols

Address Resolution Protocol, 
294–295, 295

Internet Control Message Protocol, 
294

Internet Protocol, 291–294, 292
overview of, 290–291, 290
Reverse Address Resolution Pro-

tocol, 295
IPv4 protocol stack, 288
key terms, 334
Network Access layer, 289–290, 289
overview of, 288, 332
Process/Application layer, defined, 

289, 289
Process/Application layer protocols

Bootstrap Protocol, 303–304
Domain Name Service, 303, 1002
Dynamic Host Configuration Pro-

tocol, 304
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File Transfer Protocol, 302
overview of, 301
Simple Mail Transfer Protocol, 302
Simple Network Management Pro-

tocol, 302
Telnet, 301
Trivial File Transfer Protocol, 302

Quality of Service features, See also QoS
best effort services, 826
Differentiated Services, 829–834, 

831, 871
Integrated Services, 827–829, 828, 

832–833, 871
overview of, 826

review question answers, 337
review questions, 335–336
route filtering in, 793
running IPX across

using NetWare IPX 5, 602
through GRE tunnels, 619–620, 620
using UDP/IP encapsulation, 602

running NetBIOS over, 627–628
subnetting

benefits, 313
using binary method, 315–316
changing subnet mask displays, 

326–327
Class A addresses, 320–321
Class B addresses, 316–320
Class C addresses, 314–316
defined, 313
planning, 313–314
subnet masks, 314, 343–344
Variable Length Subnet Masking, 

327–330, 327–330, 333, 343
supernetting

10.1.0.0 through 10.7.0.0, 322
172.16.16.0 through 172.16.31.0, 

322–323
192.168.32.0 through 

192.168.63.0, 323

applying to Cisco routers, 324
creating supernets, 322–323
defined, 321

TCP/IP, origins, 288
Voice over IP

configuring, 920–921, 922, 
927–928

defined, 907, 920
improving bandwidth use, 

914–915, 928
IP Precedence fields/levels, 830–832, 

831, 928
IP routing on Catalyst 3550 switches, 

248–249
IP RTP priority queuing, 854, 855, 857
IP Security (IPSec), See also security

access lists, 759
Authentication Headers, 897, 898
defined, 896
Encapsulating Security Payload, 

897, 898
Internet Key Exchange, 895, 896
Internet Security Association Key 

Management Protocol, 896
overview of, 895
security associations, 896
transport mode, 897
tunnel mode, 897

IP services, 982–1010
Domain Name Service, 303, 

1002, 1007
Dynamic Host Configuration Protocol

binding MAC addresses to IP 
addresses, 1001

versus Bootstrap Protocol, 304
configuring DHCP clients, 1001
configuring DHCP servers, 1000
defined, 996, 999
excluding IP addresses, 1001
packet format/fields, 999–1000, 

999
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exam essentials, 1007–1008
Hot Standby Router Protocol

configuring, 992–996, 993
defined, 991–992, 1007
HSRP packets, 992, 992
Multiple HSRP, 992
new features, 992
overview of, 15, 21
in real world scenario, 997–998
troubleshooting commands, 996

Hypertext Transfer Protocol, 1003
ICMP Router Discovery Protocol, 

987–989, 1007
Internet Control Message Protocol

configuring, 985–986
defined, 982, 1007
message types, 982–985
ping command, 982, 986
traceroute command, 986–987
unreachable messages, 985–986

Network Time Protocol, 1003–1006, 
1005, 1008

overview of, 982, 1006
Proxy Address Resolution Protocol

advantages, 21, 990
bandwidth usage, 20, 21
defined, 15–16, 20, 989, 1007
disabling on Cisco routers, 21, 991
disadvantages, 21, 990
enabling on Cisco routers, 20–21, 

990–991
fault tolerance, 20–21

review question answers, 1011
review questions, 1009–1010

IPX (Internetwork Packet Exchange), 
602–634

access lists
extended access lists, 776–777
overview of, 775–776
SAP access lists, 777–778
standard access lists, 776

across IP-based networks
using NetWare IPX 5, 602
through GRE tunnels, 619–620, 620
using UDP/IP encapsulation, 602

client/server system, 603
in configuring redundant LANs, 16
default routes, 621–622
defined, 602–603, 604
encapsulation, 603–604
exam essentials, 629
Get Nearest Server protocol, 606–607, 

607, 777
implementing, 608
IPX addresses, 604–605, 604, 629
IPX EIGRP

benefits, 612
configuration commands, 612–614
controlling SAP updates, 614–615, 

777
defined, 612
disabling split-horizon, 614
versus EIGRP, 612
troubleshooting, 625

IPX RIP
adjusting delays, 609
configuration commands, 609–611
defined, 608
disabling fast switching, 611
load balancing, 611–612
versus RIP, 609
tick metric, 609

IPXWAN protocol, 618–619
key terms, 630
load balancing, 19
MAC addresses and, 605
NetWare Core Protocol, 605, 606
NetWare Link Services Protocol

configuration commands, 616–617
defined, 615–616
designated routers, 616
versus OSPF, 616
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purposes, 615
troubleshooting, 626

overview of, 628
packet formats on Ethernet, 196
protocol numbers, 605
redistribution, 617–618
review question answers, 634
review questions, 631–633
route filtering in, 793
running NetBIOS over, 628
Service Advertising Protocol

broadcasts, 777
configuring static SAPs, 622–623
controlling SAP updates, 614–615, 

777
defined, 606–608, 607
filtering SAPs with access lists, 623, 

777–778
socket numbers, 605–606
static routes, 621
troubleshooting

IPX EIGRP, 625
NLSP, 626
overview of, 625
with ping, 625
server reachability, 623–624, 624
viewing routes and servers, 624

IRB (Integrated Routing and Bridging), 
668–671, 670

IRDP (ICMP Router Discovery Protocol), 
294, 987–989, 1007, See also ICMP

IS-IS (Intermediate System-to-Interme-
diate System), See also IGPs

CLNS protocol, 392–393, 394
configuring, See also Network (layer 3)

enabling CLNS routing, 396, 
497–498

limiting IS-IS hello packets, 499
overview of, 497
between R1 and R3 across Frame 

Relay, 498

between R3 and R6 across 
point-to-point, 498–499

redistribution, 503–504
router R1, 499–500
router R3, 500
router R6, 501

NLSP and, 615
ISAKMP (Internet Security Association 

Key Management Protocol), 896
ISDN (Integrated Services Digital 

Network), 708–718, See also DDR
Always On/Dynamic ISDN, 710
B channels, 709, 711
Basic Rate Interface lines

defined, 710
function groups, 711–713, 712
switch types, 710

D channels, 709, 711
DDR over, 719
defined, 708–709
digital hierarchy and, 709
exam essentials, 749
key terms, 750
LAPD frames

Address field, 715
Control field, 716
Flag field, 714
Information field, 716
overview of, 714, 714

line options, 709–711
overview of, 749
versus POTS or PSTN, 708–709
Primary Rate Interface lines

configuring E1 PRIs, 711, 717, 718
configuring T1 PRIs, 711, 717–718
defined, 710–711
switch types, 711

protocols, 714–716, 714
reference points, 713–714, 713
review question answers, 753
review questions, 751–752

4207Indx.fm  Page 1041  Friday, April 25, 2003  10:43 AM



1042 ISDN User Part (ISUP) messages in SS7 – Link Control Protocol (LCP)

Service Profile Identifiers, 709, 734
troubleshooting, 746–748

ISDN User Part (ISUP) messages in 
SS7, 913

ISL (Inter-Switch Link) protocol
defined, 251
frame format, 213, 214
as trunking protocol, 213, 214, 215

K
keepalive intervals in RSRB bridging, 661
KEEPALIVE messages in BGP, 543
keepalives, configuring in DLSw, 697
Kerberos security servers, 885

L
L1/L2 (Level 1/Level 2) routers in IS-IS, 

394, 404–405, 405
Label Distribution Protocol (LDP), 931
Label Switch Routers (LSRs), 931, 931
label switching. See MPLS
LANE (LAN Emulation) services, See 

also ATM
broadcast and unknown server, 139, 

140, 143–144, 143
components, 139–140, 140
defined, 132, 138–139
LANE Client, 139–141, 140, 

144–147, 145
LANE Configuration Server, 139, 140, 

142–143, 142
LANE Server, 139, 140–141, 

141–142
LEC communication process, 

144–147, 145
overview of, 137
warning, 139

LANs (local area networks), See also 
Ethernet LAN; LANE; VLANs; 
WLANs

configuring redundancy on, 14–16, 15
Emulated LANs, 137, 138

LAPB (Link Access Procedure Balanced) 
protocol, 94–95

LAPD (Link Access Procedure on the D 
Channel), 94, 714, 714–716

largest-frame parameter in RSRB 
bridging, 662

layers
in ATM protocol. See ATM
in Cisco model. See Cisco model
layer 2 configuration. See Data-Link 

(layer 2)
layer 3 configuration. See Network 

(layer 3)
in OSI model. See OSI
in Signaling System 7, 913

LCP (Link Control Protocol), 96–97, 
97, 105

LD-CELP (Low Delay CELP), 918
LDP (Label Distribution Protocol), 931
LEC (LAN Emulation Client), 139–141, 

140, 144–147, 145
LECS (LAN Emulation Configuration 

Server), 139, 140, 142, 142–143
Length field in Ethernet frames, 194, 194
LES (LAN Emulation Server), 139, 

140–141, 141–142
Level 1 and 2 routing areas in IS-IS, 

393–394, 393, 404–407, 405
line authentication, 878, 878–879
Link Access Procedure Balanced (LAPB) 

protocol, 94–95
Link Access Procedure on the D Channel 

(LAPD), 94, 714, 714–716
Link Control Protocol (LCP), 96–97, 

97, 105
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Link Service Access Point (LSAP), 
781–783, See also SAP

link-state advertisements (LSAs) in OSPF, 
409, 413–415, 414

link-state routing protocols
defined, 3–4
versus distance vector routing 

protocols, 3, 439
route filtering in, 792–793

LLC acknowledgements in DLSw, 
674, 674

LLC (Logical Link Control) frames in 
Token Ring, 169

LLC (Logical Link Control) protocol in 
X.25 protocol suite, 94

LLC (Logical Link Control) sublayer in 
OSI Data-Link layer, 778

LLQ (low latency queuing), 855–858
LMHOSTS files, 626, 627
LMI (Local Management Interface)

defined, 101–102, 107
troubleshooting in Frame Relay, 

119–120
LNM (LAN Network Manager), 

overview of, 178–179
load balancing

configuring in IPX RIP, 611–612
defined, 11
in fault tolerant topologies, 18–19
with IPX, 19

load balancing with, AppleTalk 
protocol, 19

load metric
in EIGRP, 377
in IGRP, 360–361

load sharing, TCP, in NAT, 472–473, 
472

load-balancing
in EIGRP, 383, 384–385
unequal-cost, in IGRP, 365

local acknowledgments, configuring in 
RSRB bridging, 661–662

local authentication, 879, 879–881
local peer cost, configuring in DLSw, 691
local preference attribute in BGP

configuring on routers, 549–552, 549
defined, 545

local termination (LT) in ISDN BRI, 713
local-AS community in BGP, 558, 561, 

561–563
lock-and-key security IP access lists, 

768–771
logging, See also recording activity

configuring on Catalyst switches, 
243–244

syslog logging, 887–889, 888
logging into routers using IOS CLI, 32–33
loop start signaling, 908–909
loopback interfaces, configuring BGP 

peers using, 539–540
loops, preventing with STP, 643
Low Delay CELP (LD-CELP), 918
low latency queuing (LLQ), 855–858
LSAP (Link Service Access Point), 

781–783, See also SAP
LSAs (link-state advertisements) in OSPF, 

409, 413–415, 414
LSRs (Label Switch Routers), 931, 931
LT (local termination) in ISDN BRI, 713

M
MAC addresses, See also addresses; IP 

addresses
binding to IP addresses, 1001
defined, 778
in Ethernet, 192–193, 193
Group Destination Address, 954
IPX and, 605
MAC access lists, 778–781
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MAC-exclusive filters in DLSw, 
690–691, 691

mapping to IP multicast addresses, 
945–948, 946–948

statically mapping to remote peers in 
DLSw, 690

Unicast Source Address, 954
MAC frames in Token Ring, 169
MAC (Media Access Control) sublayer in 

OSI, 778
Manchester encoding, 169
Manweiler, Kevin, 455
map classes in configuring FRTS, 

861–864, 862
map lists in configuring ATM PVCs, 

149–151, 150
map lists in configuring ATM SVCs, 

157–159, 158
mapping, static, in DLSw, 689–690
marking packets. See packets, classifying
masking, reverse, 420–421
masks, subnet. See FLSM; subnetting; 

VLSM
masks, wildcard, in IP access lists, 

762–763, 764
matching patterns. See regular 

expressions
maximum hop counts, defining, 

344–345, 345
maximum paths in EIGRP, 381
maximum prefix limits on BGP peers, 581
maximum transmission units. See MTUs
MCUs (multipoint control units), 915
Mean Opinion Score (MOS), 918
measuring Erlangs, 908
MED (multi-exit discriminator) attribute 

in BGP
configuring on routers, 552–555, 553
defined, 546
in defining AS path access lists, 813

Media Access Control. See MAC
Message Digest 5 (MD5) authentication 

hash, 897, 899
message headers. See headers
messages, See also BPDUs; packets; PDUs

in BGP
defined, 540–541
filtering, 567
headers, 541, 541
KEEPALIVE messages, 543
NLRI field, 542, 546
NOTIFICATION messages, 542, 542
OPEN messages, 542, 542
Path Attributes field, 542, 543, 546
TCP connections and, 540–541
UPDATE messages, 542, 542, 543, 

546
in ICMP, 982–985
in Signaling System 7, 913

metrics
in EIGRP, 372–377, 373
in IGRP, 358–361
in RIP, 358, 358
tick metric in IPX RIP, 609
TLV metrics, 402–403, 403

Microsoft Windows NetBIOS. See 
NetBIOS

minimum CIR rate in FRTS, 859
Modular QoS CLI (MQC), 835–837, 

836, 871
MOS (Mean Opinion Score), 918
MOSPF (Multicast Open Shortest Path 

First), See also OSPF
defined, 963
inter-AS MOSPF, 964
interarea MOSPF, 964
intra-area MOSPF, 963–964

MP-MLQ (Multi-Pulse Excitation-
Maximum Likelihood Quantization), 
918

4207Indx.fm  Page 1044  Friday, April 25, 2003  10:43 AM



MPLS (Multiprotocol Label Switching) – multiservice technologies 1045

MPLS (Multiprotocol Label Switching)
benefit, 929
defined, 929–930
enabling on LSRs, 932
Forwarding Equivalence Class, 

930–931
Label Distribution Protocol, 931
Label Switch Routers, 931, 931
labels, 929–931, 930
overview of, 934
tags, marking QoS in Exp/CoS bits, 

834, 834
virtual private networks, 932–934, 

933
MQC (Modular QoS CLI), 835–837, 

836, 871
MRoutes (route tables) in IP multicast, 

957
MTP-L2 and L3 messages in SS7, 913
MTUs (maximum transmission units)

MTU metric in EIGRP, 377
MTU metric in IGRP, 361
overview of, 53

mu-law, 917
multi-exit discriminator. See MED
Multicast Open Shortest Path First. See 

MOSPF
multicast. See IP multicast
Multilink PPP, See also PPP

configuring in DDR, 729–730
defined, 97–98, 106, 729
with Interleaving, 915

multimedia traffic control, 894–895, See 
also multiservice technologies

Multiple HSRP (Hot Standby Router 
Protocol), 992

multipoint control units (MCUs), 915
multiservice technologies, 906–938

analog-to-digital signal conversion
encoding the data, 917–918

overview of, 916
quantizing samples, 917
sampling analog signals, 917

AVVID architecture, 906–907, 907
configuring dial peers

destination patterns, 920–921
IP Precedence levels, 928
for no Voice Activity Detection, 928
optional capabilities, 927–928
overview of, 920
phone number expansion, 927
POTS peers, 920–921
session targets, 921
Voice over ATM peers, 920–921, 

924
Voice over Frame Relay peers, 920, 

922–923
Voice over IP peers, 907, 920–921, 

922, 927–928
configuring voice ports

FXO ports, to dial 9 for outside 
lines, 925–926

multiple numbers on single ports, 
926–927

optional capabilities, 924–927
overview of, 919, 919
Private Line Automatic Ringdown, 

924–925
RTP, TCP, and UDP ports, 914

defined, 906
exam essentials, 935
in integrated enterprises, 906–907, 

907
key terms, 935
in legacy parallel enterprises, 906, 

906
Multiprotocol Label Switching

benefit, 929
defined, 929–930
enabling on LSRs, 932
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Forwarding Equivalence Class, 
930–931

Label Distribution Protocol, 931
Label Switch Routers, 931, 931
labels, 929–931, 930
overview of, 934
virtual private networks, 932–934, 

933
overview of, 934
review question answers, 938
review questions, 936–937
telecommunication protocols

H.323 standard, 915–916, 935
improving VoIP bandwidth use, 

914–915, 928
overview of, 913
Real-Time Transport Protocol, 

913–914, 916, 935
RTP Control Protocol, 914, 914, 

916, 935
Session Initiation Protocol, 916, 935

telephony interfaces and signaling
analog interfaces, 908
digital signaling, 911–913
E&M signaling, 909–911
Earth and Magneto interface, 908
Foreign Exchange Office interface, 

908
Foreign Exchange Station interface, 

908
FXS/FXO signaling, 908–909
glare problem, 909
ground start signaling, 909
in-band signaling, 911–912
loop start signaling, 908–909
measuring Erlangs, 908
out-of-band signaling, 911, 

912–913
overview of, 907

troubleshooting voice, 928–929

N
name resolution methods in NetBIOS, 

626–627
NAT (Network Address Translation), 

464–482
access lists, 759
address types, 467–468, 468
advantages, 465
border routers, 465
controlling traffic with, 893
defined, 464–465
disadvantages, 466
DRAM, CPU usage, 465
dynamic NAT, 465, 478
exam essentials, 478
inside source addresses, 468–469, 468
key terms, 478
outside source addresses, 468, 469–470
overlapping subnets, 473–476, 474
overloading, 470–472
overview of, 477
Port Address Translation, 470–472
review question answers, 482
review questions, 480–481
router problem in DLSw, 698–699, 

698
static NAT, 465, 478
supported traffic types, 466–467
TCP load distribution, 465, 472–473, 

472
troubleshooting, 476–477
unsupported traffic types, 467

National Terminal Number (NTN), 95
NAUN (nearest active upstream 

neighbor), 177
NBAR (Network Based Application 

Recognition), 868–869
NBMA (nonbroadcast multiaccess) 

mode, PIM, 972
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NBT (NetBIOS over TCP/IP), 627
NCP (NetWare Core Protocol), 605, 606
NCP (Network Control Protocol), 97, 97
neighbor discovery/recovery in EIGRP, 

370–371
neighbors, BGP. See BGP
NET (Network Entity Title) addresses in 

IS-IS, 394–395, 395
NetBIOS (Network Basic Input/Output 

System)
access lists, 783–785
bridging SNA/NetBIOS traffic, 674, 

674
defined, 626–627, 778, 783
name resolution methods

LMHOSTS files, 626, 627
NetBIOS broadcasts, 626, 627
NetBIOS local cache, 626, 627
WINS, 627–628

overview of, 628
running over IP, 627–628
running over IPX, 628
running on top of NetBEUI, 627
traffic, filtering with LSAP access 

lists, 782
NetWare, 602, See also IPX
NetWare Core Protocol. See NCP
NetWare Link Services Protocol. 

See NLSP
Network Access layer in DoD model, 

289–290, 289
Network Address Translation. See NAT
network addresses, 305, 306, See also IP 

addresses
Network Based Application Recognition 

(NBAR), 868–869
Network Control Protocol. See NCP
network design concepts, 2–28

binary/decimal/hexadecimal conver-
sions, 22–24, 22–23

exam essentials, 24–25
fault tolerance on multiaccess LAN 

segments
using ICMP redirects, 19–20
overview of, 19
using proxy ARP, 20–21

fault tolerant topologies
load balancing, 18–19
overview of, 13–14
redundant LANs, 14–16, 15
redundant WANs, 16–18, 17

hierarchical topologies
access layer, 9–10, 9
benefits, 7–8
Cisco three-layer model, 8–10, 9
core layer, 9, 9
cost, 8
defined, 7
distribution layer, 9, 9
manageability, 8
performance, 8
scalability, 7–8

key terms, 25
OSI reference model

Application (layer 7), 7–8
Data-Link (layer 2), 4–5
defined, 4
Network (layer 3), 5
Physical (layer 1), 4
Presentation (layer 6), 6
Session (layer 5), 6
Transport (layer 4), 5–6

overview of, 2, 24
review question answers, 28
review questions, 26–27
routing

distance vector routing protocols, 3
dynamic routing protocols, 2–3
exterior routing protocols, 3
interior routing protocols, 3
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link-state routing protocols, 3–4
overview of, 2
static routing protocols, 2–3
versus switching, 2

scalable internetworks
adaptability, 12–13
defined, 10
efficiency, 11–12
reliability/availability, 10–11
responsiveness, 11
security, 13

Network (layer 3), See also OSI
defined, 5
layer 3 VPNs, 934

Network (layer 3) configuration, 
484–520

lab equipment list, 485–488
overview of, 484–485, 520
task 3.1 scenario, 488–489, 488
task 3.1 solutions: configuring IS-IS

between R3 and R6 across 
point-to-point, 498–499

enabling CLNS routing, 497–498
limiting IS-IS hello packets, 499
overview of, 497
between R1 and R3 across Frame 

Relay, 498
router R1, 499–500
router R3, 500
router R6, 501

task 3.1 solutions: configuring OSPF
Area 1 authentication, 494
Area 1 as multipoint network, 492
Area 2 to send route for 10.1.76.0/

24, 492–493
Area 4 virtual link, 493–494
overview of, 492
router R1, 494–495
router R2, 495–496
router R4, 496
router R6, 497

task 3.1 solutions: configuring 
redistribution

in IS-IS, 503–504
in OSPF, 502–503
overview of, 501
in RIP, 502

task 3.1 solutions
configuring RIP, 489–491
testing the network, 504
troubleshooting, 504

task 3.2 scenario, 504–506, 505
task 3.2 solutions: configuring EIGRP

authentication, 511–513
overview of, 511
on routers R3 and R6, 511

task 3.2 solutions: configuring IGRP
auto redistribution between EIGRP 

and, 513
overview of, 513
R3 to propagate default routes, 514
on routers R3 and R4, 513

task 3.2 solutions: configuring OSPF
Area 0 as nonbroadcast network, 506
Area 1 authentication, 508
Area 2 as totally stubby area, 507
overview of, 506
R1 to send route for 172.16.2.0/24, 

507–508
R5 loopbacks to Area 2 only, 507
router R1, 508–509
router R2, 509
router R4, 509–510
router R5, 510

task 3.2 solutions: configuring 
redistribution

in IGRP, 515–519
in OSPF, 514–515
OSPF routes into IGRP, 515–516
overview of, 514
R5 access to network 172.16.42.0/23, 

518–519
split-horizon problem, 516–518
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task 3.2 solutions: testing, 519
task 3.2 solutions: troubleshooting, 

519–520
network termination (NT1 and NT2) in 

ISDN BRI, 712, 712
Network Time Protocol (NTP), 

1003–1006, 1005, 1008
network types in IS-IS protocol, 403–404
network types in OSPF protocol, 

416–417
next hop attribute in BGP, 544
next hop reachability in BGP, solving, 

536–539
nibbles, 23, 23
NLRI (Network Layer Reachability 

Information) field in BGP messages, 
542, 546, 812

NLSP (NetWare Link Services Protocol), 
See also IPX

configuration commands, 616–617
defined, 615–616
designated routers, 616
versus OSPF, 616
purposes, 615
troubleshooting, 626

NNI (Network-to-Network Interface) in 
ATM, 133–135, 134

no-advertise community in BGP, 558
no-export community in BGP, 558, 559, 

559–561
node (or host) addresses, 306
non-IP protocols. See IPX; NetBIOS
nonbroadcast networks in OSPF, 417
noncanonical addressing, 193
noncanonical bit ordering, 667–668, 668
nonclients in BGP, 576
nontransit autonomous systems, 526, 526
nonvolatile RAM (NVRAM), Cisco IOS 

and, 30–31
NOTIFICATION messages in BGP, 542, 

542
Novell IPX. See IPX

NRM (Normal Response Mode), 96
NSAP (network service access point) 

addresses in ATM, 142, 156, 156
NSSAs (not-so-stubby areas) in OSPF, 423
NT1 and NT2 (network termination 

types) in ISDN BRI, 712, 712
NTN (National Terminal Number), 95
NTP (Network Time Protocol), 

1003–1006, 1005, 1008
NVRAM (nonvolatile RAM), Cisco IOS 

and, 30–31
NWLINK, 628
Nyquist Theorem, 917

O
octets, 305
OG (outside global) addresses in NAT, 

467, 468
OL (outside local) addresses in NAT, 467, 

468
Olson, Dean, 884
OMAP messages in SS7, 913
OPEN messages in BGP, 542, 542
Open Shortest Path First. See IGPs; 

MOSPF; OSPF
optional keyword in DLSw, 697
origin attribute in BGP, 544
originator ID attribute in BGP, 546
OSI reference model, See also Data-Link; 

Network; network design; Physical
Application (layer 7), 7–8
compared to ATM model, 132, 133
Data-Link (layer 2), 4–5
defined, 4
versus DoD model, 288–289, 289
Network (layer 3), 5
Physical (layer 1), 4
Presentation (layer 6), 6
Session (layer 5), 6
Transport (layer 4), 5–6
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OSPF (Open Shortest Path First), See also 
IGPs; MOSPF

configuring, See also Network (layer 3)
Area 0 as nonbroadcast network, 

506
Area 1 authentication, 494, 508
Area 1 as multipoint network, 492
Area 2 to send route for 10.1.76.0/24, 

492–493
Area 2 as totally stubby area, 507
Area 4 virtual link, 493–494
OSPF demand circuits in DDR, 730
overview of, 492, 506
R1 to send route for 172.16.2.0/24, 

507–508
R5 loopbacks to Area 2 only, 507
redistribution, 502–503, 514–516
router R1, 494–495, 508–509
router R2, 495–496, 509
router R4, 496, 509–510
router R5, 510
router R6, 497

versus NLSP protocol, 616
over ATM, 155
over Frame Relay, 155
Unicast OSPF, 964

OUI (Organizational Unique Identifier), 
193, 193

out-of-band management, 78–79
out-of-band signaling, 911, 912–913
outside global (OG) addresses in NAT, 

467, 468
outside local (OL) addresses in NAT, 467, 

468

P
P routers in MPLS VPNs, 933, 933
Packet Description Language Modules 

(PDLMs), 868
Packet Level Protocol (PLP), 95

Packet over SONET (PoS), 90–91
packets, See also BPDUs; messages; PDUs

classifying and marking, See also QoS
in CoS 802.1p priority bits, 

834–835, 835
defined, 830
in DSCP fields, 830, 831, 832–834
in IP Precedence fields, 830–832, 831
in ISL tag priority bits, 214, 214
at layers 2 and 3, 830
using Modular QoS CLI (MQC), 

835–837, 836, 871
in MPLS exp/CoS bits, 834, 834

hello packets
in BGP, 528
in IS-IS, limiting, 499
in OSPF, 415–416

HSRP packets, 992, 992
overview of, 2, 5
switching, 92, See also switching

PagP (Port Aggregation Protocol), 
220–222

PAM (Pulse Amplitude Modulation) 
signals, 917

PAP (Password Authentication Protocol)
versus CHAP, 731
defined, 105
overview of, 13
PPP authentication via, 731

partial mesh topologies, 17, 17–18
partitioning flash files, 62–64
passive routes in EIGRP, 381
passthrough feature in RSRB bridging, 

662
passwords, See also PAP; security

recovering using configuration reg-
isters, 57–59

setting, 37–41
PAT (Port Address Translation), 470–472
path cost in Spanning-Tree Protocol, 

644, 645
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pattern matching. See regular expressions
Payne, Rob, 122, 382
PBR (policy-based routing), 793, 806–

808
PBX (private branch exchange), 907
PCM (pulse code modulation) signals, 

708, 917
PDCs (primary domain controllers), 626
PDLMs (Packet Description Language 

Modules), 868
PDUs (protocol data units), 394, See also 

BPDUs; messages; packets
PE routers in MPLS VPNs, 933, 933
peer cost, configuring in DLSw, 691–693, 

692
Peer on Demand (PoD) feature in DLSw, 

696–697
peer groups for iBGP scalability, 570, 

578–580
peers, BGP. See BGP
permanent virtual circuits. See PVCs
permissions, See also security

using AAA, 890
configuring privileges, 886–887
default privilege modes, 885–886, 886
overview of, 885
via security servers, 887

phantom routers, 15
PHB (per-hop behavior), DSCP

Assured Forwarding (AF) PHB, 833
class selector PHB, 833
default PHB, 833
Expedited Forwarding (EF) PHB, 834
overview of, 832

physical interfaces in DDR, 738
Physical (layer 1) in OSI, See also OSI

defined, 4
WAN technologies

clock (timing), 89
Dynamic Packet Transport, 91
encoding and framing, 89
overview of, 88

Spatial Reuse Protocol, 91
Synchronous Digital Hierarchy, 90
synchronous lines (T1/E1), 88–89
Synchronous Optical Network, 

90–91
physical layer in ATM protocol, See 

also ATM
defined, 132, 133, 135
PMD sublayer, 135
TC sublayer, 136

Physical layer in Signaling System 7, 913
PIM (Protocol Independent Multicast), 

See also IP multicast
Dense Mode

configuring, 973
defined, 965
flooding, 965, 965
grafting, 966–967, 967
pruning, 966, 966

NBMA mode, 972
Sparse Mode

configuring, 974
defined, 968–969
pruning, 969–970, 969
rendezvous points, 970

Sparse-Dense Mode
announcing RPs, 971
assigning RP mapping agents, 971
Auto-RP feature, 970–971
configuration example, 974
configuring BSR candidates, 

971–972
defined, 970
statically configured RPs, 971

ping command, See also troubleshooting
overview of, 982, 986
troubleshooting DLSw, 700
troubleshooting IPX, 625
verifying configurations, 48–49

PIX (Private Internet Exchange), 891, 
891–892, 895

PKI (public key infrastructure), 895
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plain old telephone service. See POTS
PLAR (Private Line Automatic 

Ringdown), 924–925
PLP (Packet Level Protocol), 95
PMD (physical medium dependent) sub-

layer in ATM, 135
PoD (Peer on Demand) feature in DLSw, 

696–697
point-to-point networks

in Frame Relay, 111–112, 111, 115
in IS-IS, 498–499
in OSPF, 416, 417
point-to-multipoint in Frame Relay, 

112–113, 113, 115–116
point-to-multipoint in OSPF, 417

Point-to-Point Protocol. See PPP
poison reverse. See route positioning
policy maps in Modular QoS CLI, 

835–837, 836
policy routing, bandwidth, 523, 523
policy routing. See route filtering
policy-based routing (PBR), 793, 

806–808
Port Address Translation (PAT), 470–472
Port Aggregation Protocol (PagP), 

220–222
port numbers for TCP and UDP, 300, 

300–301
port priority/port cost, changing in STP, 

235–239
port states in STP protocol, 231–232, 232
PortFast feature, 234
ports, switch, configuring as access ports, 

207–209
PoS (Packet over SONET), 90–91
POTS (plain old telephone service), See 

also multiservice technologies;
PSTN

configuring POTS dial peers, 920–921
versus ISDN, 708–709
reverse Telnet and, 78

PPP (Point-to-Point Protocol)
authentication, configuring in DDR, 

731–732
configuring, 105–106
as DDR encapsulation method, 720
defined, 96–97, 97
Multilink PPP

configuring in DDR, 729–730
defined, 97–98, 106, 729
with Interleaving, 915

PQ (priority queuing), 839–841, 840
PQ/CBWFQ. See LLQ
Preamble field in Ethernet frames, 194, 194
prefix limits, setting on BGP peers, 581
prefix lists, See also route filtering

using in BGP, 802–803
defined, 801
using with distribute lists, 795
using with route maps, 803
rules for, 801
syntax for, 801–802

prefixes, NLRI message field and, 
542, 546

Presentation layer in OSI model, 6
PRI (Primary Rate Interface) ISDN, See 

also ISDN
configuring E1 PRIs, 711, 717, 718
configuring T1 PRIs, 711, 717–718
defined, 710–711
switch types, 711

primary domain controllers (PDCs), 626
priority queuing (PQ), 839–841, 840
private branch exchange (PBX), 907
Private Internet Exchange (PIX), 891, 

891–892, 895
private IP addresses, 312
Private Line Automatic Ringdown 

(PLAR), 924–925
privileges. See permissions; security
Process/Application layer in DoD, 

289–290, 289
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Process/Application layer protocols, 
301–304

Protocol Data Modules in EIGRP, 370
protocol data units (PDUs), 394, See also 

BPDUs; messages; packets
Protocol field in IP headers, 292, 292–293
protocol translation, 95
proxy ARP (Address Resolution Pro-

tocol), See also ARP
advantages, 21, 990
bandwidth usage, 20, 21
defined, 15–16, 20, 989
disabling on Cisco routers, 21, 991
disadvantages, 21, 990
enabling on Cisco routers, 20–21, 

990–991
fault tolerance, 20–21

pruning in PIM Dense Mode, 966, 966
pseudo rings in SR/TLB bridging, 665, 665
pseudonodes in NLSP, 616
PSTN (public switched telephone 

network), See also multiservice
technologies; POTS

versus ISDN, 708–709
overview of, 907
reverse Telnet and, 78

PTI (payload type indicator) in ATM, 
133, 134

public key infrastructure (PKI), 895
Pulse Amplitude Modulation (PAM) 

signals, 917
Pulse Code Modulation (PCM) signals, 

708, 917
PVCs (permanent virtual circuits), See 

also SVCs; VCs
configuring ATM PVCs, 149–154, 

150, 152
overview of, 107
PVC auto discovery, 154–155
troubleshooting in Frame Relay, 

120–122
PVST (Per VLAN Spanning Tree), 214

Q
QoS (Quality of Service) features, 826–875

on Catalyst 3550 switches, 249, 835
compression

defined, 869
Frame Relay compression (FRF.9), 

103, 870
RTP header compression (cRTP), 

869–870, 914
defined, 826
Differentiated Services

defined, 829–830, 832
DS field, 831, 833
DSCP field, 830, 831, 832–834
versus IntServ, 832–833
overview of, 871
per-hop behavior (PHB) values, 

833–834
exam essentials, 871
Integrated Services

defined, 827
versus DiffServ, 832–833
overview of, 871
Resource Reservation Protocol, 

827–829, 828
in IP networks

best effort services, 826
Differentiated Services, 829–834, 

831, 871
Integrated Services, 827–829, 828, 

832–833, 871
overview of, 826

key terms, 872
Network Based Application Recog-

nition, 868–869
overview of, 870–871
packet classification and marking

in CoS 802.1p priority bits, 834–
835, 835

defined, 830
in DSCP fields, 830, 831, 832–834
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in IP Precedence fields, 830–832, 831
in ISL tag priority bits, 214, 214
at layers 2 and 3, 830
using Modular QoS CLI, 835–837, 

836, 871
in MPLS exp/CoS bits, 834, 834

queuing
class-based weighted fair queuing, 

850–854, 851, 855, 857
custom queuing, 841–844, 842
defined, 837–838
first in/first out queuing, 838–839, 

839
IP RTP priority, 854, 855, 857
low latency queuing, 855–858
priority queuing, 839–841, 840
strict priority queuing, 854–857
weighted fair queuing, 844–847, 845
Weighted Random Early Detection, 

847–849, 847
Weighted Round Robin, 849–850

review question answers, 875
review questions, 873–874
traffic policing

with committed access rate, 867
configuring, 867–868
defined, 858
token bucket paradigm, 858–859

traffic shaping, See also FRTS; GTS
defined, 858, 859, 871
Frame Relay Traffic Shaping, 858, 

859–864, 860, 862
Generic Traffic Shaping, 858, 

864–867
token bucket paradigm, 858–859

QSAAL (Q.2931 signaling AAL), 157, 
See also ATM

quantization, 917
query scope in EIGRP, 382
queuing, See also QoS

access lists for, 758–759

class-based weighted fair queuing, 
850–854, 851, 855, 857

configuring in DLSw, 695
custom queuing, 841–844, 842
defined, 837–838
first in/first out queuing, 838–839, 839
IP RTP priority, 854, 855, 857
low latency queuing, 855–858
priority queuing, 839–841, 840
strict priority queuing, 854–857
weighted fair queuing, 844–847, 845
Weighted Random Early Detection, 

847–849, 847
Weighted Round Robin, 849–850

R
R reference points in ISDN, 713, 713
RADIUS (Remote Authentication Dial-In 

User Service), 768, 769, 882, 
883–884

Random Early Detection. See WRED
RARP (Reverse Address Resolution Pro-

tocol), 290, 295, See also ARP
RAS (Registration, Admission, and 

Status), 915
RBS (robbed-bit signaling), 708, 912
RC (Routing Control) field in token 

frames, 172–173, 173
RD (reported distance), 377, 379
RD (Route Descriptor) field in token 

frames, 172–173, 173
Real-Time Transport Protocol. See RTP
recording activity, See also security

using AAA, 890
overview of, 887
in security servers, 890
using SNMP protocol, 889
syslog logging, 887–889, 888

recursive static routes, 341–342
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RED (Random Early Detection). 
See WRED

redistribution, 444–464
between classful and classless 

protocols
classless with longer mask into 

classful, 457–458, 457
classless with shorter mask into 

classful, 459–460, 459
OSPF into IGRP (VLSM to FLSM), 

460–463, 460
overview of, 457
warning, 458

configuring, See also Network (layer 3)
in IS-IS, 503–504
in OSPF, 502–503, 514–515
overview of, 501, 514
in RIP, 502

configuring in IGRP
auto redistribution between EIGRP 

and, 513
OSPF into IGRP, 515–516
overview of, 515
R5 access to network 172.16.42.0/

23, 518–519
split-horizon problem, 516–518

controlling, 445–446
defined, 13, 444–445, 477, 530
using distribute lists, 446
EIGRP redistribution, 450–452
exam essentials, 477–478
IGRP redistribution, 450
in IPX, 617–618
IS-IS redistribution, 455–456
key terms, 478
mutual redistribution, 463–464, 464
OSPF redistribution, 452–455, 452
overview of, 444, 477
review question answers, 482
review questions, 479–480
RIP redistribution, 446–449

using route maps, 445–446
of static routes into BGP, 530

redundancy, See also fault tolerance
in LAN configurations, 14–16, 15
transparent bridging and, 640–641, 

641
in WAN connections, 16–18, 17

reference points in ISDN, 713, 713–714
reflexive access lists, IP, 772–775, 774
registers. See configuration registers
regular expressions, See also BGP; route 

filtering
defined, 567, 808
defining BGP filters with

AS path access lists, 568–569, 809, 
812–815

community list filters, 809, 
817–818

examples of, 568, 810–811
overview of, 567, 808, 809
and verifying, 812

literals, 808, 809
metacharacters, 567, 808, 809–810

reliability metric in EIGRP, 376
reliability metric in IGRP, 360
REM (Ring Error Monitor) in Token 

Ring, 178
Remote Authentication Dial-In User 

Service (RADIUS), 768, 769, 882, 
883–884

remote peer cost in DLSw, 691–693, 692
remote procedure calls (RPCs), 603
remote source-route bridging. See RSRB
reserved IP addresses, 308–309
reserved IP multicast addresses, 944–945
Resource Reservation Protocol. See RSVP
reverse masking in OSPF, 420–421
Reverse Path Forwarding (RPF), 960–961
reverse Telnet sessions, 76–78, 77
RIDs (router IDs) in OSPF, 419–420, 

434, 439
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RIF (Routing Information Field)
in bridging, 647–651, 650, 701
in token frames, 169, 172–174, 173

ring lists in DLSw, 693–694
Ring Parameter Server (RPS) in Token 

Ring, 178
RIP (Routing Information Protocol), See 

also IGPs
configuring

redistribution, 502
in task 3.1 scenario, 489–491

IPX RIP, See also IPX
adjusting delays, 609
configuration commands, 609–611
defined, 608
disabling fast switching, 611
load balancing, 611–612
versus RIP, 609
tick metric, 609

robbed-bit signaling (RBS), 708, 912
root bridge election in STP protocol, 

644–645, 645, 646
route filtering, 792–823, See also filtering

in BGP
using AS path access lists, 568–569, 

809, 812–815
using community lists, 809, 

816–818
using distribute lists, 799–800
overview of, 793, 812
using prefix lists, 802–803

defined, 792
using distribute lists

with access lists, 794, 795, 799–800
in BGP, 799–800
caveats, 794–795
defined, 794
disadvantage of, 801
for incoming route updates, 

795–796
in link-state IGP protocols, 795

for outgoing route updates, 795, 
796–799, 798

with prefix lists, 795
in dynamic routing protocols, 792
exam essentials, 819
in IP, 793
in IPX, 793
key terms, 820
in link-state routing protocols, 

792–793
overview of, 818–819
using prefix lists

in BGP, 802–803
defined, 801
with distribute lists, 795
with route maps, 803
rules for, 801
syntax for, 801–802

regular expressions in
defined, 567, 808
defining AS path access lists, 

568–569, 809, 812–815
defining community list filters, 809, 

817–818
examples of, 810–811
literals, 808, 809
metacharacters, 567, 808, 809–810
overview of, 567, 808, 809
verifying, 812

review question answers, 823
review questions, 821–822
using route maps

defined, 804
defining match criteria, 805–806
defining set criteria, 806
for policy-based routing, 793, 

806–808
with prefix lists, 803
syntax for, 804–805

services provided in, 792
route flap dampening in BGP, 580–581
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route leaking in IS-IS protocol, 404–407, 
405

route maps, See also route filtering
changing local preference with, 552
defined, 804
defining match criteria, 805–806
defining set criteria, 806
for policy-based routing, 793, 

806–808
using with prefix lists, 803
using for route redistribution, 

445–446
setting community attributes with, 

558, 563
syntax for, 804–805
uses, 445–446

route positioning, 346
route redistribution. See redistribution
route reflectors. See RRs
route summarization in BGP protocol, 

529–530, 591
route summarization, overview of, 8, 12
route tables (MRoutes) in IP multicast, 

957
route tables, reducing entries in, 12
router solicitations, 294
routers

configuring, 42–43
defined, 792
logging into, 32–33

routes, See also default routes
manipulating with EIGRP, 383–384
manipulating with IGRP, 364
manipulating with RIP, 350–351

routing, See also network design
alternate paths routing, 11
versus bridging, 637
dial-on-demand routing, 12
distance vector routing, 3
dynamic routing, 2–3
exterior routing, 3
interior routing, 3

link-state routing, 3–4
overview of, 2
static routing, 2–3
versus switching, 2

Routing Control (RC) field in token 
frames, 172–173, 173

Routing Information Field. See RIF
Routing Information Protocol. See 

IGPs; RIP
routing loops, preventing, See also 

troubleshooting
in dial backup, 748
in distance vector routing, 344–347, 

345–346
with Spanning-Tree Protocol, 643

routing multicast traffic. See IP multicast
routing protocols, IP-based. See BGP; 

EGPs; IGPs
routing protocols, non-IP. See IPX; 

NetBIOS
RPCs (remote procedure calls), 603
RPF (Reverse Path Forwarding), 960–961
RPs (rendezvous points), 958–959, 

959–960, 970
RPS (Ring Parameter Server) in Token 

Ring, 178
RRs (route reflectors), 576–578, 577
RSPAN feature, 245–247
RSRB (remote source-route bridging), See 

also bridging
configuring

direct encapsulation, 659–661, 660
FST encapsulation, 659
keepalive intervals, 661
largest-frame parameter, 662
local acknowledgments, 661–662
overview of, 656, 656
passthrough feature, 662
TCP encapsulation, 656–658

versus data-link switching, 673
defined, 655
virtual rings, 655
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RSVP (Resource Reservation Protocol), 
See also QoS

defined, 827
mechanics, 827–828, 828
monitoring, 829
overview of, 916
router configuration, 828–829

RTCP (RTP Control Protocol), 914, 914, 
916, 935

RTP header compression, 869–870
RTP priority queuing, 854, 855, 857
RTP (Real-Time Transport Protocol), 6, 

913–914, 916, 935
RTP (Reliable Transport Protocol) in 

EIGRP, 370

S
S reference points in ISDN, 713, 713
S/T reference points in ISDN, 713, 714
SA (Source Address) field in Ethernet 

frames, 194, 194
SAAL (Signaling ATM Adaptation 

Layer), 137
SAP (service access point) values in IEEE 

802.2, 175, 195–196, 195, 782, See 
also LSAP

SAP (Service Advertising Protocol), See 
also IPX

broadcasts, 777
configuring static SAPs in IPX, 

622–623
controlling SAPs in IPX EIGRP, 

614–615, 777
defined, 606–608, 607
filtering IPX SAPs with access lists, 

623, 777–778
Get Nearest Server packets, 777

SAP (Session Announcement Protocol), 916
SAPI (Service Access Point Identifier) field 

in LAPD frames, 715

SAs (security associations), 896
saving configurations, 47
scalability techniques in iBGP, See 

also iBGP
confederations, 570–575, 571
overview of, 569–570
peer groups, 570, 578–580
route reflectors, 576–578, 577

scalable internetworks, See also network 
design

adaptability, 12–13
defined, 10
efficiency, 11–12
hierarchical topologies, 7–8
reliability/availability, 10–11
responsiveness, 11
security, 13

SCCP (Signaling Connection Control 
Part) layer in SS7, 913

scope of IP multicast addresses, 945
SCP (Signal Control Point) in SS7, 912
SD (Starting Delimiter) field in token 

frames, 169, 169–170
SDH (Synchronous Digital Hierarchy), 90
Secure Hash Algorithm (SHA), 897
security, 878–903, See also ACLs

authenticating users
using AAA, 882, 890
defined, 878
Kerberos servers, 885
line authentication, 878–879, 878
local authentication, 879–881, 879
RADIUS servers, 882, 883–884
via security servers, 881–885, 

881, 899
TACACS+ servers, 882–884

authentication, authorization, and 
accounting, 882, 890

controlling network traffic
Cisco Secure PIX Firewall, 

891–892, 891, 895
Context-Based Access Control, 892
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IOS firewall features, 893–894, 895
IP access lists, 892
multimedia traffic, 894–895
Network Address Translation, 893
overview of, 890–891
TCP Intercept, 894

encrypting data
authentication hashes, 897
certificate authorities, 895
Cisco IP packet encryption, 895
Digital Signature Standard, 895
Internet Key Exchange, 895, 896
IP Security, 895–897
open standard encryption, 895–897
overview of, 895

exam essentials, 899
granting permissions

using AAA, 890
configuring privileges, 886–887
default privilege modes, 885–886, 

886
overview of, 885
via security servers, 887

IP Security (IPSec)
access lists, 759
Authentication Headers, 897, 898
defined, 896
Encapsulating Security Payload, 

897, 898
Internet Key Exchange, 895, 896
Internet Security Association Key 

Management Protocol, 896
overview of, 895
security associations, 896
transport mode, 897
tunnel mode, 897

key terms, 900
overview of, 878, 898–899
password recovery, 57–59

passwords, setting, 37–41
recording activity

using AAA, 890
overview of, 887
in security servers, 890
with SNMP protocol, 889
syslog logging, 887–889, 888

review question answers, 903
review questions, 901–902
in scalable internetworks, 13
on Wireless LANs, 204

segments. See packets
Sequenced Packet Exchange (SPX), 602
serial interface commands, 44–45
service maps in Modular QoS CLI, 835
Session Announcement Protocol (SAP), 916
Session Initiation Protocol (SIP), 916, 935
Session layer in OSI model, 6
sessions, 6
SF (Super Frame) format, 89, 717
SHA (Secure Hash Algorithm), 897
shared tree distribution (in IP multicast), 

956, 958–959, 959–960
"ships-in-the-night" routing, 393
shortest path first (SPF) calculation, 408, 

409–412, 410–411, See also OSPF
shortest path trees (SPTs), 958, 960
SIA (stuck in active) in EIGRP, 381
Signaling Connection Control Part 

(SCCP) layer in SS7, 913
signaling. See multiservice technologies
SIP (Session Initiation Protocol), 916, 935
sliding windows (in TCP protocol), 298
SLIP, as DDR encapsulation method, 720
SMAC (Source MAC) address field in 

token frames, 169, 172
SMTP (Simple Mail Transfer Protocol), 

302
SNA transport, future of, 700
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SNA/NetBIOS traffic, bridging, 674, 674
SNAP (Sub-Network Access Protocol) 

headers, 195, 196
snapshot routing, 12, 727–729
SNMP (Simple Network Management 

Protocol)
configuring on Catalyst switches, 

244–245
defined, 302
recording activity with, 889

soft errors in Token Ring, 178, 180
SONET (Synchronous Optical Network), 

90–91
source tree distribution (in IP multicast), 

956–957, 958
source-route translational bridging. See 

SR/TLB
source-route transparent bridging. 

See SRT
SPAN feature, 245–247
spanning tree explorer (STE) frames, 649
Spanning-Tree Protocol. See STP
sparse mode routing protocols. See 

CBT; PIM
speakers, BGP. See BGP
SPF (shortest path first) calculation, 408, 

409–412, 410–411, See also OSPF
SPIDs (Service Profile Identifiers) in 

ISDN, 709, 734
split-horizon

defined, 345–346, 346, 614
disabling in IPX EIGRP, 614
in EIGRP, 384
Frame Relay and, 112–117
in IGRP, 365
problem, in IGRP, 516–518

spoofing in DLSw, 674, 674
spoofing state in DDR, 732, 746
SPTs (shortest path trees), 958, 960
SPX (Sequenced Packet Exchange), 602

SR/TLB (source-route translational 
bridging), See also bridging

canonical bit ordering, 667–668, 668
configuring, 666–667
configuring DLSw with FST encapsu-

lation and, 682–683
configuring DLSw as promiscuous 

with local, 677–682
defined, 637, 664–665, 665
noncanonical bit ordering, 667–668, 

668
pseudo rings, 665, 665
virtual rings, 665, 665

SRB (source-route bridging), See also 
bridging

configuring, 651–655, 653
defined, 636–637, 647–649, 648
explorer frames, 647–649
four-port SRB using virtual rings, 

653–655, 653
Routing Information Field, 647–651, 

650, 701
versus transparent bridging, 647
two-port SRB, 652–653
virtual rings, defined, 651–652

SRP (Spatial Reuse Protocol), 91
SRT (source-route transparent) bridging, 

637, 662–664
SS7 (Signaling System 7)

components, 912
defined, 912
layers, 913
links, 912–913
messages, 913

SSAP (source service access point) values 
in IEEE 802.2, 175, 195–196, 195

SSCF (Service Specific Coordination 
Function), 137

SSCOP (Service Specific Connection Ori-
ented Protocol), 137
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SSRP (Simple Server Redundancy 
Protocol), 140

Stacker compression method, 103
standard access lists, IP, 761–763
standard access lists, IPX, 776
standard OSPF areas, 423
standby monitors in Token Ring, 178
starvation queuing. See priority queuing
static mapping in DLSw, 689–690
static NAT (Network Address Trans-

lation), 465, 478
static routes, See also IGPs

configuring, 340–341, 342, 438
configuring in DDR, 721
configuring in IPX, 621
defined, 340
examples, 390–391
floating static routes

configuring in DDR, 722
creating, 621
defined, 341, 391

recursive static routes, 341–342
static routing protocols, 2–3
static SAPs, configuring in IPX, 622–623
STE (spanning tree explorer) frames, 649
STP (Spanning-Tree Protocol), See also 

bridging; Ethernet
Backbone Fast feature, 234–235
bridge identifiers, 644, 645
bridge priority, 644
Bridge Protocol Data Units

BPDU Guard feature, 234, 248
Configuration BPDUs, 229–231, 

230, 233, 235
overview of, 190, 229, 230–231, 

644
PortFast feature and, 234
Topology Change Notification 

BPDUs, 233–234, 233
changing port priority/port cost, 

235–239
Cisco STP, 645

DEC STP, 645
defined, 190, 643
Ethernet and, 190
global commands, 646
IBM STP, 645
IEEE 802.1D STP, 645
interface commands, 646–647
overview of, 701
path cost, 644, 645
port states, 231–232, 232
preventing loops with, 643
processes, 229–233, 230, 232–233
reducing convergence time, 234–235
root bridge election, 644–645, 645, 646
spanning-tree algorithm, 229, 643, 

649, 701
troubleshooting, 234–235
Uplink Fast feature, 234

STPs (Signal Transfer Points) in SS7, 912
strict priority queuing, 854–857
stub areas in OSPF, 423
stub autonomous systems, 524–525, 525
subnetting, See also FLSM; IP networks; 

VLSM
benefits, 313
using binary method, 315–316
changing subnet mask displays, 

326–327
Class A addresses, 320–321
Class B addresses, 316–320
Class C addresses, 314–316
defined, 313
NAT and overlapping subnets, 

473–476, 474
planning, 313–314
subnet masks, 314, 343–344

successor routers in EIGRP, 380
summarizing addresses

in EIGRP, 388–389
in IS-IS, 402
in OSPF, 423–426, 424
in RIPv2, 355–356
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summarizing networks. See supernetting
summarizing routes in BGP, 529–530, 591
summarizing routes, overview of, 8, 12
Super Frame. See SF
supernetting, See also IP networks

10.1.0.0 through 10.7.0.0, 322
172.16.16.0 through 172.16.31.0, 

322–323
192.168.32.0 through 192.168.63.0, 

323
applying to Cisco routers, 324
creating supernets, 322–323
defined, 321

SVCs (switched virtual circuits), See also 
PVCs; VCs

configuring ATM SVCs
using Classical IP, 159–161, 159
using ESI addresses and map lists, 

157–159, 158
QSAAL signaling, 157
warning, 160

defined, 155–156, 156
overview of, 107, 144

switches
in BRI ISDN, 710
configuring as access ports, 207–209
configuring Frame Relay as, 107–110, 

108
in PRI ISDN, 711

switching, See also DLSw
disabling fast switching in IPX RIP, 611
packet switching, 92
versus routing, 2

SWP (Signal Switching Point) in SS7, 912
synchronization in BGP, 534–535, 584
synchronizing clocks. See clocks
Synchronous Digital Hierarchy. See SDH
synchronous lines (T1/E1), 88–89
synchronous serial interfaces, DDR over, 

719
syslog (system message logging), 

887–889, 888

T
T reference points in ISDN, 713, 713
T1 ISDN PRIs, configuring, 711, 

717–718
TACACS+ (Terminal Access Controller 

Access Control System)
defined, 882–883
overview of, 768, 769
using with RADIUS, 883–884
in real world scenario, 884

Tag Distribution Protocol (TDP), 931
TAs (terminal adapters) in ISDN BRI, 

712, 712
TASs (terminal access servers), See 

also IOS
configuring, 76, 79–80
defined, 76
out-of-band management, 78–79
reverse Telnet sessions, 76–78, 77
troubleshooting, 80–81

TB (transparent bridging), See also 
bridging

applying MAC access lists in, 780–781
configuring, 642–643
defined, 636, 638–640, 638–640, 701
endless loop problem, 640–641, 641
flooding, 638
populating tables, 639, 639–640
preventing loops with STP, 643
with redundancy, 640–641, 641
versus source-route bridging, 647
table lookups, 638, 638

Tc (time interval) parameter in FRTS, 859
TC (transmission convergence) sublayer 

in ATM, 136
TCAP messages in SS7, 913
TCN (Topology Change Notification) 

BPDUs, 233, 233, 234, See also 
BPDUs

TCP (Transmission Control Protocol)
BGP messages and, 540–541

4207Indx.fm  Page 1062  Friday, April 25, 2003  10:43 AM



TCP/IP (Transmission Control Protocol/Internet Protocol) – Token Ring 1063

defined, 296, 332
port 1720 (for voice), 914
port numbers, 300–301, 300
sliding windows, 298
TCP encapsulation, 656–658
TCP Intercept traffic control, 894
TCP load sharing in NAT, 472–473, 

472
TCP segment format, 296–299, 297
TCP SYN flooding, 894
three-way handshake, 298, 894
versus User Datagram Protocol, 

298–299, 300
windowing, 298

TCP/IP (Transmission Control Protocol/
Internet Protocol), See also IP

addressing limitations, 464
in configuring redundant LANs, 

14–16, 15
as DLSw transport method, 674, 675, 

676
DoD model and, 289, 290
origins of, 288

TDP (Tag Distribution Protocol), 931
TE1 and TE2 (terminal equipment types) 

in ISDN BRI, 712, 712
TEI (Terminal Endpoint Identifier) values 

in LAPD frames, 715
telecommunication protocols. See multi-

service technologies
telephony interfaces. See multiservice 

technologies
Telnet protocol

command options, 50–51
controlling vty access with ACLs, 

75–76, 758
defined, 301
line authentication, 880–881
reverse Telnet sessions, 76–78, 77

terminal access servers. See TASs
terminal adapters. See TAs
terminals, 915

testing
layer 2 configurations, 273, 285
layer 3 configurations, 504, 519

TFTP (Trivial File Transfer Protocol), 302
thin protocols, 298
tick metric in IPX RIP, 609
time, convergence, decreasing, 234–235, 

347
time, convergence, defined, 530
time interval (Tc) parameter in FRTS, 859
time-based IP access lists, 771–772
time-to-live (TTL) counters/thresholds, 

961, 961–962
timeouts, configuring in DLSw, 697
timers, See also clocks

changing in CDP, 68–69
configuring in DDR, 725
flush timers, 347–348, 361
holddown timers, 346–347
in IGRP protocol, 361
invalid timers, 347, 361
in RIP protocol, 347–348
triggered update timers, 348
update timers, 347, 361

TLV (Type, Length, Value) metrics, 398, 
402–403, 403

token bucket paradigm, 858–859
Token Ring, 168–187, See also SRB

configuring, 180–181
differential Manchester encoding, 169
Early Token Release feature, 168
versus Ethernet, 169, 176
exam essentials, 183
frame format, 169–176, 169–170, 

173, 175
functional addresses, 171–172
hard errors, 178, 180
key terms, 184
multi-ring command, 667
overview of, 168–169, 182–183
priorities, 170–171
review question answers, 187
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review questions, 185–186
soft errors, 178, 180
specialized components

active monitors, 177–178
Configuration Report Servers, 

178–179
overview of, 176–177
Ring Error Monitors, 178
Ring Parameter Servers, 178
standby monitors, 178

station insertion process, 179–180
token claiming, 177
troubleshooting, 181–182

topologies. See network design
Topology Change Notification. See TCN
ToS (Type of Service) field in IP headers, 

292, 292, 830, 831, 832
totally stubby areas in OSPF, 423
Trace command, 49
traceroute command in ICMP, 986–987
tracert command in Microsoft Windows, 

987
traffic control, See also ACLs; route fil-

tering; security
Cisco Secure PIX Firewall, 891–892, 

891, 895
Context-Based Access Control, 892
filtering interfaces with ACLs, 758
filtering in NetBIOS with LSAP ACLs, 

782
IOS firewall features, 893–894, 895
IP access lists, 892
multimedia traffic, 894–895
Network Address Translation, 893
overview of, 890–891
reducing traffic in DLSw, 673, 675, 

675, 692, 702
TCP Intercept, 894

traffic policing, See also QoS
with access lists, 759
with committed access rate, 867
configuring, 867–868

defined, 858
token bucket paradigm, 858–859

traffic shaping, See also QoS
with access lists, 759
Frame Relay Traffic Shaping

Backward Explicit Congestion 
Notifications, 860

committed burst size (Bc), 859
committed information rate (CIR), 

859
configuring with class maps, 

861–864, 862
configuring for Enhanced LMI, 861
configuring for voice traffic, 864
defined, 859
excess burst (Be), 859
minimum CIR rate, 859
overview of, 858
in real world scenario, 865
time interval (Tc), 859
traffic parameters, 859–860, 860

Generic Traffic Shaping
configuring for Frame Relay 

BECNs, 866–867
configuring for two sets of traffic, 

865–866
defined, 864
overview of, 858

token bucket paradigm, 858–859
traffic, SNA/NetBIOS, bridging, 674, 674
traffic supported in NAT, 466–467
transit autonomous systems, 525, 525
Transmission Control Protocol. See TCP
Transmission Control Protocol/Internet 

protocol. See TCP/IP
transparent bridging. See TB
Transport layer in OSI model, 5–6
transport mode in IPSec, 897
traps, 302
triggered update timer in RIP, 348
triggered updates, 347
Trivial File Transfer Protocol (TFTP), 302
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troubleshooting
access lists, 785
ATM protocol, 161
BGP protocol, 593–594
bridging, 672–673
Catalyst switches, 249–250
data-link switching, 699–700
dial-on-demand routing, 746–7483
EIGRP protocol, 392
Frame Relay

debug frame-relay lmi, 123–124
debug frame-relay packet, 124
overview of, 118
show controller, 123
show frame-relay lmi, 119–120
show frame-relay map, 122
show frame-relay pvc, 120–122
show ip interface brief, 119

Hot Standby Router Protocol, 996
IGRP protocol, 368–369
IP multicast, 972–973
IPX EIGRP protocol, 625
IPX protocol, 623–625, 624
IS-IS protocol, 407
ISDN, 746–748
layer 2 configurations, 258, 273, 285
layer 3 configurations, 504, 519–520
Network Address Translation, 

476–477
NLSP protocol, 626
OSPF protocol, 417–418
in real world scenarios

CDP neighbors, 74
CGMP saves the day, 955–956
DLCIs and LMI states, 122
DLSw filtering and, 692
duplex mismatch, 199
EIGRP neighbor drops, 865
EIGRP query scope, 382
Frame Relay to ATM Service Inter-

working, 860

HSRP with multiple tracking, 
997–998

OSPF over ATM, 155
OSPF RIDs and virtual links, 434
preventing routing loops in dial 

backup, 748
ring insertion, 182
route redistribution into OSPF, 455
TACACS: security over WAN, 884

redundant layer 2 environments, 234
RIPv1 protocol, 352
RIPv2 protocol, 357
routing loops

by defining maximum hop counts, 
344–345, 345

using route positioning, 345
with Spanning-Tree Protocol, 643
using split-horizon, 345–346, 346

telephone glare problem, 909
terminal access servers, 80–81
Token Ring, 181–182
voice, 928–929

trunk configuration, See also Ethernet
on Catalyst switches

802.1q trunking protocol, 213, 
214–215, 215, 251

Dynamic Trunking Protocol, 
215–216

ISL trunking protocol, 213–214, 
214, 215, 251

overview of, 213
trunk connection commands, 

217–220
VLAN Trunking Protocol, 209–

211, 210–211, 251
VTP pruning, 211–213

on layer 2 trunking routers, 220
TTL (time-to-live) counters/thresholds, 

961, 961–962
tunnel mode in IPSec, 897
tunneling protocols, 11
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tunnels, Generic Route Encapsulation 
(GRE), 619–620, 620

Type field in Ethernet frames, 194, 194
Type of Service. See ToS

U
U reference points in ISDN, 713, 714
UDLD (UniDirectional Link Detection) 

protocol, 248
UDP (User Datagram Protocol)

defined, 298, 332
as DLSw transport method, 676
IPX and, 602
port numbers, 300–301, 300
ports for voice, 914
versus TCP protocol, 298–299, 300
UDP segment format, 299, 299

UNI (User-Network Interface) in ATM, 
133–135, 134

unicast communications, 940–941, 941
unicast routing tables, 957
unidirectional shared tree distribution, 

959, 959
uninteresting packets in DDR, 724–725
unreachable messages in ICMP, 985–986
UPDATE messages in BGP, 542, 542, 

543, 546
update timers in IGRP protocol, 361
update timers in RIP protocol, 347
Uplink Fast feature, 234
USA (Unicast Source Address), 954

V
VAD (Voice Activity Detection), 928
Variable Length Subnet Masking. See 

VLSM
variance command for EIGRP, 383, 

384–385

VCCs (virtual channel connections), 142, 
144

VCIs (virtual circuit identifiers) in ATM, 
133–135, 134, 136

VCs (virtual circuits), 296, See also PVCs; 
SVCs

verifying
configurations, 48–54
regular expressions, 812

video traffic. See multiservice 
technologies

viewing
configurations, 47–48
current configuration register values, 

56–57
flash files, 59–60
IPX routes and servers, 624

VIP (Virtual Interface Processor) 
cards, 44

virtual links, configuring in OSPF, 
430–434, 431

virtual rings, See also Token Ring
four-port SRB using, 653–655, 653
in RSRB bridging, 655
in SR/TLB bridging, 665, 665
SRB bridging and, 651–652

virtual routers. See phantom routers
VLANs (Virtual LANs), See also LANs; 

VTP; WLANs
configuring on Catalyst switches

dynamic port VLAN membership, 
226–228, 227

extended range VLANs, 226
standard VLANs, 223–226
in trunk configurations, 213–220, 

214–215
versus ELANs, 138
Ethernet and, 190

VLSM (Variable Length Subnet 
Masking), See also FLSM; subnetting

defined, 327–330, 327–330, 333
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overview of, 343, 529
redistributing OSPF into IGRP (VLSM 

to FLSM), 460–463, 460
VMPS (VLAN Management Policy 

Server), 226–228, 227
Voice Activity Detection (VAD), 928
voice traffic, 864, See also multiservice 

technologies
VPIs (virtual path identifiers) in ATM, 

133–135, 134, 136
VPNs (virtual private networks), See also 

MPLS
defined, 895
MPLS VPNs, 932–934, 933
overview of, 896, 897

VRFs (VPN routing and forwarding 
tables), 932

VTP (VLAN Trunking Protocol), See 
also VLAN

configuring on Catalyst switches, 
209–211, 210–211, 251

defined, 209, 251
VTP pruning, 211–213

vty. See Telnet

W
WAN technologies and configuration, 

88–129
configuring Frame Relay

Frame Relay DTEs, 110–111
Frame Relay switches, 107–110, 

108
frame-relay map command and, 

117
global commands for, 108
interface commands for, 108–110
Inverse ARP and, 111–117, 

284–285
overview of, 107

point-to-multipoint on physical 
interfaces, 112–113, 113

point-to-point on physical inter-
faces, 111–112, 111

split-horizon and, 112–117
spoke routers with physical inter-

faces, 114
spoke routers with point-to-multi-

point subinterfaces, 115–116
spoke routers with point-to-point 

subinterfaces, 115
and troubleshooting, 109–110, 

117–124
warning, 114

configuring HDLC, 104–105
configuring PPP, 105–106
Data-Link (layer 2) technologies, See 

also Frame Relay
Frame Relay, 98–104, 99, 106–117
High-Level Data Link Control pro-

tocol, 96
overview of, 92
packet switching, 92
Point-to-Point Protocol, 96–98, 97
protocol translation, 95
X.25 protocol suite, 93–95

exam essentials, 125
overview of, 88, 125
Physical (layer 1) technologies

clock (timing), 89
Dynamic Packet Transport, 91
encoding and framing, 89
overview of, 88
Spatial Reuse Protocol, 91
Synchronous Digital Hierarchy, 90
synchronous lines (T1/E1), 88–89
Synchronous Optical Network, 

90–91
review question answers, 129
review questions, 127–128
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WANs (wide area networks)
compression over, 12
dedicated/switched support in, 13
IPXWAN protocol, 618–619
redundant WAN connections, 

16–18, 17
weight attribute in BGP, 548–549, 548, 

592, 595
WEP (Wired Equivalent Privacy), 204
WFQ (weighted fair queuing), 844–847, 

845
wildcard masks in IP access lists, 

762–763, 764
windowing, 298, See also flow control
Windows NetBIOS. See NetBIOS
wink start method in E&M interface, 911
WINS (Windows Internet Naming 

Service), 627–628
WLANs (Wireless LANs), See also 

Ethernet; LANs
frame format, 202, 202
groupings, 203, 203–204
physical transport methods, 202–203
security, 204
standards, 202, 204–205

WRED (Weighted Random Early 
Detection) queuing, 847, 847–849

WRR (Weighted Round Robin) queuing, 
849–850

X
X.25 protocol suite

as DDR encapsulation method, 720
defined, 93
versus Frame Relay technology, 93, 98
link layer protocols, 94–95
packet layer protocol, 95
physical layer protocols, 93–94
protocol translation, 95
X.21 standard, 93–94
X.121 network address specification, 95
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