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Houston Port attack, 75
IDS attack signature database, 99
insider, 134
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system attack, 75
passive, 134
privilege elevation, unauthorized, 178
privilege goal, 83–84
route, 82–83
Salt River Project attack, 75
spoofing authorized user, 173, 177
STOE attack type list, 172–174,

176–179
traffic analysis, unauthorized, 

173, 176
war dialing, 92
war driving, 82, 92

auditing
log, 17, 102–105
risk associated with, 189
security, 77, 92, 113
STOE, 167, 193
Unix/Linux system, 102

authentication
STOE, 164, 165, 166, 191
two-factor, 18
weak, 82

awareness of security, fostering, 97,
106–107, 113
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importance of, 95, 141
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boron trifluoride, 38
British Columbia Institute of Technol-

ogy (BCIT), 75, 77, 127
BS (British Standard) for Information

Security Management standard
7799-2:2002 (Specification for Infor-
mation Security Management Sys-
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Bush, George W. (President), 2
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bypassing security mechanism, 174
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75, 77
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CAN (controller area network) 

protocols, 54–55
carrier sense multiple access with col-

lision detection (CSMA/CD), 54, 58
CC (Common Criteria) profile, 129,

130, 158–159
Center for SCADA Security, 126
central processing unit (CPU) log, 105
checksum, applying to audit log, 105
chemical plant SCADA system, 38–39,

127, 140, 145
Chemical Sector Cybersecurity 

Program, 127
chemicals, dangerous

ammonia, 25, 38, 146
ammonium nitrate, 26
benzene, 38–39
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boron trifluoride, 38
chlorine, 38, 146
hydrofluoric acid, 25
hydrogen, 25, 39
hydrogen fluoride, 146
hydrogen sulfide, 25
methane, 39
strontium, 27
sulfuric acid, 25
toluene, 38–39
U-235, 27
xenon, 27

CI (ControlNet International), 55
CIA (confidentiality, integrity, 

availability), 63, 117–119
CIAG (Cisco Critical Infrastructure

Protection Group), 86, 87
CIAO (Critical Infrastructure 

Assurance Office), 2
CIM (Common Information 

Model), 53
CIP (Common Industrial Protocol), 

55, 56, 57
CIP (critical infrastructure protection), 2
CISWG (Communications and Infor-

mation Sector Working Group), 2
close-in attack, 134
Coast Guard, 148
code, detecting malicious, 18. See also

virus protection
Code of Practice for Information Security

Management (ISO/IEC standard
1779:2005), 110, 111–112

collision detection
Ethernet, 54, 58
FEB network, 60
token-based, 60
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product, 129, 133
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55, 56, 57

Common Information Model (CIM), 53

Communications and Information
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Computer Oracle and Password 
System (COPS), 101

Concurrent Time Domain Multiple
Access (CTDMA), 57

confidentiality, integrity, availability
(CIA), 63, 117–119

configuration management, 94, 97, 172
continuity management, 112, 166, 168,

191, 193
contractor, vetting potential, 140
control system, distributed, 5
controller area network (CAN) 

protocols, 54–55
Controller asset, 175
ControlNet International (CI), 55
ControlNet protocol, 6, 44, 57–58
COPS (Computer Oracle and Password

System), 101
copyright compliance, monitoring, 112
corporation, implementing SCADA in

culture of SCADA, 124–125, 138
human resources security

awareness of security, fostering, 97,
106–107, 113

commitment to SCADA, 131
privacy considerations, 124
responsibility for security, 95, 106
risk, 184
STOE management procedure 

component, 166
training, 95, 111, 113, 141, 172
vetting potential employee/

contractor, 140
integrating SCADA into corporate

system, 37–38
investment needed, justifying,

123–124, 127
management support, 123–124
migration strategy, 191
operation, day-to-day, 132
operational phase, 129–130
planning, 112–113, 127–130, 191

15_597876 bindex.qxd  10/13/05  6:15 PM  Page 203



204 Index

corporation, (continued)
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Department of Veterans Affairs, 3
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DF1 protocol, 44
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Digital Equipment Corporation (DEC)
PDP 11 computer, 74

digital signature
designing signature system, 128
IDS, signature-based, 99
log file, protecting using, 105
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disabling unused service, 91, 171
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recovery, 95, 97, 168
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attack, 75, 81, 173, 178
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information system security
approach, 127

TCP/IP development, involvement
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DoE (Department of Energy), 3, 126,
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E
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EF (exposure factor), 79
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485, 10, 63
422, 47, 48, 50
232, 10, 12, 47, 48, 50
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Electric Power Research Institute
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electricity distribution security, 30, 75
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system
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coal-fired, 31
DNP3 protocol, 52
HMI, 15
IEC standards, 53–54
interdependency, 145
local control loop, 15
MTU, 15
overview of generating process,

30–31
physical security, 140
PLC, 15, 32
RTU, 15, 32
UCA protocols, 53
vulnerability, 75

nuclear plant
BWR, 27–28
Davis-Besse nuclear power plant

attack, 75
fuel, spent, 30
light water reactor, 27
moderator, 27
overview of generating process,

26–27
PWR, 27, 28–29
TMI incident, 29–30

electricity outage, security involving,
167, 179

electromagnetic interference (EMI), 82
Electronic Industries Association stan-

dards. See EIA standards
11898-1 standard (ISO), 54
e-mail

control network, on, 83
disabling unnecessary e-mail 

service, 91
firewall, blocking at, 69
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e-mail (continued)
IDS alert, sending via, 100
SMTP, 47, 49, 69
spam, 64

embedded system, 40
EMI (electromagnetic interference), 82
employee, vetting potential, 140. See

also human resources security
encryption

cryptography key, 19
designing encryption system, 128
gas industry SCADA system, 127, 144
IDS considerations, 98
log file, protecting using, 105
password, 140
protocol, vulnerability of clear-text,
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risk involving lack of, 77
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CAN communication over, 54
CIP encoding, 57
collision detection, 54, 58
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Gigabit Ethernet, 58
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export restriction compliance, moni-

toring, 112
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F
failure, single point of, 172
FAS (Fieldbus Access Sublayer), 61
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fault detection failure, 178
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Federal Information Processing Stan-
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of Federal Information and Information
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Federal Transit Administration (FTA)
Office of Safety and Security, 145

FFB (flexible function block), 59–61
Fieldbus Access Sublayer (FAS), 61
Fieldbus Message Specification (FMS),

61, 62
Fieldbus protocols, 6, 59–63
file

access attempt log, 105
deletion/modification, unauthorized,

174, 176
log file, protecting, 105

file transfer protocol (FTP), 47, 49, 69
FIPS Pub (Federal Information Pro-

cessing Standards Publication) 199,
Standards for Security Categorization
of Federal Information and Information
Systems, 117–119, 120

firewall
ACL implementation, 64
application-layer, 65
blocking access based on IDS

response, 100
delay introduced by, 18
DMZ, 65–66, 67–68, 90, 102
e-mail, blocking at, 69
filtering, 63–64, 140
FTP rule, 69
HTTP rule, 69
IAONA rule guideline, 66
implementing, 97
inspection, stateful, 65
log, 103
protocol support, 18, 63, 66, 69
proxy, 65
SCADA-aware, 63, 97
SMTP rule, 69
SNMP rule, 69
Telnet rule, 69
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