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data loss/interruption, 76
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human resources security, 184
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Myth of Obscurity, 75
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190
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remote access, 187
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virus protection, delay caused by, 76
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RTOS (real-time operating system), 7
RTU (Remote Terminal Unit)
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water purification SCADA system, 14
water reservoir SCADA system, 13
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Salt River Project attack, 75
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SATAN (System Administrator Tool
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physical security, 92
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vulnerability, 80, 90, 93, 100-102
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server
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vulnerability scanning, 101
service
disabling unused, 91, 171
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sewage control SCADA system
vulnerability, 75
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Siemens protocols, 44
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Simple Mail Transport Protocol
(SMTP), 47, 49, 69
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Single Loss Expectancy (SLE), 79

single point of failure, 172
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SMTP (Simple Mail Transport
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SNMP (Simple Network Management
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Sobig virus, 75

social engineering, 95, 173

software
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distribution attack, 134
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Nessus, 102
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EAL targeted, 160
formatting convention, 158-159
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notation convention, 158-159
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STOE
access control, 167, 192
asset protection list, 175-176
attack type list, 172-174, 176-179
auditing, 167, 193
authentication, 164, 165, 166, 191
availability, 167
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boundary protection, 165, 167, 190
continuity management, 166, 168,
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HMI, 164, 175
human resources security, 166, 170
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management procedure compo-
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migration strategy, 191
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physical security, 165, 167, 169,
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policy, 167-168, 172, 180-181
power outage, 167, 179
remote access, 167,169, 171, 175, 192
risk list, 181-190
scope, 117, 164-165
self verification, 167
threat agent characterization, 170
training, 172
virus protection, 173, 179
vulnerability list, 171-172
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SSL (secure sockets layer), 69
Standards for Security Categorization of
Federal Information and Information
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stand-by system, hot, 7, 20
STOE (System Target of Evaluation)
access control, 167, 192
asset protection list, 175-176
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auditing, 167, 193
authentication, 164, 165, 166, 191
availability, 167
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boundary protection, 165, 167, 190
continuity management, 166, 168,
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human resources security, 166, 170
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power outage, 167, 179
remote access, 167,169,171, 175, 192
risk list, 181-190
scope, 164-165
self verification, 167
threat agent characterization, 170
training, 172
vulnerability list, 171-172
strontium, 27
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System Administrator Tool for Ana-
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System Protection Profile for Industrial
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system shutdown log, 105
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TCP/IP (transmission control protocol/
Internet protocol)
DoD, role in developing, 48
Ethernet TCP/IP implementation, 57
Honeyd TCP/IP simulation, 86, 87
OSI model, 48-49
protocols, associated, 49-50
Tepview software, 102
technology acquisition program,
131-132
telephone line, vulnerability of using
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testing, 77, 90, 129-130, 172
Texas City refinery explosions, 26
TFTP (Trivial File Transfer Protocol), 69
threat
defined, 79
overview of common threats, 81-82
Three Mile Island (TMI) incident,
29-30

time, deterministic
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time, 43
defined, 6
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TMI (Three Mile Island) incident, 29-30
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Security into the Manufacturing and
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UCA (Utility Communications
Architecture) protocols, 53

UDP (user datagram protocol), 47, 49,
57,58, 82

Unix/Linux system, auditing, 102

Uranium 235 (U-235), 27

Vv
virus protection
delay caused by, 76
firewall, using, 63
IT versus SCADA system, 76
Sobig virus, 75
STOE, 173,179
updating virus database, 18
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modem, dial-up, 82, 92

Myth of Obscurity, 75

network connection, 77, 78, 90-91, 92

protocol

clear-text, 171
proprietary, 91

remote access, 171

scanning, 100-102

sewage control SCADA system, 75
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war driving, 82, 92
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DNP3 protocol, 52
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