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Note to the reader:

 

 Throughout this index 

 

boldfaced 

 

page numbers indicate primary discussions 
of a topic. 

 

Italicized

 

 page numbers indicate illustrations.

 

Symbols

 

% Net Utilization counter, 489
% Processor Time counter, 489
% Usage counter, 489
* (asterisk), as nslookup wildcard 

character, 89
.admx file extension, 354

 

A

 

A (host) record, 46, 

 

71

 

, 541
AAAA (host) record, 46, 

 

71

 

, 541
access control entries (ACEs), 23, 

302, 

 

430

 

access control list (ACL), 23, 302, 

 

430

 

access restrictions, 281
Account Lockout Threshold setting, 440
Account LockoutDuration setting, 440
account logon events, auditing, 457
account management, auditing, 457
Account Operators group, 425
accounts database, 4
Accounts: RenameAdministrator Account 

setting, 440
ACEs (access control entries), 23, 

302, 

 

430

 

ACL (access control list), 23, 302, 

 

430

 

Active Directory
backups, 

 

503–515

 

reasons for, 503–504
benefits, 

 

7–10

 

distributed environment, 225

domains, 

 

13–15

 

. 

 

See also

 

 domains
exam essentials, 34
installing, 

 

119

 

exam essentials, 137–138
verifying, 

 

124–129

 

integrating DNS with, 

 

135–137

 

linking existing GPOs to, 

 

364–365

 

logical structure, 

 

11–17

 

monitoring and troubleshooting, 

 

487–503

 

domain controller performance, 

 

488–490

 

replication, 

 

226–230

 

organization, 

 

314–315

 

Performance Monitor for, 

 

490–496

 

queries, 

 

336–338

 

replication, 

 

200–201

 

, 536
restoring, 

 

515–525

 

testing from clients, 

 

128

 

Active Directory Administrative Tools, 

 

126–127

 

, 

 

127

 

Active Directory Application Mode 
(ADAM), 118

Active Directory Certificate Services 
(ADCS), 

 

24–25

 

, 30, 

 

246–265

 

installing, 

 

247–255

 

Active Directory data store, 

 

11

 

Active Directory Domain Services 
(ADDS), 

 

25–26

 

, 

 

30

 

, 

 

266–268

 

security features
BitLocker Drive Encryption, 

 

267

 

, 

 

267

 

read-only domain controllers, 25, 

 

68

 

, 266, 

 

267
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AD Domains & Trusts tool – AD Users & Computers tool

 

Windows Server 2008 new 
features, 

 

266

 

Active Directory Domains and Trusts 
tool, 126

for assigning single-master operations, 

 

173–174

 

for forest-wide role configuration, 
171–172

for managing trust relationships, 
177–181

Active Directory Federation Services 
(AD FS), 

 

26–27

 

, 31, 117–118, 

 

268–273

 

configuring, 

 

273

 

installing, 

 

269–272

 

Active Directory forest, 

 

15–17

 

, 

 

17

 

. 

 

See 
also

 

 forests
Active Directory Installation Wizard 

(DCPROMO), 536
for creating forests and trees, 155–156
for demoting domain controller, 

 

169

 

, 169
for joining tree to forest, 163–167
for promoting domain controller, 

119–123
Active Directory Integrated DNS, 

 

60–62

 

Active Directory Integrated DNS 
zone, 536

Active Directory Lightweight Directory 
Services (AD LDS), 

 

27

 

, 

 

273–280

 

configuring, 

 

275–280

 

installing, 

 

273–275

 

Active Directory Metadirectory Service 
(AD MDS), 281

Active Directory Migration Tool 
(ADMT), 300, 320–321

Active Directory objects, 8, 314, 

 

315–321

 

enabling auditing, 457–458
exam essentials, 339

Group Policy settings for, 354
importing from file, 320
moving, renaming and deleting, 

 

328–329

 

names and identifiers, 

 

17–19

 

distinguished names, 

 

18

 

GUIDs and SIDs, 

 

18

 

hierarchy and, 14
permissions, 430
properties, 

 

321–324

 

publishing, 

 

330–338

 

security features, 

 

21–22

 

Active Directory Rights Management 
Services (AD RMS), 

 

27–28

 

, 

 

31

 

, 

 

281–287

 

administrative roles, 281
installing, 

 

282–287

 

Active Directory Service Interfaces 
(ADSI), 8, 129

Active Directory Sites and Services 
tool, 126

for creating site links and site link 
bridges, 218–221

for creating sites, 207–209
for creating subnets, 210–212
for managing Global Catalog servers, 

183–184
for managing universal group 

membership caching, 185
for site configuration, 212–214
for verifying topology, 

 

230

 

Active Directory Users and Computers 
tool, 126, 

 

127

 

, 303
Advanced Options, 326, 

 

327

 

for creating Active Directory objects, 
316–320

for creating group, 326
for creating OU structure, 304–306
for delegating control of OUs, 

 

310–311

 

filtering, 

 

326
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AD CS – authoritative restore

 

555

 

ForeignSecurityPrincipals folder, 428
for managing properties, 322–324
for modifying OU properties, 308
for smart card logon requirement, 447

AD CS. 

 

See

 

 Active Directory Certificate 
Services (AD CS)

AD DS. 

 

See

 

 Active Directory Domain 
Services (AD DS)

AD FS. 

 

See

 

 Active Directory Federation 
Services (AD FS)

AD LDS. 

 

See

 

 Active Directory 
Lightweight Directory Services 
(AD LDS)

AD RMS. 

 

See

 

 Active Directory Rights 
Management Services (AD RMS)

ADAM (Active Directory Application 
Mode), 118

adaptive format exam, xxiii
Add Features Wizard, 

 

267

 

Add or Remove Programs, 389, 536
Add Or Remove Snap-Ins dialog box, 359
Add Printer Wizard, 331–334
Add Roles Wizard

to install AD FS, 270–272
to install AD LDS, 274–275

administration
benefits from Active Directory, 9–10
delegation of control, 

 

22–23

 

. 

 

See also

 

 
delegation, of administrative 
control

administrative templates, 353, 354, 536
Administrator account, 426

security for, 460, 461
administrator rights, to manage certificate 

server, 263
administrator role separation, 267
Administrators group, 425
ADMT. 

 

See

 

 Active Directory Migration 
Tool (ADMT)

ADMX Central Store, 354

adprep.exe tool, 162
ADSI (Active Directory Services 

Interface), 8, 129
advertising, Windows Installer support 

for, 387
alias records, 

 

71–72

 

anonymous access, Guest account for, 426
application assignment scripts, 388, 536
application data partitions, 536

creating, 

 

129–132

 

ntdsutil utility to manage, 

 

133–134

 

Application log, 125
applications. 

 

See

 

 software
Architect Series of certifications, xxi
Archive attribute of files, 505, 

 

505

 

ARPAnet, 47
assigning applications, 

 

389

 

, 

 

391–394

 

, 536
asterisk (*), as nslookup wildcard 

character, 89
attributes, 12
au domain, 48
auditing, 26, 301, 536

categories, 

 

456–457

 

overview, 

 

456

 

policy implementation, 

 

455–459

 

viewing information, 

 

459

 

in Windows Server 2008, 266
authentication

smart card, 

 

443–447

 

certificate enrollment station 
preparation, 

 

444–445

 

Group Policy settings for, 

 

446–447

 

writing certificate information on 
card, 

 

446

 

strong, 

 

30–31

 

verifying, 230
authentication store, configuring, 275
authoritative restore, 

 

516–522

 

, 536
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autoenrollment – certificates

 

autoenrollment, 256
configuring, 257

automated installation of software, 387
Available MB counter, 488
Avg. Disk Queue Length counter, 489
AXFR (full zone transfers), 63

 

B

 

background zone loading, 62, 

 

67

 

, 537
Backup Domain Controller (BDC), 3
Backup Operators group, 425
backups, 474, 

 

503–515

 

of Active Directory, 

 

509–515

 

of certificate authority server, 263–265
of Group Policy objects (GPOs), 

 

509

 

reasons for, 503–504
scheduling, 508
of System State data, 507–508
types, 505–506

bandwidth, 6, 199
problems from limited, 184–185

BDC (Backup Domain Controller), 3
Berkeley Internet Name Domain 

(BIND), 51
bidirectional trusts, 175
BIND (Berkeley Internet Name 

Domain), 51
BitLocker Drive Encryption, 267, 267
Block Policy Inheritance, 357, 373
boot files, backups, 507
bottlenecks, 6, 537
bridgehead server Properties dialog 

box, 224
bridgehead servers, 204, 204, 537

creating, 223–224
replication with, 224

browsing network, 114
Built-In container, 314

business. See organization
Bytes Total/Sec counter

for network interface, 488
for server, 489
for Web Service, 490

C
ca domain, 48
cache.dns files, locating on Internet, 76
caching

by name servers, 56
universal group membership, 

184–185, 422
caching-only server, configuring, 75–76
canonical name (CNAME) record, 71–72
case study-based questions on exam, xxvi
categories of software, creating, 399
CD with book, xxviii–xxx
CDP (CRL distribution point), 261
Central Store, 354
Cert Publishers group, 247, 427
certificate authorities (CAs), 378

for smart card, 443
Certificate Authority MMC snap-in, 

261–262
backup of server, 263–265
configuring additional settings, 263

certificate publishers, 378
certificate revocation, 537
certificate revocation list (CRL), 261, 537
Certificate Service DCOM Access 

group, 425
Certificate Snap-in dialog box, 445
certificate templates, 247, 378
certificates

enrolling, 255–260
automatically in Group Policy, 

377–380
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certification authorities – data store 557

Internet Explorer for requesting, 
258–260

revoking, 261–262
for strong authentication, 30
validating status, 25

certification authorities (CAs), 25, 30
configuring, 248

Certification practice statement 
(CPS), 247

Chart (Graph) view in Performance 
Monitor, 480, 480, 503

child containers, 23
child domains, 152, 153

creating, 156–161
Chkdsk.exe utility, 110
circular logging, 486
claim mapping, 273
classes in schema, 12
clients, 537

configuration management, 10
service requests, 202
testing Active Directory from, 128
testing connectivity to server, 113, 128

CNAME (canonical name) record, 71–72
COM+ Class Registration database, 

backups, 507
com domain, 48
common name, in distinguished name, 18
compact to command (ntdsutil), 523
computer accounts

resetting existing, 329
as security principals, 419–420

computer certificates, enrolling, 
255–260

automatically in Group Policy, 
377–380

Computer Management, 111
Computer objects, 21, 315, 537

Group Policy settings for, 354
properties, 321–322

settings, 322–324

Computers container, 315
config.pol file, 353
Connection command (ntdsutil), 133
Connection objects, 537

creating, 222, 222
connectors, 537

in ILM, 33
consistency, in performance 

measurement, 476–477
constraints, of networks, 199–200
Contact objects, 315, 537
CONVERT command, 110
copy backups, 506, 537
corrupted applications, Windows Installer 

support for repairing, 386
cost value, assigning to site link, 217–218
costs, in network design, 199–200
counter logs, 486, 538
counters, 479
CPU performance information, Task 

Manager for viewing, 499, 499
Create NC ... command (ntdsutil), 133
CRL (certificate revocation list), 261
CRL distribution point (CDP), 261, 538
cross-forest trusts, 176, 538
CryptoAPI (Microsoft Cryptography 

application programming 
interface), 248

cryptographic keys, impact of removing 
last domain controller, 170

Cryptographic Operators group, 425
cryptographic service provider (CSP), 248
csvde.exe file, 320
custom claim, 273

D
daily backups, 506, 538
data store, 11

centralized, 8
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558 database – domain component

database
for AD RMS, 283
relational, 11

database mounting tool (Dsamain.exe), 
26, 266

database zones in DNS, 57–66
Active Directory Integrated DNS, 

60–62
configuring for dynamic updates, 80
delegating, 81–82
primary zones, 58–59
secondary zones, 59–60
stub zones, 62–63
transfers

or replication, 63–66
troubleshooting, 90

DCPROMO. See Active Directory 
Installation Wizard (DCPROMO)

default accounts, and security, 460
default trusts, in forests, 175
defaults, for software package install, 

397–398
delegation, 10, 538

of administrative control, 22–23
for custom tasks, 311–313
for GPOs, 370–372
for OUs, 301–302, 309–313
for users and groups, 437–439

real-world scenario, 313, 373
zones for DNS, 81–82

Delegation of Control Wizard, 
310–313, 538

Delete NC ... command (ntdsutil), 133
deleting

accounts, vs. disabling, 324
Active Directory objects, 328–329
organizational units (OUs), 307–308

demotion, 538
of domain controller, 132, 168–171

deprovisioning, 324
differential backup, 506, 538
digital certificates, 246
Directory Service event log, 125, 228, 

229, 501
directory services, 2

auditing access, 457
model, 9

Directory Services Restore mode (DSRM), 
508–509, 538

directory, term defined, 7–8
disabling accounts, vs. deleting, 324
Disaster Recovery Plan (DRP), 167
Disk Management, 111
disk quotas, 109
Disk Reads/Sec Disk Writes/Sec 

counter, 489
distinguished names (DN), 18, 538
Distributed File System (DFS), 

configuring, 326
distribution groups, 21, 325, 419, 

421, 538
DLLs (dynamic link libraries), 386
DNS. See Domain Name System (DNS)
DNS client, 51, 538
DNS name server, 50–51, 538
DNS Notify, 64, 539
“DNS request timed out....” error 

message, 90
DNS server log, 125
DNS server Properties dialog box, Root 

Hints tab, 76
DNS zone, 50, 539
DNSLint, 92–93
Domain Administrator account, multiple 

domains and, 149
Domain Admins group, 427
domain component, in distinguished 

name, 18
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Domain Computers group – Domain Users group 559

Domain Computers group, 427
Domain Controller: Allow Server 

Operators To Schedule Tasks 
setting, 440

Domain Controllers container, 315
domain controllers (DC), 3, 539

adding multiple, 167–168
backups, 507
configuring to host Global Catalog 

copy, 183
demotion, 132, 168–171
monitoring performance, 488–490
placement in Active Directory 

environment, 225
planning for placement, 168–169
promoting, 119–123

and tree creation, 155–156
read-only, 25
removing last in domain, 170–171
security for, 460

Domain Controllers group, 427
domain functional level, 115–116
domain groups and users, 420
Domain Guests group, 427
domain local groups, 325, 422, 539

built-in, 424, 424–426
domain management command 

(ntdsutil), 133
Domain Name System (DNS), 8, 44, 539

database zones, 57–66
Active Directory Integrated DNS, 

60–62
primary zones, 58–59
secondary zones, 59–60
stub zones, 62–63
transfers and replication, 63–66

exam essentials, 95–96
as hierarchically distributed database, 

47, 49

installing, 74–75
integrating Active Directory with, 

135–137
loading on RODC, 267
monitoring, with DNS snap-in, 85–87
process, 51–56

dynamic population of database, 
53–54

dynamic vs. non-dynamic, 51–53
queries, 54–56

record types, 68–74
alias records, 71–72
host (A or AAAA) record, 71
mail exchanger (MX) records, 

72–73
name server (NS) records, 70–71
pointer (PTR) records, 72
service (SRV) records, 73–74
start of authority (SOA) records, 

69–70
testing, 86–87
troubleshooting, 87–88

with DNS log file, 94–95
with DNSLint, 92–93
with Ipconfig, 93–94
with Nslookup, 88–92

Windows Server 2008 new features, 
67–68

background zone loading, 67
GlobalName zones, 68
IPv6 address support, 67–68
read-only domain controllers 

support, 68
domain namespace, 47
Domain Naming Master, 172, 539
domain operations masters, 172

troubleshooting, 173
domain trees, 539. See also trees
Domain Users group, 427
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560 domainprep process – File Allocation Table

domainprep process, 162
domains, 3, 539. See also forests; trees

in Active Directory, overview, 13–15
exam essentials, 186–187
GPOs for, 356
joining client to, 128–129
managing multiple, 171–185
multiple

drawbacks of, 150–151
reasons for, 148–151

planning structure, 118
removing last controller in, 170–171
renaming, 117
and sites, 201, 202

dotted decimal notation, 45
Dsamain.exe (database mounting tool), 

26, 266
dual-boot, 109, 539
dynamic, 539
dynamic DNS, vs. non-dynamic, 51–53
Dynamic DNS standard (DDNS), 539
Dynamic Host Configuration Protocol 

(DHCP), 52, 539
dynamic link libraries (DLLs), 386
dynamic volumes, 109

E
edu domain, 48
elevation-of-privileges attack, 176, 539
emails, unauthorized opening and 

tracking, 32
Encrypting File System (EFS), AD CS 

support for, 247
encryption, 31, 109

for AD RMS, 284
impact of removing last domain 

controller, 170

Enforce PasswordHistory setting, 440
Enforced option, 357
enrollment agents, 247
Enterprise Admins group, 427
Enterprise Root CAs, 25, 248
Error events, in Event Viewer, 

501–502, 502
error messages, from Nslookup, 90–91
Ethernet, 198
Event Log event ID 1311, 206
Event Properties dialog box, 229, 

502, 502
Event Viewer, 228, 229, 539

for auditing information, 459
Directory Service event log, 501
for performance monitoring, 

500–503
to verify Active Directory install, 124, 

124–125
Exam 70-640: Microsoft Windows Server 

2008 Active Directory, main goal, 2
extensible schema, for Active Directory, 8
external trusts, 176, 540

F
FAT32 (File Allocation Table 32) 

filesystem, 109
converting to NTFS, 110

fault tolerance, 515
Active Directory Integrated DNS 

and, 61
additional domain controllers for, 167
local database and, 59

Federated Identities, 31
federated identity management, 117
File Allocation Table (FAT), 540
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File Allocation Table 32 – Group Policy 561

File Allocation Table 32 (FAT32) 
filesystem, 109

file extensions, 540
mappings, 399

File Replication Service (FRS)
configuring, 326
log, 228

File Sharing dialog box, 335
file types, for Windows Installer, 387–388
files

Archive attribute, 505, 505
preventing conflicts, Windows Installer 

for, 387
filesystem, verifying, 108–112
Filter Options dialog box, 326, 327
filtering, 367, 540
Find Users, Contacts, and Groups dialog 

box, 336–337, 337
Firefox, 247
firewall

and ping command, 114
verifying configuration, 228

Flashcards for PCs and Handheld Devices 
(Sybex), xxix–xxx

folders
offline, 382
redirection, 380–382, 540

Force Policy Inheritance, 357
foreign security principals, 315, 428, 540
forest trusts, 117
forest-wide authentication, 176
forestprep process, 162
forests, 14, 154, 154–155, 540

in Active Directory, 15–17, 17
cross-forest trusts for resource 

sharing, 176
default trusts in, 175
exam essentials, 186–187
joining tree to, 162–167
operations masters, 171–172

planning, 151–155
in Windows Server 2008, 116–118

forward lookup zone, configuring for 
dynamic updates, 80

FQDN (fully qualified domain name), 
49, 150

full zone transfers (AXFR), 63

G
Global Catalog (GC), 12–13, 152, 

155, 540
replication, 117
server management, 182–184
server placement, 225–226

Global groups, 5, 325, 422, 540
predefined, 427–428

globally unique identifiers (GUIDs), 18
GlobalName zones, 68
glue host (A) records, in stub zone 

databases, 62
gov domain, 48
GPMC. See Group Policy Management 

Console (GPMC)
gpresult.exe, 406–407, 540
Graph (Chart) view in Performance 

Monitor, 480, 480, 503
group accounts, 324–326

creating, 326
properties, 325
for security administration, 21
strategies for, 326

group claim, 273
Group objects, 315, 541
Group Policy, 541

administrative templates, 353, 
354, 536

assigning script policies, 375–376
basics, 352–357
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562 Group Policy Creator Owners group – hypervisor

configuring automatic updates, 
396–397

exam essentials, 408–409
filtering, 373–374
implementing, 358–365
inheritance, 356–357

blocking, 373
controlling, 373–374

network configuration management, 
376–377, 377

planning strategy, 357–358
redirecting folders, 380–382
for security, 439–443

applying policies, 441–443
security filtering of, 366–370
and security permissions, 14
troubleshooting, 402–407
user and computer certificate 

automatic enrollment, 377–380
Group Policy Creator Owners 

group, 427
Group Policy Management Console 

(GPMC), 353, 355, 358
creating GPO with, 359–363
viewing GPO links, 366

Group Policy objects (GPOs), 
355–356, 541

backups, 509
creating, 358–364

with GPMC, 359–363
delegating administrative control, 

370–372
linking to Active Directory, 364–365
managing, 365–366
software deployment, 383–389

groups
built-in domain local groups, 424, 

424–426
creating, 432–435

delegating control, 437–439
Properties dialog box, 424
real-world scenario, 431
scope, 325, 421–423
for security administration, 21
as security principals, 419–420
types, 420–421

Guest account, 426
security for, 460

Guests group, 425
GUIDs (globally unique identifiers), 18

H
hackers, 176
hands-on experience, xxiii
hardware requirements, xxx
hash algorithm, 248, 541
help, for ntdsutil, 523
Help command (ntdsutil), 133
hexadecimal notation, 45
hidden shares, for application installation 

files, 390
hierarchy

for Active Directory, 8
and object naming, 14
of organization, multiple domains 

and, 150
Histogram view in Performance Monitor, 

481, 481
host (A or AAAA) record, 71, 541
host names, resolving IP addresses to, 

44, 46
HOSTS files, 46, 46, 47
HTML report, from DNSLint, 92
Hyper-V utility, 275
hypervisor, 275
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ICANN – jp domain 563

I
ICANN (Internet Corporation for 

Assigned Names and Numbers), 49
icons, in Event Viewer, 501, 502
identifiers, of objects, 17–19
Identity and Access (IDA) solutions, 

28–33
identity claim, 273
Identity Lifecycle Management (ILM), 

32–33
identity management, AD MDS 

for, 281
importing objects from file, 320
in-addr.arpa domain, 56
incremental backup, 506, 541
incremental zone transfers (IXFR), 63
indexing information in Active Directory, 

Global Catalog for, 12
InetOrgPerson object, 316, 541
information protection, with AD RMS, 31
informational events, in Event Viewer, 

501, 502
Infrastructure Master, 172, 541
inheritance, 541

controlling, 373–374
of Group Policy settings, 356–357
OUs, 300, 302, 314
settings, 23

initialization files, 388, 541
Installation Wizard, for AD DS, 25
installing

Active Directory, 119
verifying, 124–129

Active Directory Federation Services 
(AD FS), 269–272

Active Directory Lightweight Directory 
Services (AD LDS), 273–275

Active Directory Rights Management 
Services (AD RMS), 282–287

Domain Name System (DNS), 74–75
software

licenses for, 384
verifying, 396

instances, 479
of AD LDS, 276

int domain, 48
Interactive Logon: Do Not Display Last 

User Name setting, 441
Internet, 113, 199

browsing, 114
Internet Corporation for Assigned Names 

and Numbers (ICANN), 49
Internet Explorer, 247

for requesting certificate, 258–260
Internet Protocol (IP), 541

addresses, 199
form of, 45–50
resolving to host names, 44, 46

RPC over, 215
Internet service providers (ISPs), 199
intersite replication, 215–224, 542

configuring schedules, 216, 218
intrasite replication, 214, 215, 542
inverse queries, 56
ipconfig utility, 93–94, 113, 114
IPsec (IP security)

AD CS support for, 247
configuring policies, 326

IPv4 address, 45
IPv4 Properties dialog box, DNS tab, 54
IPv6 address, 45

Windows Server 2008 support, 67–68
item seeding, xxvi
iterative queries, 54
IXFR (incremental zone transfers), 63

J
jp domain, 48
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564 KCC – MCTS

K
KCC. See Knowledge Consistency 

Checker (KCC)
Kerberos authentication, 426

realm trusts for domain with, 176
Key archival, 263
Key Distribution Center Service 

account, 426
key recovery agent, 263, 542
Knowledge Consistency Checker (KCC), 

132, 217
errors, 6

krbtgt account, 426

L
LAN (local area network), 198–199, 542

access, 113
LDAP (Lightweight Directory Access 

Protocol), 27, 273, 542
ldifde utility, 320
LDP tool, 129–130, 130
licenses for software, 384, 390
Lightweight Directory Access Protocol 

(LDAP), 27, 273, 542
line-delimited files, importing, 320
linear logging, 486
linked value replication, 117, 203, 542
List NC Information command 

(ntdsutil), 133
List NC Replicas command (ntdsutil), 134
load balancing, 542

with round robin, 75
secondary DNS zones for, 59

local area network. See LAN (local area 
network)

Local Computer Policy tool, 358

local database, for primary DNS zone, 
58–59

local groups and users, 420
Local Security Policy, for configuring 

autoenrollment, 256, 257
log files

for DNS server, 94–95
Event Viewer to display, 125–126
viewing previously saved data, 486

logging mode, 542
for RSoP, 402, 403–405

logical structure of Active Directory
data store, 11
Global Catalog, 12–13
replication, 13
schema, 12
searching mechanisms, 13

logon, GPOs impact on performance, 402
Logon/Logoff scripts, 375

M
mail exchanger (MX) records, 72–73
mandatory software upgrades, 395
mapping file extensions, 399
mapping network drives, with logon 

scripts, 375
MCA (Microsoft Certified Architect), 

xxi, xxii
MCITP (Microsoft Certified IT 

Professional), xxi
MCP (Microsoft Certified Professional), 

xxi–xxiii
MCPD (Microsoft Certified Professional 

Developer), xxi, xxii
MCTS (Microsoft Certified Technology 

Specialist), xxi
exam requirements, xxii
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media source – NDDNS (non-dynamic DNS) 565

media source, disabling for software 
install, 402

memory performance information, Task 
Manager for viewing, 499, 499

metadata cleanup command 
(ntdsutil), 523

Microsoft certification program, 
changes, xxi

Microsoft Certified Architect (MCA), 
xxi, xxii

Microsoft Certified IT Professional 
(MCITP), xxi

Microsoft Certified Professional 
Developer (MCPD), xxi, xxii

Microsoft Certified Professional 
Magazine, xxxi

Microsoft Certified Professional (MCP), 
xxi–xxiii

Microsoft Certified Technology Specialist 
(MCTS), xxi

exam requirements, xxii
Microsoft Cryptography application 

programming interface 
(CryptoAPI), 248

Microsoft Management Console (MMC) 
snap-in, Server Manager as, 23

Microsoft Message Queuing. See MSMQ 
Queue Alias object

Microsoft Office 2003 Professional, 28
information protection support of, 31

Microsoft patches (MSP), 388
Microsoft Transformation (MST) files, 

387–388
Microsoft Windows Installer (MSI), 385

settings, 401–402
Microsoft Windows Installer (MSI) 

packages, 387
mil domain, 48
Minimum Password Length setting, 440

monitoring
Domain Name System (DNS), with 

DNS snap-in, 85–87
performance

with Event Viewer, 500–503
with Network Monitor, 496
with Task Manager, 497–500
troubleshooting, 503

replication, 523–525
mounted drives, 109
moving

Active Directory objects, 328
organizational units (OUs), 307–308
server objects between sites, 223

MSMQ Queue Alias object, 316, 542
multimaster replication, 171, 203
multiple-choice questions on exam, xxiv
multiple-master domain topology, 4, 5

N
name server (NS) records, 70–71, 543

in stub zone databases, 62
name servers, 50, 543

caching by, 56
names

of domains, 50
changing, 117

Nslookup for, 89
of objects, 17–19

changing, 328
hierarchy and, 14

of OUs, 300
changing, 307–308

namespaces, noncontiguous, forests 
for, 154

NDDNS (non-dynamic DNS), 543
vs. dynamic, 51–53
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566 negative cache TTL – organizational units (OUs)

negative cache TTL, 56
net domain, 48
network adapter, testing, 112
Network Device Enrollment Service 

(NDES), 25, 247
Network Monitor, 496, 543
network operating systems (NOSs), 301
Network Time Protocol (NTP), 172
networks

browsing, 114
constraints, 199–200
managing configuration, 376–377, 377
planning overview, 198–200
Task Manager for viewing utilization, 

499, 499
traffic from DC synchronization, 5
types, 198–199
verifying connectivity, 112–114, 228

New Object - Group dialog box, 422, 423
New Resource Record dialog box, 83, 84
New Technology File System (NTFS), 

543. See also NTFS (New Technology 
File System)

New Zone Wizard
for Active Directory Integrated 

DNS, 60
for stub zones, 62

NO Override option, 357
nodes in DNS, 47
Non-Dynamic DNS (NDDNS), 543

vs. dynamic, 51–53
nonauthoritative restore, 522
noncontiguous namespaces, forests 

for, 154
nonmandatory software upgrades, 395
normal backups, 506, 543
Notify dialog box, 64, 65
Nslookup, 88–92, 543

on command line, 89
exercise, 91–92

in interactive mode, 89–90
responses and error messages, 90–91

ntconfig.pol file, 353
NTDS Settings Properties dialog box, 

General tab, 226
ntdsutil utility, 130, 135, 517

offline maintenance with, 523
NTFS (New Technology File System), 109

conversion, 112
partition setup, 110–112
self-healing, 110

NTFS (New Technoloyg File System), 543
NTP (Network Time Protocol), 172

O
objects, 543. See also Active Directory 

objects
offline folders, 382
offsite storage of backup, 506
on-demand software installations, 387
one-way trust, 175
Online Certificate Status Protocol 

(OCSP), 261
Online Responder Service, 25, 247, 261
operations masters, 171, 543

assigning single-master roles, 173–174
Optimize Backup Performance dialog 

box, 506, 507
optimizing performance, 474
org domain, 48
organization

accommodating structure change, 227
in distinguished name, 18
mapping to OU structure, 299

Organizational Unit objects, 315
organizational units (OUs), 14, 19–20, 20, 

296–297, 543
benefits, 298
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OUs – Performance Monitor 567

creating, 303–306
enabling auditing, 458–459
exam essentials, 339
GPOs for, 356
group policies, 302–303
managing, 306–313

administering properties, 308
delegating control, 309–313
moving, deleting and renaming, 

307–308
names for, 300
parent-child relationships, 23
planning structure, 298–303

delegating administrative control, 
301–302

geographically based, 303
inheritance, 300
mapping organization to OU 

structure, 299
parent-child relationships, 302
resource grouping, 298–300

Properties dialog box
General tab, 309
Managed By tab, 309

“Protect container from accidental 
deletion” option, 329

purpose of, 297–298
relationships of users and groups 

to, 297
and security, 420
troubleshooting, 314

OUs. See organizational units (OUs)
Outlook, 247
Outlook Express, 247

P
packet sniffer, 59, 543
Packets Received Errors counter, 488

Pages/Sec counter, 488
parent-child relationships, 23
partial attribute set (PAS), 183, 543
password replication policy, 267, 544
passwords

for AD RMS encryption, 284
for computer account, 329
fine-grained policies, 26, 266
managing multiple, 29

patches, 388, 544
PDC (Primary Domain Controller), 3
PDC Emulation Master, 172, 544
performance

additional domain controllers for, 168
backup schedule and, 508
of domain controller, 488–490
exam essentials, 526
maintaining history, 477
monitoring

with Event Viewer, 500–503
with Network Monitor, 496
with Task Manager, 497–500
troubleshooting, 503
for Windows Server 2008, 

475–477
of networks, costs and, 199–200
optimization, 474
statistics available for monitoring, 

478–479
Performance Monitor, 478

for Active Directory, 490–496
adding new counter, 479
properties, 482–485

Appearance tab, 485, 485
Data tab, 484, 484
General tab, 482, 483
Graph tab, 484, 484
Source tab, 483, 483

real-world scenario, 486–487
saving data for later analysis, 485–486
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568 performance objects – queries

viewing information, 480–481
Graph view, 480, 480, 503
Histogram view, 481, 481, 503
Report view, 481, 482

performance objects, 478
permissions, 419, 544

of Active Directory objects, 430
benefits of group-based, 431
delegating, 10
for foreign security principals, 428
managing, 429–430
for software install, 386, 401

PIN (personal identification 
number), 30

ping command, 113–114
PKI (public-key infrastructure), 246–247, 

378, 544
for smart card, 443

planning
domain structure, 118
forests, 151–155
Group Policy strategy, 357–358
importance of, 476
networks, 198–200
OU structure, 298–303

delegating administrative control, 
301–302

geographically based, 303
inheritance, 300
mapping organization to OU 

structure, 299
parent-child relationships, 302
resource grouping, 298–300

sites, 203–205
trees, 151–155

for single tree, 152–153
planning mode, 544

for RSoP, 402
pointer (PTR) records, 56, 72, 544
Precreate command (ntdsutil), 134

Primary Domain Controller (PDC), 3
Primary Domain Controller (PDC) 

Emulator Master, 544
primary zones, 58–59, 544
Print Operators group, 425
Printer objects, 315, 544

publishing, 330–334
private key, archiving, 263
processes, displaying list of currently 

running, 497–498, 498
Processes counter, 490
Processor Queue Length counter, 489
production environment, changes, 476
Professional Series of certifications, xxi
programs. See software
Prometric Testing Centers, xxvi
promoting domain controller, 119–123
promotion, 544
properties

of Active Directory objects, 321–324
settings, 322–324

of group accounts, 325
PTR (pointer) records, 56
public key certificate services, 246
public-key infrastructure (PKI), 246–247, 

378, 544
for smart card, 443

publishing, 544
Active Directory objects, 330–338

Printer objects, 330–334
Shared Folder objects, 334–336

applications, 389, 391–394
push/pull relationship, 64

Q
queries

of Active Directory, 336–338
of DNS server, 51, 54–56, 55
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questions on exam – Reset Account Lockout Counter After setting 569

questions on exam, xxiii–xxvi
case study-based, xxvi
multiple-choice, xxiv
select-and-place, xxiv
simulations, xxv

R
RAID (Redundant Array of Independent 

Disks), 109, 487
read-only domain controllers (RODC), 

25, 68, 266, 267, 545
realm trusts, 176, 545
record types in DNS, 68–74

alias records, 71–72
host (A or AAAA) record, 71
mail exchanger (MX) records, 72–73
manually creating, 82–85
name server (NS) records, 70–71
pointer (PTR) records, 72
query for specific type, 90
service (SRV) records, 73–74
start of authority (SOA) records, 69–70
in stub zone databases, 62

recursive queries, 54–56
redirecting folders, 380–382
Redundant Array of Independent Disks 

(RAID), 109, 487
RegEdit command, 448
registration, of AD RMS server in Active 

Directory, 286
registration for exam, xxvi–xxvii
Registry

administrative templates and, 353
backups, 507

relational database, 11
relative distinguished name (RDN), 

18, 545

Relative ID (RID) Master, 172
Reliability and Performance Monitor, 

477–478, 545
Remote Procedure Call (RPC) protocol, 

215, 545
remote storage, 109–110
removable media, disabling for software 

install, 402
Remove NC Replica command 

(ntdsutil), 134
removing. See deleting; uninstalling 

software
rename command, 117
RepAdmin utility, 523–524
replicas, 132
replication, 9, 13, 132, 545

of Active Directory, 200–201
monitoring and troubleshooting, 

226–230
with bridgehead servers, 224
communication problems and, 6
configuring, 214–226
exam essentials, 231–232
monitoring, 523–525
multimaster, 171, 203
multiple domains for traffic 

reduction, 149
problems from, 206
sites for managing, 202–203
unidirectional, 267
verifying topology, 230, 230

Replication Monitor, 524, 524–525
Replicator group, 425
replmon command, 524
Report view in Performance Monitor, 

481, 482
“*** Request to Server time-out” error 

message, 90
Reset Account Lockout Counter After 

setting, 440
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resolvers, 51, 56, 545
Resource Record Type dialog box, 84
resource records (RRs), 50, 57–58, 545. 

See also record types in DNS
restartable Active Directory Domain 

Services, 26
restore subtree command (ntdsutil), 522
restoring Active Directory, 515–525

authoritative, 516–522
nonauthoritative, 522

Resultant Set of Policy (RSoP), 402, 545
gpresult.exe, 406–407
logging mode, 402, 403–405
planning mode, 402, 406

reverse DNS records, 72
revoking certificates, 261–262
RID (Relative ID) Master, 172, 545
roaming user profiles, folder redirection 

for, 380
RODC (read-only domain controllers), 

25, 68, 266, 267, 545
rollback of software install, disabling, 

401–402
root domain, 16, 152, 153, 545
root in DNS, 47
round robin, load balancing with, 75
routers

and ping command, 114
verifying configuration, 228

RPC (Remote Procedure Call) 
protocol, 215

RSoP (Resultant Set of Policy), 402
gpresult.exe, 406–407
logging mode, 402, 403–405
planning mode, 406

S
saving Performance Monitor data for later 

analysis, 485–486
scalability

of Active Directory, 10
multiple domains for, 148

scavenging, 546
schedules

for backups, 508
for intersite replication, configuring, 

216, 218
schema, 8, 11, 12, 155, 546

defunct classes and attributes, 117
Schema Admins group, 427
Schema Master, 171–172, 174, 546
scope of group, 325, 421–423
script policy, 546

assigning, 375–376
scripts, application assignment, 388, 536
search function, of Active Directory, 10
searching mechanisms, 13
secedit.exe command-line utility, 448, 

452–454
switches, 453–454

secondary DNS servers
notification of zone changes, 64
zone transfer for, 63

secondary DNS zone, 546
secondary zones, 59–60
Secure/Multipurpose Internet Mail 

Extensions (S/MIME), AD CS 
support for, 247

Secure Socket Layer/Transport Layer 
Security (SSL/TLS), AD CS support 
for, 247

61675bindex.fm  Page 570  Thursday, April 3, 2008  4:41 AM



security – service (SRV) records 571

security, 418, 419–431
Active Directory and, 10
Active Directory Integrated DNS 

and, 61
dynamic DNS and, 52
enforcing consistent policies, 454–455
exam essentials, 462
Group Policy for, 439–443
implementing, 432–439
local database and, 59
managing, 429, 429–430
objects and, 21–22
for user accounts and passwords, 29

Security Configuration And Analysis 
utility, 448–452, 455, 546

security filtering, of Group Policy, 
366–370

security groups, 21, 325, 419, 421, 546
security identifier (SID), 419, 546

default filtering on external trusts, 176
Security log, 125
security permissions, Group Policy and, 14
security principals, 315, 419–428, 546
security templates, 354, 448, 546
select-and-place questions on exam, xxiv
Select Operation Target command 

(ntdsutil), 134
selecting multiple user objects, 324
selective authentication, 176

enabling, 181
self enrollment, 281
self-healing NTFS, 110
“*** Server can’t find ...” error message, 

90, 91
server licensor certificate (SLC), 281
Server Manager, 23, 245, 246, 546

to install AD CS, 248–255
to install AD FS, 269–272

to install AD LDS, 273–275
to install AD RMS, 282–287

server objects, moving between 
sites, 223

Server Operators group, 425
server Properties dialog box

Event Logging tab, 85, 85
Monitoring tab, 86, 86

server roles in Windows Server 2008, 24
Active Directory Certificate Services 

(AD CS), 24–25, 30, 246–265
Active Directory Domain Services 

(AD DS), 25–26. See also Active 
Directory Domain Services 
(AD DS)

Active Directory Federation Services 
(AD FS), 26–27, 31, 117–118, 
268–273

Active Directory Lightweight Directory 
Services (AD LDS), 27, 273–280

Active Directory Rights Management 
Services (AD RMS), 27–28, 31, 
281–287

exam essentials, 288
Server Sessions counter, 489
server topology, 225–226
servers

configuring caching-only, 75–76
converting member to domain 

controller, 119
for Global Catalog, placement, 

225–226
intermittent crashes, 474

service instance, of AD LDS, 276
Service Location Resource Records, 51
service requests, sites for managing, 202
service (SRV) records, 73–74, 546
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services, displaying list of currently 
running, 498, 498

set command, for Nslookup command-
line options, 89

Set DSRM Password command 
(ntdsutil), 523

Set NC Reference Domain command 
(ntdsutil), 134

Set NC Replicate NotificationDelay 
command (ntdsutil), 134

set type command, 90
Shared Folder objects, 315, 330, 546

publishing, 334–336
shortcut trusts, 176, 547
Shutdown: Allow System To Be Shut 

Down Without Having To Log On 
setting, 441

Shutdown scripts, viewing policy 
settings, 375

Simple Mail Transfer Protocol (SMTP), 
215, 547

simulation questions on exam, xxv
single master operations, 547
single sign-on (SSO), 27, 31, 268, 547
site link bridges, 547

creating, 217–221
site links, 205, 547

creating, 217–221
sites, 198, 201–205, 547

configuring, 212–214
creating, 206–209
and domains, 201, 202
GPOs for, 356
implementing, 205–214
moving server objects between, 223
planning, 203–205

Sites and Services Microsoft Management 
Console, 203–204

smart card, 30, 547
AD CS support for logon with, 247

authentication, 443–447
certificate enrollment station 

preparation, 444–445
Group Policy settings for, 446–447
writing certificate information on 

card, 446
SMTP (Simple Mail Transfer 

Protocol), 215
software

applying updates, 394–395
creating categories, 399
deployment, 389

configuring settings, 397–402
preparation, 390–391
through GPO, 383–389
in Windows Vista, 389

displaying list of currently running, 
497, 497

maintenance, 384
publishing, 389, 391–394
requirements, xxx
uninstalling, 384–385, 400–401
verifying installation, 396
Windows Installer, 385–388

benefits, 386–387
software distribution share point, 

creating, 390–391
Software Installation Properties dialog 

box, 397–399
Advanced tab, 398, 398
Categories tab, 399, 400
General tab, 397

software management life cycle, 383–385
Software Settings options, in Group 

Policies, 354
Software Update Services (SUS), 384
SSO (single sign-on), 27, 31, 268, 547
Stand Alone Root CAs, 25, 248
start of authority (SOA) records, 69–70

in stub zone databases, 62
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startup, GPOs impact on 
performance, 402

Startup scripts, viewing policy 
settings, 375

strong authentication, 30–31
stub zones, 62–63

configuring transfers with zone 
replication scope, 66

subdomains, 547
creating, 156–161

subnets, 203, 547
creating, 209–212
implementing, 205–214

Subordinate CAs, 248
SupTools.msi file, 129–130
SUS (Software Update Services), 384
Sybex Flashcards for PCs and Handheld 

Devices, xxix–xxx
Sybex Test Engine, xxix
synchronization, verifying, 230
System folder, 326
System log, 125
System Monitor, 228–230
System Monitor Log Properties dialog 

box, 492
system policies, 353
system resources, for Active 

Directory, 487
System State data, 547

backups of, 507–508
restoring, 508–509, 517–522

SYSVOL directory, backups, 508

T
Task Manager, 497–500, 547

Applications tab, 497, 497
Networking tab, 499, 499
Performance tab, 499, 499
Processes tab, 497–498, 498

Services tab, 498, 498
Users tab, 500, 500

TCP/IP (Transmission Control Protocol/
Internet Protocol), 44, 205

addresses in subnet, 209
verifying, 112

Technology Series of certifications, xxi
templates

security, 354, 448, 546
for user accounts, 435–436

test environment, 476
testing

Active Directory, from clients, 128
Domain Name System (DNS), 86–87
network configuration, 113–114

Thawte, 378
time to live (TTL), 56

choosing values, 57
top-level domains (TLDs), 47–48
transitive trust, 547
transitive trust relationships, 175
transitive two-way trust relationships, 

15, 175
trees, 14, 16, 153, 548

creating, 156
exam essentials, 186–187
joining to forest, 162–167
planning, 151–155

for single tree, 152–153
troubleshooting

Active Directory replication, 226–230
Domain Name System (DNS), 87–88

with DNS log file, 94–95
with DNSLint, 92–93
with Ipconfig, 93–94
with Nslookup, 88–92

domain operations masters, 173
exam essentials, 526
Group Policy, 402–407
performance monitoring, 503

trust policies, for AD FS, 273
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574 trust relationships – Warning events

trust relationships, 15, 15, 548
Active Directory Domains and Trusts 

tool for managing, 177–181
AD FS for setup, 268

Trustbridge, 117–118. See also Active 
Directory Federation Services (AD FS)

trusts, managing, 175–181
TTL (time to live), 56

choosing values, 57
two-way trust, 175, 548

U
uk domain, 48
unidirectional replication, 267, 548
uninstalling software, 384–385, 400–401
U.S. Department of Defense, 47
universal group membership caching, 

184–185, 422
universal groups, 325, 422, 548
Unlinked Test GPO Security Settings 

dialog box, 366–367, 367
update sequence number, 203
updates to software

applying, 394–395
configuring automatic, in Group 

Policy, 396–397
UPN (user principal name) suffixes, 

181–182
us domain, 48
user accounts, 21

Active Directory objects available 
to, 330

auditing logon events, 457
creating, 432–435
dealing with multiple for individual, 29
delegating control, 437–439
disabling vs. deleting, 324

displaying list of currently active, 
500, 500

lost by removing domain controller, 170
master domains for storing, 4
policies for administrative tasks, 32
as security principals, 419–420

user certificates, enrolling, 255–260
automatically in Group Policy, 

377–380
User objects, 316, 548

Group Policy settings for, 354
properties, 321

settings, 322–324
selecting multiple, 324

user principal name (UPN) suffixes, 
181–182

user rights, to manage certificate 
server, 263

user templates, 435–436
Users container, 315
Users folder, default groups in Windows 

Server 2008, 426, 426
Users group, 425

V
Variable Length Subnet Masking 

(VSLM), 56
VeriSign, 378
Virtual Private Networks (VPNs), 199

AD CS support for, 247

W
WAN. See wide area networks (WAN)
Warning events, in Event Viewer, 

501, 502
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Web Agents, 273
Web browser, for requesting certificate, 

258–260
Web enrollment, 25, 247, 548
web resources, for Microsoft Education 

and Certification materials, xxxi
wide area networks (WAN), 199, 548

links as bottleneck, 6
verifying access, 113

Windows 2000
domain database, 3
domain functional features, 115–116

Windows 2000 Mixed domain functional 
mode, limitations on group 
functionality, 423

Windows 2000 Native mode, possible 
group scope changes, 423

Windows 2003, domain database, 3
Windows Installer, 385–388, 548

benefits, 386–387
file types, 387–388

Windows Installer package, 548
Windows Internet Name Service (WINS), 

51, 548
Windows NT 4 Domain Model, 3–5, 4

vs. hierarchical Active Directory 
domains, 19

limitations, 5–7
Windows Script Host (WSH), 375, 548
Windows Server 2003, domain functional 

features, 115–116
Windows Server 2008

advanced boot options, 517, 517
default groups in Users folder, 426, 426
domain database, 3
domain functional features, 115–116
filesystem support, 109
Identity and Access (IDA) solutions, 

28–33

new DNS features, 67–68
background zone loading, 67
GlobalName zones, 68
IPv6 address support, 67–68
read-only domain controllers 

support, 68
performance monitoring, 475–477
performance tools, 477–485

Reliability and Performance 
Monitor, 477–478

promotion to domain controller, 
155–156

security hacks for accounts, 460–461
server roles, 23–28, 24

Active Directory Certificate Services 
(AD CS), 24–25

Active Directory Domain Services 
(AD DS), 25–26

Active Directory Federation Services 
(AD FS), 26–27

Active Directory Lightweight 
Directory Services (AD LDS), 27

Active Directory Rights 
Management Services 
(AD RMS), 27–28

Windows Server 2008 Active Directory
certification on, xxii
Configuring exam, xxii–xxiii

registration, xxvi–xxvii
tips for taking, xxvi
types of questions, xxiii–xxvi

Windows Server 2008 Backup utility, 504, 
509–515

overview, 505–509
Windows Server Update Service (WSUS), 

384, 396
Windows Settings options, in Group 

Policies, 354
Windows Time service, 172
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Windows Update, 384, 396
Windows Vista, installing software, 389
WindowsITPro Magazine, xxxi
wireless networks, secure, AD CS support 

for, 247
WSH (Windows Script Host), 375, 548
WSUS (Windows Server Update Service), 

384, 396

Z
zone Properties dialog box

General tab, 66, 77
Name Servers tab, 79, 79
Start Of Authority tab, 77–78, 78
WINS tab, 79
Zone Transfers tab, 64, 65, 79–80

zone replication scope, 66
zones. See database zones in DNS
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