Index

Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of a topic.

Italicized page numbers indicate illustrations.

A

A Directory Below This One option, 756
/a switch in Outlook, 801
Accept messages from setting, 703
Accept Messages Without Notifying Sender Of
Filtering option, 625, 682
Acceptable Use Policies, 310
access
to Active Directory, 337-341
to command-line tools, 602
to databases, 342-343
in ISA Server, 642, 644
to mailboxes, 530-535, 531, 533
to server, 194-197
Access Control category, 853, 855
Access Control Entries (ACEs), 468
Access Control Lists (ACLs), 468
Access page
for backup files, 175
for Internet clients, 544, 546-547
for OWA, 742-744, 742
for POP3 and IMAP4 virtual servers, 731, 733
for SMTP virtual servers, 553, 672-673
Access Permissions dialog box, 746
Account Management category, 851, 8§57
ACEs (Access Control Entries), 468
ACID (Atomicity, Consistency, Isolation, and
Durability) test, 209
aclitem test option, 412
Aclitemref test option, 413
Acllistref test option, 413
ACLs (Access Control Lists), 468
Action page, 289-290, 290
Activate The Default Response Rule option, 558
Active/Active clusters, 420
Active Data Objects (ADO), 504
Active Directory (AD), 5, 32-33, 51-52
access to, 337-341
and AD Connector. See AD Connector

address lists in. See address lists
alias names in, 33
ambiguous name resolution in, 107-108, 107
attribute management in, 108-109
configuration queries and address lookups in,
70-71
deleting servers from, 175
display names in, 33-34, 34, 90-92, 91
and DNS. See DNS (Domain Name Service)
domain preparation for, 78-80
extended attribute names in, 102-103, 103
FAQ for, 118
forest preparation for, 75-78
Global Catalog servers in, 59-64, 60
group names in, 35, 36
groups in. See groups
importing and modifying data in, 109-115
for information store cache size, 344
LDAP queries for, 820-825, 822-825
mailbox extensions in, 92-93
MAPI client lookups in, 71-74, 72-73
in message flow problems, 859
operations master roles in, 66-70, 68
partitions in, 53-58, 55-56
pre-installation checks for, 74-75
for public folders, 451
recipient policies in, 104-106, 105-106
replication of, 776, 842-843, 842
rights in, 475
RUS for, 115118, 116-117
server names in, 36-37
sites in, 58-59
SMTP addresses in, 35
troubleshooting, 839-843
usernames in, 33
Active Directory Connector. See AD Connector
Active Directory Connector (ADC) public folder,
468
Active Directory Connector MMC, 143, 151
Active Directory Domains And Trusts utility, 70
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Active Directory Schema Management utility, 58 Add Digital Signature To Outgoing Message
Active Directory Sites And Services utility option, 590, 592
for Global Catalog servers, 62 Add/Edit Destination dialog box, 648, 648
for moving mailboxes, 251 Add/Edit Listeners dialog box, 647, 647
Active Directory Users And Computers utility Add PF To Admin Group permission, 527
for AD Connector, 148, 148 Add/Remove Self permission, 527
for display names, 90-91 Additional Values button, 710
for group membership, 88 Additionally request mail at specified times option,
for IM, 765-766, 827 719,725
for mail-enabled groups, 81 Address attribute, 61
for mailboxes address books, 96
extensions for, 92-93 offline generation of, 498
moving, 160, 165, 250 Qutlook, 35
for message archiving, 300 policies for, 204-205
for operations master roles, 68 address.dll file, 92
for restores, 401 Address List Synchronization category, 851
for warning messages, 496 address lists, 95-97, 97
Active log format setting, 672 customized searches for, 98-101, 99-100
Active/Passive clusters, 419 global, 89, 93-95, 94, 584, 587
Active queue state, 862 and LDAP queries, 93, 97-102
Active Server Pages (ASP), 740 missing names in, 841
Active User Count counter, 332 and RUS, 115-116, 116
Activity message class, 239 sample queries, 101-102
AD Connector, 135-136, 135-136 Address Mapping page, 650
for clusters, 424 Address Space page
configuring for SMTP, 715, 721, 724
in large environments, 149-150 for X.400, 708, 708, 710
in small environments, 143-149, 144-149 addresses
connection agreements for in Active Directory, 70-71
public folder, 152-153, 468 IP. See IP addresses
synchronizing objects with, 151-152 proxy, 82, 104
customizing, 151, 151 in SMTP, 689
dependencies for, 10 Addressing Mapping page, 652
diagnostics logging for, 857-858 Administration Delegation Wizard, 159
installing, 141-143 administrative groups, 6
operation of, 138-141, 139 creating, §9-90
permissions for, 136-138 moving mailboxes between, 250-251
troubleshooting with, 150, 150 for public folders, 525
adapters administrative rights, 473-475
for clustering, 432 administrative security, 520
configuring, 435, 435 built-in permissions for, 520-522, 521
for performance, 336 mailbox access, 530-535, 531, 533
Add A Shortcut To My Desktop option, 635 roles in, 522-530, 523, 525, 530
Add and Remove buttons setting, 204 Administrator Information Store permission, 528

Add Counters dialog box, 318 Administrator user, permissions in, 520
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Administrators page, 581-582, 582
ADMINPAK.MSI file, 92
ADO (Active Data Objects), 504
ADSI tools
for display names, 90, 92
for mailbox extensions, 92
permissions in, 528-530, 530
ADSIEDIT utility, 57
for address lists, 100, 100
for display names, 90
for domain changes, 80
for extended attribute names, 103, 105
for information store cache size, 344
for moving directories, 345
for Offline Address Books, 205
for OWA segmenting, 750
for permissions, 530, 531
for policies, 197
for restores, 396-397, 397
for schema changes, 78
Advanced Backup Options dialog box, 359, 359
Advanced button
for POP3 and IMAP4 virtual servers, 730
for SMTP virtual servers, 672
Advanced page
for AD Connector, 147, 147
for Address Book, 822, 823
for authentication, 539-540, 540
for LDAP queries, 98
for message tracking, 294, 294
for permissions, 129
for POP3 and IMAP4 virtual servers, 736, 736
for SMTP, 683-684, 684, 687, 718-720, 725
for X.400, 710, 713-714, 713
Advanced Queuing Engine (AQE), 16-20, 18,
659-660
counters for, 334-335
for routing groups, 697
for transport events, 502, 502
for X.400, 706
Age limits setting, 207, 463
Age limits for all folders in this store setting, 226
agents for Event Service, 510-511, 511
Agents tab, 510-511
AH (Authentication Headers) protocol, 555

alert states, 276
alerts
configuring, 288-290, 289-290
in ISA Server, 642
Algorithms tab, 586, 586
aliases
in Active Directory, 33
for mail-enabled groups, 82
for NDRs, 678
for warning messages, 496
All Public Folders hierarchy, 457
allacltests option, 413
allfoldertests option, 413
Allow Automatic Forwards option, 684
Allow Automatic Replies option, 684
Allow BP-15 option, 710, 714
Allow Delivery Reports option, 684
Allow Exchange contents option, 710, 713-714
Allow Inheritable Permissions From Parent to
Propagate To This Object option, 522
Allow Non-Delivery Reports option, 684
Allow Out Of Office Responses option, 684
Allow priorities option, 703
Allow This Server To Host User Accounts option,
765
Allow VPN Connections option, 651
Allowed Priorities option, 699
for SMTP, 717
for X.400, 711
Allowed sizes setting, 703
Allowed Types option, 699
for RGCs, 703
for SMTP, 718
for X.400, 711
alltests option, 413-414
Alternate Recipient property, 255
Always Run option, 117
Ambiguous Name Resolution (ANR), 107-108,
107
ampersands (&)
as AND operator, 102
for details templates, 263
AND operator, 102
Anonymous Access option, 744, 747
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ANR (Ambiguous Name Resolution), 107-108,
107
Antigen for Microsoft Exchange product, 613
Antivirus Application Programming Interface
(AVAPI), 612
Any local server can send mail over this connector
setting, 702
application event logs, 189, 495
application filters, 642
Application log, 834
application service providers (ASPs), 93
Apply Content Settings To Non-MAPI Clients
option, 683, 784
Apply Filter option, 625
Appointment message class, 238
AQE (Advanced Queuing Engine), 16-20, 18,
659-660
counters for, 334-335
for routing groups, 697
for transport events, 502, 502
for X.400, 706
Archive All Messages Sent Or Received By
Mailboxes On This Store option, 174, 202,
221, 300
Archive Data To Target Store option, 247, 614
Archive Filtered Messages option, 682
archiving messages, 298-301
automatic, 243-245, 243-244
ExMerge for, 246-249
local delivery in, 245-246
ArcServ program, 354
Artidx test option, 413
ASP (Active Server Pages), 740
ASPs (application service providers), 93
Associated External Account permission, 532
Associated Folder Messages option, 371
asymmetric keys, 569
asynchronous event sinks, 501
Atomicity, Consistency, Isolation, and Durability
(ACID) test, 209
atomicity in database transactions, 209
ATRN extension, 663
-attach option, 308
attach test option, 412
attachments
restricting, 608-609
WINMAIL.DAT, 783

Attachref test option, 413
-attacht option, 308
Attempt direct delivery before sending to smart host
option, 676
Attendee Availability tab, 511
Attribute Mapping category, 851, 858
attribute names
extended, 102-103, 103
in LDAP, 110-113
attributes, 60-61
in Active Directory, 108-109
in AD classes, 56-57
in Global Catalog servers, 60-62
for mailboxes, 135, 135
auditing policies, 605
AUTH extension, 662
authenticated TURN, 722
Authenticated Users group, 520
authentication
client, 537-538
integrated Windows authentication,
538-542, 538-542
Internet client authentication, 542-550, 543,
545, 547-548, 550
and domain names, 808-809
in front-end servers, 808
in IM, 766
in IPSec, 556
in OWA, 547-550, 548, 550, 744-745,
744-745
for POP3 and IMAP4 virtual servers, 732
through proxies, 817
Authentication button
for POP3 and IMAP4 virtual servers, 731
for SMTP virtual servers, 672
Authentication dialog box, 546, 546
Authentication Headers (AH) protocol, 555
Authentication Methods dialog box, 547, 548, 744,
744
Author role, 476
AutoArchive page, 243, 243
AutoArchive tool, 243-245, 243
AutoDL utility, 88
Automatically discover servers option, 204
automating, 491
clients, 513-516
display name generation, 90-92, 91
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event services for, 509-512, 511 organization forms, 363-364
event sinks. See event sinks to other storage, 355, 355
ExMerge, 372-374, 373-374 performing, 357-359
information store maintenance, 492-495 restoring from, 388-390, 389, 393-394, 394
message archival, 243-245, 243-244 rotations for, 366-369 E
ExMerge for, 246-249 scheduling, 494 =
local delivery in, 245-246 snapshot, 364-366
report distribution, 305-308 speed in, 354-355, 365
scripts for, 507-509 storage group databases, 217
SMTP replies, 684 system state, 361-362, 362
System Attendant for, 495-498, 498 Bad IP Address message, 779
Available MBytes counter, 290, 316 Badmail directory setting, 673
Available state, 276 BADMAIL queue, 862
Available Tasks page, 160 bandwidth
AVAPI (Antivirus Application Programming for IM, 769
Interface), 612 for routing groups, 693
Average Disk Queue Length counter, 316, 325 banners for SMTP, 690-691, 690
Average Local Delivery Time counter, 330 baselines in performance, 315, 321-322
Average Time for Delivery counter, 330 Basic authentication
Avg Retries/msg Delivered counter, 331 in OWA, 744
Avg Retries/msg Sent counter, 331 for POP3 and IMAP4 virtual servers, 732
AWP tool, 150 SSL with, 808
Basic constraints field, 572
B batteries in UPSs, 40
L battery backups for write caching, 342
/b option in ESEUTIL, 190 Bec field, 253

B-tree structures, 404

Below Limit status, 234
back-end servers, 348, 757-759, 758

bifurcation, 661

Bactgfoung categony, 855 A BINARYMIME extension, 665, 691
Background Cleanup category, 85 bit length of certificates, 544, 549-550
Backup Exec program, 354 black hole lists, 624
gactup Job Information dialog box, 359 Blat for Windows utility, 307-308
ackup page, 359 block ciphers, 565
Backup program, 354-355, 355 blocking
Backup/Restore configuration option, 362 permissions, 526-528
backups SMTP traffic, 624-627, 625-626
brick-level, 369-370 -body option, 307
with compaction, 192 BOOT.INI file, 42-43

ExMerge for, 370-374, 371-374 brick-level backups, 369-370

FAQ for, 374-375 bridgehead servers, 43, 345-347, 346
hardware and software for, 354 browsers in OWA. 739-740

IIS metabase, 362, 363 §
and maintenance tasks, 492
offline, 356, 360-361
online, 356, 359-360, 359
options for, 356-357

buffers for transaction logs, 342
bug reports, 601

built-in permissions, 520-522, 521
bulk encryption algorithm, 567
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bulk encryption keys, 568

By default, all messages from everyone are setting,
702

Bypass Proxy Server For Local Addresses option,
818

Bytes Total/sec counter, 316, 324

C

/c option
in ESEUTIL, 405
in Outlook, 801
-C option in MAPISend, 306
CA Thawte, 573
Cache Hit/sec counter, 331
Cache Misses/sec counter, 331
cache mode in ISA Server, 641-642
caches
in ISA Server, 642
size of, 343-344
in troubleshooting, 776-777
Caches object, 331
Calendar folder, 245
calendar reminders, 751
Calendaring page, 732
CAs (Certificate Authorities), 569, 573-574, 733
CAs (connection agreements)
for AD Connector, 143-144, 144
in Exchange 5.5 replication, 484-485
primary and nonprimary, 147
public folder, 152-153, 468
synchronizing objects with, 151-152
CAST algorithm, 565
Cat: LDAP Searches/sec counter, 335
Categorized Message Queue (CatMsgQueue), 661
Categorizer category, 677, 856
Categorizer Queue Length counter, 331
CatMsgQueue (Categorized Message Queue), 661
Cc field, 253
-cc option, 307
Cc recipients, 306
cc:Mail Connector service, 424
CD-ROMs for disaster recovery, 378-379
CDO_OnArrivalEvent event, 502
CDOEXM (Collaborative Data Objects for
Exchange Management), 161, 504-505

CDOs (Collaborative Data Objects)
for events, 504-505
for OWA, 740
centralized backups, 39-40, 354
CERT Coordination Center, 606
Certificate Authorities (CAs), 569, 573-574, 733
Certificate button
for POP3 and IMAP4 virtual servers, 731
for SMTP virtual servers, 672
certificate revocation lists (CRLs), 575-576, 576,
585
certificates, 570-573, 571
Certificate Authorities for, 569, 573-574
in client security, 594-596, 597
compromised, 576-577
expiration of, 577
in IPSec, 556
KMS for. See KMS (Key Management Service)
for POP3 and IMAP4 virtual servers, 733-735
revoking, 585
trust of, 575-576, 576
Certificates page, 595, 595
Certification Authority console, 577, 578
certification trust lists (CTLs), 576
chaining operations master roles, 69-70
Challenge Response Authentication, 732
Change Mode option, 173
change numbers in public folder replication, 479
Change Operations Master dialog box, 70
Change Permissions permission, 527, 532
Change Property Pages option, 236
Change Security Settings dialog box, 589, 590
changeType entry, 111
Character set setting, 732
Charron, Tim, 308
chart view in System Monitor, 318-319
Chat service, 424, 430
Check Box controls, 262
/CheckClient switch, 801
checkpoint files, 215
child folders, 472
Choose A Container dialog box, 146
CHUNKING extension, 665, 691
cipher algorithms, 565
ciphers, 565. See also encryption
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ciphertext, 565
circular logging
with backups, 357
evaluating, 211-212
for message archiving, 301
City attribute, 61
classes
in Active Directory, 56-57
for messages, 238-239
Clean Mailbox feature, 235
/Cleanfinders switch, 801
/CleanFreeBusy switch, 801
cleaning
Exchange 5.5 directory, 130-132, 131
mailboxes, 235
tape drives, 189
/CleanReminders switch, 801
/CleanSchedPlus switch, 801
/CleanViews switch, 801
cleartext transmissions, 560-561
Client-hostname field, 296
Client-IP field, 296
Client IP option, 831
Client Permissions dialog box, 475, 475
Client (Respond Only) policy, 556
client troubleshooting, 773-774
Active Directory replication, 776
best practices for, 836
cache data, 776-777
common problems, 774-775
garbled messages, 782-784, 784
HTTP. See HTTP protocol
infrastructure interference, 777-778
initial steps in, 774
Internet, 805-807
front-end/back-end server issues, 807-809
IMAP4, 814-817
POP3, 809-813, 809
protocol logs in, 829-835, 830-832, 834—
835
MAPI, 795-796
name resolution differences in, 796-799,
797-798
Outlook problems in, 799-805, 800, 803,
805

name resolution, 775
network connectivity, 775
non-delivery reports, 785-795
ping for, 778-779
RCP Ping for, 781-782, 782
Telnet for, 779-781, 780
Client Type page, 649-650, 653
clients
authentication for, 537-538
integrated Windows authentication, 538-
542, 538-542
Internet client authentication, 542-550, 543,
545, 547-548, 550
automating, 513-516
permissions for, 475-477, 475
security for, 587
certificates in, 594-596, 597
enrolling users in, 587-588
Outlook, 588-594, 588-591, 593-594
troubleshooting. See client troubleshooting
Clients support SYMIME signatures option
for mailbox stores, 221
for public folder stores, 202, 205
clussve process, 447
Cluster Administrator console, 420-422,421-422,
439-441, 441
cluster server nodes, 431
Cluster Service Configuration Wizard, 432-437,
433-436
Cluster Services component, 422
clustering, 417-418
basics, 423-424
best practices for, 447-448
Exchange 2000 clusters, 437-443, 439-442
failover and failback in, 425-427, 426-427
forced failovers in, 446
hardware for, 420-422, 421-422, 427-428,
431-432
installing, 430-431
issues in, 428-430
limitations on, 424-425
moving to, 443-446
operation of, 418-420, 419
performance of, 447
prerequisites for, 431-432
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scalability in, 427-428
server roles in, 430
Windows 2000 clusters, 432-437, 433-436
Cmd-= suffix, 754
CN value, 34
cold standby servers, 41, 379, 382-383
Collaborative Data Objects (CDOs)
for events, 504-505
for OWA, 740
Collaborative Data Objects for Exchange
*Management (CDOEXM), 161, 504-505
collators in full-text indexing, 266
Collins, Scott, 598
COM (Component Object Model), 504-505
Comma-Separated Value Directory Exchange
(CSVDE) tool, 110, 821
command line
access to, 602
in Outlook, 800-802, 800
sending e-mail from, 305-308
command verbs in SMTP, disabling, 691-692
Communication button, 673
Communications button, 731
compacting databases, 190-192, 191
Company attribute, 61
Completing The Exchange Task Wizard page, 161
Completing The ISA VPN Server Configuration
Wizard page, 651
Component Object Model (COM), 504-505
Component Progress page, 167
Component Selection page, 142, 158, 166
Component Summary page, 167
compromised certificates, 576-577
Computer Associates company, 369
conference room bookings, 512
Conferencing Server service, 425
configuration partitions, 54-56, 55
configuration queries, 70-71
Configure And Enable Routing And Remote Access
option, 634
Configure external DNS servers option, 676
Configure Listeners Individually Per IP Address
option, 647
configuring
AD Connector
in large environments, 149-150
in small environments, 143-149, 144-149

adapters, 435, 435
alerts, 288-290, 289-290
firewalls, 637-639
front-end servers, 759-761, 759
IM, 764-766, 765-766
journaling, 174, 174
Mailbox Manager, 236-239, 236
notifications, 280-282, 282-283
OWA, 743-744
resource status monitors, 275-276, 275
RGCs, 700-704, 701, 704
RUS, 116-118, 117
SMTP Connector, 717-721, 722
virtual servers, 439-442, 439-442, 677-679,
728-732
Windows 2000 Certificate Authority, 577, 578
X.400 connectors, 706-711
conflicts in groups, 87-88
Connect To A Virtual Private Network Through
The Internet option, 635
Connected Routing Groups page
for SMTP, 721
for X.400, 711
connecting routing groups, 699-706, 700-701,
704-705
connection agreements (CAs)
for AD Connector, 143-144, 144
in Exchange 5.5 replication, 484-485
primary and nonprimary, 147
public folder, 152-153, 468
synchronizing objects with, 151-152
Connection button, 673
Connection dialog box, 626
Connection Errors/sec counter, 335
Connection Manager, 662
Connection Manager category, 677, 856
Connection setting, 731
Connection retry values setting, 710
Connection time setting, 703
Connection time-out setting, 672
Connection timeout setting, 730
Connections category, 852
Connections object, 328
Connections page, 144, 144, 146
connectivity, 657-658
Active Directory, 840-841
best practices for, 726
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front-end and back-end servers in, 757-761,
758-759
IM. See IM (Instant Messaging)
IMAP4. See IMAP4 protocol
OWA. See OWA (Outlook Web Access)
POP3. See POP3 protocol
routing groups. See routing groups
SMTP, 716
configuring, 717-721, 722
queuing and dequeuing mail, 722-725, 724—
725
X.400. See X.400 connectivity
Connectivity Controller, 9
Connector for Lotus cc:Mail, 9
Connector for Lotus Notes, 9
Connector for Novell GroupWise, 10
Connector Interchange, 9
Connector scope setting, 710
connector servers
clustering with, 430
upgrading, 128
Connector service, 425
Connects this routing group with setting, 702
consistency
in database transactions, 209
ESEUTIL for, 406-407
of permissions, 129, 130
Consistency Adjuster option, 129
consistent state for databases, 210
Contact message class, 238
Contacts folder, 245
Contacts option, 98
content
conversions, 12-13, 213-214
replication, 477-478
Content Engine category, 8§52
content inspection gateways, 609-610, 609
Content page, 575
Content Restrictions page, 699, 700
for RGCs, 703
for SMTP Connector, 717-718
for X.400 connectors, 711
Context Switches/sec counter, 326
continuous polling in RUS, 169
Contributor role, 476

conversions
content, 12-13, 213-214
gateway, 563-564
Cooper, Russ, 606
coordinates for details templates, 260, 263
corrupted information stores, 388-394, 389-391,
394
corrupted messages, 414-415
Cost setting, 702
costs
in public folders, 465
for RGCs, 702
Counter Logs container, 320
counters, 318
for Exchange 2000, 329-335
for System Monitor, 287-289, 287
for Windows 2000, 323-326
Country/Region attribute, 61
CPU utilization, 278, 278
crawls, 269-270
Create, modify, or remove a connected routing
group option, 711
Create, modify, or remove an address space option,
710
Create A New Group option, 439
Create A New Network Name option, 440
Create Children permission, 527
Create/Delete permissions, 528-529
Create Full-Text Index option, 269
Create Named Properties In The Information Store
permission, 528
Create New Folder dialog box, 455
Create Public Folder permission, 527
Create Top Level Public Folder permission, 527
critical alert messages, 277
critical notifications, 281
critical states, 274, 276
CRLs (certificate revocation lists), 575-576, 576,
585
cryptoanalysis, 567
cryptographers, 567
cryptography, 540. See also encryption
CSVDE (Comma-Separated Value Directory
Exchange) tool, 110, 821
CTLs (certification trust lists), 576
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current organization issues in Windows 2000
deployment, 125-128

Custom Attributes page, 130-131

Custom Filter option, 864

Custom installation option, 158

Custom Installation Wizard, 513

customizing
AD Connector, 151, 151
address list searches, 98-101, 99-100
administrative roles, 524-530, 525, 530
details templates, 259-264, 259-261
full-text indexing, 268
OWA, 745-746

D

-d option
in ExMerge, 373
in LDIFDE, 114
/d option in ESEUTIL, 190, 405
DACLs (Discretionary Access Control Lists), 95,
451,470
daily maintenance, 180
event indicating problems, 183-187
event log monitoring, 181-183
mailbox access reports, 183
daily rotation for backups, 367
damaged stores, 404
ESEUTIL for, 404-408
ISINTEG for, 409-414
data, locating, 43, 43
Data Encryption Standard (DES) algorithm, 565
data formats
for message tracking logs, 295-298
for server messages, 551-553, 552
for SMTP messages, 682-684, 683-684
Data page, 247, 371
Data Selection Criteria dialog box, 371, 614
Database Cache % Hit counter, 330
Database object, 327, 330
Database page
for mailbox store policies, 203
for mailbox stores, 221
for moving database files, 227
for public folder store policies, 205
for restoring, 394, 394

database paths for virtual servers, 441-442, 442
Database Selection tab, 371, 371
databases, 208-209
access to, 342-343
checkpoint files for, 215
circular logging for, 211-212
compacting, 190-192, 191
content conversion in, 213-214
creating, 228
Exchange 2000 stores, 212-213, 213
FAQ for, 415
file fragmentation in, 344-345
information store cache size for, 343-344
integrity checks on, 192-194
log operations for, 210-211, 210
miscellaneous files, 216
optimizing, 341-345
patch files for, 215
repairing
corrupted messages, 414-415
ESEUTIL for, 407-408
size of, 190
STM, 6-7, 11-13, 212-213, 213, 344-345
transaction log files, 214-215, 341-342
troubleshooting, 847-848
Databases page, 441, 442
Date & Time tab, 294
Date field, 296
Date option, 831
Dates page, 248, 614
/dclist option, 65-66
DCT (Domain Configuration Table), 661
debugging installations, 170-172, 171
decommissioning last Exchange 5.5 server, 168
decryption in Outlook, 592
dedicated public folder servers, 453-454
default database paths for virtual servers, 442, 442
default Global Catalog servers, 62
Default public store option, 202, 221
default recipient policies, 104
default trees, 457-458
Defaults page
for mailboxes, 253
for SMTP, 680, 680
Defense Messaging System, 592
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defragmentation, 190-191, 191, 360
Delay Notification setting, 674
Delegation Wizard, 522
Delete All Messages (no NDR) option, 864
Delete All Messages (send NDR) option, 864
Delete Children permission, 527
Delete Immediately option, 237
Delete Mailbox Storage permission, 531
Delete permission, 527
Delete Tree permission, 527
deleted items, recovering, 384-385, 384, 386
Deleted Items folder, 245, 249
deleting
replicas, 489
servers from Active Directory, 175
services, 601-602
stores, 227-228
transaction logs, 215
Deletion page, 146
delfld test option, 412
Deliver Messages To Both Forwarding Address And
Mailbox option, 255
Deliver New Mail To The Following Location
setting, 246
delivery exceptions, 704, 705
delivery locations in Outlook, 804-805, 805
Delivery Options dialog box, 255, 256
Delivery Options option, 254
Delivery Options page
for RGCs, 703-704, 704
for SMTP Connector, 718
Delivery page
for mail delivery, 246, 804, 805
for SMTP, 674-676, 678, 794
Delivery Restrictions option, 254
Delivery Restrictions page, 702-704, 705
delivery status notification (DSN) codes, 786-791
demilitarized zones (DMZs), 628-629, 629
departed employees, mailboxes for, 255-259,
256-257
Department attribute, 61
dependencies, 8-10
dequeuing mail, 722-725, 723, 725
DES (Data Encryption Standard) algorithm, 565
Destination Host Unreachable message, 779
destination message queue (DestMsgQueue), 661

destination sets, 644, 648-649
Destination Sets page, 649
DestMsgQueue (destination message queue), 661
Details page
for mailbox stores, 224
for public folders, 461
details templates, 259-264, 259-261
DH (Diffie-Hellman) algorithm, 565
DHTML (Dynamic HTML), 739-740
Diagnostic Logging page, 150, 150
Diagnostics Logging page and diagnostics logging
for AD Connector, 150, 150
for event logging, 495
for IMAP4, 832, 832
for mailbox access, 183
for mailbox reports, 234
for offline address book generation, 498
for public folder replication, 486-487, 487
for services, 849-858, 849
for storage limits, 303
for virtual servers, 676-677
differential backups, 356, 368-369
Diffie-Hellman (DH) algorithm, 565
Diffie-Hellman key exchange, 566-567, 592
Digest authentication, 766
digital IDs, 588
Digital Signature: Valid dialog box, 593, 593
digital signatures, 564, 587
in encryption, 570
in Outlook, 590-594, 593-594
Dijkstra's algorithm, 695
Directory Access page
for DS2MB, 497
for mailbox store policies, 204
directory replication
AD sites for, 58
checking, 189
directory rights, 473
Directory Security page, 549-550, 747
directory service proxy (DSProxy), 71-73, 72, 633
directory service to Metabase (DS2MB), 55, 496—
497
Directory Synchronization database
backing up, 358
dependencies for, 9
dirty pages, 211
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Disable All Connections option, 863

Disable All Monitoring Of This Server option, 276

Disable User Configuration Settings option, 557
Disabled queue state, 862
disabling
mailboxes, 255-258, 256-257
multimedia control in OWA, 752
SMTP command verbs, 691-692
disappearing mail with POP3 clients, 813
disaster prevention
disk redundancy for, 38
disk space requirements for, 38-39
hardware for, 37-38
power supplies, 40—-41
tape backup hardware for, 39-40
tips for, 271-272
disaster recovery
backups for. See backups
corrupted information stores, 388-394, 389-
391, 394
damaged stores, 404
ESEUTIL for, 404-408
ISINTEG for, 409-414
deleted items, 384-386, 384, 386
entire servers, 394-396
FAQ for, 403
kits for, 378-379
plans for, 377-378
practice for, 379-384
priorities in, 387-388
recovery servers in, 396-402, 397, 399, 402
requirements for, 376-377
speeding up, 382
steps in, 375-376
tips for, 381-382
"Disaster Recovery for Microsoft Exchange 2000
Server" white paper, 352
Discretionary Access Control Lists (DACLs), 95,
451,470
disk controllers for clustering, 431
%Disk Free counter, 290
disk groups for clusters, 424
% Disk Time counter, 316, 324
diskperf command, 316, 321
disks
monitoring, 321

redundancy in, 38
security of messages on, 562
space requirements for, 38-39
Display Name attribute, 61
display names
in Active Directory, 33-34, 34
automatic generation of, 90-92, 91
for mail-enabled groups, 82
Display plaintext messages in a fixed-width font
option
for mailbox stores, 221
for public folder stores, 203, 205
displayName attribute, 110
distinguished names (DNs), 34, 92
DistList message class, 239
Distributed Project, 568
distribution, Outlook, 513
distribution groups, 35, 259, 469
distribution lists, 133-134
dlvrto test option, 412
DMT (Domain Mapping Table), 661
DMZs (demilitarized zones), 628-629, 629
DN attribute, 110
DN (distinguished names), 34, 92
DNS (Domain Name Service), 52-53
for domain controllers, 64—-66
with firewalls, 637
for Global Catalog servers, 64—-66
for IM clients, 827
in name resolution, 775
in SMTP, 666-667, 667
troubleshooting, 843-845
DNS Queries/sec counter, 335
Do Not Allow Public Folders Referrals option
for RGCs, 464-465, 702
for SMTP Connector, 717
for X.400 connectors, 709
Do not mount this store at start-up option, 221
Do not permanently delete mailboxes option, 204,
207
Do not send ETRN/TURN option, 719
documentation, 47-49
dollar signs ($) in names, 35
Domain Admins group, 520
Domain Configuration Table (DCT), 661



Domain Controller Security Policy console — education 879

Domain Controller Security Policy console, 599,
600
domain controllers
DNS for, 64-66
with DSAccess, 339
with firewalls, 637
as Global Catalog servers, 63
looking up, 843-845
Domain Local groups, 469
Domain Mapping Table (DMT), 661
Domain Name Service. See DNS (Domain Name
Service)
domain names
and authentication, 808-809
recipient policies for, 104
domain naming master role, 66—67
domain partitions, 53
domain-specific operations master roles, 69
domains
for Active Directory, 78-80
Mixed mode for, 469
and Native mode, 171-172
for SMTP, 685-689, 687
in Windows 2000, 125-127
Domains button, 720
DoS attacks, 632
Double-Take product, 418
DRA message class, 238
Drafts folder, 245
drive letters for ExIFS, 229-230
drives
monitoring, 321
redundancy in, 38
security of messages on, 562
space requirements for, 38-39
DS/IS Consistency Adjuster, 129, 130
DS2MB (directory service to Metabase), 55, 496—
497
DSAccess process
for configuration queries, 70-71
tuning, 338-341
DSADiag utility, 56
for Active Directory, 840
for DS2MB, 497
for Global Catalog servers, 63—-64

DSCFlush utility, 71

/dsgetdc option, 65

/dsgetsite option, 65

DSN (delivery status notification) codes, 786-791
DSN extension, 664, 691

DSN Generator, 662

DSProxy (directory service proxy), 71-73, 72, 633
dumpsterprops test option, 413

Dumpsterref test option, 413

durability of transaction results, 209

Dynamic HTML (DHTML), 739-740

dynamic method in IM, 768

Dynamic RAS Connector, 699

e-mail
legal issues in, 309-311
notifications for, 281, 282
queuing and dequeuing, 722-725, 723, 725
sending from command prompt, 305-308
E-mail Address page, 686-687, 687
E-mail Addresses page
for black holes, 259
for departed employees, 257, 257
for mail-enabled groups, 82
for mail-enabled public folders, 455, 456
for recipient policies, 106, 106
for warning messages, 496
E-mail Addresses (Policy) page, 688
e-mail-based viruses, 607
EOO storage group, 214
E2KUptime utility, 291-292
ECMA (European Computer Manufacturer
Association), 739
EDB files, 6-7, 11-13, 212, 344-345
Edit controls, 262-263
edit fields, 260
Edit Metabase Data window, 690
editing IIS Metabase, 346
editions, 23-25
Editor role, 476
education, 44-47
for disaster prevention, 271
documentation, 47-49
for mailboxes, 230-231
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EFORMS REGISTRY folder, 466-467
EFS (Encrypting File System), 562
8bitmime extension, 664, 691
Enable All Connections option, 863
Enable fast message retrieval option, 730
Enable Instant Messaging page, 765, 765
Enable Logging option, 602, 672, 829
Enable Message Tracking option, 201
Enable Subject Logging And Display option, 201,
292
enabling
I1S logging, 602-603, 603
IPSec, 556-558, 557-558
Mailbox Manager, 239-240, 240
message archiving, 299-300
Outlook security, 588-589, 588-590
SSL, 175
Encapsulating Security Payloads (ESP) protocol,
555
Encrypt Message Contents And Attachments, 590
Encrypting File System (EFS), 562
encryption, 564-565
certificates in, 570-577, 571, 576
Diffie-Hellman key exchange, 566-567
hashing in, 570
in Kerberos, 540
keys in
public and private, 569
recovering, KMS, 586
secret, 568
strength of, 567-568
KMS for. See KMS (Key Management Service)
in Outlook, 539-540, 539-540, 590-592, 591
PKI, 569
for POP3 and IMAP4 clients, 733-737, 734—
736
in RPCs, 561
in SSH, 604
terms in, 565-566
Encryption field, 297
ENHANCEDSTATUSCODES extension, 664, 691
Enroll.log file, 583
enrolling users
in client security, 587-588
in KMS, 584-585, 585

Enrollment page, 583
Enterprise Admins group, 521
Enumerate 100 Messages option, 864
EPOXY layer, 15
Epoxy object, 327
error codes, 839, 847
escprint.dll file, 92
ESE (Extensible Storage Engine), 208
ESEFILE utility, 192-193
ESEUTIL utility, 404-405
for consistency, 406-407
for data recovery, 405-406
for database repair, 407-408
for file fragmentation, 345
options for, 190-191, 193-194
for restores, 392
ESP (Encapsulating Security Payloads) protocol,
555
Establish An E-Mail Address option, 81
ETRN extension, 663, 688, 691-692, 722-724,
723
European Computer Manufacturer Association
(ECMA), 739
EUSER_EXSTOREEVENT user, 80
Event-ID field, 296
Event Log Monitor, 187
Event Service utility, 8, 509-512, 511
event sinks, 20, 499-500
developing, 504-505
sample, 505-507
searching for, 507
store events in, 500-501
transport and protocol events in, 502-505, 502
types of, 20-21
writing, 21
Event Viewer Application Log, 486
events
with full-text indexing, 266-267
indicating problems, 183-187
logs for, 495, 835
archiving, 189
monitoring, 181-183
Events Root folder, 466
Everyone group, 521
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EVSs (Exchange virtual servers), 423, 439-442,
439-442
Exchange 5.5, 5-7
directory cleanup in, 130-132, 131
replicating public folder content from, 483-485
upgrading, 166-168
Exchange 2000, 23-25
MAPI versions for, 196
monitoring, 326-335
stores in, 212-213, 213
"Exchange 2000 Disaster Recovery for Service
Providers" white paper, 353
Exchange 2000 Enterprise Server, 23-25
Exchange 2000 Installable File System (ExIFS),
14-15, 15, 228-229, 229
drive letters for, 229-230
phantom files in, 230
virus scanning, 607
Exchange 2000 Resource Kit
MailQ for, 283-285, 284
Topology Diagrammer for, 286, 286
Web Monitor for, 285, 285
"Exchange 2000 Server Database Recovery" white
paper, 352
Exchange Administrator role, 522
Exchange Advanced page
for extended attribute names, 102-103, 455
for mail-enabled groups, 82-83, 84
for mail-enabled public folders, 455
Exchange Advanced Security console, 580
Exchange Analyser tool, 309
Exchange API-based backups, 365
Exchange database setting, 221
Exchange Domain Servers group, 521
Exchange Features page, 766, 827
Exchange Full Administrator role, 522
Exchange General page
for mail-enabled groups, 81-82, 81, 251-252,
252
for SMTP, 681
for storage limits, 231
Exchange Object Linking and Embedding Database
(ExOLEDB) layer, 741
Exchange Server 5.5 Administrator, 175
Exchange Server Setup Progress.log file, 170

Exchange Store driver, 660
Exchange Store Driver category, 677, 857
Exchange streaming database setting, 221
Exchange Task Wizard, 160, 161
Exchange View Only Admin role, 522
Exchange virtual servers (EVSs), 423, 439-442,
439-442
exchmem.dll file, 92
exclamation points (!) as NOT operator, 102
Exclude Specific Message Classes option, 238
Execute permission, 526
ExIFS (Exchange 2000 Installable File System), 14—
15, 15, 228-229, 229
drive letters for, 229-230
phantom files in, 230
virus scanning, 607
ExMap tool, 286, 286
EXMERGE.INI file, 372-373
ExMerge.log file, 249
ExMerge utility, 246-249
for backups, 370-374, 371-374
for moving mailboxes, 162
for viruses, 613
ExOLEDB (Exchange Object Linking and
Embedding Database) layer, 741
expansion of mail-enabled groups, 82-85, 84
expiration
of certificates, 577
of TGTs, 542
Expiration setting, 674
Expiration Timeout setting, 678
Expire After setting, 348
Export List option, 302
Export Progress dialog box, 373
Export Users option, 402
extended attribute names, 102-103, 103
Extended Logging Properties dialog box, 830, 830
Extended Properties tab, 603
extended SMTP command verbs, 691-692
Extensible Markup Language (XML), 739-740
Extensible Storage Engine (ESE), 208
extensions
for mailboxes, 92-93
supported by SMTP, 662-666
External IP Address dialog box, 646

Index




882 external NDRs - forms

external NDRs, 785

external shared storage units, 422

Extract Or Import (Two Step Procedure) option,
247,371

F

-f option
in Blat for Windows, 307
in LDIFDE, 114
/f option
in ESEUTIL, 191, 193, 407
in Outlook, 801
-F option in MAPISend, 306
failback in clustering, 425-427, 427
failover in clustering, 425-426, 426, 446
FAQs
for Active Directory, 118
for backups, 374-375
for databases, 415
for disaster recovery, 403
for migration and upgrades, 175-176
for system policies, 207-208
fault tolerance
with clusters, 428-429
replicas for, 479
Fax attribute, 61
Field Engineering logging level, 850, 866
field labels, 260
Field option, 98
file fragmentation, 344-345
files, backing up to, 355, 355
Filter Messages With Blank Sender option, 626,
682
Filter Rules field, 99
Filter Rules window, 99, 100, 105
Filtering page, 625-626, 626, 681-682, 682
filters
in full-text indexing, 264
in ISA Server, 642-644, 646, 651
LDAP for. See LDAP protocol and queries
in SMTP, 625-626, 681-682, 682
final destination unreachable queue, 860
Find dialog box, 101
Find Exchange Recipients dialog box, 97-99, 97,
99,105, 105, 687

firewall mode in ISA Server, 641-642
Firewall Topology page, 767, 767
firewalls, 627
configuring, 637-639
IM with, 767, 767
operation of, 627-629, 628-629
port usage in, 630-635
First, second, third, and subsequent retry intervals
setting, 674
First Administrative Group, 89
First Name attribute, 61
First Routing Group, 89
First Storage Group, 216
-fix option, 409
fixed port method in IM, 768
fixes for server security, 600-601
Fldrcv test option, 413
fldsub test option, 413
flexible single master of operations (FSMO), 66-68
assignment of, 69-70
ReplMon for, 68-69, 68
floor support, 44
floppy disks for disaster recovery, 379
Folder Permissions option, 371
Folder Retention Settings dialog box, 237, 237
folder rights, 473, 475-477, 475
folder test option, 412
folders
public. See public folders
recovering, 384-385, 384
Folders page, 248, 248
Force Connection option, 864
forced failovers, 446
foreign mail systems, X.400 connectivity to, 711-
713
forest preparation, 75-78
forest-wide operations master roles, 69
formats
for message tracking logs, 295-298
for server messages, 551-553, 552
for SMTP messages, 682-684, 683-684
forms
backing up, 363-364
event sinks for, 500
in Outlook, 802-804, 803
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forms libraries, 467
Fortezza cards, 592
Forward all mail through this connector to the
following smart hosts setting, 717
Forward all mail with unresolved recipients to host
setting, 673
forwarding messages, 257-258, 258
fragmentation in databases, 344-345
frames in SMTP, 668-669, 670
free disk space monitors, 279, 279
Freeze option, 863
Freeze All Messages option, 864
From Exchange tab, 145, 145, 151, 151
From Windows tab, 146, 146, 151
Front-end server name setting, 732
front-end servers, 757-759, 758
in client troubleshooting, 807-809
clustering with, 430
configuring, 759-761, 759
for OWA, 348
Frozen queue state, 862
FSMO (flexible single master of operations), 66-68
assignment of, 69-70
ReplMon for, 68-69, 68
Full Control permission, 526
Full Mailbox Access permission, 532
full-text indexing, 264
architecture of, 265-268, 265
creating indexes for, 269-270, 269
customizing, 268
limitations of, 264-265
and public folders, 461-462
Full-Text Indexing page, 269, 269
for mailbox stores, 204, 224
for public folder store policies, 207
Fully-Qualified Domain Name setting, 675, 678

G

/g option in ESEUTIL, 193, 405

-g parameter in LDIFDE, 114

GAL Modify tool, 108-109, 109

GALs (global address lists), 89, 93-94, 94
for enrolling users, 584, 587
selecting, 95

garbled messages, 782-784, 784

Gateway Address Routing Table (GWART), 7, 695
gateways
converting, security of messages during, 563—
564
inspection, 609-610, 609
gather logs, 267
Gatherer object, 327
Gatherer Projects object, 327
General category, 852, 854
General page
for AD Connector, 143
for counter logs, 320, 320
for directory service accounts, 821-822, 822
for DS2MB, 497
for encryption, 586
for filter rules, 99, 100
for front-end servers, 759, 759
for IM, 827, 828
for KMS, 581
for LDAP queries, 97-98
for logging, 829, 830
for mailbox store policies, 202-203
for mailbox stores, 221
for message archiving, 300
for offline address book generation, 498
for OWA, 742
for POP3 and IMAP4 virtual servers, 730
for public folder store policies, 205
for public folders, 224-225, 224, 457, 460
for referrals, 464, 465
for RGCs, 701-702, 701
for server policies, 200-201, 200
for SMTP Connector, 717, 721, 725
for SMTP traffic, 625
for SMTP virtual servers, 672
for storage limit reports, 302
for X.400 connectors, 708-709, 708, 714
General Purpose public folders, 459
general purpose trees, 457-458
General Replication category, 854
Generate report only option, 236
Get A Digital ID option, 588
GetMail for Windows utility, 308
getschemaver.exe utility, 78
Ghost software, 376
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givenName attribute, 111
glitch retry state, 698
global address lists (GALs), 89, 93-94, 94

for enrolling users, 584, 587
selecting, 95

Global Catalog option, 62
Global Catalog servers, 59-60, 60

attributes in, 60-62
DNS for, 64-66
with DSAccess, 339
DSADiag for, 63-64
with firewalls, 637
location of, 62
number of, 62-63

Global groups, 83-84, 469

global settings for SMTP, 680-682, 680-681
Google searches, 839

GPOs (Group Policy Objects), 556

Group Box controls, 262

Group Policy Objects (GPOs), 556

Group Policy page, 556-557, 557

groups, 35, 36, 80-81

administrative, 6, 89-90, 250-251, 525
conflicts in, 87-88
mail-enabled, 251-252, 252
creating, 81-82, 81
expansion of, 82-85, 84
membership in, 85-87, 86
in public folder security, 469—-470
restrictions on, 89
routing. See routing groups
size of, 88
for virtual servers, 439-440

Groups option, 98

Groupshield for Exchange product, 613
GroupWise Connector service, 425

gthrlog.vbs utility, 267

GWART (Gateway Address Routing Table), 7, 695

H

handouts, 47-48
hard deletes, 385
hard disk drives

monitoring, 321
redundancy in, 38

security of messages on, 562
space requirements for, 38-39
hard recovery, 392
hardware
choosing, 37
for clustering, 420-422, 421-422, 427-428,
431-432
for disaster prevention, 37-41
performance tuning, 41-43, 43
hashing algorithms, 565, 570
headers
of database files, 193
in SMTP, 617-619, 617
Hide DL Membership option, 115
Hide From Exchange Address Lists option, 455
Hide Group From Exchange Address Lists option,
259
hierarchy replication, 477
histograms in System Monitor, 318
hoaxes, virus, 608
Home Directory page, 756, 756
Home-MDB attribute, 160
Home-MTA attribute, 160
HomeMDB attribute, 111
host records in DNS, 775
HOSTS file, 775, 797
hotkey characters for details templates, 263
HTML clients with OWA, 752
-html option, 308
HTTP Headers page, 348, 348
HTTP protocol
client troubleshooting, 817
AD queries, 820-825, 822-825
authentication through proxies, 817
IM clients, 825-829, 828
kiosks, 818-819, 818-819
SSL connections, 819-820
for clusters, 424
with firewalls, 638-639
with full-text searching, 266
IIS for, 15
logging, 833-834
port numbers for, 780
uses for, 807
HTTP (IM) protocol, 807
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HTTPS protocol, 755-756
hybrid migrations, 156
Hypersoft OmniAnalyser tool, 309

/i option in ESEUTIL, 191, 406-407

-1 parameter in LDIFDE, 113

-I switch in PROFGEN, 515

IDs for message tracking, 294

IFS database files, 216

IIS (Internet Information Server), 15-16, 16
for logging, 602-603, 603
updating, 55
vulnerabilities in, 598

IIS Admin Service, 659

IIS - Authentication Manager dialog box, 747, 747

IIS Certificate Wizard, 734-735, 734-735
IS Metabase
backing up, 362, 363
editing, 346
IM (Instant Messaging), 761
authentication in, 766
bandwidth usage in, 769
clients, troubleshooting, 825-826
connectivity, 826-827
DNS access, 827
MSN Messenger interaction, 828-829
usernames, 827, 828
Web proxy client configuration, 828
for clusters, 425, 430
configuring, 764-766, 765-766
with firewalls, 767, 767
name space in, 763-764, 764
operation of, 761-763, 762
problems in, 769-770
tuning, 768-769
IM home server, 762-763, 762, 766
IM routers, 762-763, 762, 766
image backups, 366, 376
IMAIL process, 213, 551
IMailMsg object, 19-20, 660
IMAP4 protocol
authentication, 543-545, 543
clients, troubleshooting, 814-817
for clusters, 425

dependencies for, 8
with firewalls, 638-639
IIS for, 15
logging for, 832-833, 832
port numbers for, 780
uses for, 806
virtual servers, 544, 728-729, 729
configuring, 728-732
encryption for, 733-737, 734-736
Imdata directory, 762
Import Procedure page, 247, 371, 614, 614
importing Active Directory data, 109-115

IMPP (Instant Messaging and Presence Protocol),

761

IMS (Internet Mail Service), 620

IMS Routing page, 688

IMsg object, 19-20, 660

In Maintenance Mode state, 276

in-place deletes, 385

inactivity timeouts in OWA, 752

inbound addresses in SMTP, 689

inbound domains for SMTP, 685-689, 687

Inbound Message Total counter, 334

inbound queue, 661

inbound VPN connections, 650-651

Inbox folder, 245

Include all public folders when a folder list is
requested option, 730

Incoming Web Requests Listeners, 646-649

Incoming Web Requests page, 647, 647

incremental backups, 356

index aging, logging, 495

Index This Attribute In The Active Directory
option, 108

indexing. See full-text indexing

infections, virus, cleaning up, 613-616, 614-615

Information Store Service, 482

for clusters, 425

diagnostics logging for, 851-855
Information Stores

automating maintenance of, 492-495

dependencies for, 8

recovering, 388-394, 389-391, 394

security of messages on, 562
infrastructure interference, 777-778

x
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infrastructure master role, 67-69
Initials attribute, 61, 111

Insert The Number Of Messages Processing option,

238
inspection gateways, 609-610, 609
Install Location tab, 142
installation modes for ISA Server, 641-642
installing
AD Connector, 141-143
Blat for Windows, 307
clusters, 430-431
Exchange 2000, 437-443, 439-442
Windows 2000, 432-437, 433-436
Exchange Server 5.5 Administrator, 175
KMS, 578-579, 579-580
MailQ, 284-285
MAPISend, 305-306
servers, 156-159, 159
SRS, 168-169
Web Monitor utility, 285
instances of objects, 318, 327
Instant Messaging. See IM (Instant Messaging)
Instant Messaging and Presence Protocol (IMPP),
761
Instant Messaging dialog box, 766, 766
integrated mode in ISA Server, 641
integrated Windows authentication
in IM, 766
Kerberos, 540-542, 541-542
NTLM, 538-539, 538
Outlook, 539-540, 539-540
in OWA, 745
in POP3 and IMAP4 virtual servers, 732
integrity
of databases, 192-194
of messages, 564
internal espionage, 561
Internal Mail Server page, 646
internal NDR, 785
Internet clients
authentication, 542-543
OWA, 547-550, 548, 550
POP3, IMAP4, and NNTP, 543-545, 543
SMTP, 545-546, 545-547

troubleshooting, 805-807
front-end/back-end server issues, 807-809
IMAP4, 814-817
POP3, 809-813, 809
protocol logs in, 829-835, 830-832, 834-

835
Internet Information Server (IIS), 15-16, 16

for logging, 602-603, 603

updating, 55

vulnerabilities in, 598

Internet Mail Service (IMS), 620
Internet Message Inspector product, 610
Internet Scanner tool, 606
Internet Services Manager, 601
for IIS metabase backups, 362
for virtual directories, 284
interoperability in X.400 connectivity, 713-714,
713
InterScan VirusWall product, 610
intervals in cluster failover, 426, 426
"Introduction to the Use of Exchange 2000 with
Windows Script Host" white paper, 507
intrusion-detection software, 605
IP Address setting
for POP3 and IMAP4 virtual servers, 730
for SMTP virtual servers, 672
IP addresses

for clusters, 421, 432, 435, 435

for SMTP, 618-620, 626-627

for virtual servers, 439-440

for VPNs, 635

IP packet filters, 643-644
IP Security (IPSec), 553-555

enabling, 556-558, 557-558

in ISA Server, 651

operation of, 555-556

IP Security Policy Wizard, 558
IP subnets, 421

IPNRN message class, 239
IPSec (IP Security), 553-555

enabling, 556-558, 557-558

in ISA Server, 651

operation of, 555-556

IPSec Rules dialog box, 558, 558
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ISA Server (Internet Security and Acceleration
Server), 639-640
access policies in, 642, 644
best practices for, 653
inbound VPN connections in, 650-651
installation modes for, 641-642
with OWA, 646-650, 647-649
packet filters in, 643-644, 646, 651
policy elements in, 644
publishing rules in, 643
requirements for, 640-641
Secure Mail Server Publishing Wizard in, 645-
646, 645
terminal services in, 651-653
ISINTEG utility, 409-414, 847
isolation of database transactions, 209
ISScan utility, 613
Issue warning at setting
for mailbox stores, 203, 223, 231
for public folder stores, 206, 225
Issue Warning limit, 27
Issue Warning status, 234
Issuer field, 572
item-level permissions, 477

J

-j parameter in LDIFDE, 114
-J switch in PROFGEN, 515
JavaScript

for events, 504

for OWA, 740
Journal folder, 245
journaling, 174, 174

K

-k parameter in LDIFDE, 113
KDCs (key distribution centers), 541-542
KEA (Key Exchange Algorithm), 565
Keep Deleted Items setting, 384-385
Keep deleted items for setting
for mailbox stores, 203, 223
for public folder stores, 207, 226
Keep Deleted Items For (Days) interval, 492
Keep Deleted Mailboxes setting, 384

Keep deleted mailboxes for setting, 204, 223, 254
Keep Deleted Mailboxes For (Days) interval, 492
Kerberos authentication, 540-542, 541-542, 556
key distribution centers (KDCs), 541-542
Key Exchange Algorithm (KEA), 565
Key Management Service. See KMS (Key Manage-
ment Service)
Key Management Service location option, 586
Key Manager, 175, 580-584, 582-584
key space in encryption, 567
Key usage field, 572
keys in encryption, 568-569
public and private, 567, 569
recovering, 586
secret, 540, 566-568
strength of, 567-568
kiosks, 818-819, 818-819
KMS (Key Management Service), 577
backing up, 358
for clusters, 425
dependencies for, 9
encryption in, 586, 586
enrolling users in, 584-585, 585
installing, 578-579, 579-580
Key Manager object in, 580-584, 582-584
moving, 157, 164
recovering keys in, 586
revoking certificates in, 585
kmserver.pwd file, 579

L

-1 option

in ISINTEG, 409

in LDIFDE, 114, 397
/l option in ESEUTIL, 406
-L option in PROFGEN, 515
LOphtcrack utility, 539
L2TP

in ISA Server, 651

for VPN, 634-635
Label controls, 262-263
languages for default folders, 248
large environments, configuring AD Connector in,

149-150

Last Backup Set option, 390
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Last Name attribute, 61
Last Replication Message Received page, 485
Last Restore Sets, 392-393
lazy writes, 342
LDAP protocol and queries
for Active Directory, 820-825, 822-825
for address lists, 93, 97-102
attribute names in, 110-113
with firewalls, 639
as maintenance tasks, 492
port numbers for, 780
tuning, 338
uses for, 807
LDAP Data Interchange Format Directory
Exchange. See LDIFDE (LDAP Data Inter-
change Format Directory Exchange) utility
LDAP Operations category, 851, 858
LDF file, 750
LDIFDE (LDAP Data Interchange Format Direc-
tory Exchange) utility
for Active Directory queries, 820-821
attribute names in, 110-113
for message flow problems, 859
options in, 113-114
for restores, 396-397, 402
sample commands, 114-115
sample files, 111-113
for schema files, 77
LDP utility, 57
for Active Directory queries, 820-821
for restores, 396
for schema changes, 78
Lee, Mike, 352
legacyExchangeDN attribute, 194, 375, 396-399
legal issues in e-mail systems, 309-311
libraries, Organizational Forms, 467
license agreements for clusters, 438
Limit message size setting, 673
Limit number of connections setting
for POP3 and IMAP4 virtual servers, 730
for SMTP virtual servers, 672
Limit number of messages per connection setting,
673
Limit number of recipients per message setting, 673
Limit session size to setting, 673

limits
message size, 606
for public folders, 462-463, 462
storage, 26-27
Limits page
for mailbox store policies, 203-204
for mailboxes, 222-223, 222
for public folder store policies, 206-207
for public folders, 225-226, 226, 461-463, 462
for storage, 302, 496
link message queue (LinkMsgQueue), 662
Link Monitor tool, 7
link queues, 861
Link State Algorithm (LSA), 695
Link State Tables (LSTs), 695-699, 697
Linked-MSGID field, 297
LinkMsgQueue (link message queue), 662
List Box controls, 262
List Contents permission, 527
List Object permission, 527
LiveStats tool, 603
LMHOSTS file, 797
load balancing
clustering with, 430
for front-end servers, 349, 758
for performance, 336
replicas for, 479
load distribution in public folders, 465
Local bridgeheads setting, 717
Local Delay Notification setting, 674
local delivery in message archival, 245-246
local delivery queue, 662, 860
Local Expiration setting, 674
local recipients for SMTP, 686-688, 687
local security authority subsystem (LSASS), 88
local storage vs. server-based, 28-29
log event IDs, 298
Log File Maintenance option, 201
Log files and logging
with backups, 357, 360
circular, 211-212, 301, 357
for databases, 210-211, 210
diagnostics. See Diagnostics Logging page and
diagnostics logging
with differential backups, 369
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event, 495, 835
archiving, 189
monitoring, 181-183
in full-text indexing, 266-267
IIS, 602-603, 603
importance of, 604
for message tracking, 292, 295-298
protocol. See protocols
in System Monitor, 319-320, 320-321
temporary locations for, 390-391, 390-391
transaction. See transaction logs
Log On Using Secure Password Authentication
option, 822
Log Parser utility, 170-171, 171
logging. See log files and logging
logical components in clustering, 422-423, 423,
432
Logical Disk object, 290
logo in OWA, 750-751, 751
logoff warnings, 751
logon traffic, AD sites for, 58
Logons category, 853, 855
logons for MAPI clients, 797-798
logs. See log files and logging
long-term maintenance, 189-190
database compaction, 190-192, 191
database integrity checks, 192-194
loops, message, 231-233
Lotus Notes service, 425
low disk space, troubleshooting, 846
low-speed connections, OWA with, 347-348, 348
LPADC tool, 150
LSA (Link State Algorithm), 695
LSASS (local security authority subsystem), 88
LSTs (Link State Tables), 695-699, 697

/m option in ESEUTIL, 193, 405-406
-M option in MAPISend, 306
MADMAN (Mail and Directory Management)
MIB, 291
Mail Delivery options, 804
mail-enabled groups, 251-252, 252
creating, 81-82, 81
expansion of, 82-85, 84

mail-enabling public folders, 455, 456
Mail Essentials product, 610
mail reminders, 751
Mail Services Selection dialog box, 645-646, 645
Mailbox category, 854-855
Mailbox Cleanup Agent, 235, 254, 386
Mailbox Disabled status, 234
Mailbox Management category, 856
Mailbox Management page, 240-241, 240
Mailbox Manager, 235
best practices in, 243
configuring, 236
enabling, 239-240, 240
recipient policies in, 236-239, 236
scopes in, 242, 242
Mailbox Manager page, 204
Mailbox Manager Settings (Policy) page, 236-237,
236
Mailbox Managers Settings option, 236
Mailbox object, 328, 330, 333
Mailbox Reconnect Tool, 401-402
"Mailbox Recovery for Microsoft Exchange 2000
Server" white paper, 352
Mailbox Rights tab, 531, 531
mailbox servers, upgrading, 128
mailbox test option, 413
mailboxes and mailbox stores, 220
access to, 530-535, 531, 533
attributes for, 135, 135
cleaning, 235
creating, 220-224, 220, 222
for departed employees, 255-259, 256-257
disabling, 255-258, 256-257
extensions for, 92-93
forwarding messages in, 257-258, 258
improper access of, 183, 562-563, 563
mail-enabled groups, 251-252, 252
moving, 160-162, 161, 250-251, 848
policies for, 202-205
recipient and message size limitations, 252-254,
253
reconnecting and purging, 254-255
recovering, 384-386, 384, 386
recovery servers for, 401-402, 402
scripts for, 508-509
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storage limits for, 231-233, 232-233
user education for, 230-231
Mailboxes folder, 233
Mailboxes in this mailbox store option, 98
MAILBOXES.INI file, 373
Mailboxes on any server option, 98
Mailboxes on this server option, 98
MAILBOXES. TXT file, 372-373, 374
maildsmx.dll file, 92
MailMsg object, 19-20, 660
MailNickName attribute, 111
MailQ utility, 283-285, 284
Mailroot directory, 43
maintenance, 179-180
daily, 180
event indicating problems, 183-187
event log monitoring, 181-183
mailbox access reports, 183
long-term, 189-190
database compaction, 190-192, 191
database integrity checks, 192-194
weekly, 188-189
Maintenance interval setting
for mailboxes, 203, 221
for public folders, 205
Make New Connection Wizard, 635
Manager attribute, 61
"Managing Exchange with Scripts, Advanced
Topics" white paper, 507
mandatory attributes, 56
Manual Password Entry option, 579
manuals, 47
MAPI (Messaging Application Programming
Interface), 7, 11-13, 11
in access restrictions, 195-197
in Active Directory, 71-74, 72-73
counters for, 287-288
with firewalls, 632-633
for public folder connections, 463-466, 465
troubleshooting, 795-796
name resolution differences in, 796-799,
797-798
Outlook problems in, 799-805, 800, 803,
805
MAPISend tool, 282, 305-307

Marathon Systems servers, 429
Masquerade domain setting, 675
Maximum hop count setting, 675
Maximum item size setting, 206, 226
Maximum logging level, 850
maximum session size setting, 678
MBConn utility, 254-255, 401-402
MBI cache, 250
Mbytes counter, 324
MD2 (Message Digest) algorithm, 566
MD4 algorithm, 566
MDS algorithm, 566
MDBEF (Microsoft Database Encapsulated
Format), 212
Medium logging level, 850
MELIA (Microsoft Exchange Log Import Agent)
2000 tool, 309
membership in groups, 85-87, 86
Memory object, 290, 316, 324
memory requirements, 42-43
Merge Data Into Target Store option, 371
Message Archiving feature, 298-301
Message Bytes/sec counter, 334
Message Categorizer, 17, 19, 70, 661
Message Delivery dialog box, 680-682, 680
Message Delivery properties, 253
Message Details page, 615, 615
Message Digest (MD2) algorithm, 566
Message encoding - MIME option, 731
Message encoding - UUEncode option, 731
Message Format page
for outbound messages, 682-683, 683, 784, 784
for POP3 and IMAP4 virtual servers, 731-732
Message History option, 293, 293
message [Ds, 294
Message Journaling feature, 174, 174, 298
Message Options dialog box, 590, 590
Message Routing Administration group, 525-526
message screener in ISA Server, 646
Message-subject field, 297
Message Submitted/Min counter, 333
message test option, 412
Message Tracking Center, 293-294, 293, 487
message tracking log directory, 189
message transfer agent (MTA), 21, 425
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messages and message storage, 10-12, 11
access to
ExIFS, 14-15, 15
IIS, 15-16, 16
archiving, 298-301
automatic, 243-245, 243-244
ExMerge for, 246-249
local delivery in, 245-246
classes for, 238-239
connectors for, 21-22
converting on demand, 12-13
corrupted, 414-415
decryption of, 592
digests, 570, 592
expiration of, logging, 495
flow problems, 858-859
Active Directory in, 859
NDRs for, 865-866
queue monitoring in, 860-865, 861, 863,
865
loops with, 231-233
multiple stores, 13-14
in public folder replication, 481-483
restrictions for, 82
rights for, 473
routing, administrative groups for, 525-526
sealing, 591-592
security for, 559
client. See clients
encryption for. See encryption
KMS for. See KMS (Key Management
Service)
vulnerabilities in, 560-564, 563
in server communication, 551-553, 552
signatures for, 230-231, 564, 592-594, 593-
594
size limits
for mail-enabled groups, 82
for mailboxes, 252-254, 253
for server security, 606
for SMTP, 680-681
for SMTP, 682-684, 683-684
storage groups, 13
tracking, 292-293
advanced searches, 294, 294

log formats for, 295-298
Message Tracking Center, 293-294, 293
NDRs for, 785-792, 785
in public folder replication, 487, 487
transport, 6
diagnostics logging for, 856-857
in SMTP, 659-662, 660
in X.400 connectivity, 713-714, 713
Messages Awaiting Directory Lookup queue, 19,
860
Messages in the Queue Directory counter, 335
Messages page, 673
Messages Pending Routing counter, 331
Messages Received counter, 333
Messages Received Total counter, 334
Messages/Sec counter, 332
Messages Sent Total counter, 334
Messages Submitted counter, 333
Messages Submitted/Min counter, 333
messages waiting to be routed queue, 860
Messaging Application Programming Interface. See
MAPI (Messaging Application Programming
Interface)
messaging champions, 46
MetaEdit utility, 346
Method option, 831
/MH option, 408
Microsoft Cluster Services (MSCS), 419
Microsoft Database Encapsulated Format
(MDBEF), 212
Microsoft Exchange Log Import Agent (MELIA)
2000 tool, 309
Microsoft Management Console (MMC), 7
Microsoft Operations Manager (MOM), 309
Microsoft Transport Neutral Encapsulation
Format (MS-TNEF), 214
migration and upgrades, 119-121
Active Directory and AD Connector in. See AD
Connector
on clusters, 445-446
considerations in, 121-124
debugging, 170-172, 171
Exchange 5.5 directory cleanup in, 130-132,
131
Exchange 5.5 servers, 166-168
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FAQ for, 175-176
journaling configuration in, 174, 174
mailbox moving in, 160-162, 161
migrating vs. upgrading issues, 153-156
Native mode in, 173-174, 173
permissions in
consistency of, 129, 130
correctness of, 132-134
public folder resources in, 162-163
RUS for, 169-170
servers in
deleting, 175
installing, 156-159, 159
site architecture changes for, 134
SRS for, 168-169
SSL in, 175
swing method for, 163-166
Windows 2000 deployment in, 124-128
MIME format, 552-553, 682-683
MIMESweeper tool, 310-311, 610
Minimum installation option, 158
Minimum logging level, 850
missing e-mail, 804-805, 805
missing files, 848
Mixed mode, 23
for AD Connector, 148
for clusters, 444
for domains, 469
in Exchange 5.5 replication, 484
MMC (Microsoft Management Console), 7
MMS tool, 310
modes, 23
Modify administrative rights, 474
Modify Public Folder Admin ACL permission, 527
Modify Public Folder Deleted Item Retention
permission, 528
Modify Public Folder Expiry permission, 528
Modify Public Folder Quotas permission, 528
Modify Public Folder Replica List permission, 528
Modify The Membership Of A Group role, 85
MOM (Microsoft Operations Manager), 309
monitoring
clusters, 447
event logs, 181-183

performance. See performance and performance
monitoring
public folder replication, 479-481, 481, 485-
486, 485
queues, 860-865, 861, 863, 865
status. See reports and reporting; status
monitoring
Monitoring And Status container, 275
Monitoring page, 275-276, 275
morefld test option, 412
Mount Database After Restore option, 390
Mount Store option, 394
Move Mailbox category, 852
Move Mailbox dialog box, 161, 161
Move Server Wizard, 134
Move to Deleted Items folder setting, 237
Move to System Cleanup folder setting, 237
moving
to clusters, 443-446
mailboxes, 160-162, 161, 250-251, 848
public folders, 162-163, 165
servers between routing groups, 694-695
storage group files, 218
stores, 227
moving train migrations, 155
ms-Exch-Schema-Version-Pt attribute, 78
"MS Exchange Disaster Recovery" white paper,
353
MS-TNEF (Microsoft Transport Neutral
Encapsulation Format), 214
MSCS (Microsoft Cluster Services), 419
MSExchangeAL object, 327, 497, 851
MSExchangeDSAccess object, 331
MSExchangeDSAccess Caches object, 327
MSExchangeDSAccess Contexts object, 328
MSExchangeES object, 328
MSExchangeIM object, 328
MSExchangeIM Virtual Servers object, 328
MSExchangeIMAP4 object, 328
MSExchangelS object, 287-288, 328-330, 332~
333
MSExchangelS Mailbox object, 847
MSExchangelS§ Private object, 333
MSExchangelS Public object, 847
MSExchangeMTA object, 328, 332, 334
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MSExchangePOP3 object, 328

MSExchangeSA object, 328

MSExchangeSRS object, 328
MSExchangeTransport diagnostics, 676—-677
MSExchangeTransport Store Driver object, 329
msExchESEParamCacheSizeMax attribute, 344
msExchESEParamDDbExtensionSize attribute, 344
msExchHideFromAddressList attribute, 116
msExchQueryBaseDn attribute, 95
msExchSmtpBadMailDirectory attribute, 346
msExchSmtpPickupDirectory attribute, 346
msExchUserAccountControl attribute, 250
MSGID field, 296

msgref test option, 413

Msgsoftref test option, 413

msimnode.edb file, 762

MSN Messenger Service, 762, 768, 828-829
MSP message class, 239

MSP.IPNRN message class, 239

MSP.Signed message class, 239

MSP4 message class, 239

MSP4.IPNRN message class, 239

MSP4.Signed message class, 239
MSSMMCISIL.DLL file, 268

MTA (message transfer agent), 21

MTA Connections category, 853, 855
MTAData directory, 43

MTS-IN queue, 861

MTS-OUT queue, 861

multi-site servers, upgrading, 128
Multi-Valued Drop Down controls, 262
Multi-Valued List Box controls, 262
multimedia control in OWA, 752

MX records, 667, 724

My Server Requires Authentication option, 546

-n parameter in LDIFDE, 114

-N switch in PROFGEN, 514

name resolution, troubleshooting, 775
domain controllers, 843-845
MAPI clients, 796-799, 797-798
outside organizations, 845

name space in IM, 763-764, 764

NAS (network-attached storage), 365

NAT (network address translation)

with IPSec, 555

limitations of, 778
National Institute of Standards and Technology

(NIST), 31

native content store, 7, 212-213, 213
Native mode, 23

and domains, 171-172

in Exchange 5.5 replication, 484

switching to, 168, 173-174, 173
NDRs (non-delivery reports), 785

aliases for, 678

for message flow problems, 865-866

queues in, 794-795, 794

tips for, 792-793, 793

for tracking messages, 785-792, 785
NET TIME command, 30-31
NetBIOS network names for clustering, 432
NetIQ tool, 309
Network Abuse Clearinghouse, 621-622
Network Adapter page, 652
network adapters

for clustering, 432

configuring, 435, 435

for performance, 336
network address translation (NAT)

with IPSec, 555

limitations of, 778
network-attached storage (NAS), 365
network connectivity, troubleshooting, 775
network interface cards (NICs)

for cluster nodes, 420-421

for firewalls, 634
Network interface object, 316, 325
network interfaces for clusters, 421
Network Monitor tool, 560, 835
network names for clusters, 440
Network News Transport Protocol. See NNTP

(Network News Transport Protocol)

Network object, 324
Network Segment object, 325
% Network Utilization counter, 325
New Alert dialog box, 289, 289
New Alert Settings option, 289
New Log Settings option, 320
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New Resource screen, 439-440, 439
NewltemAlert.VBS script, 505
NEWPROF program, 513-514
NICs (network interface cards)
for cluster nodes, 420-421
for firewalls, 634
NIST (National Institute of Standards and
Technology), 31
NLTEST utility, 65-66, 841
NNTP (Network News Transport Protocol)
authentication in, 543-545, 543
for clusters, 424
dependencies for, 8
with firewalls, 638-639
IIS for, 15
logging for, 829-831, 830-831
port numbers for, 780
protocol events for, 499
uses for, 807
virtual server, 544
No, I Don't Want To Set Up This Server To Use
RADIUS Now option, 634
nodes, cluster, 420-421
noise words, 264, 268
non-delivery reports (NDRs), 785
aliases for, 678
for message flow problems, 865-866
queues in, 794-795, 794
tips for, 792-793, 793
for tracking messages, 785-792, 785
Non-Delivery Reports category, 853
Non-Editing Author role, 476
non-repudiation of messages, 564
non-Windows 2000 computers, synchronizing, 30—
31
None role, 476
nonprimary CAs, 147
/Nopreview switch, 801
normal backups, 356, 367
Norton Antivirus for Gateways product, 610
Norton Antivirus for Microsoft Exchange product,
613
NOT operator, 102
Note message class, 238
Notes folder, 245

Notification Message dialog box, 238
notifications, 280

for e-mail, 281, 282

for scripts, 282, 283
NPNNRN message class, 239
NSLookup program, 843-845

for IP addresses, 619

for queues, 794
NSPI Proxy category, 856
NSPI Proxy object, 328
NT LAN Manager (NTLM), 538
NTBugTraq list, 606
NTDSNoMatch utility, 130-132, 131
NTDSUTIL tool, 70, 338
NTES Store Driver category, 677, 857
NTLM (NT LAN Manager), 538
NTLM authentication, 547
Number-recipients field, 297

o

/o option in ESEUTIL, 191, 193-194
-o parameter in LDIFDE, 114
OABs (Offline Address Books), 96
policies for, 204-205
System Attendant for, 498
OAL Generator category, 856
objectclass entry, 111
objects
performance, 318, 327-329

synchronizing with connection agreements,

151-152

Office attribute, 61
OFFLINE ADDRESS BOOK folder, 466
Offline Address Book option, 202
Offline Address Books (OABs), 96

policies for, 204-205

System Attendant for, 498
offline address lists, 96-97, 221
offline backups, 356

performing, 360-361

restoring from, 393-394, 394
offline replication, 488-489
Oledb Events object, 327
Oledb Resource object, 327
OmniAnalyser tool, 309
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on-demand content conversion, 213-214
OnDelete events, 501
one-way functions (OWFs), 538-539
online backups, 356
performing, 359-360, 359
restoring from, 388-390, 389
OnMDBShutdown events, 501
OnMDBStartUp events, 501
OnSave events, 501
OnSubmissionEvent event, 502
OnSyncDelete events, 501
OnSyncSave events, 501
OnTimer events, 501
Ooflist test option, 413
opaque items, 565
Open Address List permission, 94
Open Mail Send Queue permission, 528
Open Shortest Path First (OSPF) algorithm, 695
operations master roles, 66—-68
assignment of, 69-70
ReplMon for, 68-69, 68
optimizing, 336-337. See also performance and
performance monitoring
Active Directory access, 337-341
databases, 341-345
Outlook Web Access, 347-349, 348
SMTP bridgehead servers, 345-347, 346
optional attributes, 56
OR operator, 102
order in upgrading, 128
organization forms, backing up, 363-364
Organizational Forms libraries, 467
organizations
names for, 76, 123
in Windows 2000 deployment, 125-128
origin of messages, 564
original messages in replication, 480
originating information stores in replication, 480
Origination-time field, 297
orphaned mailboxes, 401
OSPF (Open Shortest Path First) algorithm, 695
out-of-office messages, 82
out of sync folders, 487-488
outages with clusters, 429
Outbound Connections button, 675

Outbound Connections Refused counter, 335
Outbound Message Total counter, 334
Outbound Security button, 675, 719
Outbox, messages stuck in, 799
Outbox folder, AutoArchive actions for, 245
Outgoing Mail Server dialog box, 546, 547
Outlook, 799-800
address books in, 35, 35
authentication in, 539-540, 5§39-540
command-line switches in, 800-802, 800
delivery locations and missing e-mail in, 804—
805, 805
distribution of, automating, 513
with firewalls, 632-633
form behavior in, 802-804, 803
MAPI in, 71-74, 72-73, 196
for public folders, 455
security in
enabling, 588-589, 588-590
encryption in, 592
message sealing in, 591-592
message signing in, 592-594, 593-594
operation of, 590-591, 590
Outlook Express Address Book application, 821
Outlook Setup Wizard, 514
Outlook Web Access. See OWA (Outlook Web
Access)
output.ldf file, 859
Output Queue Length counter, 325
Override connection credentials for Exchange 5.x
option, 702
Override page, 710
OWA (Outlook Web Access), 737
for Active Directory, 95

authentication in, 547-550, 548, 550, 744-745,

744-745
changes to, 7
configuring, 743-744
customizing, 745-746
deploying, 756-757
features and architecture of, 737-741, 741
HTML clients with, 752
inactivity timeouts in, 752
ISA Server with, 646-650, 647-649
logo in, 750-751, 751
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logoff warnings in, 751

multimedia control in, 752

optimizing, 347-349, 348

passwords in, 548-549, 745-748, 746-747
and public folders, 454, 461-462
redirecting to SSL pages, 755-756, 756
reminders in, 751

restricting features in, 748-749

rich and reach browsers in, 739-740
segmenting features in, 748-750
signed messages in, 591

SSL for, 549-550, 550

URLs for, 752-755, 753

virtual directories in, 741-743, 742

OWPFs (one-way functions), 538-539
Owner role, 476

P

/p option

in ESEUTIL, 191, 4085, 407-408
in Outlook, 801

-P option

in LDIFDE, 397
in MAPISend, 306
in PROFGEN, 514

P772 message class, 239
P772.IPNNRN message class, 239
P772.IPNRN message class, 239
packet filtering, 642-644, 646, 651
Page Break controls, 262

page files, 277

Page= suffix, 754

Pages/sec counter, 316, 324

Paging File object, 324

Panda Antivirus for Exchange 2000 product, 613
parent folders, 472, 472

partitions in Active Directory, 58

configuration, 54-56, 55
domain, 53
schema, 56-57, 56

Partner-hostname field, 296
passwords

for AD Connector accounts, 142
in cleartext, 561
in IPSec authentication, 556

for kiosks, 818
in KMS, 578-583, 579-580, 582
in MAPISend, 306
in Outlook, 588
in OWA, 548-549, 745-748, 746-747
for OWFs, 538-539
for POP3 and IMAP4 virtual servers, 733
for PST files, 562
for server security, 599-600, 600
Passwords page, 581-582, 582
patch files, 215, 390-391, 390-391
-PATCH option, 410
PDC (primary domain controller) emulator role,
67,69
PendingRerouteQ queue, 860
Perform Reverse DNS Lookup On Incoming
Messages option, 676, 679
performance and performance monitoring, 313-
314. See also optimizing
of clusters, 447
Exchange 2000, 326-335
with full-text indexing, 270
of hardware, 41-43, 43
holistic approach to, 314-316
objects for, 318
System Monitor for. See System Monitor utility
Windows 2000, 322-326
Performance Logs and Alerts console, 317-320
Performance Monitor, 188
Performance Monitor category, 852
Performance Optimizer utility, 336, 343
Performing Directory Replication Update page, 163
PerfWiz tool, 218
perimeter networks, 628-629, 629
periods in cluster failover, 426, 426
Permission Entry dialog box, 529-530, 530
permissions
for AD Connector, 136-138
for address lists, 93-94, 94
for administrative security, 520-522, 521
ADSI, 528-530, 530
blocking and assigning, 526-528
for mailboxes, 530-535, 531, 533
for tasks, 535-537
in clustering, 432
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for Event Service, 510 for clusters, 425
for group membership, 85, 86 dependencies for, 8
for installation, 75 with firewalls, 638-639
in migration and upgrades I1S for, 15
consistency of, 129, 130 logging for, 832-833, 832 E
correctness of, 132-134 port numbers for, 780 =
for moving mailboxes, 160 troubleshooting, 809-813, 809
for policies, 198-200, 198-199 uses for, 806
in public folder security, 470-477, 472, 474 virtual server, 544, 728-729, 729
troubleshooting, 848 configuring, 728-732
Permissions page, 461, 467,473, 474 encryption for, 733-737, 734-736
personal folders, security of, 562 PornSweeper add-on, 311
peruser test option, 412 port numbers
PFRA (Public-Folder Replication Agent), 479-481 for AD Connector, 145
phantom files, 230 for TCP, 630-635, 780
Phone attribute, 61 port scans, 627
Physical disk object, 316, 324-325 port usage in firewalls, 630-635
physical server security, 601 Post message class, 239
Pickup directory, 679 pound symbols (#) in names, 35
ping utility, 778-779 power supply redundancy, 40-41
PIPELINING extension, 664 PPTP
PKI (Public Key Infrastructure), 569 for ISA Server, 651
plaintext, 565 for VPN, 634-635
planned outages with clusters, 429 Praetor product, 610-611
plans for disaster recovery, 377-378 Pre-Categorizer queue, 19, 661
playing forward logs, 392 pre-installation checks for Active Directory, 74-75
Plus Pack, 739 pre-routing queue, 661
policies, 197-198 pre-shared key authentication, 556
auditing, 605 pre-submission queue, 860
FAQs for, 207-208 predecessor change lists, 29, 480
in ISA Server, 642, 644 Prepare the request now, but send it later option,
for mailbox stores, 202-205, 224 733
for Offline Address Books, 204-205 Preserve Sender's Display Name On Message
permissions for, 198-200, 198-199 option, 684
for public folder stores, 205-207 primary CAs, 147
recipient primary domain controller (PDC) emulator role,
in Active Directory, 104-106, 105-106 67,69
in Mailbox Manager, 236-239, 236 primary time sources, 31
in SMTP, 685-688, 724 priorities
for servers, 200-201, 200-201 in disaster recovery, 387-388
Policies page, 224 in public folder replication, 482-483
policytest.exe utility, 80 for routing groups, 699
polling method in IM, 768 Priority field, 296
POP3 protocol PRIV.EDB file, 6

authentication in, 543-545, 543 privl.edb file, 220
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privl.pat file, 215
privl.stm file, 220
privacy of messages, 564
Privacy page, 766, 827
private keys, 569
Private object, 333
Process object, 326, 329, 343
%Process Time counters, 326, 329
%Processor counter, 316
Processor object, 316, 323
Processor Queue Length counter, 323
PROFGENL.INI file, 515
PROFGEN utility, 514-516
Profile Maker, 516
/Profile switch, 801
profiles, automating, 513-516
[Profiles switch, 802
Prohibit post at setting, 206, 225
Prohibit Receive limit, 27
Prohibit Send limit, 27
Prohibit Send And Receive At limit, 203, 232-233
Prohibit Send At limit, 203, 232-233
Prohibit Send status, 234
PromoDag Reports tool, 308
PromoDag StoreLog tool, 308
Propagate Folder Settings dialog box, 472, 472
Propagate Settings option, 488
properties for public folders, 460-461
Properties option, 672, 8§64
property store, 7
Protected Storage system, 573
Protocol Settings page, 650, 653
protocols
events for, 20, 499, 502-505, 502
in ISA Server, 644, 652-653
logs for, 829
HTTP, 833-834
interpreting, 834-835, 834-835
POP3 and IMAP4, 832-833, 832
SMTP and NNTP, 829-831, 830-831
usage reports for, 303-305, 304
proxies, authentication through, 817
proxy addresses
for mail-enabled groups, 82
recipient policies for, 104
proxy servers, 635-636

PST files
for mail storage, 28-29
security of, 562
PtTransportPerf.VBS file, 284
PUB.EDB file, 6
publ.edb file, 220
publ.pat file, 215
publ.stm file, 220
Public Folder Administration group, 525
Public Folder category, 852-853
Public-Folder Replication Agent (PFRA), 479-481
public folder servers
clustering with, 430
upgrading, 128
public folders, 220, 449-450
administrative groups for, 525
best practices for, 489
connection agreements for, 152-153
creating, 454-455
dedicated, 453-454
deleting, 227-228
and full-text indexing, 461-462
limits for, 462-463, 462
mail-enabling, 455, 456
MAPI connections to, 463-466, 465
moving, 162-163, 165
new features in, 450-451
and OWA clients, 454, 461-462
policies for, 205-207
referrals in, 464-466, 465
replication. See replication
security for, 468-469
administrative rights in, 474
groups in, 469-470
permissions in, 470-477, 472, 474
stores and trees for, 456-461, 459-460
structure and hierarchy in, 452, 453
system, 466-468, 466
Public Folders category, 853-854
Public Folders option, 98
Public key field, 572
Public Key Infrastructure (PKI), 569
public keys
in Diffie-Hellman key exchange, 567
in encryption, 569
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Public object, 328, 330, 333

public stores, 224-227, 224, 226
Publish To GAL option, 589
Publishing Author role, 476
Publishing Editor role, 476
publishing rules, 643, 652

publishing terminal services, 651-653
pull process in replication, 482
purging mailboxes, 254-255

push process in replication, 480-481

Q

queries, LDAP. See LDAP protocol and queries
Queue directory, 345
Queue Length, 290
Queue mail for remote triggered delivery setting,
718
Queue Viewer, 860-865, 861, 863, 865
queues
mail, 722-725, 723, 725
monitoring, 860-865, 861, 863, 865
in NDRs, 794-795, 794
resource status monitors for, 280
Queuing Engine category, 677, 856
quorum drives, 422, 434

-r option

in Blat for Windows, 307

in LDIFDE, 114
-R option

in MAPISend, 306

in PROFGEN, 515
/r option in ESEUTIL, 405-406, 408
RAID configurations, 341, 343, 346, 429
RAM requirements, 42-43
Rapid Online, Phased Recovery (ROPR), 353, 387
RC2RCH4 algorithm, 566
RCP Ping utility, 781-782, 782
RDN:s (relative distinguished names), 34
Re-enumerate option, 8§64
reach browsers, 739-740
Read Bytes RPC Clients/sec counter, 288
Read Metabase Properties permission, 528

Read Password From Disk option, 579
Read permission, 526
Read Permissions permission, 527, 531
Read Properties permission, 527
reads to databases, 211
READY-IN queue, 861
READY-OUT queue, 862
Ready queue state, 862
real-time black hole (RTB) lists, 624
real-time monitoring, 642
Rebuild interval setting, 204, 207, 224, 270
Receive As permission, 528, 532-534
Recipient-address field, 296
recipient connection agreements, 152
recipient limitations for mailboxes, 252-254, 253
recipient policies
in Active Directory, 104-106, 105-106
in Mailbox Manager, 236-239, 236
in SMTP, 685-688, 724
Recipient Policy dialog box, 687-688
Recipient-report-status field, 296
Recipient Update Service. See RUS (Recipient
Update Service)
%Recipients Local counter, 334
%ZRecipients Remote counter, 334
reconnecting mailboxes, 254-255
recover mailbox procedure, 369
recoverability of messages, 564
recovering KMS keys, 586
recovery. See disaster recovery
Recovery category, 852
recovery servers, 396-402, 397, 399, 402
/Recycle switch, 802
Redirect The Request To This Internal Web Server
option, 649
redirecting OWA to SSL pages, 755-756, 756
redundancy for disaster prevention, 38
referral interfaces (RFRs), 633
referrals
in Outlook, 73
in public folders, 464-466, 465
Refused for Size counter, 335
registering
store events, 505-506
transport events, 506-507
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Registration Authorities, 569
Registry
for access restrictions, 194-195
for contact information, 769
for DSAccess, 338-340
for ExIFS drive letters, 229
for firewalls, 632
for hard deletes, 385
for IM polling, 768
for logons, 798
for mailbox storage limits, 234-235
for MAPI versions, 196-197
for message archiving, 299
for OWA
logoff warnings, 751
passwords, 748
reminders, 751
timeouts, 752
for protocol logging, 832-833
for referrals, 73
for restores, 391
for RGCs, 705-706
for SIMIME, 575
for Security tab, 521
for SMTP virtual servers, 689
Reinstall option, 25
Reject messages from setting, 703
relative distinguished names (RDNs), 34
relative identifier (RID) master role, 67, 69
relay, SMTP, 545-546, 545, 619-624, 620, 685,
688
Relay option, 673
Relay Restrictions dialog box, 545-546, 545, 620,
620
reminders in OWA, 751
Remote Bridgehead page, 701-702
Remote bridgeheads setting, 702
Remote clients support MAPI option, 709, 714
Remote host name/IP Address setting, 709
Remote MTA name setting, 709
Remote Procedure Calls (RPCs), 551
encryption in, 561
with firewalls, 637
for MAPI, 287
vulnerabilities in, 602

Remote Queue Length counter, 335
Remote queue state, 862
Remove PF From Admin Group permission, 528
Remove Unknown User Accounts From Mailbox
Permissions option, 129
Remove Unknown User Accounts From Public
Folder Permissions option, 129
removing
replicas, 489
servers from Active Directory, 175
services, 601-602
stores, 227-228
transaction logs, 215
renaming organizations, 123
Rendezvous Vector Protocol (RVP), 761, 764
replicas, 478
Replicate The Entire Directory The Next Time The
Agreement Is Run option, 145
Replicate This Attribute To The Global Catalog
option, 60
replication
Active Directory, 776, 842-843, 842
for public folders, 477-478
checking, 189
design for, 478-479
diagnostics logging for, 486-487, 487
from Exchange 5.5, 483-485
locations for, 488
monitoring, 479-481, 481, 485-486, 485
offline, 488-489
replica creation, 482-483
replica removal, 489
synchronization in, 487-488
Replication category, 857
Replication Backfill category, 854
Replication Conflicts category, 854
Replication Details dialog box, 485
Replication Errors category, 854
Replication Expiry category, 853
Replication Incoming Messages category, 852
Replication interval setting, 206, 225
Replication interval for always setting, 206, 225
Replication message class, 238
Replication message size limit setting, 206, 225
Replication Outgoing Messages category, 852
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Replication page, 206, 225, 461, 481-483, 481,
485, 488
Replication Site Folders category, 853
Replication Status dialog box, 485, 485
ReplMon utility, 58, 842, 842
for Global Catalog servers, 62
for operations master roles, 68-69, 68
Reply option, 252
Reply To All option, 252
report view in System Monitor, 318-319, 319
reports and reporting
automatic sending of, 305-308
in ISA Server, 642
mailbox access, 183
for mailbox storage limits, 233-235, 233
NDRs. See NDRs (non-delivery reports)
for protocol usage, 303-305, 304
for storage used, 301-303, 302
Request ETRN/TURN from a different server
setting, 719
Request ETRN/TURN when sending messages
option, 719, 725
Request Timed Out message, 778
Require 128-bit Encryption option, 550, 736
Require Secure Channel (SSL) option, 550, 7335,
735
resl.log file, 215
res2.log file, 215
reserved log files, 215
/ResetFolders switch, 802
/ResetOutlookBar switch, 802
resolver cache data, 776-777
resource mailboxes in upgrading, 130-131
resource status monitors
configuring, 275-276, 275
for CPU utilization, 278, 278
for free disk space, 279, 279
for SMTP and X.400 queue growth, 280
for virtual memory, 277, 278
for Windows 2000 services, 276-277
resources, cluster, 422
restore.env file, 391, 391
Restore To dialog box, 390
restoring
from offline backups, 393-394, 394

from online backups, 388-390, 389
to recovery servers, 396-402, 397, 399, 402
storage group databases, 217
Restoring Database Store dialog box, 389-390,
389,392
Retry queue state, 862
Reviewer role, 476
revoked certificates, 575-577, 585
RFC-822 formatted messages, 679
RFR Interface category, 856
RFRs (referral interfaces), 633
RGCs (Routing Group Connectors), 21, 700
for clusters, 425, 430
configuring, 700-704, 701, 704
delivery exceptions in, 704, 705
limitations of, 705-706
for referrals, 464
SMTP for, 561
in upgrading, 128
rich browsers, 739-740
rich-text databases, 7, 212
RID (relative identifier) master role, 67, 69
rights. See also permissions
in public folder security, 474-475
in SRS, 169
roles
administrator, 522-530, 523, 525, 530
in clustering, 430
operations master, 66-70, 68
for public folders, 476
Roles And Permissions page, 475
rolled back transactions, 209
rolling upgrades, 429, 443-446

ROPR (Rapid Online, Phased Recovery), 353, 387

rotations for backups, 366-369
round-robin queries, 70
Router for Novell GroupWise, 9
Routing Address page, 721
Routing And Remote Access (RRAS), 634, 723
Routing Engine, 17
for clusters, 425
dependencies for, 9
in message transport, 659-661, 660
for public folders, 463
for RGCs, 705

x
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Routing Engine/Service category, 677, 856
Routing Group Connectors. See RGCs (Routing
Group Connectors)
Routing Group Master servers, 696
routing groups, 6, 692-693
administering, 694-695, 694
connecting, 699-706, 700-701, 704-705
designing, 693-694
Link State Tables for, 695-699, 697
for public folders, 465-466
SMTP Connectors for, 721
roving-user profile generator, 514-516
rowcounts test option, 412
RPC Operations/sec counter, 288
RPC Packets/sec counter, 288
RPC Requests counter, 288, 330
RPC Requests Peak counter, 288
RPCs (Remote Procedure Calls), 551
encryption in, 561
with firewalls, 637
for MAPI, 287
vulnerabilities in, 602
RRAS (Routing And Remote Access), 634, 723
RSA algorithm, 566
RSA RC2 streaming encryption, 561
RSA standards, 574
RTB (real-time black hole) lists, 624
Rule Action page, 649, 649
Rules category, 853, 855
rules in ISA Server, 643-644, 652
Run As service, 534
Run Cleanup Agent, 235, 254, 386
RUS (Recipient Update Service), 79, 115
and address lists, 115-116, 116
configuring, 116-118, 117
diagnostics logging for, 851
forcing, 841-842
managing, 118
purpose of, 169-170
System Attendant for, 497, 498
RVP (Rendezvous Vector Protocol), 761, 764
RVP records, 763-764, 764, 826-827

S

S/MIME (Secure Multipurpose Internet Mail
Extensions), 574-575, 595-596
/s option
in ESEUTIL, 190, 193-194, 406-407
in Outlook, 802
-s option
in ISINTEG, 409-410
in LDIFDE, 114
-S option in MAPISend, 306
S-TNEF (Summary Transport Neutral Encapsula-
tion Format), 552
/Safe switch, 802
SAMAccountName attribute, 110
SANSs (storage area networks), 365
Save This Password In Your Password List option,
745, 818
scale
in clustering, 427-428
in performance, 315
ScanMail for Exchange product, 613
scanning for viruses, 230, 607, 612-613
SCHEDULE+ FREE BUSY folder, 467
Schedule page
for AD Connector, 145
for alerts, 290
for counter logs, 320, 321
Schedule setting, 709
Scheduled queue state, 862
SchedulePlus Free-Busy Connector, 9
schedules
for AD Connector, 145
for alerts, 290
for backups, 360
for counter logs, 320, 321
for information store maintenance, 493-495
for limits checking, 496
for Mailbox manager, 240
for X.400 connectors, 709
Schema folder, 467
Schema Management MMC, 56, 56, 60, 60
schema master role, 66-67
Schema May Be Modified On This Domain
Controller option, 108
schema partitions, 56-57, 56
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schemax.ldf files, 77-78
scopes in Mailbox Manager, 242, 242
scripts
for automation, 507-509
notifications for, 282, 283
sealing messages, 564, 587, 591-592
Search, dependencies for, 9
Search Indexer Catalogs object, 327
Search MMC console, 268
Search test option, 413
searching
for addresses lists, 98-101, 99-100
for event sinks, 507
for text. See full-text indexing
searchq test option, 412
Secondary Logon service, 534
secondary time sources, 31
secret keys
in Diffie-Hellman key exchange, 566-567
in encryption, 568
in Kerberos, 540
Secure Communications dialog box, 550, 550
Secure Hash Algorithm (SHA), 566
Secure Mail Server command, 645
Secure Mail Server Publishing Wizard, 645-646,
645
Secure Multipurpose Internet Mail Extensions
(S/MIME), 574-575, 595-596
Secure Server (Require Security) policy, 555
Secure Shell (SSH), 604
Secure Sockets Layer. See SSL (Secure Sockets
Layer)
security
administrative, 520
built-in permissions for, 520-522, 521
mailbox access, 530-535, 531, 533
roles in, 522-530, 523, 525, 530
authentication in. See authentication
for clients, 587
certificates in, 594-596, 597
enrolling users in, 587-588
Outlook, 588-594, 588-591, 593-594
encryption for. See encryption
KMS for. See KMS (Key Management Service)

for public folders, 468-469
administrative rights in, 474
groups in, 469-470
permissions in, 470-477, 472,474
server. See servers
vulnerabilities in, 560-564, 563
security groups, 35, 469
security identifiers (SIDs), 470
Security page
for address lists, 94
displaying, 521, 521
for group membership, 85, 86
for Outlook, 588, 589
for permissions, 199, 526, 533, 533
Security Options page, 589
Security settings dialog box, 475
segmenting
administrative roles, 524-530, 525, 530
in OWA, 748-750
Segments Retransmitted/sec counter, 325
Select Attendees And Resources dialog box, 511,
511
SELF right, 531-532
Send a copy of Non-Delivery Report to setting, 673
Send As category, 853, 855
Send As permission, 528, 532-534
Send detailed report to administrator option, 241-
242
Send HELO instead of EHLO option, 718
Send Notification Mail To User After Processing
option, 238
Send On Behalf Of category, 853, 855
Send Queue Size counter, 330
Send summary report to administrator option, 241
Send The Original Host Header option, 649
Send The Request Immediately To An Online
Certification Authority option, 544, 549, 733
Send Token In An E-mail option, 583
Sender-address field, 297
sending e-mail from command prompt, 305-308
Sent Items folder, 245
Serial number field, 572
server-based storage vs. local, 28-29
Server-hostname field, 296
Server-IP field, 296
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Server Monitor tool, 7
server names in Active Directory, 36-37
-server option, 308
server publishing
in ISA Server, 641, 643, 652
with OWA, 650
Server (Request Security) policy, 556
servers
in clustering, 429-430
communication for, 551
IPSec in, 554-558, 557558
message data format in, 551-553, 552
SMTP transport layer security in, 553-554
deleting from Active Directory, 175
installing, 156-159, 159
moving between routing groups, 694-695
policies for, 200-201, 200-201
security for, 597-598
command-line tool access in, 602
firewalls for. See firewalls
IIS logging for, 602-603, 603
with ISA. See ISA Server (Internet Security
and Acceleration Server)
message size limits for, 606
outside compromises, 598-599
passwords for, 599-600, 600
physical, 601
proxy servers for, 635-636
server-to-server communications, 553-558,
557-558
service packs and fixes for, 600-601
and SMTP. See SMTP (Simple Mail Transfer
Protocol)
for Telnet, 603-604
tips for, 605-606
unnecessary services and software in, 601-
602
for viruses. See viruses
troubleshooting, 837-838
Active Directory, 839-843
DNS name resolution, 843-845
error codes in, 839
initial steps in, 838-839
services. See services
upgrading, 166-168

Servers page, 543, 543
Service Account page, 142, 166
Service Control category, 851
Service Controller category, 858
service location (SRV) records, 55, 763-764, 764
service packs
for server security, 600-601
in troubleshooting, 777
Service-version field, 297
services
removing, 601-602
troubleshooting
database problems, 847-848
diagnostics logging for, 849-858, 849
low disk space, 846
message flow problems, 858-866, 861, 863,
865
missing files, 848
in moving mailboxes, 848
permissions, 848
session tickets (STs), 541
sessions in SMTP, 666-670, 667-668, 670
Set Up Security For Me On The Exchange Server
option, 588
SetUp Advanced Security dialog box, 588, 588
SHA (Secure Hash Algorithm), 566
shared-all architectures, 419
shared disks for clustering, 431
shared domains, 689
shared-nothing architectures, 419
SharePoint Portal Server, 458
Show Global Catalog Servers In Enterprise option,
62
Show setting, 204
showInAddressBook attribute, 93, 116
SIDs (security identifiers), 470
Signature algorithm field, 572
signatures, 564, 587
in encryption, 570
in Outlook, 590-594, 593-594
Simple Mail Transfer Protocol. See SMTP (Simple
Mail Transfer Protocol)
Simple Network Time Protocol (SN'TP), 30
single-copy public folder design, 478-479
site and content rules, 644
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site architecture changes for migration and
upgrades, 134
site names, 76
Site Replication Service. See SRS (Site Replication
Service)
sites in Active Directory, 58-59
size
of caches, 343-344
of databases, 190
of groups, 88
of messages. See messages and message storage
SIZE extension, 663
Skipjack algorithm, 566
small environments, configuring AD Connector in,
143-149, 144-149
Smart host setting, 675
SMTP (Simple Mail Transfer Protocol), 17, 658
authentication in, 545-546, 545-547
banner for, 690-691, 690
bridgehead servers, 345-347, 346
in cleartext, 560-561
for clusters, 424
components in, 17-20, 18
connectivity, 716
configuring, 717-721, 722
queuing and dequeuing mail, 722-725, 724-
725
counters for, 334-335
dependencies for, 8
disabling command verbs in, 691-692
events for, 499, 502
extensions supported by, 662-666
with firewalls, 638-639
global settings for, 680-682, 680-681
IIS for, 15
inbound addresses in, 689
inbound domains for, 685-689, 687
logging for, 829-831, 830-831
message formats in, 551-553, 552, 682-684,
683-684
message transport architecture in, 659-662, 660
operation of, 658-659
port numbers for, 780
protocol events for, 499
queues in, 280

relay, 685
security for
black hole lists in, 624
blocking traffic in, 624-627, 625-626
headers in, 617-619, 617
relay hosts in, 619-624, 620
in server communication, 553-554
sessions in, 666-670, 667-668, 670
uses for, 806
virtual servers, 671-679
configuring, 677-679
diagnostics logging for, 676-677
Pickup directory for, 679
properties and features of, 671-676
recipient policies for, 104
SMTP addresses
in Active Directory, 35
for departed employees, 257-258, 257
SMTP category, 677
SMTP Connector, 21, 425, 430
SMTP event sink, 310
SMTP NTES Store Driver object, 329, 335
SMTP object, 329
SMTP Protocol category, 857
SMTP Server object, 329, 331, 333-335
SMTPREG.VBS script, 506
snapshot backups, 364-366
Snort! software, 605
SNTP (Simple Network Time Protocol), 30
soft recovery, 392
Sort= suffix, 754
spaces in names, 37
spam, 610-611
special characters in names, 76
Specified Destination Set option, 649
Specify how to request that remote servers dequeue
mail setting, 720
Specify when messages are sent through this
connector setting, 718
speed in backups, 354-355, 365
SRS (Site Replication Service)
backing up, 358
for clusters, 424-435
dependencies for, 9
installing, 168-169
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location of, 167
in upgrading, 128
SRV (service location) records, 55, 763-764, 764
srvany.exe utility, 285
SSH (Secure Shell), 604
SSL (Secure Sockets Layer)
with Basic authentication, 808
enabling, 175
for ISA Server, 650
for kiosks, 818
for OWA, 549-550, 550
for POP3, IMAP4, and NNTP virtual servers,
544
vs. TLS, 554
troubleshooting, 819-820
SSL pages, redirecting OWA to, 755-756, 756
Stack page, 708-709
standard SMTP Connectors, 720-721
standardization, 31-37, 34, 36
standby servers, 41, 379, 382-383
Start Mailbox Management Process setting, 204,
240-241
STARTTLS/TLS extension, 666
State attribute, 61
static IP addresses for clustering, 432
Status Container, 275
status monitoring, 273-275
E2KUptime for, 291-292
MADMAN MIB for, 291
MailQ for, 283-285, 284
message tracking. See messages and message
storage
notifications, 280-282, 282-283
reporting. See reports and reporting
resource status monitors for, 275-280, 275,
278-279
System Monitor for, 286-290, 287, 289-290
third-party tools for, 308-309
Topology Diagrammer for, 286, 286
Web Monitor for, 285, 285
STF database files, 216
StickyNote message class, 239
STM databases, 6-7, 11-13, 212-213, 213, 344-
345

storage area networks (SANs), 365
storage groups, 13, 216-217
for clusters, 424
creating, 217-218, 218
moving, 218
Storage Limits category, 853, 855
Storage page, 98
store events, 499
in event sinks, 500-501
registering, 505-506
Store/MSExchangeMTA Submits counter, 333
StoreEvents folder, 467
stores and storage, 25-26, 219-220
creating, 220
database files in, 213, 228
deleting, 227-228
EXIFS for, 228-230, 229
limits, 26-27
mailboxes. See mailboxes and mailbox stores
managing and moving, 227
public. See public folders
reporting, 301-303, 302
server-based vs. local, 28-29
warnings, System Attendant for, 496, 496
stream ciphers, 565
streaming encryption, 565
STs (session tickets), 541
Subject alternative name field, 572
-subject option, 307
subnets, 627
Summary Transport Neutral Encapsulation Format
(S-TNEF), 552
swing migration method, 163-166, 445-446
symmetric cryptography, 540
symmetric keys, 568
synchronization
with connection agreements, 151-152
in folder replication, 487-488
for TGTs, 542
time, 29-31
Synchronize With The Directory And Reset The
Home Server Value For Public Folders Homed
In Unknown Sites option, 129
synchronous events, 500
synchronous writes, 211
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System Attendant utility, 22, 495
for clusters, 425, 431
dependencies for, 8
diagnostics logging for, 855-856
for DS2MB, 496-497
for message tracking, 293
for offline address book generation, 498
for RUS, 497, 498
for security, 588
for storage warnings, 496, 496
for virtual servers, 441
System category, 852
System Cleanup folder, 237
SYSTEM CONFIGURATION folder, 467
system documentation for disaster recovery, 379
system events, 501
system folders, 466-468, 466
System Manager utility
for diagnostics logging, 849
for full-text indexing, 268
for LDAP queries, 97
for mailboxes, 220
extensions, 92
policies, 202
reports, 233
for messages
data format, 552
journaling, 174
tracking, 292
for notifications, 280
for OWA, 742
for partition configuration, 54-55
for permissions, 470-471, 473, 475-476
for public folders, 451, 455-458
for referrals, 464
for replication, 483
for restores, 401
for security information, 526
for Security tab, 521
for SMTP Connector, 720-721
for User template, 261
for X.400 connectors, 707
System Monitor utility, 286-287, 316-318, 317,
321
alerts in, 288-290, 289-290
for baselines, 321-322

for clusters, 447
counters in, 287-289, 287
for disk monitoring, 321
logs in, 319-320, 320-321
for performance data, 317-319, 317, 319
for protocol usage, 304
System object, 323, 326
System Path Location setting, 217-218
system policies
administrative groups for, 526
FAQs for, 207-208
System Policies Administration group, 526
system state, backing up, 361-362, 362

T

-t option
in ISINTEG, 409
in LDIFDE, 114
/t option in ESEUTIL, 190, 193-194, 406-407
-T switch in PROFGEN, 515
Table Cache category, 852
Take Ownership permission, 527, 532
tape drive systems
cleaning, 189
evaluating, 39-40
requirements for, 354
Task In Progress page, 161
Task message class, 239
Tasks folder, 245
TCP object, 325
TCP ports, 630-635, 780
Telnet
for client troubleshooting, 779-781, 780
securing, 603-604
with SMTP, 666
Templates page, 261, 261

temporary locations for restores, 390-391, 390

Terminal Services Advanced Client Web page, 651

terminal services in ISA Server, 651-653
-test option, 409
tests

clusters, 446

disaster recovery, 383-384

in ISINTEG, 411-414

open relays, 621-624
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TGTs (ticket-granting tickets), 541-542
The Exact URL Entered Above option, 756
These servers can send mail over this connector
setting, 702
This Database Can Be Overwritten By A Restore
option, 221, 394
This Exchange Organization Is Responsible For All
Mail Delivery To This Address option, 688—
689, 724
This Is A Front-End Server option, 201, 348, 759
This Server Requires Me To Log On option, 822
3DES (Triple DES) algorithm, 565
thresholds in cluster failover, 426, 426
Thumbprint field, 572
Thumbprint algorithm field, 572
ticket-granting tickets (TGTs), 541-542
tickets in Kerberos, 541-542, 542
Time field, 296
Time option, 831
time stamps, 480
time synchronization, 29-31, 542
Time Synchronization Service, 31
Time-taken field, 297
timedev test option, 412
timeouts
for full-text indexing, 268
in OWA, 752
timeserv.ini file, 31
Title attribute, 61
TLS (Transport Layer Security)
implementing, 553-554
vs. SSL, 554
TMP database files, 216
TNEF (Transport Neutral Encapsulation Format),
552,714
To field, 253
-to option, 307
token distribution, 583-584, 584
Topology Diagrammer utility, 286, 286
Total-bytes field, 296
Total Count of Recoverable Items counter, 333
% Total Processor Time counter, 323
Total Size of Recoverable Items counter, 333
Track Message option, 293

tracking messages, 292-293

advanced searches, 294, 294

log formats for, 295-298

Message Tracking Center, 293-294, 293

NDRs for, 785-792, 785

in public folder replication, 487, 487
traditional viruses, 607
training, 44-47

for disaster prevention, 271

for mailboxes, 230-231
Transaction Log Location setting, 217-218
transaction logs, 210-211, 210, 214-215

with backups, 357, 360

deleting, 215

locating, 43, 43

optimizing, 341-342

for storage groups, 216
transactions, ACID test for, 209
Transfer Into Gateway category, 854
Transfer Out Of Gateway category, 854
transport components, 17-20, 18
Transport Delivering category, 853-854
Transport Driver object, 328
Transport Event Sink Registration Wizard, 507
transport events, 20-21, 499, 502-507, 502
Transport General category, 852
Transport Layer Security (TLS)

implementing, 553-554

vs. SSL, 554
Transport mode in IPSec, 555
Transport Neutral Encapsulation Format (TNEF),

552,714

Transport Sending category, 853-854
transport stacks, X.400, 707
tree structures, 404, 456-461, 459-460
Triple DES (3DES) algorithm, 565
troubleshooting

with AD Connector, 150, 150

clients. See clients

with DSADiag, 63-64

servers. See servers

services. See services

system folders, 467-468
Trusted Root Certificate Authorities tab, 575
Tunnel mode in IPSec, 555
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turfing, 681 Use Exchange rich-text format option, 732
TURN extension, 663, 688, 691-692, 722-724, Use front-end server option, 732
723 Use recipient's server option, 732
Type= suffix, 754-755 Use SSL connections option, 732
Typical installation option, 158 User Agent, 603 E
User Count counter, 287, 329, 332 =
U user education, 44-47

. for disaster prevention, 271
U ?WltCh documentation, 47-49

mn MAPISend, 306 for mailboxes, 230-231

n PROF,G,EN’ S14 . ) User Messages And Folders option, 371
UCE (unsolicited commercial e-mail), 610-611 User Name option, 831
UDP port usage, 630635 User template, 259-261, 259
UltraB?C program, 354 User with Exchange mailbox option, 97
Unavailable state, 276 . userAccountControl entry, 111
underscore characters (_) in names, 35, 37 Lsernames

Unfreeze option, 864 . in Active Directory, 33
Unfreeze All Messages option, 864 -
in cleartext, 561

uninterruptible power supplies (UPSs), 40-41 ith IM clients. 827. 828
United States Naval Observatory (USNO), 30 z:)lr kioskz lgrig S
Universal groups, 83-84, 469 for POP3 and IMAP4 virtual servers, 733

unplanned outages with clusters, 429

userPrincipalName attribute, 110
Unreachable state, 276

g . . users
unsolicited commergal e-mail (UCE), 610-611 in access restrictions, 194-195
Update Interval setting i

. . enrolling
for full-text indexing, 204, 207, 224, 269 in client security, 587588
for RUS, 117 in KMS, 584-585, 585
update sequence numbers (USNs), 29 scripts for, 508-509
updating ’

Users And Computers console, 531

Users with external e-mail addresses option, 97
USNO (United States Naval Observatory), 30
USNs (update sequence numbers), 29

upgrades UUENCODE format, 552-553
with clusters, 429, 443-446 -uuencode optigflmgo’S

between editions, 25

IIS, 55
Link State Tables, 696-699, 697
messages in public folder replication, 481

UPSs (uninterruptible power supplies), 40-41 Vv
URI Query option, 831
URLs for OWA, 752-755, 753 /v option in ESEUTIL, 194, 406
Usage Analyst, 603 -v parameter in LDIFDE, 114
%Usage (_Total instance) counter, 324 Valid from field, 572
Use custom schedule option, 240 Valid to field, 572
Use different delivery times for oversized messages VAPI interface, 612
setting, 718 VBScript language, 504
Use different time for oversize messages setting, 703 Veranda package, 316
Use DNS to route each address space on this -verbose option, 409

connector option, 717 verification pass with backups, 358
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Veritas for brick-level backups, 369 VPN (virtual private networks)
Version field, 572 with firewalls, 632, 634-635
vertical bars (l) as OR operator, 102 with ISA Server, 650-651
View Certificate button, 595 VREFY extension, 665

View Information Store Status permission, 528 VSAPI interface, 612

View Report button, 304

View System Folders option, 466-467 W

Views category, 854-855 . .

Virtual Bytes counter, 343 W32T1me SETvice, 2? .

virtual directories, 741-743, 742 Wa%t For A Connection option, 268 .
Virtual Directory page, 746, 746 Wait .For A Request Acknowledgement option, 268
virtual memory warning alert messages, 277

resource status monitors for, 277, 278 Wafrning r.rllf)ssage izntervzai setting
for storage groups, 216 or mailboxes, 203, 223

Virtual Private Network Configuration Wizard fo.r public folders, 206, 226
Welcome screen, 651 warning states, 274, 276

virtual private networks (VPNs) WCE fllte.LiS, 542

with firewalls, 632, 634-635 Web Mail object, 327

with ISA Server, 650651 Web Monitor utility, 285, 285
Virtual Server properties dialog box, 461 Web protocol. support, 642
virtual servers Web proxy client, 828

EVS, 423, 439-442, 439-442 Web publishing, 641, 643, 646-650, 647-649

POP3 and IMAP4, 544, 728-729, 729 Wegst‘xage system events, 499
configuring, 728-732 Webb, Andy, 78

encryption for, 733-737, 734-736 WebDAY ext'ensions, 740
SMTP Weber, Siegfried, 505

configuring, 677-679 WebTrend tool, 603
weekly maintenance, 188-189
weekly rotation for backups, 368-369
Welcome To The Exchange Task Wizard page, 160
Windows 2000 Certificate Authority, 577, 578
Windows 2000 Certificate Server, 570
Windows 2000 systems
clusters in, 432-437, 433-436
deploying, 124-128
monitoring, 322-326

diagnostics logging for, 676-677
Pickup directory for, 679
properties and features of, 671-676
recipient policies for, 104
Virtual Servers object, 328
Virus Scan Messages Processed counter, 334
Virus Scan Queue Length counter, 332
Virus Scanning category, 852
virus scanning software for M: drive, 230, 607

viruses, 607-608 Ser\;iices dencics )

in attachments, 608-609 ependencies in, 8- .0

best practices for, 616 resource status monitors for, 276-277

cleaning up infections, 613-616, 614-615 'synchromzmg, 29—30

i i Windows Load Balancing (WLB)

content inspection gateways for, 609-610, 609 i ]

scanning for, 612-613 clustering with, 430

spam as 611, for front-end servers, 349, 758
VM Larges,t Block Size counter. 332 Windows Management Instrumentation (WMI)
VPN Wizards, 642 service, 280

Windows NT 4 computers, synchronizing, 31
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Windows NT LAN Manager authentication, 538- message interoperability in, 713-714, 713
539, 538 in military, 715
WINMAIL.DAT file, 714-715, 783 problems in, 714-715
WLB (Windows Load Balancing) queue growth in, 280
clustering with, 430 X.400 Connector page, 713 E
for front-end servers, 349, 758 X.400 transport stack setting, 709 =
WMI (Windows Management Instrumentation) X.509v3 certificates, 570-572, 571
service, 280 X-LINK2STATE extension, 665
World Secure tool, 310 -X switch in PROFGEN, 515
write-ahead logging, 211 XEXCHSO0 extension, 666, 669
Write Bytes RPC Clients/sec counter, 288 XML (Extensible Markup Language), 739-740
write caching, 342
Write permission, 526 Y

Write Properties permission, 527
writes to databases, 211

X

X.400 conformance setting, 710
X.400 connectivity, 706
configuring, 706-711
to foreign mail systems, 711-713

Yes, All Of The Protocols Are On This List option,
634

Z

Zero Out Deleted Database Pages option, 218
Zip code attribute, 61



