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A

 

access control
HTTP Server, 

 

148

 

Internet environment, 310
OID, 371–372
Portal, 244
Portlet Repository, 

 

240

 

access control lists (ACLs)
for OID, 371
for Portal, 317

access-log parameter, 284
access logs

in default-web-site.xml, 284
for HTTP Server, 

 

154

 

for Web Cache, 212
Access tab, 244
AccessFileName directive, 140
Account Management privilege, 425
accountability, 

 

309

 

accounts
groups and users. 

 

See

 

 groups and group 
accounts; users and user accounts

ias_admin, 46, 71, 

 

72

 

, 

 

380–381

 

root, 29
ACLs (access control lists)

for OID, 371
for Portal, 317

actions for self-registration, 

 

253–256

 

Active Requests statistic, 148
Activity Log tables and Activity Log views, 

230
activity reports, 230
Add Partner Applications page, 404, 

 

404

 

Add Portlets page, 240, 242, 245, 249
-admin_id parameter, 404
-admin_info parameter, 404
Administer Partner Applications page, 406
administration model in OID, 

 

373–377

 

Administration page
for HTTP Server, 142, 

 

143

 

for Portal, 412, 

 

413

 

for Web Cache content invalidation, 210, 

 

210

 

Administration section for Portal, 229
administrative groups in OID, 

 

376–377

 

administrative portlets, 

 

230–231

 

Administrator Email field, 406
Administrator Information field, 406
administrator role, 

 

400–401

 

, 

 

400

 

administrators
in OID, 

 

373–377

 

for partner applications, 406
passwords for, 46, 71, 

 

72

 

, 

 

190–191

 

, 

 

190–191

 

, 

 

380–381

 

for self-registration actions, 

 

254–256

 

, 

 

254

 

in SSO, 

 

400–401

 

, 

 

400

 

Advanced Caching Instructions page, 
204–205, 

 

205

 

Advanced Server Properties link, 

 

156–157

 

, 

 

157

 

Alias directive, 164
aliases

for documents, 164
for Web Cache sites, 200

Aliases setting, 200
AliasMatch directive, 164
All at the same time, all must approve 

option, 255
All at the same time, only one must approve 

option, 255
-all flag in pltconfig, 260
All Metrics link, 229
Allow DAS configuration privilege, 425
Allow User Editing option, 255
Allow User to Log On option, 236–237
AllowOverride directive, 140, 161, 

 

164

 

ALTER DATABASE command, 469
alternating text in regular expression classes, 

438
anchors in regular expression classes, 438
anonymous authentication, 358
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Apache HTTP Server 2.0 – backslashes (\) in regular expression classes

 

Apache HTTP Server 2.0, 

 

157–158

 

-append parameter, 366
application-auto-directory attribute, 281
Application Development Framework, 8
Application Name setting, 408
Application Server Control. 

 

See

 

 AS 
(Application Server) Control

Application Server Metadata Repository, 228
Application server tier, 13
application-specific roles, 373
application.xml file

for EAR files, 272
for OC4J, 

 

282–284

 

applications
deploying. 

 

See

 

 deploying applications
for Web Cache content invalidation, 211

Approval Required option, 254–255
Approved Certificate Information page, 330
aqxml.conf file, 141
architecture, 

 

13

 

, 

 

14

 

AS Control, 

 

92

 

, 

 

94–95

 

DAS, 

 

414–415

 

deployment, 

 

17

 

, 

 

17

 

Developer Kits, 

 

16

 

HTTP Server, 

 

131–132

 

, 

 

132

 

Infrastructure installation types, 

 

15–16

 

, 

 

15

 

J2EE, 

 

271–272

 

Middle-Tier installation types, 

 

14

 

, 

 

15

 

OCA, 

 

319–320

 

products and installation types, 

 

14

 

, 

 

14

 

Web Cache, 

 

182–184

 

ARCHIVELOG mode, 

 

467–468

 

, 471
AS (Application Server) Control, 4, 14, 

 

89

 

architecture, 

 

92

 

, 

 

94–95

 

comparing tools for, 

 

89–92

 

components of, 

 

90

 

for Infrastructure Components, 

 

52–53

 

, 

 

53–54

 

Log Viewer, 

 

104–105

 

, 

 

105–106

 

new features for, 

 

447–448

 

for OC4J, 

 

285–291

 

, 

 

286–290

 

pages, 

 

95–96

 

component, 100
Farm, 

 

96

 

, 

 

96

 

home, 

 

12–13

 

, 

 

12

 

host computer, 

 

99–100

 

, 

 

99

 

instance, 

 

97–98

 

, 

 

97–98

 

performance metrics for, 

 

101

 

, 

 

101

 

for Portal
instances, 

 

227–230

 

, 

 

228–229

 

passwords, 232
SSL for, 

 

108–110

 

, 

 

110

 

starting and stopping, 

 

100

 

, 

 

101

 

, 

 

107–108

 

Topology Viewer, 

 

102–104

 

, 

 

103

 

for virtual hosts, 171, 

 

171

 

for Web Cache, 

 

186–187

 

, 

 

186–187

 

ASM (Automatic Storage Management), 

 

454

 

, 462
asterisks (*) in regular expression classes, 439
Attribute for Login Name setting, 418
Attribute for RDN setting, 418
attributes, user, 

 

422–424

 

, 

 

423

 

AuthConfig option, 161, 164
AUTHENTICATED_USERS group, 234
authentication

in DAD files, 297
for external applications, 395, 409, 

411–412, 

 

412

 

in Internet environment, 310
in OCA, 

 

331

 

in OID. 

 

See

 

 Oracle Internet Directory 
(OID)

passwords for, 309
for self-registration, 

 

255

 

in SSO, 

 

394–396

 

, 

 

395–396

 

Authentication page, 329
Authorization module, 319
authorization services, 310
automatic recovery service, 447
Automatic Storage Management (ASM), 

 

454

 

, 462
Avoid Unwanted Copies option, 205

 

B

 

\b in regular expression classes, 440
backslashes (\) in regular expression 

classes, 439
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489

 

backspace characters in regular expression 
classes, 440

Backup/Recovery page, 469, 

 

469

 

backups, 

 

466

 

environment for
configuring, 

 

466–470

 

, 

 

469

 

recording characteristics of, 

 

471

 

full, 

 

471–475

 

, 

 

472–473

 

incremental, 

 

475–476

 

new features for, 

 

447

 

-base parameter, 367
Base Schema Elements, 359–360
base URLs with mod_rewrite, 442
BASIC AUTHENTICATION setting, 409
BHAPI (Bluemagic Host Application 

Programming Interface), 315
BI (Business Intelligence) components, 

 

10–11

 

bin directory, 134
block change tracking, 

 

468–469

 

block directives for HTTP Server, 

 

171–172

 

Bluemagic Host Application Programming 
Interface (BHAPI), 315

bootstrap method for OID, 

 

371–372

 

BPEL (Business Process Execution 
Language), 12

brackets ([]) in regular expressions, 437–438
browsers for OCA, 344
bulk tools for OID, 365–367
bulkdelete.sh tool, 367
bulkload.sh tool, 365–366
bulkmodify/bulkmodify.exe tool, 367
Business Intelligence (BI) components, 

10–11
Business Process Execution Language 

(BPEL), 12
bytes field in WCLF, 214

C
c-ip field in WCLF, 214
Cache Error Responses option, 205
Cache Multiple Versions of an Object 

option, 204

caches, 11
for OID information in Portal, 384
Web Cache. See Web Cache

Capacity setting, 197
carets (^) in regular expressions, 437–438
carriage returns in regular expression 

classes, 440
case sensitivity in regular expressions, 437
categories, attribute, 422–423
centralized identity management. See 

Identity Management
certificate authorities (CAs). See OracleAS 

Certificate Authority (OCA)
Certificate page, 326–327
Certificate Management page, 323, 

325–326, 326
Certificate Request forms, 330, 342
Certificate Revocation Lists (CRLs)

importing and downloading, 343–344
updating, 325, 327

certificates
in Infrastructure installation, 42
OCA. See OracleAS Certificate Authority 

(OCA)
SSL. See Secure Sockets Layer (SSL) 

protocol
cgi-bin directory, 134
CGI scripts, 162, 166
Change Schema Password page, 232
character sets, 45
characters in regular expressions

escape, 439–440
matching, 438–440
quantifiers for, 438–439

Check-Only mode for transport sets, 252
-check parameter, 366
classes in regular expressions, 437–438
Clear the Cache in Web Cache for User 

option, 238
CLF (Common Log Format)

for HTTP Server, 153
for Web Cache, 212

client requests in HTTP Server, 145–146
Client tier, 13, 271
cloning, new features for, 449
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clusters, 4
dcmctl for, 117
Web Cache, 184

CM SDK (Content Management SDK), 9
cold backups, 471, 475–476
Collapse Node process, 104
command line, 106–107

dcmctl, 115–117
emctl, 107–111, 110
for LDAP, 367–368
for OC4J

deployment, 290–291
instances, 276–278

opmnctl, 112–115
Common Log Format (CLF)

for HTTP Server, 153
for Web Cache, 212

Common Name setting, 324
compressed content, 203, 206
conditions with mod_rewrite, 442
conf directory, 134
-config_file parameter, 404
-config_mod_osso parameter, 404
configset parameter, 364
configuration and search area for Topology 

Viewer, 103
Configuration Assistants page, 48, 48, 74, 

74, 458, 458
configuration directives for HTTP Server, 

162–167
configuration files, HTTP Server

.htaccess, 140
httpd.conf, 136–140
miscellaneous, 140–142

Configuration Management page, 328, 328
Configuration Management Service, 16
Configure Attribute Categories page, 

422–423
Configure Roles page, 424
Configure Search Table Columns page, 423
Configure User Attributes page, 422–424, 

423
Configure User Entry Template process, 425
Confirm Pre-Installation Requirements 

page, 39, 40, 68, 68
Connect dialog, 369

connect parameter
in bulkdelete.sh, 367
in bulkload.sh, 366
in oidctl, 364–365
in oidmon, 363

connection information for RepCA, 460, 
461

connection strings, 71
Connection tab, 244
connections

for HTTP Server, 145–146
for OID server, 369–371, 370
for Portal provider registration, 244

consoles
AS Control, 94
ports for, 111–112
Self-Service. See Self-Service Console

container directives, 168–171
content invalidation for Web Cache, 

208–211, 209–210
Content Management SDK (CM SDK), 9
content streaming, 206
contexts in directives, 161–162, 162
Control instance home page, 53–55, 54
CoreDumpDirectory directive, 136
Country setting for certificates, 324
CPU speed in installation, 28
CPU Usage area for AS Control, 98
CREATE ALL SCHEMAS privilege, 232
Create Certificate Request screen, 333–334, 

334, 338
Create Expiration Policy page, 207–208, 

208
Create External Application page, 407, 

407–408
Create Named Site page, 199, 200
Create OC4J Instance page, 272–273, 273
Create Origin Server page, 197, 198
Create Partner Application page, 405, 405
Create privilege, 424
Create Rule page, 203–204, 203–204
createComponent option, 116
credentials. See also certificates

creating, 369–370
storing, 313–314, 377

Credentials tab, 369–370
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Crit logging level, 151
CRLs (Certificate Revocation Lists)

importing and downloading, 343–344
updating, 325, 327

cryptography, 310, 312–313
cs-bytes field in WCLF, 214
cs field in WCLF, 214
cs-method field in WCLF, 214
cs-uri field in WCLF, 214
CustomLog directive, 150, 153
CustomOWA authentication, 297

D
\d in regular expression classes, 440
DAD (database access descriptor) files

configuring, 295–297
for SSO Server, 393

-dad parameter, 260, 347
dads.conf file, 295–297
DAS. See Delegated Administration Services 

(DAS)
dashes (-) in regular expressions, 437–438
data driver portlets, 244
data protection services, 310–311
data tampering and fraud, 308
data theft, 308
database access descriptor (DAD) files

configuring, 295–297
for SSO Server, 393

Database Configuration Assistant (DBCA), 48
Database Configuration Assistant page, 48, 

49
Database Control, 57–58, 58, 89–90
database listeners

port verification, 33
status verification, 52

Database Objects Navigator, 232
database providers in Portal, 244–246
Database Schema setting, 237
Database tab for portals, 231
Database tier, 13
database triggers, 211
database user accounts in Portal, 233
databases

configuring, 48–49, 49

for J2EE applications, 291
new features for, 446
Oracle, 5

DB_CACHE_SIZE parameter, 453
DB_CREATE_FILE_DEST parameter, 469
DB_RECOVERY_FILE_DEST parameter, 

468
DBA group, 235
DBCA (Database Configuration Assistant), 

48
dbstart command, 62
dcmctl (Distributed Configuration 

Management) utility, 13
for OC4J

deployment, 290–291
instances, 276–277

in OID troubleshooting, 381
purpose of, 94
working with, 115–117

Debug logging level, 151
Default Group setting, 237
Default Home Page setting, 237
Default Identity Management Realm, 360
Default Mobile Home Page setting, 237
Default Password Policy, 360
default realms, 360, 417–419, 418
Default Style setting, 237
default-web-app parameter, 284
default-web-site.xml file, 284–285
Delegated Administration Services (DAS), 5, 

316, 413–414
administering, 415–416, 417
architecture, 414–415
exam essentials, 426–427
Identity Management realms in, 

416–420, 417–421
for Portal, 236
for privileges and roles, 424–425, 425
review questions, 428–434
summary, 426
for users and groups, 422–424, 423

delegated OID administration, 372–373
delegation services, 310
Delete privilege, 424
denial of service attacks, 310
dependencies in Portal, 258–261
Deploy Application page, 287, 288
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492 Deploy Application Wizard – editing

Deploy Application Wizard, 287
deployApplication option, 116
deploying applications, 269–270

exam essentials, 300
J2EE, 116
new features for, 448–449
OC4J. See OracleAS Containers for J2EE 

(OC4J)
OracleAS, 17, 17
PL/SQL

dads.conf for, 295–297
httpd.conf for, 293
mod_plsql for, 292
oracle_apache.conf for, 293–294
plsql.conf for, 294–295

review questions, 301–305
summary, 299

deployment-directory attribute, 281
Description setting for realms, 420
destinations

for backups, 469–470, 469
for RepCA, 454, 455

Developer Kits, 8, 10, 16, 244, 248
df command, 29
diagnostic message database repository, 105
digital certificates. See certificates
digital IDs, 313–314
digital signatures, 313
DIP (Directory Integration Platform), 384
directives

for HTTP Server, 134–136, 161
block, 171–172
configuration, 162–167
container, 168–171
contexts in, 161–162, 162

in httpd.conf, 145–146
for mod_rewrite, 441–443

Directory directive, 168
directory information tree (DIT), 359
Directory Integration Platform (DIP), 384
directory server, 3
Directory Server Login window, 371
directory structure, HTTP Server, 134–136, 

135
directory user authentication, 358
DirectoryIndex directive, 165
DirectoryMatch directive, 168
disk groups for ASM, 462

disk space requirements, 27–29, 463, 464
DISPLAY environment variable, 30
display_name parameter, 284
Distributed Configuration Management 

(DCM) utility, 13
for OC4J

deployment, 290–291
instances, 276–277

in OID troubleshooting, 381
purpose of, 94
working with, 115–117

DIT (directory information tree), 359
DMS (Dynamic Monitoring Service), 94
dmstool command, 94
DN setting for certificates, 324
DocumentRoot directive, 136
dollar signs ($) in regular expression classes, 

438
domain administrator role, 373
dots (.) in regular expressions, 437
downloading

CRLs, 343–344
wallets, 341

dynamic content caching, 184
Dynamic Monitoring Service (DMS), 94

E
e-business integration, 11–12
\e in regular expression classes, 440
EAR (Enterprise Archive) files

in J2EE, 272
for web providers, 247

eavesdropping and data theft, 308
Edge Side Includes (ESI), 184
Edit CA Certificate Trust Settings dialog 

box, 344
Edit Partner Application page, 406, 406
Edit privilege, 424
Edit Provider Registration page, 244
Edit Transport Set Wizard, 251
editing

cache rules, 203–204
Portal profiles

group, 239
user, 236–238

transport sets, 251
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EIS (Enterprise Information Service), 271
EJB (Enterprise JavaBeans)

in J2EE, 271
overview, 291

ejb-jar.xml file, 291
-em flag in pltconfig, 260
emctl (Enterprise Manager) utility, 13

for AS Control, 95, 107–108
for port values, 110–111, 110
for SSL, 108–110, 110

Emerg logging level, 151
Enable/Disable Components page, 278–279, 

280
Enable Self-Registration option, 254, 256
Enable Territory Selection option, 258
-encode parameter

in bulkdelete.sh, 367
in bulkload.sh, 366

-encrypt flag in pltconfig, 260
encryption, 310, 312–313, 359
Encryption Key field, 407
End Date field, 406
End of Installation page, 49, 49, 74–75, 75, 

460–462, 461
Enterprise Archive (EAR) files

in J2EE, 272
for web providers, 247

Enterprise Information Service (EIS), 271
Enterprise JavaBeans (EJB)

in J2EE, 271
overview, 291

Enterprise Login Assistant, 318
Enterprise Manager (emctl) utility, 13

for AS Control, 95, 107–108
for port values, 110–111, 110
for SSL, 108–110, 110

environment in installation
setup, 29–33
variables, 30–31

Error logging level, 151
ErrorDocument directive, 165–166, 166
ErrorLog directive, 136, 150
errors and error logs

in HTTP Server, 154, 155
in Portal, 228
in Web Cache, 212

escape characters for regular expressions, 
439–440

ESI (Edge Side Includes), 184
ESI Processing option, 205
/etc/hosts file, 33
/etc/issue file, 28
/etc/oratab file, 47, 62
/etc/sysctl.conf file, 31–33
event logs, 212
ExecCGI parameter, 162
Expand All process, 104
Expand Node process, 104
expiration of Web Cache content, 206–211, 

207–210
Expiration Policies page, 207–208, 207, 209
expired certificates, 327
Expires header, 167
ExpiresActive directive, 167
ExpiresByType directive, 167
ExpiresDefault directive, 167
Export Certificate Request dialog box, 339
Export/Import Transport Set portlet, 

251–252
Export Trusted Certificate dialog box, 340
Export Wallet dialog box, 340
exporting

certificate requests, 339
in Portal

objects, 249–250
transport sets for, 250–253

trusted certificates, 339–340
wallets, 340–341

expressions, regular. See regular expressions
External application authentication page, 

411–412, 412
external applications, 60

administering, 407–409, 407–408
authentication for, 395, 409, 411–412, 

412
creating, 409–411, 409–411
monitoring, 411–412, 412
Portal for, 412–413, 413
in SSO, 393

F
Failover Threshold setting, 198
falsifying user identities, 309
faq.org site, 312
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Farm page, 53, 53, 96, 96
farms, 4

dcmctl for, 117
in Infrastructure installation, 53

fastcgi directory, 134
fcgi-bin directory, 134
file-based repository, 447
FileInfo option, 161, 164
filenames, URL translation to, 440
Files directive, 168
filesize parameter, 155
FilesMatch directive, 168–169
fixup hook phase, 440
flags parameter in oidctl, 364
FollowSymLinks parameter, 163
For Other HTTP Headers option, 204
form feeds in regular expression classes, 

440
formats for logs

HTTP Server, 153–154
Web Cache, 214–215

Forms Services, 11
fraud, 308
free command, 28
freshness of Web Cache, 184
full backups, 471–475, 472–473

G
General section

for AS Control, 97, 99–100
for external applications, 412

General setting for cache rules, 203
-generate parameter, 366
GET setting for external applications, 409
Global Environment section, 137–138
global user OID settings, 374, 375
GlobalOwa authentication, 297
grep command, 33, 437
Grid Control, 4, 90–91

architecture, 91–92, 91, 93
working with, 92, 93

Group Create privilege, 424
Group Creation Base setting, 419
Group Delete privilege, 425
Group directive, 149
Group Edit privilege, 424

Group Privileges privilege, 425
Group Search Base setting, 360, 419
groups and group accounts

creating, 29–30
DAS for, 422–424, 423
in OID, 376–377
in Portal, 231, 234–236

creating, 238–239
lists of values for, 239–240
privileges for, 239
profiles for, 236, 239

searching for, 424
for Web Cache, 191

H
hacking, 309–310
handshakes, SSL, 336–337
hardware requirements, 27–29
home pages

AS Control, 12–13, 12, 97
Control instance, 53–55, 54
host computer, 99–100, 99
HTTP Server, 56, 57, 98, 98, 142–144, 

143
partner applications, 405
Portal, 78, 78, 228–229, 229
Portal user profile setting for, 238
Topology Viewer, 104

Home Path window, 459, 459
Home URL field, 405
-host parameter in pltconfig, 347
hosts

AS Control, 99–100, 99
for backups, 471
in PL/SQL URLs, 297
virtual, 169–171, 171
for Web Cache servers, 197
for Web Cache site definitions, 200

hot backups, 471
.htaccess file, 140, 161, 440
htdocs directory, 134–135
HTML page, PL/SQL for, 292
HTTP header for expiration rules, 206
HTTP over SSL (HTTPS)

for AS Control, 109, 110
for Web Cache, 314–315
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HTTP Server, 6, 129–131
access, 148
Advanced Server Properties, 156–157, 

157
Apache 2.0, 157–158
architecture, 131–132, 132
for AS Control, 98, 98
configuration files

.htaccess, 140
httpd.conf, 136–140
miscellaneous, 140–142

directives for, 134–136, 161
block, 171–172
configuration, 162–167
container, 168–171
contexts in, 161–162, 162

directory structure, 134–136, 135
exam essentials, 173
home page, 56, 57, 98, 98, 142–144, 143
logs. See logs
managing, 133–134
modules, 132–133
for partner application authentication, 

394
privileges, 149
processes, connections, and client 

requests in, 145–146
review questions, 174–180
for SSL certificates, 344–345
starting and stopping, 144–145
status, 100, 101, 147–148, 147
summary, 172–173

httpd.conf file, 136
for access, 148
contexts in, 161, 162
directives in, 145–146
Global Environment section, 137–138
included files in, 140–142, 293
for logging level, 151
main server configuration section, 

138–139
for PL/SQL applications, 293
virtual hosts, 139–140

HTTPS (HTTP over SSL) protocol
for AS Control, 109, 110
for Web Cache, 314–315

hyphens (-) in regular expressions, 437–438

I
ias_admin account, 46, 71, 72, 380–381
iASAdmins group, 373, 400–401, 400
iasconfig.xml file, 259–261
icons directory, 134
ID field for partner applications, 406
Identity Management, 5, 16, 316, 

356–357
installing, 15–16, 35, 37
overview, 357–358
realms, 360–361, 416, 417

creating, 419–420, 419–421
default, 417–419, 418
in Infrastructure installation, 41, 42

Identity Management Realms page, 419, 420
<IfDefine> directive, 172
<IfModule> directive, 171–172
Ignore Warnings During Import mode, 252
importing

certificate requests, 339
CRLs, 343–344
in Portal

objects, 249–250
transport sets for, 250–253

trusted certificates, 339–341
Include directive, 141
include directory, 134
include files in httpd.conf, 140–142, 293
Includes parameter in Options, 163
IncludesNOEXEC parameter, 163
incremental backups, 468, 471, 475–476
-index parameter in bulkload.sh, 366
Indexes parameter

in AllowOverride, 161, 164
in Options, 163

IndexIgnore directive, 165
industry standard port assignments, 195–196
Info logging level, 151
Infrastructure components, 2–5

installation tasks, 34
overview, 34–35
postinstallation, 51–60, 53–54, 56–60
starting and stopping components, 

60–64, 61
steps, 35–51, 35–46, 48–49

installation types, 15–16, 15
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Infrastructure Metadata Repository, 319
inherit option, 441
inheritance in httpd.conf, 161
Install page, 71, 73
installation, 3

database providers, 245
exam essentials, 80
overview, 26–27

environment setup, 29–33
software and hardware requirements, 

27–29
prerequisites, 16
review questions, 81–86
summary, 79–80
types and process

Infrastructure. See Infrastructure 
components

Middle-Tier. See Middle-Tier 
components

instance parameter
in oidctl, 365
in oidmon, 363

instances, 3
AS Control, 97–98, 97–98
cloning, new features for, 449
OC4J

command line for, 276–278
enabling and disabling, 278–279, 

278–279
interactive operations with, 272–276, 

273–275
OID server, starting and stopping, 

364–365
Portal

administrative portlets for, 230–231
home page, 228–229, 229
monitoring, 230

instructions setting, 203
Integration B2B component, 11
InterConnect component, 11
Internet applications, J2EE for, 7–9, 9
invalidation messages, 209
invalidation of Web Cache content, 

208–211, 209–210
Invalidation page, 210, 210
invoking PL/SQL applications, 297–298
IP-based virtual hosts, 170

J
Java Archive (JAR) files, 272, 291
Java Authentication and Authorization 

Service (JAAS), 315–316
Java Database Connectivity (JDBC) API, 7
Java Platform 2, Enterprise Edition (J2EE)

architecture, 271–272
databases for, 291
and Internet applications, 7–9, 9
for Portal, 227

Java Specification Request (JSR) 168, 246
jazn.xml and jazn-data.xml files, 285
JDBC (Java Database Connectivity) 

API, 7
JDBC Usage section, 275
JDeveloper environment, 8
JSR (Java Specification Request) 168, 246

K
KeepAlive directive, 137, 146
KeepAliveTimeout directive, 138, 146
kernel parameters, 31–33
key components and features, 2–3

Application Server Control, 12–13
architecture, 13–17, 14, 17
exam essentials, 18
Infrastructure, 3–5
Middle-Tier, 5–12, 9, 12
review questions, 19–24
summary, 18

Key Size setting, 324
keys

size, 324
in SSL, 6, 313
for Web Cache content invalidation, 211

L
language support

for Portal, 257–258
for RepCA, 456, 456

Last 24 Hours Status Details section, 412
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LDAP (Lightweight Directory Access 
Protocol)

command-line tools for, 367–368
JAAS support for, 316

ldifwrite/ldifwrite.exe tool, 366–367
levels, logging, 150–153
libexec directory, 134
Lightweight Directory Access Protocol 

(LDAP)
command-line tools for, 367–368
JAAS support for, 316

Limit directive, 169
Limit option, 161, 164
LimitExcept directive, 169
Linux, installation on, 28
listComponents option, 116
Listen directive, 148
listeners

port verification, 33
status verification, 52
for Web Cache, 194, 195

lists of values (LOVs) in Portal, 239–240, 383
load balancing in OID, 362
-load parameter in bulkload.sh, 366
Load section for host computer, 99, 99
LoadModule directive, 295
loadpsp utility, 298–299
Locality/City setting, 324
Locally Built Providers group, 240
Location directive, 147, 169
LocationMatch directive, 169
Log Loader process, 95, 105
log repositories, updating, 95
Log Viewer, 104–105, 105–106
logfile parameter, 155
LogFormat directive, 153–154
Logging page, 212, 213
Login Failures During The Last 24 Hours 

section, 412
Login portlet for self-registration, 253, 256
login scripts

in Infrastructure installation, 52
in Middle-Tier installation, 76

Login URL setting, 408
Logout URL setting, 406
logs

AS Control, 95, 104–105, 105–106

HTTP Server, 149
access, 154
formats for, 153–154
location of, 149–150
logging levels, 150–153
properties of, 154, 155
rotating, 155–156

Portal, 230
Web Cache, 212

configuring, 212, 213
formats for, 214–215

logs directory, 134
LOVs (lists of values) in Portal, 239–240, 383
lsnrctl command, 52

M
main server configuration section, 

httpd.conf file, 138–139
Main tab for Portal provider registration, 

244
man directory, 134
Manage Certificates dialog box, 344
Manage User Rights dialog box, 234
managed targets, 89
management flow in DAS, 414
management tools, 87–88

Application Server Control. See AS 
(Application Server) Control

command line, 106–107
dcmctl, 115–117
emctl, 107–111, 110
opmnctl, 112–115

exam essentials, 119
review questions, 120–127
summary, 118

mapping Portal schemas, 232, 238
MapViewer application, 9, 9
matches, regular expressions for. See regular 

expressions
MaxClients directive, 145
MaxDirects option, 441
Maximum time in cache option, 206
Maximum time since the document was 

created option, 206
MaxKeepAliveRequests directive, 138, 146
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MaxRequestsPerChild directive, 145
MaxSpareServers directive, 145
MD4 algorithm, 359
memory requirements, 28
Memory Usage area for AS Control, 98
metacharacters

escape characters for, 439–440
in regular expressions, 438–440

Metadata Repository, 3
components, 16
connection strings for, 71
installing, 15–16, 35, 37–39

metrics for AS Control, 100–101, 101
Middle-Tier components, 2, 5–6

Business Intelligence, 10–11
e-business integration, 11–12
home page, 76, 77
HTTP Server, 6
installation tasks, 64–65

postinstallation, 76–78, 77–78
starting and stopping components, 79
steps, 65–76, 66–75

installation types, 14, 15
J2EE, 7–9, 9, 271
OC4J, 7
portals, 10
Web Cache, 11
wireless, 10

migrating applications, new features for, 
448–449

mime.types file, 141
MinSpareServers directive, 145
minus signs (-) in regular expressions, 

437–438
mod_ modules

HTTP Server, 6, 131–133
for security configuration, 315

mod_dav module, 256
mod_oc4j.conf file, 141
mod_oradav module, 256–257
mod_osso module, 344–345, 394, 403
-mod_osso_url parameter, 404
mod_perl directory, 134
mod_plsql module, 8, 292
mod_rewrite routine

configuring, 440–443
regular expressions for. See regular 

expressions

moddav.conf file, 141
modules

HTTP Server, 6, 131–133
for security configuration, 315

monitoring
Portal instances, 230
SSO Server, 411–412, 412
Web Cache performance, 192–194, 193

Multiviews parameter, 163

N
/n in regular expression classes, 439
name-based virtual hosts, 170
names

partner applications, 405
transport sets, 250

namespaces in Infrastructure installation, 
41, 42

NameVirtualHost directive, 170
navigating Topology Viewer, 103–104
NetServiceNameFormat parameter, 297
new features in Release 2, 446

AS Control, 447–448
backup and recovery, 447
cloning Application Server instances, 449
database support, 446
migrating applications, 448–449
port number assignments, 448
Secure Sockets Layer, 448

newlines in regular expressions, 437, 439
nicknames for log formats, 154
No Approval Required option, 254–255
Notice logging level, 151–152
-numThread parameter, 366

O
Object Class page, 422
OC4J. See OracleAS Containers for J2EE 

(OC4J)
OC4J Administration page, 286, 286
OC4J_SECURITY process, 396–398
OC4J_Wireless container, 288, 289
OCA. See OracleAS Certificate 

Authority (OCA)
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ocactl utility, 13
ODM (Oracle Directory Manager), 369, 

400
for OID passwords, 378–381, 

378–379
for OID server connections, 369–371, 

370
for Portal passwords, 232

OEM (Oracle Enterprise Manager), 88
offset parameter in rotatelogs, 155
OHS. See HTTP Server
OHS Welcome page, 56, 57
OID. See Oracle Internet Directory (OID)
-oid flag in pltconfig, 260
oidctl (Oracle Internet Directory) utility, 13

for server instances, 364–365
for troubleshooting, 381–382

oidmon utility
starting, 362–363
stopping, 363–364

OIP_AVAILABLE_USERS group, 234
OIP_USER_ADMINS group, 234
ojsp.conf file, 141
OMAs (Oracle Management Agents), 91–92, 

91, 95
OMR (Oracle Management Repository), 

91–92, 91
OMSs (Oracle Management Services), 

91–92, 91
One at a time, all must approve option, 255
online backups, 471–474, 472–473, 476
ONS (Oracle Notification Server), 112, 361
OPCA (Oracle Portal Configuration 

Assistant), 346
operation ports for Web Cache, 196
OPM (Oracle Process Manager), 361
opmn.xml file, 362
opmnctl (Oracle Process Manager and 

Notification Server) utility, 13
for AS Control instances, 94
for HTTP Server, 145
for OC4J instances, 277–278
for OID, 361–362
for SSO, 397–400
for Web Cache, 187–189
working with, 112–115

Options directive, 162–163
Options option, 161, 164

oracle_apache.conf file
contents of, 141–142
for PL/SQL applications, 293–294

Oracle Application Development 
Framework (Oracle ADF), 8

Oracle Application Server Control. See AS 
(Application Server) Control

Oracle Certificate Administration tool, 13
Oracle Content Management SDK, 9
Oracle Context for OID realms, 416
Oracle Directory Manager (ODM), 369, 

400
for OID passwords, 378–381, 378–379
for OID server connections, 369–371, 

370
for Portal passwords, 232

Oracle Directory Provisioning Integration 
Service, 384

Oracle Enterprise Manager (OEM), 88
Oracle Enterprise Manager Database 

Control home page, 57, 58
ORACLE_HOME environment variable, 

30–31, 52, 79
-oracle_home_path parameter, 404
Oracle HTTP Server (OHS). See HTTP 

Server
Oracle Identity Management. See Identity 

Management
Oracle Internet Directory (OID), 5, 13, 

355–357
administration model for, 373–377
bootstrap method for, 371–372
bulk tools for, 365–367
delegated administration for, 372–373
exam essentials, 385
in Identity Management, 316, 357–358
LDAP command-line tools for, 367–368
in OCA, 318
ODM for, 369–372, 370
OracleAS components for, 359–360
overview, 357–359
passwords in, 358, 360, 370, 378–381, 

378–379
and Portal, 239, 383–384
ports for, 58, 69, 69, 370
for profiles, 233, 236
realms in, 416
review questions, 386–392
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Self-Service Console. See Self-Service 
Console

servers for
accessing, 58, 59
connections for, 369–371, 370
instance starting and stopping, 

364–365
for SSO, 394
starting and stopping, 361–364
storing user credentials for, 377
summary, 384
troubleshooting, 381–382
user certificates for, 345–346

Oracle Internet Directory (oidctl) utility, 13
for server instances, 364–365
for troubleshooting, 381–382

Oracle JDeveloper, 8
Oracle Management Agents (OMAs), 91–92, 

91, 95
Oracle Management Repository (OMR), 

91–92, 91
Oracle Management Services (OMSs), 

91–92, 91
Oracle Management Watchdog, 95
Oracle Notification Server (ONS), 112, 361
Oracle PL/SQL Server Pages, 8–9
Oracle PL/SQL Web Toolkit, 8
Oracle Portal Configuration Assistant 

(OPCA), 346
Oracle Process Manager and Notification 

Server (opmnctl) utility, 13
for AS Control instances, 94
for HTTP Server, 145
for OC4J instances, 277–278
for OID, 361–362
for SSO, 397–400
for Web Cache, 187–189
working with, 112–115

Oracle Process Manager (OPM), 361
Oracle Sensor Edge Server, 10
ORACLE_SID environment variable, 

30–31, 52
Oracle SSO Partner Applications page, 60, 

60
Oracle Universal Installer (OUI)

for Infrastructure, 34
installation types in, 14, 14

for OID, 359, 378
requirements checking by, 27

Oracle Wallet Manager (OWM), 312, 318, 
332–334, 333–335

Oracle Web Cache tool, 13
Oracle Wireless infrastructure, 10
Oracle XML Developer Kit, 8
OracleAS BPEL Process Manager, 12
OracleAS Business Intelligence Discoverer, 

10
OracleAS Certificate Authority (OCA), 5, 

312, 317–318
architecture, 319–320
browsers for, 344
features, 318–319
in Infrastructure installation, 42–44, 43
interface

accessing, 322–328, 323–326, 328
user interface, 328–329, 328–329

OWM for, 332–334, 333–335
passwords, 320–322
PKI for, 318
and SSL, 331, 337
for SSO, 329–330, 330–331
for user certificates, 331–332
wallets, 320

OracleAS Containers for J2EE (OC4J), 7, 
270

application.xml for, 282–284
AS Control for, 285–291, 286–290
basics, 279–280
default-web-site.xml for, 284–285
deploying, 287–291, 288–290
instances

command line for, 276–278
enabling and disabling, 278–279, 

278–279
interactive operations with, 272–276, 

273–275
J2EE architecture, 271–272
jazn.xml and jazn-data.xml for, 285
for Portal, 227
server.xml for, 280–282

OracleAS deployment, 17, 17
OracleAS developer Kits, 16
OracleAS Forms Services, 11
OracleAS Integration B2B, 11
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OracleAS InterConnect, 11
OracleAS MapViewer, 9, 9
OracleAS Personalization, 11
OracleAS Reports Services, 10–11
OracleAS Repository, 452

preinstallation requirements for, 
452–454

Repository Creation Assistant
installing, 454–458, 455–458
running, 459–464, 459–464

OracleAS TopLink, 8
OracleAS Web Cache. See Web Cache
OracleAS Web Services, 8
oradav.conf file, 256–257
OraDAV support for Portal, 256–257
ORCLADMIN user, 233–234
orclCommonGroupSearchBase parameter, 

360–361
orclCommonUserSearchBase parameter, 

360
orclUserObjectClass parameter, 360
Organization setting, 324
Organizational Unit setting, 324
origin servers for Web Cache, 196–198, 197, 

200
Origin Servers page, 196–197, 197
orion-ejb-jar.xml file, 291
osso.conf file, 403
otlconfig utility, 348
OUI (Oracle Universal Installer)

for Infrastructure, 34
installation types in, 14, 14
for OID, 359, 378
requirements checking by, 27

Overwrite mode for transport sets, 252
OWM (Oracle Wallet Manager), 312, 318, 

332–334, 333–335

P
packages in PL/SQL URLs, 297
page groups

exporting, 250–251
Portlet Repository, 242–243

Parallel Page Engine (PPE), 227–229, 229, 
346–347

Parallel Page Engine Service home page, 228, 
229

-parallel parameter in bulkload.sh, 366
parentheses ()

for mod_rewrite, 443
in regular expression classes, 438

partial pages, caching, 184
partner applications, 60

authentication for, 394–395, 395–396
creating and editing, 402–407
in SSO, 393

Password field, 370
Password Field Name setting, 408
Password Store, 320–322
passwords

for administrators, 46, 71, 72, 190–191, 
190–191

changing, 424
in DAD, 297
for external applications, 395, 408
in Infrastructure installation, 45
in OCA, 44, 44, 320–322
in OID, 358, 360, 370, 378–381, 

378–379
for partner applications, 394
for Portal, 231–232
security threats from, 309
for SSO, 393
for SYS account, 460
for WebDAV portals, 257

paths
in PL/SQL URLs, 297
virtual, 169–170

PDK (Portal Developer Kit), 10, 244, 248
per-directory context, 161
per-server context, 161
Perform Recovery page, 477, 477
performance

AS Control, 101, 101
Portal, 230
Web Cache, 192–194, 193

performance assurance, 194
performance metrics as new feature, 447
Performance page, 192–193, 193
periods (.) in regular expressions, 437
PerPackageOwa authentication, 297
Personalization, 11
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php directory, 134
PidFile directive, 136, 150
PIDs (process IDs), 382
Ping Frequency setting, 198
Ping URL setting, 198
pipe characters (|) in regular expression 

classes, 438
pipes for log files, 155–156
PKI (public key infrastructure), 5, 318
PL/SQL applications

dads.conf for, 295–297
for database providers, 244–245
httpd.conf for, 293
invoking, 297–298
mod_plsql for, 292
oracle_apache.conf for, 293–294
plsql.conf for, 294–295

PL/SQL Server Pages (PSPs), 8–9, 
298–299

PL/SQL Web Toolkit, 8, 292
plsql.conf file, 141, 294–295
PlsqlAuthenticationMode parameter, 297
PlsqlDatabaseConnectString parameter, 296
PlsqlDatabasePassword parameter, 296
PlsqlDatabaseUsername parameter, 296
plus signs (+) in regular expression classes, 

439
PM (Process Manager), 112
Policy module, 319
Port directive in httpd.conf, 148
Port field for OID server connections, 370
port parameter

in default-web-site.xml, 284
in pltconfig, 347

Port setting for Web Cache, 197, 200
portability of J2EE applications, 291
Portal, 10, 225–226

AS Control for, 227–229, 228–229
dependencies in, 258–261
exam essentials, 262
for external applications, 407, 412–413, 

413
groups in, 231, 234–236

creating, 238–239
profiles for, 236, 239

home page, 78, 78
importing and exporting in

objects, 249–250
transport sets for, 250–253

instances, 227, 228
administrative portlets for, 230–231
home page, 228–229, 229
monitoring, 230

language support for, 257–258
lists of values in, 239–240
managing, 226–227
and OID, 383–384
OraDAV support for, 256–257
password schemas for, 231–232
Portal Repository, 231, 233
Portlet Repository, 240–243
portlets for, 10, 407

adding, 249
installing, 245

privileges in, 232–234, 239
registering providers in, 241, 243

database, 244–246
updating, 243–244
web, 247–249
WSRP, 246–247

review questions, 263–267
for security, 317
self-registration feature in, 253–256, 254
for SSL, 346–348
with SSO, 347–348, 412–413, 413
summary, 261
synchronization for, 383
users in, 233–234

creating, 236
profiles for, 236–238

PORTAL_ADMIN user, 233
PORTAL_ADMINISTRATORS group, 235
PORTAL_APP schema, 231
PORTAL_DEMO schema, 231
Portal Dependency Settings file, 259–261
Portal Dependency Settings (ptlconfig) 

utility, 259–260
Portal Developer Kit (PDK), 10, 244, 248
PORTAL_DEVELOPERS group, 235
Portal End User Default Homepage link, 229
Portal Group Profile portlet, 239
Portal Navigator, 240
Portal option, 65, 67, 68
PORTAL_PUBLIC schema, 231
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Portal Repository, 231, 233
PORTAL schema, 231
PORTAL user, 233
Portlet Builder, 244
PORTLET_PUBLISHERS group, 235
Portlet Repository, 240

accessing, 240
managing, 241–242
page group, 242–243
refreshing, 242

Portlet Repository Refresh Log, 242
portlets, 10, 407

adding, 249
installing, 245

Portlets tab, 231
ports

for backups, 471
changing, 110–112, 110
in default-web-site.xml, 284
industry standard, 195–196
listener

verifying, 33
for Web Cache, 194, 195

lists of, 54–55, 55–56
new features for, 448
for OID, 58, 69, 69, 370
in PL/SQL URLs, 297
in pltconfig, 347
for Web Cache, 194–197, 195, 200

Ports page, 55, 56, 77, 194, 195
POST setting, 408
PPE (Parallel Page Engine), 227–229, 229, 

346–347
predefined caching rules, 201–202
Prefix setting, 200
private keys in SSL, 6, 313
privileges

DAS for, 424–425, 425
HTTP Server, 149
OID, 372–373
Portal, 232–234, 239

Privileges privilege, 424
proactive Portal maintenance, 227
procedures in PL/SQL URLs, 297
process IDs (PIDs), 382
Process Manager (PM), 112

Process Manager Modules, 112
Process Session Encoded URLs option, 205
processes in HTTP Server, 145–146
Product Metadata Service, 16
Product-Specific Prerequisite Checks page, 

39, 39, 67, 67
profiles in Portal, 236–239
Properties tab for Portal provider 

registration, 244
Protocol setting

in default-web-site.xml, 284
for Web Cache servers, 197

protocols in PL/SQL URLs, 297
Provider Groups, 240
providers in Portal, registering, 241, 243

database, 244–246
updating, 243–244
web, 247–249
WSRP, 246–247

Providers tab, 240
Provisioning Console page, 424
proxies, DAS, 415
PSPs (PL/SQL Server Pages), 8–9, 298–299
ptlconfig (Portal Dependency Settings) 

utility, 259–260
ptllang script, 257–258
public key infrastructure (PKI), 5, 318
public keys in SSL, 6, 313
PUBLIC users in Portal, 234
pwdpolicy object class, 378

Q
quantifiers for regular expression characters, 

438–439
question marks (?) in regular expression 

classes, 439

R
r-time-taken field, 214
RAC (Real Application Cluster) database, 

358
ranges in regular expression classes, 438
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RAs (registration authorities), 319
RDNs (relative distinguished names), 418
reactive Portal maintenance, 227
Real Application Cluster (RAC) database, 358
Real-Time Metrics section, 100
Realm Contact setting, 419
Realm information page, 420, 421
Realm Name setting, 419
realms

creating, 419–420, 419–421
default, 360, 417–419, 418
for Identity Management, 360–361, 416, 

417
in Infrastructure installation, 41, 42
OID administrator passwords in, 

380–381
-recover parameter, 366
recovery

new features for, 447
steps in, 476–477, 477

Recovery Manager (RMAN), 475–476
Recovery operation complete page, 477, 477
redundancy, limitations of, 466
Refresh Log, 242
refreshing

Portlet Repository, 242
Web Cache, 184

Register Provider Wizard, 245
Register with Oracle Internet Directory page, 

69, 70
Registered Providers for Portlet Repository, 

240
registering Portal providers, 241, 243

database, 244–246
updating, 243–244
web, 247–249
WSRP, 246–247

registration authorities (RAs), 319
regular expressions, 438

characters in
escape, 439–440
matching, 438–440
quantifiers for, 438–439

Related Links section, 412
relative distinguished names (RDNs), 418
reminder screen for RepCA, 463, 463
Remote Providers portlet, 245

renewing certificates, 327
RepCA Operation Type window, 460, 460
reports for Portal, 230, 235
Reports Services

overview, 10–11
for Portal, 235

repositories
diagnostic message database, 105
log, 95
Metadata Repository, 3

components, 16
connection strings for, 71
installing, 15–16, 35, 37–39

Oracle Management Repository, 91–92, 
91

Portal Repository, 231, 233
Portlet Repository, 240–243

Repository Creation Assistant
installing, 454–458, 455–458
running, 459–464, 459–464

request processing in Web Cache, 183
Request Processing Time statistic, 148
Request Throughput statistic, 148
requesting certificates, 342–343
requirements

installation, 27–29
for OracleAS Repository, 452–454

Response - EJBs section, 276
Response - Servlets and JSPs section, 276
Restart process for Topology Viewer, 104
-restore parameter, 366
resyncInstance option, 116
retrieving certificates, 332
reviewing certificates, 332
revoking certificates, 325, 327, 332
RewriteBase directive, 442
RewriteCond directive, 440, 442
RewriteEngine directive, 441
RewriteLog directive, 441
RewriteOptions directive, 441
RewriteRule directive, 440, 442–443
risks, security for. See security
Rivest, Ron, 312, 359
RMAN (Recovery Manager), 475–476
roles

DAS for, 424–425, 425
for OID, 373
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rollover for Web Cache logs, 212, 213
root account

for installation, 29
for OID, 371

Root Oracle Context, 360
rotatelogs command, 155–156
rotating logs, 155–156
rotationtime parameter, 155
Routing Enabled setting, 197
rules for Web Cache, 201–205, 202–205
Rules page, 201–202, 202, 204
RW_ADMINISTRATOR group, 235
RW_BASIC_USER group, 235
RW_DEVELOPER group, 235
RW_POWER_USER group, 235

S
\s in regular expression classes, 440
s-ip field in WCLF, 214
sc-status field in WCLF, 214
schemas, Portal

mapping users to, 238
for passwords, 231–232

ScriptAlias directive, 165
scripts

CGI, 162, 166
for Web Cache content invalidation, 211

Search for Certificates form, 326
Search Return Limit setting, 419
search table columns, 423
searches

in Log Viewer, 105, 105–106
regular expressions for. See regular 

expressions
for users and groups, 424

secjsdom.sql script, 240
secondary keys, 209, 211
Secure Hash Algorithm (SHA1), 312
Secure Sockets Layer (SSL) protocol, 6, 

311–313, 335
for AS Control, 108–110, 110
for browsers, 344
certificates in, 337–338, 358

for OID, 345–346
requests, 338–339
server, 342

subordinate, 342–343
trusted, 339–341
user, 339

cipher suites for, 337
CRLs in, 343–344
handshakes in, 336–337
HTTP server configuration for, 344–345
new features for, 448
and OCA, 331, 337
in OID, 358–359, 370
operation of, 335–336
Portal configuration for, 346–348
wallets in, 340–341
and Web Cache, 314, 346

security, 307–308
authentication. See authentication
credentials, 313–314
cryptography, 312–313
exam essentials, 348
HTTP/HTTPS, 315
Identity Management, 316
for J2EE applications, 291
JAAS, 315–316
OCA. See OracleAS Certificate Authority 

(OCA)
Portal, 317
for Portlet Repository page group, 243
review questions, 349–354
risks for, 308–310
services for, 310–311
SSL. See Secure Sockets Layer (SSL) 

protocol
summary, 348
for Web Cache, 189–192, 190–191, 

314–315, 314
for Websites, 158–160

Select a Product to Install page, 37, 38, 65, 
66

Select Configuration Options page, 39–40, 
40, 68, 68

Select Installation Type page, 14, 15, 37, 38, 
67, 67

Select Oracle Application Server 10g 
Metadata page, 71, 71

Selector setting, 203
self-registration feature, 253–256, 254
Self-Service Console, 400

for DAS, 414, 416, 417
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for OID passwords, 379
for roles, 425
for users and groups, 422

server certificates, 332, 342
Server field for OID, 370
server parameter

in oidctl, 364–365
in oidmon, 363

Server Ports page, 77
Server Properties page

HTTP Server, 144, 144, 146, 146
for OC4J, 286, 2878

server.xml file, 280–282
ServerAdmin directive, 149
ServerName directive, 139, 148
ServerName parameter, 345
ServerRoot directive, 136–137
ServerTokens directive, 149
Service Management privilege, 425
ServiceNameFormat parameter, 296
services for security, 310–311
servlets, 8
Session Related Caching option, 205
Set Language portlet, 258
Setup Privileges page, 48, 74, 74
severity status for errors, 228
SHA1 (Secure Hash Algorithm), 312
SidFormat parameter, 296
SIDs (system identifiers), 470
Single Sign-On Server (SSO), 3, 5, 392–393

accessing, 59–60, 60
administering, 392–393
administrator role in, 400–401, 400
authentication flow in, 394–396, 

395–396
components in, 393–394
configuring, 401–402, 401–402
exam essentials, 426–427
external applications

administering, 407–409, 407–408
creating, 409–411, 409–411

in Identity Management, 316, 359
monitoring, 411–412, 412
and OCA, 319, 329–330, 330–331
partner applications, creating and 

editing, 402–407

with Portal, 233, 347–348, 412–413, 413
review questions, 428–434
starting and stopping, 396–400
summary, 426

SingleSignOn authentication, 297
site definitions for Web Cache, 199–200, 

199–200
-site flag in pltconfig, 260
-site_name parameter, 404
Site setting for cache rules, 203
-size parameter, 367
sleep parameter, 363
software in installation

directories for, 30
requirements for, 27–29

source directory for RepCA, 454, 455
spaces in regular expressions, 437
Specify Database Configuration Options 

page, 44, 44
Specify Database Schema Passwords page, 

45, 45, 57
Specify File Locations page, 37, 37, 65, 66
Specify Instance Name and ias_admin page, 

45, 46, 71, 72
Specify Inventory Directory and Credentials 

page, 36, 36, 65
Specify Namespace In Internet Directory 

page, 41, 42
Specify OCA Administrator's Password page, 

44, 44
Specify OCA Distinguished Name page, 42, 

43
Specify OCA Key Length page, 42, 43
Specify OID Login page, 70, 70
Specify Port Configuration Options page, 

41, 41, 69, 69
SSL. See Secure Sockets Layer (SSL) protocol
SSL Enabled field, 370
-ssl parameter in pltconfig, 347
SSL tab, 370
SSLConfigTool, 345
SSLEngine parameter, 345
SSLLog directive, 150
SSLVerifyClient parameter, 345
SSLWallet File parameter, 345
SSO. See Single Sign-On Server (SSO)

8757.book  Page 506  Friday, August 4, 2006  1:22 PM



-sso parameter in pltconfig – TopLink 507

-sso parameter in pltconfig, 347
SSO Server Administration page, 60, 61, 

401–402, 401
ssoreg.sh script, 402–404
Start Date field, 406
start parameter

in dcmctl, 116
in oidctl, 364
in oidmon, 363

Start process for Topology Viewer, 104
starting and stopping

AS Control, 100, 101, 107–108
HTTP Server, 144–145
Infrastructure components, 60–64, 61
Middle-Tier components, 79
OCA, 321, 321
OID interface, 361–364
OID server instance, 364–365
Portal, 227
processes, 113–114
SSO, 396–400
Web Cache, 185–189, 186–187

startproc command, 189
StartServers directive, 145
State/Province setting, 324
statistics, Web Cache, 192–193
status

HTTP Server, 100, 101, 147–148, 147
listener, 52

Status module, 147
stop parameter

in dcmctl, 116
in oidctl, 365

Stop process for Topology Viewer, 104
StopOidServer.sh command, 368
storage options window for RepCA, 462, 

462
storing credentials, 313–314, 377
strings, regular expressions for. See regular 

expressions
subnets for Web Cache, 192
subordinate CA certificates, 342–343
subscriber-specific role, 373
subscriber superusers, 371
subtrees of URLs, 201
Success URL field, 405

Summary page, OUI, 71, 72
superuser account

for installation, 29
for OID, 371

surge protection in Web Cache, 194
SymLinksIfOwnerMatch parameter, 163
System Components section

for AS Control, 98, 100
for OC4J, 273–275, 273–275
for Portal, 227, 228

system identifiers (SIDs), 470
system parameters for OracleAS Repository, 

453
System Passwords tab, 379
SYSTEM tablespace, 463, 464

T
\t in regular expression classes, 439
tab characters in regular expression classes, 

437, 439–440
tablespace free space, 454
targets

for AS Control host computer, 99
for Database Control, 89
for Grid Control, 92, 93

Targets list, 99
Targets tab, 92, 93
Telnet

for AS Control host computer, 100
for Web Cache content invalidation, 211

templates, user entry, 422–424, 423
terminology, 3
testing web providers, 248
ThreadsPerChild directive, 146
tiers, 13
time-taken field, 214
Timeout directive, 137
Timeout Message, 246
TLS (Transport Layer Security), 311
TMP directory, 30
TNSFormat parameter, 297
Token field, 407
tools, management. See management tools
TopLink, 8
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topology pane, 104
Topology Viewer, 89, 102

accessing, 102
configuring, 102
features of, 102
navigating, 103–104
as new feature, 447

TransferLog directive, 150
Transport Layer Security (TLS), 311
Transport sets, 250

creating, 250–251
editing, 251
exporting, 251
importing, 251–252
investigating, 253

triggers for Web Cache content invalidation, 
211

troubleshooting OID, 381–382
Trust Only These IP Addresses option, 192
Trust Only This Machine option, 192
trusted certificates

defined, 334
importing and exporting, 339–341

trusted subnets, 192

U
Ultra Search, 453
uname command, 28
unauthorized use of data, 309
undeployApplication option, 116
UNDO tablespace, 463, 464
Unix, regular expressions for. See regular 

expressions
-update_mode parameter, 404
updateConfig option, 116
updating

CRLs, 325, 327
Portal provider registration, 

243–244
Upload Realm Logo setting, 420
URLs

filename translation from, 440
for PL/SQL applications, 297–298

Use Only SSL Connections with This Oracle 
Internet Directory option, 69

Use This Schema for Portal Users option, 
232

Use Your OracleAS Single Sign-On Name 
and Password option, 330

UseCanonicalName directive, 148
user accounts. See users and user accounts
user actions for self-registration, 253–254
User Categories tab, 244
User Certificate - SSO form, 330
user certificates, 334

in Infrastructure installation, 42
OCA. See OracleAS Certificate Authority 

(OCA)
SSL. See Secure Sockets Layer (SSL) 

protocol
User Certificates page, 329, 329–330
User Certificates - SSL Authentication page, 

343
User Certificates - SSO Authentication page, 

330, 331
User Create group, 376
User Creation Base setting, 419
user credentials for OID, 377
User Delete group, 376
User directive, 149
User Edit group, 376
user entry templates, 422–424, 423
User field for OID server connections, 

369–370
user interface, OCA, 328–329, 328–329
user limits in installation, 33
User Name/ID Field Name setting, 408
User Object Class parameter, 360
User Search Base parameter, 360, 419
usernames and user IDs

in DAD, 297
for external applications, 395
falsifying, 309
for partner applications, 394
for SSO, 393
for WebDAV portals, 257

userPassword attribute, 378
users and user accounts

attributes for, 422–424, 423
creating, 29–30
DAS for, 422–424, 423
in OID, 374–376, 374–376
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in Portal, 233–234
creating, 236
lists of values for, 239–240
for portals, 231
privileges for, 239
profiles for, 236–238

privileges and roles for, 424–425
searching for, 424
for Ultra Search, 453
for Web Cache, 191

V
\v in regular expression classes, 440
verifying

listener ports, 33
listener status, 52

vertical tabs in regular expression classes, 
440

virtual hosts
httpd.conf file, 139–140
working with, 169–171, 171

Virtual Hosts page, 142
virtual paths, 169–170
VirtualHost directive, 169–170
-virtualhost parameter, 404

W
\w in regular expression classes, 440
wallets and Wallet Manager, 312, 318

downloading, 341
exporting, 340–341
OCA, 320
OWM for, 332–334, 333–335

WAR (Web Archive) files, 247, 272
Warn logging level, 151–152
watchdog process, 95
-wc flag in pltconfig, 260
WCLF (Web Cache log format), 212–215
web-app parameter, 284
Web Archive (WAR) files, 247, 272
Web-based Distributed Authoring and 

Versioning (WebDAV), 256–257
Web Cache, 11, 181–182

administering, 185

architecture, 182–184
clustering, 184
compressed content in, 206
content invalidation for, 208–211, 

209–210
exam essentials, 215–216
expiring content in, 206–211, 207–210
logs for, 212–215
new features for, 448
origin servers for, 196–198, 197, 200
performance of, 192–194, 193
and Portal, 238, 261, 317
ports for, 194–196, 195
review questions, 217–223
rules for, 201–205, 202–205
security for, 189–192, 190–191, 314–315, 

314
site definitions for, 199–200, 199–200
SSL for, 314, 346
starting and stopping, 185–189, 186–187
summary, 215

Web Cache log format (WCLF), 212–215
Web Cache tool, 13
web modules, 247, 288, 289
web provider registration in Portal, 247–249
Web Service for Remote Portlets (WSRP) 

providers, 243–244, 246–247
Web Services, 8
Web Services Description Language 

(WSDL), 246–247
Web tier, 13
webcache.xml file, 261
webcachectl utility, 13
WebDAV (Web-based Distributed 

Authoring and Versioning), 256–257
Webopedia site, 312
Website security, 158–160
Welcome page

HTTP Server, 56, 57
Infrastructure installation, 35, 35
Portal, 78, 78

white space characters in regular 
expressions, 437

Wikipedia site, 312
Wireless infrastructure, 10
Wireless option, 65, 67, 68
wireless web modules, 288, 289
WKPROXY account, 453
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WKSYS account, 453
WSDL (Web Services Description 

Language), 246–247
WSRP (Web Service for Remote Portlets) 

providers, 243–244, 246–247

X
x-auth-id field, 214
x-cache field, 214
x-cookie field, 214

x-date-start field, 214
x-ecid field, 214
x-esi-info field, 214
x-os-timeout field, 214
x-protocol field, 214
x-req-type field, 214
x-time-delay field, 214
x-time-start field, 214
XML-based providers, 316
xml.conf file, 141
XML Developer Kit (XDK), 8
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