


4  Chapter 1  n  General Security Concepts

Each of these areas is vital to ensure security in an organization. You can think of infor-
mation security as a three-legged stool: If any one of the legs of your stool breaks, you’ll 
fall down and hurt yourself. You must look at the overall business and address all the issues 
that business faces concerning computer security. Figure 1.1 shows how these three compo-
nents of computer security interact to provide a reasonably secure environment.

F I g U R E   1.1  ​   ​ The security triad
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Part of your job is to make recommendations to management about needs and deficiencies; 
to take action to minimize the risks and exposure of your information and systems; and to 
establish, enforce, and maintain the security of the systems with which you work. This is not 
a small task, and you must do each and every one of these tasks well in order to have a rea-
sonable chance of maintaining security in your organization.

Securing the Physical Environment
Physical security, as the name implies, involves protecting your assets and information from 
physical access by unauthorized persons. In other words, you’re trying to protect items that 
can be seen, touched, and stolen. Threats often present themselves as service technicians, jani-
tors, customers, vendors, or even employees. They can steal your equipment, damage it, or 
take documents from offices, garbage cans, or filing cabinets. Their motivation may be retri-
bution for some perceived misgiving, a desire to steal your trade secrets to sell to a competitor 
as an act of vengeance, or just greed. They might steal $1,000 worth of hardware that they 
can sell to a friend for a fraction of that and have no concept of the value of the data stored 
on the hardware.

Physical security is relatively easy to accomplish. You can secure facilities by controlling 
access to the office, shredding unneeded documents, installing security systems, and limit-
ing access to sensitive areas of the business. Most office buildings provide perimeter and 
corridor security during unoccupied hours, and it isn’t difficult to implement commonsense 
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Understanding Information Security  5

measures during occupied hours as well. Sometimes just having a person present—even if 
it’s a guard who spends most of their time sleeping—can be all the deterrent needed to pre-
vent petty thefts.

Many office complexes also offer roving security patrols, multiple lock access control 
methods, and electronic or password access. Typically, the facility managers handle these 
arrangements. They won’t generally deal with internal security as it relates to your records, 
computer systems, and papers; that is your responsibility in most situations.

The first component of physical security involves making a physical location less tempting 
as a target. If the office or building you’re in is open all the time, gaining entry into a business 
in the building is easy. You must prevent people from seeing your organization as a tempting 
target. Locking doors and installing surveillance or alarm systems can make a physical loca-
tion a less desirable target. You can also add controls to elevators, requiring keys or badges in 
order to reach upper floors. Plenty of wide-open targets are available, involving less risk on the 
part of the people involved. Try to make your office not worth the trouble.

The second component of physical security involves detecting a penetration or theft. You 
want to know what was broken into, what is missing, and how the loss occurred. Passive 
videotape systems are one good way to obtain this information. Most retail environments 
routinely tape key areas of the business to identify how thefts occur and who was involved. 
These tapes are admissible as evidence in most courts. Law enforcement should be involved 
as soon as a penetration or theft occurs. More important from a deterrent standpoint, you 
should make it well known that you’ll prosecute anyone caught in the act of theft to the full-
est extent of the law. Making the video cameras as conspicuous as possible will deter many 
would-be criminals. 

The third component of physical security involves recovering from a theft or loss of critical 
information or systems. How will the organization recover from the loss and get on with  
normal business? If a vandal destroyed your server room with a fire or flood, how long would 
it take your organization to get back into operation and return to full productivity?

Recovery involves a great deal of planning, thought, and testing. What would happen 
if the files containing all your bank accounts, purchase orders, and customer information 
became a pile of ashes in the middle of the smoldering ruins that used to be your office?  
Ideally, critical copies of records and inventories should be stored off-site in a secure facility.

Examining Operational Security
Operational security focuses on how your organization does that which it does. This includes 
computers, networks, and communications systems as well as the management of information. 
Operational security encompasses a large area, and as a security professional, you’ll be primarily 
involved here more than any other area.

Operational security issues include network access control (NAC), authentication, and 
security topologies after the network installation is complete. Issues include the daily oper-
ations of the network, connections to other networks, backup plans, and recovery plans. In 
short, operational security encompasses everything that isn’t related to design or physical 
security in your network. Instead of focusing on the physical components where the data is 
stored, such as the server, the focus is now on the topology and connections. 
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8  Chapter 1  n  General Security Concepts

Survey Y our O perational E nvironment

As a security administrator, you’ll need to assess the operational environment of your 
network by looking for “doors” that an outsider could use to gain access to your data. 
Securing the network involves far more than simply securing what exists within the four 
walls of your building. Look for openings that intruders can use to enter your network 
without walking through the door. Don’t think of the safeguards that may currently exist, 
but rather focus on ways someone not on your network might join it. 

See if you can answer these questions:

1.	 How do users on your network access the Internet? Do any users use dial-up connec-
tions within the office? Do they use dial-up access when they take their laptops home 
with them? Are proxy servers in use? Do you use private or public IP addresses? If 
you are using private IP addresses, are you using something as simple as Internet 
Connection Sharing or as complex as Network Address Translation (both perform the 
same function, but the latter offers more functionality and security)?

2.	 Are there wireless access points on the network? Can a mobile user with a laptop 
configure their settings to join the network? What is the range of your access points? 
Are signals stopped at the perimeter, or can someone sitting in the parking lot access 
the network?

3.	 Are dial-in connections allowed? Can users call in from home? Can they call in from 
hotel rooms? Do you verify the number they are calling from or merely allow anyone 
in with a correct username/password combination?

4.	 Do you use Terminal Services? Are thin clients employed/allowed? Are entire sessions 
on the server run remotely? Is remote administration enabled?

5.	 Do your users have shares on their laptops that would potentially compromise the 
laptop’s data security?

6.	 What ports are open on your routers and firewalls (or on a user’s personal firewall 
solution)?

The issues that must be decided at the management and policy level affect the entire 
company and can greatly impact productivity, morale, and corporate culture. Policies also 
establish expectations about security-related issues. Security policies should be treated no 
differently than an organization’s vacation, sick leave, or termination policies. Most people 
can tell you exactly how many days of vacation they get per year; however, many can’t tell 
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you what the company’s information usage or security policies are. This can be solved by 
posting such information on an intranet or including it in a manual issued to all employees 
(with a note in each employee’s personnel file indicating that they’ve received the manual).

A number of key policies are needed to secure a network. The following list identifies 
some broad areas that require thought and planning:

Administrative policiesN�N

Disaster recovery plansN�N

Information policiesN�N

Security policiesN�N

Software design requirementsN�N

Usage policiesN�N

User management policiesN�N

Administrative Policies
Administrative policies lay out guidelines and expectations for upgrades, monitoring, back-
ups, and audits. System administrators and maintenance staff use these policies to conduct 
business. The policies should clearly outline how often and when upgrades appear, when 
and how monitoring occurs, and how logs are reviewed. They should also identify—not 
by name, but by title—who is responsible for making decisions on these matters and how 
often decisions should be reviewed. Ideally, the policies should also include information 
about who wrote them, who signed off on them, and at what date they were mandated. 

The policies must be specific enough to help the administrative staff keep focused on 
the business of running the systems and networks. At the same time, they must be flexible 
enough to allow for emergencies and unforeseen circumstances. This trade-off is common 
to most policies, and you always want to be careful to avoid leaving a gap too wide, making 
the policy virtually ineffective or unenforceable. 

Disaster Recovery Plans
Disaster recovery plans (DRPs) are one of the biggest headaches that IT professionals face. 
The DRP is expensive to develop and to test, and it must be kept current. 

Many large companies invest huge amounts of money in DRPs, including backup or hot 
sites. A hot site is a facility designed to provide immediate availability in the event of a system 
or network failure. These sites are expensive to maintain and sometimes hard to justify. The 
likelihood that an organization will need a hot site is relatively small, and the site may seem 
unimportant—right up to the point when you don’t have one and you need it.

A good DRP takes into consideration virtually every type of occurrence or failure possible. 
It may be as simple as a single system failing or as complicated as a large multinational com-
pany needing to recover from a cataclysmic event. The key to its success is its completeness. 
For example, if a company is located in the Midwest region of the United States, plans should 
be in place to address tornadoes, floods, fires, and every conceivable disaster.
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security procedures and policies would make you invulnerable to an attack; unfortunately, 
this isn’t usually the case. The better your prevention policies, however, the lower the likeli-
hood of a successful attack occurring.

Detection    ​Detection refers to identifying events when they occur. Detection is difficult 
in many situations; an attack on your system may occur over a long period before it’s suc-
cessful. Incident detection involves identifying the assets under attack, how the incident 
occurred, and who carried it out (or is still doing so). The detection process may involve 
a variety of complicated tools or a simple examination of the system log files. Detection 
activities should be ongoing and part of your information security policies and procedures.

Response    ​Response refers to developing strategies and techniques to deal with an attack 
or loss. Developing an appropriate response to an incident involves several factors. If the 
incident was a probe, the attacker may have done no actual harm but may be gathering 
intelligence about your network or systems. These types of attacks may be random or 
targeted, and they usually cause little damage. Occasionally, an attack will be successful. 
When that happens, it is helpful to have a well-thought-out and tested plan you can use 
to respond, restore operation, and neutralize the threat. It’s always better to have a set of 
procedures and methods in place to recover from an incident than to try to create those 
processes on-the-fly.

These goals are an important part of setting benchmarks for an organization. You can’t 
allow these policies or goals to become insignificant. If you do, you and your organization 
are setting yourselves up for a surprise. Unfortunately, the surprise won’t be pleasant, and 
it may be very costly to deal with.

Comprehending the Security Process
It helps to think of security as a combination of three Ps: processes, procedures, and policies. 
The security of information involves both human and technical factors. The human factors 
are addressed by the policies that are enforced in the organization as well as the processes 
and procedures your organization has in place. The technology components include the tools 
you install on the systems you work with. There are several parts to this process, and each is 
described in the following sections.

Appreciating Antivirus Software
Computer viruses—applications that carry out malicious actions—are among the most annoy-
ing trends happening today. It seems that almost every day someone invents a new virus. Some 
of these viruses do nothing more than give you a big “gotcha.” Others contaminate networks 
and wreak havoc on computer systems. A virus may act on your data or your operating sys-
tem, but it’s intent on doing harm—and doing so without your consent. Viruses often include 
replication as a primary objective and try to infect as many machines as they can, as quickly  
as possible.
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M ulti-Factor Authentication and Security

The owner of your company is becoming increasingly concerned about computer security 
and the laxness of users. She reports that users are regularly leaving the office at the end 
of the day without signing out of their accounts. The company is attempting to win a con-
tract that involves working with the government and that will require additional security 
measures. What would you suggest to the owner?

The best suggestion is to consider implementing a multi-factor authentication system. 
This system could consist of a smart card and a logon/password process. Most smart 
card readers can be configured to require that the card remain inserted in the reader 
while the user is logged on. If the smart card is removed, say at the end of the day, the 
workstation will automatically log the user out. By requiring a logon/password process, 
you can still provide security if the smart card is stolen.

This solution provides reasonable security, and it doesn’t significantly increase security 
costs. The government will probably require additional access control, such as perimeter 
alarms and physical access control to sensitive areas. However, these measures won’t 
force users to log out when they leave their workstations.

An inherent problem with many identify proofing implementations is that they ask ques-
tions which someone other than the user could easily guess or learn the value of (what color 
are your eyes). To increase the difficulty of someone fraudulently proofing, you should only 
use questions that are more difficult to guess, or implement biometrics such as voice identifi-
cation. Under no circumstance should the person proofing be allowed access immediately—
instead their access information should be sent to their email account of record. 

Distinguishing between 
Security Topologies
The security topology of your network defines the network design and implementation from 
a security perspective. Unlike a network topology, here we’re concerned with access methods, 
security, and technologies used. Security topology covers four primary areas of concern:

Design goalsN�N

Security zonesN�N

TechnologiesN�N

Business requirementsN�N
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organization to present a single address to the Internet for all computer connections. The NAT 
server provides IP addresses to the hosts or systems in the network and tracks inbound and 
outbound traffic. 

A company that uses NAT presents a single connection to the network. This connection 
may be through a router or a NAT server. The only information that an intruder will be 
able to get is that the connection has a single address.

NAT effectively hides your network from the world, making it much harder to determine 
what systems exist on the other side of the router. The NAT server effectively operates as a 
firewall for the network. Most new routers support NAT; it provides a simple, inexpensive fire-
wall for small networks.

F I g U R E   1.14  ​   ​ A typical segmented VLAN
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It’s important to understand that NAT acts as a proxy between the local 
area network (which can be using private IP addresses) and the Internet. 
Not only can NAT save IP addresses, but it can also act as a firewall.

Most NAT implementations assign internal hosts private IP address numbers and use 
public addresses only for the NAT to translate to and communicate with the outside world. 
The private address ranges are as follows: 

10.0.0.0–10.255.255.255

172.16.0.0–172.31.255.255

192.168.0.0–192.168.255.255

Figure 1.15 shows a router providing NAT services to a network. The router presents a 
single address for all external connections on the Internet. 

F I g U R E   1.15  ​   ​ A typical Internet connection to a local network

Router

Link to ISP

Internal Network
(Private Class Address)

External Network
(Real Address)

In addition to NAT, Port Address Translation (PAT) is possible. Whereas 
NAT can use multiple public IP addresses, PAT uses a single one and shares 
the port with the network. Because it is only using a single port, PAT is 
much more limited and typically only used on small and home-based net-
works. Microsoft’s Internet Connection Sharing is an example of a PAT 
implementation.

IP addressing is a subject on the Network+ exam, as opposed to Security+, 
but CompTIA still expects you to know the basics. In addition to under-
standing the concept behind NAT, you should know that subnetting is how 
networks are divided. RFCs 1466 and 1918 detail subnetting and can be 
found at �H�T�T�P�������W�W�W���F�A�Q�S���O�R�G���R�F�C�S��.
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in financial, operational, and computer security controls. These types of incidents probably 
occur more frequently than anyone wants to admit, and many times more often than anyone 
becomes aware of.

Another incident involved an employee who was using corporate computer resources 
to operate a financial accounting service. This employee had been running this business 
for several years. When the company found out, it immediately fired the employee and 
confiscated his records. During the investigation, the process used to collect evidence 
inadvertently tainted it. The chain of custody in this case was broken. When the employee 
went to court over this situation, his attorney was able to have the evidence thrown out of 
court. Even though the employee was clearly guilty, the judge dismissed the case due to a 
lack of admissible evidence. The employee then sued the company for wrongful discharge, 
harassment, and several other charges. He won those suits, and he got his old job back. In 
this instance, the internal policies and systems put into place to detect, investigate, and cor-
rect the problem broke down. It cost the company a huge amount of money and allowed a 
known embezzler back in. 

We’ll discuss chains of custody, incident response, and the proper way to conduct investi-
gations in Chapter 8. For now, it’s important to know that finding and dealing with internal 
threats is a key aspect of the computer security job.

External Threats

Many of the internal threats that a company must deal with involve procedures and meth-
ods that are standard across industries. External threats, on the other hand, are increasing 
at an alarming rate. Several years ago, most computer incidents were caused by groups of 
kids or hobbyists who were primarily in it for fun. Most of the time, these incidents were 
not intentionally malicious in nature. A few of them did involve alteration or destruction of 
data and records.

Today, many companies take orders online, process payments, track shipments, manage 
inventory, use online databases, and administer other key information using complicated 
systems. These systems are connected to other systems that contain private corporate 
records, trade secrets, strategic plans, and many other types of valuable information.

Unfortunately, when these systems are compromised, an entire business or industry 
can be compromised. Incidents have occurred where security breaches remained open 
for years, and the companies involved had no knowledge that a compromise ever took 
place. One of a professional criminal’s greatest joys is creating and exploiting this type 
of security breach.

Early methods of cracking systems were primitive and labor intensive. Today, software 
packages exist that find targets automatically and then systematically attack the targets to 
find their vulnerabilities. Many of these tools use graphical user interfaces that require little 
technical expertise on the part of the would-be hacker. Many computer systems are being 
repeatedly and methodically attacked by the curious or by criminals attempting to commit 
a crime.

The job of a computer security professional in this situation is to detect the attack, find 
ways to counter it, and assist law-enforcement personnel in investigating the activity. This 
type of work is interesting and involves many of the skills you’ll learn in this book.
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With the exodus from land lines to Voice over IP (VoIP) in order for companies to save 
money in full swing, it is imperative that you treat this part of the network the same as you 
would any other. As an example of some of the information available, SecureLogix markets 
a voice firewall (�H�T�T�P�������W�W�W���S�E�C�U�R�E�L�O�G�I�X���C�O�M���I�P�
�T�E�L�E�P�H�O�N�Y�
�S�E�C�U�R�I�T�Y���H�T�M�L), and Cisco has 
published a white paper on IP Telephony Security in Depth (�H�T�T�P�������W�W�W���C�I�S�C�O���C�O�M���W�A�R�P��

�P�U�B�L�I�C���C�C���S�O���C�U�S�O���E�P�S�O���S�Q�F�R���S�A�F�I�P�?�W�P���P�D�F). 

From a security standpoint, the biggest problem with VoIP and data 
being on the same line is that they are then both vulnerable in the event 
of a PBX (Private Brance Exchange) attack.

Summary
In this chapter, we covered the key elements that an information security specialist should 
consider. Every organization has a different set of priorities and a different focus when it 
comes to security. Your responsibility is to take this information and create or maintain a 
security-oriented environment to address these priorities and concerns.

You’ll encounter the following primary areas of responsibility:

Physical securityN�N

Operational securityN�N

Management and policiesN�N

You should consider actions that you perform in this environment to accomplish one or 
more of the goals of information security:

PreventionN�N

DetectionN�N

ResponseN�N

Security is a set of processes and products. In order for a security program to be effective, 
all of the following parts must work and be coordinated by the organization:

Antivirus softwareN�N

Access controlN�N

AuthenticationN�N

Typically, your network will run many different protocols and services. These protocols 
allow connections to other networks and products. However, they also create potential 
vulnerabilities that must be understood. You must work to find ways to minimize the vul-
nerabilities. Many protocols and services offered by modern operating systems are highly 
vulnerable to attack. New methods of attacking these systems are developed every day.
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Security topologies provide a mechanism to design networks that have multiple ways of 
implementing security. Design goals for a security topology must address these four areas 
of security to be effective:

ConfidentialityN�N

IntegrityN�N

AvailabilityN�N

AccountabilityN�N

Your network can be made more secure by considering the impact of security zones and 
access. Here are the three most common security zones you’ll encounter in the workplace:

InternetsN�N

IntranetsN�N

ExtranetsN�N

You can improve the likelihood of a successful security implementation if you consider 
putting externally accessed servers into areas called DMZs.

You can take advantage of several technologies to minimize your network’s risk of being 
compromised:

VLANsN�N

NATN�N

TunnelingN�N

The final part of this chapter discussed business requirements in a security environment:

Identifying assets N�N

Assessing risksN�N

Identifying threatsN�N

Evaluating vulnerabilitiesN�N

Exam Essentials

Know the various aspects of information security.    ​Ensuring a secure network involves 
good design, implementation, and maintenance. The information in your organization is 
potentially vulnerable to both internal and external threats. Identify these threats and cre-
ate methods of countering them before they happen.
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