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Buckley Amendment, 16, 17
Buckley, James Lane, 16, 17
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Burcalow, Janet, 25
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(U.S. Department of State), 162
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Bush (George W.) administration, 194, 198

Bush, George W. (U.S. President), 154, 155
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C
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Privacy Protection, 14
California Security Breach Information Act, 14
California Senate Bill 90, 14
California Senate Bill 1386, 14
Campus Security Act (1990), 19
Campus Sex Crimes Prevention Act (CSCPA; 

2000), 19, 133, 148–152
Canada, 4, 7, 173, 213
Carnivore (search tool), 156, 157
Carter, Jimmy (U.S. President), 20
Center for Education and Employment Law, 66
CFR. See Code of Fair Information Practices 

(CFR; U.S. Department of Health, Education, 
and Welfare)

Chronicle of Higher Education, 99–100, 223
City and the Stars, The (Clarke), 233
Civil Rights Act (1872), 12
Civil War, 12, 53
Civil War Pension Program, 6
Clark, Bennett Champ, 193
Clarke, Arthur C., 233, 234
Clery Act, 144, 152; crime reporting 

specifi cations of, 145
Clery, Connie, 144, 146
Clery, Howard, 144, 146
Clery, Jeanne Anne, 18–19, 144, 146
CLHE Publications, 221
Clinton administration, 157, 193
Clinton, Bill (U.S. President), 134, 145–146, 192
Code of Fair Information Practices (CFR; 

U.S. Department of Health, Education, 
and Welfare), 7–9, 15, 28, 34, 69, 70, 182; 
and annual notifi cation, 64; interpretation 
and explanation in, 75–76; and letters of 
recommendation, 84; and redisclosures, 
175; and right to seek to amend, 90–97; and 
search and retrieval of records, 77; Section 
99, 130; Section 1983: Right to Sue, 11, 12, 24, 
25, 127

Code of the Internal Revenue Service (IRS), 27
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at, 143
Combat Methamphetamine Epidemic Act 

(2005), 155
Commerce, Justice, and State, the Judiciary, 

and Related Agencies Appropriations Act 
(CJSA), 151

Commonwealth Court of Pennsylvania, 38
Complaints: contents of, for alleged FERPA 

violation, 119; FPCE authority to investigate, 
114–117; processing of, 119–120; right to fi le, 
114–120; submission of, 117–119

Comprehensive Drug Abuse Prevention and 
Control Act (1970), 137

Consulting resources, higher education, 227
Contingency planning and business 

recovery, 212
Contracting, 209
Controlled Substances Act (CSA), 137
Cooley, T. M., 2
Cotter, Anita, 106, 112
Council of Europe, 4
Council on European Convention for the 

Protection of Individuals with Regard to 
the Automatic Processing of Personal Data 
(1981), 3

Council on Law in Higher Education (CLHE), 
15, 16, 221–222

Covey, Franklin, 234
Crime Awareness and Campus Security 

Act (1990), 144
Crimes of violence, 146, 204; FRPA defi nitions 

of, 271–273
Criminal penalties, 12
CSA. See Controlled Substances Act (CSA)

D
Data minimization, 11
Data Protection Act (1985), 3
Data Protection Directive (European Union; 

1995), 4
Data sharing limitations, 11
DCS-1000 software, 157

DEA. See Drug Enforcement Administration 
(DEA)

Deceased students, 209; privacy rights of, 210; 
recommended policy for records of, 211

Defense Board Privacy Opinion, 210
Department of Education Organization Act 

(1979), 20
Department of Homeland Security (DHS), 159, 

161, 162
Dependent students, parents of: FERPA 

exceptions for, 127–134
Des Moines Independent Community School 

District, Tinker et al. v., 124, 125
Des Moines, Iowa, 124
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DHS. See Department of Homeland 

Security (DHS)
Diploma mills, 99–100
Directory information, 43–50; conditions 

applying to disclosure of, 265–266; control 
over disclosure of, 102, 105, 265–266; and 
dates of attendance, 45–46; FERPA defi nition 
of, 242; inclusions under, 44; not included in, 
49; and sample authorization language, 47

Directory restriction, 103
Disciplinary processes, 209
Disclosure, right of control over, 98–113; 

and continuity of student access, 106; and 
disclosure restrictions, 104; and endurance 
of restrictions, 105; FERPA defi nition of, 98; 
and implied consent, 108–110; and limits on 
suppressing directory information, 106–108; 
and meaning of disclosure, 98–101; and 
some control over, 101–106; and use of 
social security number, 110–113; without 
consent, 11

Disclosures: of directory information, 265–266; 
for Federal or State program purposes, 
263–264; in health and safety emergencies, 
264–265; to other educational agencies and 
institutions, 166–169, 262–263; recordation 
requirements for, 186–190; for study and 
research, 180–186

Dixon, St. John, 124
Dixon v. Alabama State Board of Education, 

123, 124
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Doe, Gonzaga University v., 24–26, 117, 225
Don’t Ask, Don’t Tell Policy, 192–194
DoS. See U.S. Department of State (DoS)
Douglas, William Orville, 10
Dresden, Germany, 5
Drug and Alcohol Abuse Prevention 

Regulations (Education Department General 
Administrative Regulations), 135

Drug Enforcement Administration (DEA), 137
Drug-Free Schools and Communities Act 

(DESCA), 126, 135
Due process, 123, 170
DUI tests, 109
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Eckhart, Christopher, 125
Economic Espionage Act, 13
EDI. See Electronic data interchange (EDI)
Education (school) offi cials, 56–61
Education Amendments of 1978, 19
Education Department General Administrative 

Regulations (EDGAR), 135
Education records, 32–43; access to, 73–75; 

and alumni records, 41–42; defi nition of, 35, 
242–243; disclosure of personally identifi able 
information from, 252–267; exceptions to, 
36; and law enforcement, employment, and 
medical records, 37–41; and peer-graded 
papers, 42–43; and sole possession records, 
36–37; and treatment records, 41

Edweek.org, 66
Einstein, Alfred, 234
Eisenhower, Dwight D. (U.S. President), 20
Electronic data interchange (EDI), 52–54
Electronic funds transfers (EFT), 52
Electronic Privacy Information Center (EPIC), 

154, 157
Electronic signatures, 53
Electronic Signatures in Global and National 

Commerce Act (U.S. ESign Act), 53
Electronic student information system 

(eSIS), 48
Elementary and Secondary Education Act 

(ESEA; 1965), 198

ELI Research-Audio Solutionz audio 
conferences, 222

Eligible student, 28–32, 63; FERPA defi nition 
of, 30, 243

Employment records, 37–41
Enforcement procedures, 267–270
Enforcement Rule (2006), 40
England, 3
English Common Law, 123
English Poor Law (1601), 6
Enslin, Frederick Gotthold, 193
Epstein, Joel, 135
ESign Act (2000), 52, 134
eSIS. See Electronic student information 

system (eSIS)
European Union: Data Protection Directive, 4
Ex parte orders, 155, 156, 159, 173–174
Exceptions for parents and safety: and legal 

age and in loco parentis, 122–127
Executive Offi ce of the President of the United 

States (EOP), 12
Explanation, records, 75–76

F
FAIR. See Forum of Academic and Institutional 

Rights (FAIR)
Fair and Accurate Credit Transactions (FACT) 

Act, 13, 216
Fair Credit Reporting Act (FCRA), 9, 13, 27, 95, 96
Fair Information Practices, adoption of, 4–8
FAIR, Rumsfeld v., 195, 196
Fairness for Military Recruiters Act, 194, 198
Falvo, Krisja J., 43
Falvo, Owasso Independent School District v., 

42, 43
Family Educational Rights and Privacy 

Act (FERPA), 15, 16; amendments to, 
19; applicability of, and penalties for 
noncompliance, 22–26; and directory 
and non-directory information, 43–50; 
and education offi cials and legitimate 
educational interest, 56–61; enforcement 
of, 20–22; exceptions for parents and safety, 
121–163; other exceptions and concerns, 
165–198; and prior written consent, 50–56; 
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records and education records in, 32–43; 
and regulatory universe of privacy, 1–26; 
strategies for compliance with, 199–228; 
students and eligible student in, 28–32; 
submitting complaints to, 118; text of, 
237–273; understanding basics of, 27–61; 
understanding privacy rights under, 63–120

Family Policy Compliance Offi ce (FPCO), 
18, 20–24, 39, 48–50, 68, 81, 139, 147, 148, 
161, 166, 175, 185, 200, 217, 219, 221, 224; 
authority to investigate complaints, 114–117; 
and complaints about access to education 
records, 73; contacting, 20–21; and 
control over disclosure, 101; and implied 
consent, 109

F.A.T. v. the State of Florida, 45, 46
FAX, 53
Federal Bureau of Investigation (FBI), 99, 

156, 157
Federal Bureau of Investigation, Kiraly v., 210
Federal funding, 23–25, 117, 135, 144, 152, 176, 

179, 185, 195, 197, 275–284
Federal Register, 10, 19, 53, 100, 101, 107, 110, 

112, 116–117, 121, 140, 160, 167, 168, 179, 184, 
186, 215

Federal Trade Commission (FTC), 96, 216
Federal Violent Crime Control and Law 

Enforcement Act (1994), 149
FERPA. See Family Educational Rights and 

Privacy Act
FERPA Answer Book for Higher Education 

Professionals (Ramirez), 222, 223
FERPA compliance: and annual notifi cation, 

200–207; maintaining, 226–228; policies 
and procedures for, 207–212; and records 
management resources, 212–215; and reports 
and other documentation, 224–226; and 
training materials, 207–212

FERPA exceptions, for parents and safety: and 
authorization for parental access, 133; 
and campus safety, 144–148; and Campus 
Sex Crimes Prevention Act, 133; and legal 
age and in loco parentis, 122–127; and 
notifi cation of drug and alcohol violations, 
134–139; regarding parents and parents of 

dependent students, 127–134; and threats 
to health and safety, 139–143, 264–265; and 
USA PATRIOT Act, 153–163

FERPA Guide (AACRAO), 221
“FERPA police,” 72
“FERPA restriction,” 103, 104
FERPA Transition: Helping Parents Adjust to 

Higher Education Records Laws (Ramirez), 223
FERPA: What You Can and Can’t Release 

(Ramirez), 223
Fifth Amendment, U.S. Constitution, 173
Financial aid, periods of ineligibility for, from 

drug-related offenses, 136
Financial Modernization Act (Gramm-Leach-

Bliley Act), 13
First Amendment, U.S. Constitution, 2, 109, 

125, 194, 195
Florida, 150
Florida Truancy Arbitration Program, 46
Ford, Gerald (U.S. President), 10, 16, 17
Foreign Intelligence Surveillance Act, 157
Fortas, Abe, 85, 125
Forum of Academic and Institutional Rights 

(FAIR), 195, 196
Fourteenth Amendment, U.S. Constitution, 2, 

123, 173
Fourth Amendment, U. S. Constitution, 1–2
Fox Television, 151
FPCO. See Family Policy Compliance Offi ce
France, 3
Frank, Barney, 195
Frank-Campbell Amendment (1999), 195
Fraudulent transcripts, 99–100; dilemma of, 100
Free Application for Federal Student Aid 

(FAFSA), 136
Freedom of Information Act (FOIA), 157, 210
FTC. See Federal Trade Commission (FTC)
Further disclosure, 175

G
Gelpi, Aileen, 223
General Education Provisions Act (GEPA), 16; 

Buckley Amendment to, 16
Germany, 3, 5; centralization of computer 

record regarding citizens in, 3
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Grades, changes and appeals regarding, 210
Gramm, Lindsey, 152
Great Britain, 3
Great Society agenda (Johnson administration), 

135
Guaranteed Student Loan Program, 22
Gun-Free Schools Act (1994), 126
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Hajdys, Doris, 192
Hamilton Township, New Jersey, 150
Harding, Warren (U.S. President), 20
Harris, Eric, 143
Harvard Law Review, 2, 92
Harvard University, 5
Hatch Amendment. See Also known as Hatch 

Amendment); Protection of Pupil Rights 
Amendment (PPRA

Health Insurance Portability and 
Accountability Act (HIPAA; 1996), 13, 39–41

Hearing, minimum requirements for conduct 
of, 251–252

“Helicopter parent,” 128
Helms, Jesse, 16
Helvey, Terry M., 192
HEW. See U.S. Department of Health, 

Education, and Welfare (HEW)
Higher Education Amendments, 135
Higher Education Amendments (1992), 19
Higher Education Amendments (1998), 134, 

144–146
Higher Education Center for Alcohol and 

Other Drug Abuse and Violence 
Prevention, 135

Higher Education Reauthorization Act (1965), 
134, 135

HIPAA. See Health Insurance Portability and 
Accountability Act (HIPAA)

Holds and denial of service, 77–80
Hollywood, Florida, 151
Holocaust, 3
Holy See, 4
Homeland Security Act (2002), 141, 162
Homeland Security Information 

Sharing Act, 13

Hong Kong, 7
House Committee on Government Operations, 

5
Houston, Texas, 150–152
Hunter, Duncan D., 198
Huxley, Aldous, 123, 233

I
ICE. See U.S. Immigration and Customs 

Enforcement (ICE)
Identity Theft Penalty Enhancement Act, 13
Identity Theft Red Flags and Address 

Discrepancies Rules, 110, 216. See also Fair 
and Accurate Credit Transactions (FACT) 
Act; Red Flag Rules

Immigration and Naturalization Service 
(INS), 159

Implied consent, 108–110; laws, 109
Improving America’s Schools Act (1994), 19
In loco parentis, 122–127, 230; resurgence 

of, 126
InCircle, 105
Indirect identifi ers, 34
Insider Higher Ed., 223
Inspection and review, 70–90; and access to 

education records, 73–75; exceptions to, 
82–88; and holds and denial of service, 
73–75; and interpretation and explanation, 
75–76; and photocopies of documentation, 
77–80; and registrar and other record 
keepers, 71–72; rights of, 248–250; and search 
and retrieval, 76–77

Internal Revenue Code, 27, 131
International Association of Campus Law 

Enforcement Administrators, 152
Interpretation, records, 75–76
Invasion of privacy, 92
Investigation procedure, 115, 268–269
Iowa Civil Liberties Union, 124, 125

J
Jacob Wetterling Crimes Against Children and 

Sexually Violent Offender Registration Act 
(Jacob Wetterling Act), 149–151

Japan, 4, 7
Japanese immigrants, 3
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Jeanne Clery Disclosure of Campus Security 
Policy and Crimes Statistics Act, 144

Jefferson, Thomas (U.S. President), 69
Jews, 3
John Wiley and Sons, Inc., 222
Johnson, Lyndon (U.S. President), 135
Joint Guidance on the Application of FERPA and 

HIPAA to Student Health Records (Family 
Policy Compliance Offi ce and Department 
of Health and Human Services), 39–41

“Joint Statement in Explanation of the 
Buckley/Pell Amendment” (Buckley and 
Pell), 17

Justice for All advocacy group for victim 
rights, 152

Juvenile justice system, 266

K
K-12 community, 66, 67, 197–198, 232
Kanka, Megan Nicole, 150
Kelley, William David, 152
Kennedy administration, 191
Kiraly v. Federal Bureau of Investigation, 210
Klebold, Dylan, 143
Ku Klux Klan Act (1871), 12
Kyl, John, 149
Kyle, Susan, 25

L
Law enforcement records, 37–41
Law.com Legal Dictionary, 122
League, Roberta, 25
Legal age, 122–127; FERPA defi nition of, 122; in 

United States, 122
Legal Update for Teachers (Center for Education 

and Employment Law), 66, 223
Legal-dictionary.org, 123
Legislative training, 215–217
Legitimate interest, 177, 181, 204
Lehigh University, 144
Letters of recommendation, 82–88, 230, 231; 

managing, 89; waiver format: right of access 
declaration, 86

Lifetime Television, 192
Login IDs, 53
Logon, 55

Louis D. Brandeis Law School (University of 
Louisville), 5

Louisville, Kentucky, 5
LRP Conferences, 222
LRP Publications, 222
Lychner, Pam, 150–152

M
Magna Carta (1215), 123
Mallette, Linnaea, 231
Managing the Privacy of Student Records: A 

Textbook of FERPA Basics (Ramirez), 223
Mann, Horace, 235
McGuigan, Corrine, 25
Medical records, 37–41
Megan’s Law, 148–150
Menninger, William C., 193
Merchant, Weiner, 81
Mexico, 4
Michigan National Bank, 81
Military recruitment: civil rights and, 191–194; 

and continuing controversy for K-12, 
197–198; and higher education standards 
for activity in, 194–196; and requirement 
information under Solomon Amendment, 
196–197

Minnesota, 149
Minors, defi nition of, 28
Morgenthau, Robert M., 99
Morley, Robert, 133, 134
Morse Code, 53

N
National Alert Registry, 151
National Association of Collegiate and 

University Business Offi cers (NACUBO), 15
National Center for Campus Public Safety, 152
National Center for Missing and Exploited 

Children (NCMEC), 151
National Conference of Commissioners on 

Uniform State Laws (NCCUSL), 53
National Credit Union Administration 

(NCUA), 216
National Defense Authorization Act, 194
National Education Association (NEA), 15
National Endowment for the Arts, 17
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National Endowment for the Humanities, 17
National identity (ID) cards, 3
National Sex Offender Registry (NSOR), 151
National Student Clearinghouse, 176
National Teacher Corps, 135
Nazi Germany, 3
New Deal Security Program, 6
New Freedom economic doctrine (Wilson), 5
New York City, 153, 173
New York County, 99
New York Port Authority, 153
New Zealand, 7
Newark, New Jersey, 153
“Nicklebee” (No Child Left Behind Act), 66
Ninth Amendment, U. S. Constitution, 2
No Child Left Behind (NCLB), 18, 66, 194, 

197–198
Non-directory information, 43–50, 180; 

dispositions on, 50
Nonforcible sex offenses, 148, 266–267, 273
North Carolina, 52
Norway, 3
Nutter, McClennan, & Fish (Boston, 

Massachusetts), 2

O
OASIS guest access function (University of 

Southern California), 133–134
Obama, Barack (U.S. President), 66
Offi ce of Federal Financial Management (U.S. 

Offi ce of Management and Budget), 12
Offi ce of Federal Procurement Policy (U.S. 

Offi ce of Management and Budget), 12
Offi ce of Information and Regulatory Affairs 

(U.S. Offi ce of Management and Budget), 12
Offi ce of International Education Services, 15
Oklahoma courts, 42
Olmstead v. United States, 5
OMB. See U.S. Offi ce of Management and 

Budget (OMB)
Omnibus Appropriations Act (1997), 194
Organization, 180
Other People’s Money and How the Bankers Use It 

(Brandeis), 5
Outsourcing, 209
Owasso Independent School District v. Falvo, 42, 43

P
Paine, Thomas, 6
Parents: FERPA defi nition of, 127, 243; FERPA 

defi nition of rights of, 244
Parents Against Abuse in Schools v. Williamsport 

Area School District, 37, 38, 88
Party, defi nition of, 243–244
Password, 50, 55
Pearl Harbor, Hawaii, 192
Peer-graded papers, 42–43, 243
Pell, Claiborne de Borda (Senator; New York), 17
Pell Grants, 22
Pen Register and Trap and Trace Statute, 157
Pennsylvania, 2
Pentagon, 153
Pentagon’s New Policy Guidelines on Homosexuals 

in the Military, The, 192
Personal identity number (PIN), 47, 48, 50, 53, 

55, 111
“Personal Privacy in an Information Society” 

(Privacy Protection Study Commission), 10
Personally identifi able information (PII), 5–6, 

33–35
Peters, Richard, 2
Peters, Wheaton v., 2
Photocopies, 77–80
PII. See Personally identifi able information (PII)
PIN. See Personal identity number (PIN)
Policies and procedures: compliance checklist 

for, 214; and documentary evidence, 
208–212; and FERPA compliance, 207–212; 
and records of deceased 
students, 211

Postsecondary education, 27, 28, 30, 31, 
128, 243

Postsecondary students, rights of, 229–235
Powell, Colin, 192
Prevention Updates Newsletter, 135
Prior written consent, 50–56, 165, 166, 175, 180, 

252–259; elements of, 52
Privacy: initiatives, examples of, 13; sector 

approach to, 13–16
Privacy Act (1974), 8, 10–12, 15, 24, 27, 34, 70, 95, 

110, 210
Privacy and Security Rules (2003), 40
Privacy Commissioners, 7
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Privacy in the 21st Century (Council on Law in 
Higher Education), 16, 222

Privacy initiatives in United States, examples 
of, 13

Privacy Protection Commission, 10
Privacy Protection Study Commission, 10
Privacy rights: and adoption of fair 

information practices, 4–8; and annual 
notifi cation, 64–70; disclosure of, 67–68; and 
European versus sector approach to privacy, 
13; and Privacy Act of 1974, 10–12; and 
right of control over disclosure, 98–113; and 
right to fi le complaint, 114–120; and right to 
inspect and review, 70–90; and right to seek 
to amend, 90–97; and sector approach to 
privacy, 13–16; toward codifi cation of, 1–4; 
understanding, under FERPA, 63–120; and 
U.S Code of Fair Information Practices, 8–9

Progressive Business Publications, 222, 223
Protection of Pupil Rights Amendment (PPRA; 

also known as Hatch Amendment), 17–18
Public information. See Directory information
Public key infrastructure (PKI) systems, 53
Puritans, 123

R
Radio Free Europe, 16
Ramirez, Clifford A., 87, 221–223
Ramstad Amendment (1992), 146
Ramstad, James, 146
Reagan, Ronald (U.S. President), 16, 126
Recordkeeping, 8, 9, 15, 30, 32, 55, 69, 70, 

75, 97, 146, 188, 216, 232, 278; FERPA 
requirements for, 259–261

Records: access to, 210; anonymous, 96–97; 
biometric, 34; complaints about availability 
of, 74; contingency planning, 212; education, 
35–43; FERPA defi nition of, 32, 244; of law 
enforcement unit, 246–247; many forms of, 
32; and personally identifi able information 
(PII), 33–35; retention, 88–90

“Records, Computers, and the Rights of 
Citizens” (U.S. Department of Health, 
Education, and Welfare), 7

Records management concerns: and 
compliance, 212–215; and contents, 74; and 

maintaining original documents in fi les, 80; 
and relevance of records, 97; and retention, 90

Records management for Higher Education: Ensuring 
Organization, Effi ciency, and Legal Compliance 
(Ramirez and Arquieta-Herrera), 223

Records retention, 11, 88–90, 187, 209
Red Flag Rules, 110, 216, 217; implications 

of, 216
Red fl ags, 217
Redisclosures, 175–180; limitations for, 261–262
Registrar, 71–72, 170
Registrar and Enrollment Services Consulting 

for Colleges and Universities (RESCCU), 227
Regulatory Advisor, The (Council on Law in 

Higher Education), 16, 222
Religious affi liation, 50
Reno, Janet, 157
Reports and other documentation: compliance 

checklist for, 226; examples of, 225; and 
FERPA compliance, 224–226

Research, disclosures for, 180–186
Retail Credit Company, 96
Ridge, Tom, 141
“Right to Privacy, The” (Harvard Law Review), 2, 92
Right to sue (Section 1983), 11, 12, 24, 25, 127
Roberts, John, 196
Rogers, Carl, 231, 233
Rooker, LeRoy, 20, 48, 50, 161–163, 166
ROTC programs, 194
Rumsfeld v. FAIR, 195, 196

S
Safe Harbor Program, 13
Sarbanes-Oxley Act, 13
Sasebo, Nagasaki, 192
Schindler, Allen R., Jr., 192
School offi cials. See Education (school) offi cials
Search and retrieval, 76–77
Security on Campus, Inc., 146
Security paper, 100
September 11 (2001) terrorist attacks, 139, 

153–156, 159, 173, 194
Service providers, redisclosures and, 175–180
7 Habits of Highly Effective People (Covey), 234
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