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Index

Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of

a topic. Italicized page numbers indicate illustrations.

A

A (host) records
defined, 792
purpose of, 257
AAS (application assignment scripts)
defined, 784
purpose of, 750
About Windows Update option, 47
Accept Unsecured actions, 471
Accept Unsecured Communication, But I
always Respond Using IPSec option,
499
access control. See also security
for IIS anonymous access, 164-165
for websites, 178-179
access control entries (ACEs), 675-676
access control lists (ACLs), 390,
675-676, 675
Access This Computer From The
Network right, 326
accidental deletion, backups for, 684
Account Is Disabled option, 84
account lockout policies
Account Lockout Duration policy,
93, 322,677
Account Lockout Threshold policy,
92,322
defined, 784
Account Lockout Policy folder, 319
Account Operators group, 107
account policies, 319
defined, 784
Kerberos, 323-324
for lockout, 322-323
for passwords, 320-321
Account Policies template item, 339
Account tab, 91-93, 91

ﬁ%

accounts. See computers and computer
management; groups and group
accounts; user accounts
Accounts category, 330
Accounts: RenameAdminister Account
setting, 677
ACEs (access control entries), 675-676
ACLs (access control lists), 390,
675-676, 675
Act As Part Of The Operating System
right, 326
actions
in IPSec filters, 471, 492, 493,
497-500, 498-499
in Terminal Services Manager utility,
220
Actions menu, 220
activation, product, 31-33, 32
Active Desktop option, 215
Active Directory (AD), 667-668
backing up, 683-685, 684
Backup utility for, 685-689
process, 687, 689-692, 690-691
for certificate services, 541
defined, 784
and DNS. See DNS (Domain Name
System)
domains in. See domains
dynamic updates in, 390
event log for, 615-616, 616
exam essentials, 702
forests in. See forests
groups in. See Group Policy and
GPOs; groups and group
accounts
installing. See Active Directory
installation
for IPSec policies, 476, 479
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810 Active Directory Domains and Trusts utility — active servers

key terms, 703
linking GPOs to, 719-720, 719,
722,723
new features for, 5-6
objects in
Contact, 670
locating, 126-128, 127-128
moving, 128-129, 129
PKI with, 566
replicating, 396, 784
restoring, 692-701, 696-700
review question answers, 709-710
review questions, 704-708
security for, 668-669
ACLs and ACEs, 675-676, 675
Group Policy for, 676-680,
678-680
permissions, 673-675, 674
security principals, 669-673,
672-673
smart card authentication,
680-683
summary, 701-702
SUS clients in, 59-61, 59-61
trees in. See trees
user accounts in. See user accounts
Active Directory Domains and Trusts
utility, 618
for trusts, 649, 649
for UPN suffixes, 655, 655
Active Directory installation
preparation for, 601
DNS planning and installing,
601-604, 603-604
domain functional levels, 607-609
domain structure, 609-610
file system verification, 604-605
network connectivity verification,
605-607
process, 610-615, 611-615
verifying, 615
administrative tools for, 618, 618
clients for, 618-620, 619
Event Viewer for, 615-617, 616

%

Active Directory Installation Wizard
(DCPROMO)
for Active Directory installation,
610-61S5, 611-615
defined, 784
for demoting domain controllers,
647, 647
for trees
joining to forests, 640-644,
641-644
new, 633-640, 634-640
for Windows 2003 Server installation,
20-23,21-24,27
Active Directory-Integrated (ADI) zones
benefits of, 255, 265
characteristics of, 389
defined, 784
Active Directory Migration Tool
(ADMT), 131-132
Active Directory Services Interface
(ADSI), 622, 622
Active Directory Sites and Services
utility, 618
for certificate templates, 561-562,
561-562
for GC servers, 655
for GPOs, 714
for site licenses, 39, 39
Active Directory Users and Computers
(ADUQ) utility, 618
for computer accounts, 118-119
defined, 784
for GPOs, 714, 720
for groups, 113, 673
for Manage Your Server, 369
for permissions, 674
for Remote Desktop for
Administration, 511
for roaming profiles, 97
for RSoPs, 737
for Terminal Services, 216-218,
217-218
for users, 82-85, 83, 309
active servers, backing up, 693
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AD. See Active Directory (AD)
Add/Edit Port Rule dialog box, 445, 445
Add Memory Quotas For A Process
right, 326
Add Monitored Server Wizard, 288-289
Add Or Remove Programs applet
for application categories, 766
for Configure Your Server Wizard,
367
defined, 784
for IIS, 166
for Terminal Services, 203
for Terminal Services servers, 225
Add/Remove Snap-In dialog box
for Certificates, 681
for Group Policy Object Editor, 485
for IP Security Policy Management,
481-482, 481
for Local Group Policy, 319
for Security Configuration and
Analysis, 341-342
for SUS clients, 59
Add/Remove Templates dialog box, 722,
722
Add/Remove Windows Components
for CAs, 547
for IIS, 166
for Terminal Services, 203, 222
Add ShadowStorage command, 162
Add Standalone Snap-In dialog box
for Certificates, 681
for Group Policy Object Editor, 486,
715, 715
for IP Security Policy Management,
481-482, 481
for SUS clients, 59
Add Upgrade Package dialog box, 758,
758
Add User Or Group dialog box, 82
Add Users dialog box, 44, 44
Add Workstations To Domain right, 326
Address tab, 89, 90
addresses
for IP filter lists, 496, 497
for users, 89, 90

%

AD - /all option in ipconfig 811 %

Addresses tab, 496, 497
ADI (Active Directory-Integrated) zones
benefits of, 255, 265
characteristics of, 389
defined, 784
Admin Service, 164
administrative inconsistency from
multiple domains, 628
administrative templates, 317, 720-722,
722
Administrator account, 79, 309
defined, 784
DNS zone permissions for, 390
Administrator template, 543
Administrators group, 108
ADMT (Active Directory Migration
Tool), 131-132
ADSI (Active Directory Services
Interface), 622, 622
ADUC. See Active Directory Users and
Computers (ADUC) utility
Advanced Attributes dialog box, 683,
686
Advanced Restore Options page, 698,
698
Advanced Security Settings, 213, 214
Advanced Simulation Options page,
742,742
Advanced tab
for DNS servers, 269
for searches, 127, 127
for software installation, 764, 764
advertising in Windows Installer,
749-750
Affinity options, 445-446
AHs (Authentication Headers)
defined, 785
in IPSec, 465, 468-469, 469
algorithms
for CAs, 549
defined, 784
in PKI, 532-533
alias records, 257-258
/all option in ipconfig, 293, 605
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812 Allow Certificates To Be Published To The File System option — asynchronous

Allow Certificates To Be Published To
The File System option, 558
Allow Dynamic Updates field, 274
Allow Log On Locally Properties dialog
box, 82
Allow Log On Locally right, 326
Allow Log On Through Terminal
Services right, 327
Allow Unsecured actions, 471
Allow Unsecured Communication With
Non IPSec-Aware Computer option,
499
Allow Users To Continue To Use The
Software, But Prevent New
Installations option, 767
Allow Zone Transfers option, 277
Always Allow Use Of Recognizable
Media Without Prompting option,
152
Always Install With Elevated Privileges
option, 767
anonymous access
in IIS, 164
for websites, 178
Anonymous Logon group, 112
application assignment scripts (AAS)
defined, 784
purpose of, 750
application data partitions, 621
creating, 621-623
defined, 784
managing replicas, 623-624
ntdsutil for, 624-626, 627
removing replicas, 624
Application log, 617
Application Server dialog box, 166, 166
Application Service Provider (ASP)
model, 771
application services, new features for, 8-9
applications. See also software; software
deployment
assigning, 751-752, 754-756,
754-756
categories of, 765-766, 766

%

installation issues with, 748
in server availability, 420
in server clusters, 424-425
on Terminal Services servers, 225-226
website settings for, 177
Apply Group Policy For Users
Asynchronously During Startup
policy, 334
Apply Static Routes option, 102
Applying Selections page, 367
applying software updates, 757-759,
757-758
Approval Log screen, 56, 56
Approve Updates screen, 55, 55
ASP (Application Service Provider)
model, 771
ASR (Automated System Recovery)
utility
for cluster recovery, 449
defined, 785
in installation, 18
working with, 155-157
Assign a Static IP Address option, 102
Assign This Computer Account As A
Backup Domain Controller option,
119
Assign This Computer Account As A
Pre-Windows 2000 Computer
option, 119
assigning
applications, 751-752, 754-756,
754-756
defined, 785
IPSec policies, 488
permissions to templates, 561-562,
561-562
script policies, 729-730, 730-731
assistance, Remote Assistance. See
Remote Assistance
asterisks (*) in nslookup, 291
asymmetric encryption
defined, 785
in PKI, 532
asynchronous replication, 437-438
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at sign symbols (@) in zone files — Background Intelligent Transfer Services (BITS) 813 %

at sign symbols (@) in zone files, 256
attributes

in backups, 685, 686

for certificates, 542-543

defunct, 608
AU domain, 253
Audit category, 330
audit policies

defined, 785

setting, 324-326
AUOptions key, 58
Authenticated Session template, 543
Authenticated Users groups

description, 112

DNS zone permissions for, 391
authentication

for default response rules, 484

defined, 785

in IPSec, 463-465, 471-473

in PKI, 531

reverse lookup files for, 260

smart card, 680-683

SSL for, 165

troubleshooting, 105-106

for websites, 178-179
Authentication Headers (AHs)

defined, 785

for IPSec, 465, 468-469, 469
Authentication Method page, 508, 508
Authentication Methods dialog box,

178-179, 179

Authentication Methods tab, 493, 494
authoritative restore mode, 700
authoritative restores

defined, 785

process, 692-701, 696-700
Autoenrollment Settings policy, 733
Autoenrollment Settings Properties

dialog box, 734, 734

automated operations

certificate enrollment, 562-564,

563-564,732-734, 734
installations, 749
local printer support, 199

Terminal Services Licensing
connections, 223
for users, groups, and computers,
130-131
Automated System Recovery (ASR)
utility
for cluster recovery, 449
defined, 785
in installation, 18
working with, 155-157
Automated System Recovery
Preparation Wizard, 156
Automated System Recovery Wizard,
155-157
Automatic Certificate Request Wizard,
563-564, 564
Automatic Update feature
defined, 785
operation of, 48-49, 48
for SUS clients, 58-59
automatic updates in Group Policy,
759-763, 760-762
Automatic Updates tab, 48-49, 48
Automatically Download The Updates
option, 48
Automatically Select The Certificate
Store Based On The Type Of
Certificate option, 586
availability
defined, 785
in NLB clusters, 420
server. See server availability
AXFRs (full zone transfers), 264-265,
396, 791

%

Back Up Files And Directories right, 327

Back Up The Contents Of Mounted
Drives option, 152

Back Up To This Location field, 554

Background Intelligent Transfer Services
(BITS), 48



o
t

i% 4267cIDX.fm Page 814 Monday, October 20, 2003 4:26 PM

814 Backup and Recovery Wizard — Bypass Traverse Checking right %

Backup and Recovery Wizard, 449
Backup Domain Controllers (BDCs),
610
Backup Log tab, 154
Backup Operators group, 108
Backup Or Restore page, 145, 145, 696,
696
Backup Or Restore Wizard, 684
for Active Directory, 690-692,
690-691
for backups, 144-148, 144-146
defined, 785
for restoring, 695-698, 696-698
Backup Progress dialog box, 147-148,
147,150
Backup Type, Destination, And Name
page, 146, 146, 148-150, 691, 691
Backup Type tab, 152-154, 153
Backup utility, 143-144, 684, 684
Automated System Recovery with,
155-157
backup options
Backup Type tab, 152-154, 153
Exclude Files tab, 154-155, 155
General tab, 151-152, 151
Restore tab, 152, 153
Backup Or Restore Wizard
for Active Directory, 690-692,
690-691
for backups, 144-148, 144-146
defined, 785
for restoring, 695-698, 696-698
backup types in, 685-687, 686
defined, 785
for restoring, 689, 695-701
scheduling in, 687-689, 688
for shadow copies, 157-162,
159-161
for System State data, 148-151, 687,
688, 689
backups
Active Directory, 683-685, 684
Backup utility for, 685-689

%

process, 687, 689-692, 690-691
CA, 553-554, 553
for cluster node failure recovery,
446-447
cryptographic keys, 647
I1S, 183-184, 183-184
for large active servers, 693
scheduling, 687-689, 688
System State data, 148-151, 687, 688
types of, 685-687, 686
bandwidth throttling
defined, 785
in SUS, 372
for websites, 173-174
Basic Authentication (Password Is Sent
In Clear Text) option, 179
Basic constraints attribute, 542
Basic EFS template, 543
Batch group, 112
BDCs (Backup Domain Controllers),
610
bidirectional trusts, 648-649, 648
BIND (Berkeley Internet Name Daemon)
defined, 786
in DNS, 263-266
BITS (Background Intelligent Transfer
Services), 48
Block actions, 471
Block Inheritance option, 316-317
boot files
backing up, 687
for zones, 260-261
bottlenecked servers, 429
Browse For A Group Policy Object
dialog box, 486, 486
built-in users, 79-80
Builtin folder, 107-109
bus architecture in Terminal Services,
203
business requirements in server clusters,
424-425
Bypass Traverse Checking right, 327
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C

CA domain, 253
CA Identifying Information page, 549,
549
CA Properties dialog box, 565
CA Type page, 547-548, 548
cache command for boot files, 260
Cache_timeout field, 393
caching and forwarding in DNS,
262-263, 399
caching-only servers, 268, 268, 399
conditional forwarders, 400-401
forward-only servers, 402
for zones, 260, 400
caching-only servers, 268, 268, 399, 786
Callback Options option, 102
CALs (Client Access Licenses)
defined, 786
for Per Seat licensing, 34-35, 34
canonical names (CNAMEs), 257-258,
787
capacity
of server clusters, 428-430, 429-430
of servers, 403-404
CAs (certificate authorities), 535-538,
733
backing up, 553-554, 553
certificate templates for, 560-564,
561-564
installing, 547-551, 548-551
planning, 572-573
properties for
Exit Module tab, 558-559, 558
General tab, 556, 557
Policy Module tab, 556, 557
Security tab, 559-560, 560
Storage tab, 559, 559
renewing, 555, 556
restoring, 554-555, 555
roles for, 539
stand-alone, 538-539, 564-565
starting and stopping services for, 553

CA domain - Certificate Template page 815

%

4

switching, 552-553
trusts for, 565-572, 567-568,
570-571
types of, 538-539
Web enrollment agents for, 580-582,
581-582
categories
security option, 330
in software deployment, 765-766,
766, 769
Categories tab, 765-766, 766
Cert Publishers group, 109
certificate authorities. See CAs
(certificate authorities)
Certificate Database Settings page, 550,
550
Certificate Export Wizard, 583-5835,
584
Certificate Friendly Name And
Description page, 580, 580
Certificate Import Wizard, 585-587,
586-587
Certificate Issued page, 582
Certificate Path tab, 576-577, 577
certificate practices statements (CPSs),
536
defined, 786
purpose of, 575-576
Certificate Renewal Wizard, 582-583
Certificate Request Wizard, 579-580,
579-580, 682
certificate revocation lists (CRLs), 535,
565-566
defined, 786
delta, 572
distribution points for, 572
publishing, 570-572, 571
Certificate Services. See certificates and
Certificate Services
Certificate Store page, 586-587, 587
certificate stores
defined, 786
settings for, 586-587, 587
Certificate Template page, 563, 564
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816 certificate templates — Client Compatible encryption option

certificate templates
configuring, 560-564, 561-564
in PKI, 733
Certificate Templates folder, 552
Certificate Templates snap-in, 551
Certificate Trust List Purpose page, 567,
567
Certificate Trust List Wizard, 567-569,
567-568
Certificate Trust Lists (CTLs), 565-566
creating, 567-569
defined, 786
purpose of, 542
Certificate Types page, 578-579, 579
certificates and Certificate Services,
530-531, 534-535, 573
attributes for, 542-543
Certificates snap-in for, 551,
573-574, 574, 681
Certification Authority snap-in for,
551-552, 551
enrolling in Group Policy, 732-734,
734
exam essentials, 588-589
exporting, 583-585, 584
hierarchy of, 536, 537, 786
importing, 585-587, 586-587
in [PSec, 472-473
key terms, 590
mapping, 467
operation of, 540, 540
and PKI. See PKI (public key
infrastructure)
properties for, 574-575
Certificate Path tab, 576-577, 577
Details tab, 576, 576
General tab, 575-576, 575
publication methods for, 540-541
purpose of, 577-578
rekeying, 582
renewing, 582-583
requesting, 578-582, §79-582
review question answers, 596-597
review questions, 591-595

%

revoking, 569-572, 570-571
servers for, 546
controlling CA service in, 552-556
installing, 546-552, 548-551
smart cards, enrollment stations for,
681-683
summary, 587
templates for, 543-544
configuring, 560-564, 561-564
in PKI, 733
Certificates in the CTL page, 568, 568
Certificates snap-in, 551, 573-574, 574,
681
Certification Authorities page, 564
Certification Authority Backup Wizard,
553-554, 553
Certification Authority page, 580
Certification Authority Restore Wizard,
554-555, 555
Certification Authority snap-in,
551-552, 551
chained installation, 46
Change The System Time right, 327
changing user passwords, 88-89
child CAs, 538
Child Domain Installation page, 636,
636
child domains, 630, 630
Choose Licensing Mode dialog box,
37-38,37,41, 41,45
Choose Setup Type dialog box, 52
CIPHER utility, 786
ciphers, 530
ciphertext
defined, 786
in PKI, 532
Class-C affinity options, 446
Class field, 393
CLB (Component Load Balancing), 420
clean installs vs. upgrades, 16
Client Access Licenses (CALs)
defined, 786
for Per Seat licensing, 34-35, 34
Client Compatible encryption option, 207

.
R
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Client Connection Manager — Completing The Microsoft Software Update Services 817 %

Client Connection Manager, 199
client license key packs
defined, 786
installing, 224
Client (Respond Only) policy, 475
Client Settings tab, 210-211, 211
clients
Active Directory installation testing
from, 618-620, 619
DNS, 253-255
defined, 789
dynamic updates from, 390
GPOs for, 317
IPSec, 463, 793
for Remote Desktop, 230-234,
231-234
for shadow copies, 160-162, 161
in SUS
in Active Directory networks,
59-61, 59-61
in non-Active Directory networks,
58
requirements for, 57
Terminal Services, 201-202,
210-211, 211
testing access to, 605
Clients tab, 42-43, 43
clipboard redirection, 199
cloned applications
defined, 787
multiple-instance, 425, 425
cluster-aware applications, 424, 787
cluster disks
backing up, 446-447
recovering, 447
cluster hosts
defined, 787
in server clusters, 423
Cluster IP Addresses tab, 444, 444
cluster node failure recovery, 446
backups for, 446-447
process, 447-449
cluster nodes, 15, 447
backing up, 447
requirements for installation, 15

%

Cluster Parameters tab, 443, 443
cluster quorum data
backing up, 447
recovering, 447
Cluster Service
defined, 787
support for, 423
clusters, servers. See server clusters
CNAMEs (canonical names), 257-258,
787
Code Signing template, 543
COM+ Class Registration database
backups, 687
Com domain, 252
Common.adm administrative template,
720
Common Name field, 549
compatibility
hardware, 15
system, 16
compatibility scripts
defined, 787
for Terminal Services servers, 226
Compatible (Compatws.inf) template,
338
complete cluster failure, recovery from,
449
Completing The Active Directory
Installation Wizard dialog box, 23,27
Completing The Automatic Certificate
Request Setup Wizard page, 564
Completing The Backup Or Restore
page, 697, 697
Completing The Backup Or Restore
Wizard dialog box, 146-147, 691,
691, 699, 699
Completing The Backup Wizard dialog
box, 149-150
Completing The Certificate Import
Wizard page, 587
Completing The IP Security Policy
Wizard page, 505
Completing The Microsoft Software
Update Services Setup Wizard dialog
box, 52
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818 Completing The Network Identification Wizard dialog box — copy backups %

Completing The Network Identification
Wizard dialog box, 30-31
Completing The Resultant Set Of Policy
Wizard page, 741, 744
Completing The Security Rule Wizard
page, 508
Completing The Windows Components
Wizard dialog box, 166, 222
Component Load Balancing (CLB), 420
Compute Selection Information Before
Backup And Restore Operations
option, 151
computer certificates, 732-734, 734
Computer Configuration Properties
dialog box, 739
Computer Name And Administrator
Password dialog box, 19, 26, 29
Computer Name Changes dialog box,
31, 119-120, 120
Computer Name field, 118
Computer Name tab, 119-121, 119
Computer Network Options settings,
731
Computer Selection page, 737, 737, 741
Computer template, 543
computers and computer management
accounts for
in Active Directory, 670
creating, 117-121, 118-120
properties for, 121-124
resetting, 124-125
troubleshooting, 125-126
automation for, 130-131
exam essentials, 132-133
key terms, 133
locating, 128, 128
review question answers, 139-140
review questions, 134-138
summary, 132
conditional forwarders, 400-401, 787
Conf.adm template, 317, 720
confdisk utility, 448
confidentiality
defined, 787
in PKI, 531

%

Configuration Backup dialog box, 184,
184
Configuration Backup/Restore dialog
box, 183, 183
Configure A DNS Server Wizard, 273
Configure Automatic Updates Properties
dialog box, 59-60, 60, 761, 761
Confirm Password option, 83Configure
Your Server Wizard, 365-367, 366,
603
conflicts
in GPOs, 316
in Windows Installer, 749
Connect action, 220
Connecting To The Network dialog box,
30
Connection command, 625
Connection Method page, 223, 223
Connection Timeout setting, 173
Connection Type tab, 494, 494
connection types
defined, 787
in IPSec, 474, 494, 494
connections for websites, 175
connectivity, verifying
in Active Directory installation,
605-607, 619
in software deployment, 769
consistency in software deployment, 770
Contact e-mail field, 256
contacts
groups for, 670
locating, 126-127
content of websites
settings for, 175, 180
verifying location of, 185
Control Access permission, 674
Control Panel
for application categories, 766
for Remote Assistance, 512
for Remote Desktop, 229
for SUS clients, 58
copy backups
defined, 787
description, 154, 685
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Copy To dialog box — DCPROMO (Active Directory Installation Wizard) 819

Copy To dialog box, 96-98, 96
copying user profiles, 99
corrupted applications, Windows
Installer for, 749
Country/Region Selection dialog box,
224
CPSs (certificate practices statements),
536
defined, 786
purpose of, 575-576
CPU requirements, 14
Create A Pagefile right, 327
Create A Token Object right, 327
Create Child permission, 674
Create NC command, 625
Create New Domain page, 21, 22, 26,
611, 611, 635, 635, 641, 641
Create Permanent Shared Objects right,
327
Create Shadow command, 162
Create Shortcut dialog box, 95, 98
Creator group
defined, 787
description, 111
Creator Owner group
description, 111
DNS zone permissions for, 391
CRL Publishing Parameters tab, 570,
571
CRLs (certificate revocation lists), 535,
565-566
defined, 786
delta, 572
distribution points for, 572
publishing, 570-572, 571
cross-forest trusts
defined, 787
for multiple domains, 649
cryptographic keys, backing up, 647
Cryptographic Service Provider page,
579, 579
cryptography, 530, 787. See also
encryption
CSPs (cryptographic service providers),
541

CTLs (Certificate Trust Lists), 565-566
creating, 567-569
defined, 786
purpose of, 542
Custom Errors tab, 181-182, 182
Custom Security Method Settings dialog
box, 501, 501
customized failover policies, 433

D

DACLs (discretionary access control lists)
defined, 788
for zones, 390
daily backups, 686
defined, 788
description, 154
data location for zones, 388-389
Database And Log Folders page, 21, 22,
27,613, 613,637,637, 642
database files
migrating, 265-266
for zones, 259-261
database records. See resource records
(RRs)
Datacenter Edition
features in, 12-13
hardware requirements for, 14-15
Date And Time Settings dialog box, 20,
26,29
DC Security.inf (dedicated domain
controller) template, 339
DCPROMO (Active Directory
Installation Wizard)
for Active Directory installation,
610-615, 611-615
defined, 784
for demoting domain controllers,
647, 647
for trees
joining to forests, 640-644,
641-644
new, 633-640, 634-640
for Windows 2003 Server installation,
20-23, 21-24,27

%
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820 DDNS (Dynamic DNS) standard — Dependencies tab %

DDNS (Dynamic DNS) standard
defined, 789
purpose of, 255
Debug Logging tab, 285, 285
Debug Programs right, 327
decentralized administration, multiple
domains for, 628
decryption
defined, 788
in PKI, 532
dedicated domain controller (DC
Security.inf) template, 339
Default CSP list attribute, 542
Default Domain Controller Security
Settings dialog box, 82
Default Domain Policy Properties dialog
box, 680, 680
Default Quota Limit And Warning Level
policy, 334
Default Response Rule Authentication
Method page, 484, 485
Default security (Setup security.inf)
template, 338
Default WebSite Properties dialog box,
182
defaults
CA request actions, 564
domain groups, 107-113
in IPSec
policies, 474-477
response rules, 483-484, 484
traffic exemptions, 467
for packages, 763, 764
website documents, 177
website properties, 182, 183
zone permissions, 390-391
defunct schema classes and attributes,
313, 608
delegated namespaces, 386, 788
delegation
of administrative control, 314-315,
726-727,727

%

of computer security, 122-123, 123
defined, 788
of zones, 279-280, 280, 397-399
Delegation Of Control Wizard,
726-727,727
delegation resource records
defined, 788
in stub zones, 400
Delegation tab, 122-123, 123
Delete Cached Copies Of Roaming
Profiles policy, 332
Delete Child permission, 674
Delete NC command, 625
Delete Shadows command, 162
Delete ShadowStorage command, 162
Delete Temporary Folders On Exit
option, 215
Delete The Private Key If The Export
Is Successful option, 584
Delete Tree permission, 674
deleted accounts in authentication,
105
deleting
certificates, 566
programs, 747-748, 766-767,
766-767
replicas, 624
shadow copies, 162
user accounts, 86-87
delta CRLs, 572
demoting domain controllers, 646-647,
647
Deny Access To This Computer From
The Network right, 327
Deny Log On Through Terminal
Services right, 327
Deny Logon As A Batch Job right,
327
Deny Logon As A Service right, 327
Deny Logon Locally right, 327
Dependencies tab, 345-346, 346
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Deploy Software dialog box — DNS (Domain Name System) 821 %

Deploy Software dialog box, 755-756,
755
deploying
IPSec policies, 484-488, 485-487
software. See software deployment
Deployment tab, 756, 756
Description tab, 496
destination addresses for IP filter lists,
496
Detailed option for backups, 155
Devices category, 330
dfs support, Terminal Services for, 199
DHCP (Dynamic Host Configuration
Protocol), 255
DHCP Administrators group, 110
DHCP servers, 363
DHCP Users group, 110
Dial-in tab
for computer accounts, 124, 125
for user accounts, 102, 103
Dialup group, 112
differential backups, 685, 686
defined, 788
description, 154
Diffie-Hellman algorithm, 473
Digest Authentication For Windows
Domain Servers option, 179
digests
defined, 788
for digital signatures, 533
digital certificates. See certificates and
Certificate Services
digital signatures
for authenticity, 533-534
defined, 788
Direction Of Trust page, 652, 652
Directory Browsing permission, 177
directory command, 260
Directory Security tab, 177-180, 178
Directory service log, 617
Directory Services Restore Mode
defined, 788
for System State data, 149, 689

%

Directory Services Restore Mode
Administrator Password page, 23,
24,27, 614, 614, 639, 639

Disable All Purposes For This Certificate
option, 577

Disable Media Source For Any Install
option, 768

Disable Rollback option, 768

disabled accounts in authentication, 105

Disabling option for NLB, 445

disabling user accounts, 86-87

Disconnect action, 220

discrepancies, security, 340-342, 341

discretionary access control lists
(DACLs)

defined, 788
for zones, 390
disk drives
for Terminal Services, 203
for Windows XP Professional, 28

Disk Quota Policy Processing policy,
335

disk quotas, 333-334, 789

Display name attribute, 542

Display Properties dialog box, 95

Display tab, 232, 232

/displaydns option in ipconfig, 293

Distinguished Name Suffix field, 549

distribution groups, 107

in Active Directory, 669, 671
defined, 789
Distribution option, 114
distribution points
for CRLs, 572
in software deployment, 769
DNS (Domain Name System), 250-251
clients for, 253-255
defined, 789
dynamic updates from, 390
database file migration in, 265-266
defined, 789
dynamic, 255
environment for, 601-602
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822 DNS proxies — domain local groups

exam essentials, 295-296
installing, 602-604
for Internet, 252-253
key terms, 296
monitoring, 283
with DNS snap-in, 283-285,
284-285
with Event Viewer, 286-287
with Replication Monitor, 287-289
with System Monitor, 285-286
name resolution in, 261-264, 262
namespaces in, 385-387, 789
operation of, 251-253, 251
planning. See planning DNS
politics in, 282-283
resolvers in, 253-254
resource records in. See resource
records (RRs)
review question answers, 303-305
review questions, 297-302
security for, 404-406
servers for, 362
capacity planning, 403-404
configuring, 268-269, 268, 273
defined, 789
general requirements, 403
installing, 267-268, 267, 272-273
manual resource record creation
for, 280-282, 281-282
number of, 404
placement of, 403-404
securing, 404-406
zones in. See zones
summary, 294
troubleshooting, 289-294
and Windows Server 2003, 254-255
WINS integration with, 392-394
zones in. See zones
DNS proxies
defined, 789
security for, 278
DNS Registration Diagnostics page, 22,
23,27,638, 638
DNS server log, 617

%

DNS snap-in, 267
for monitoring DNS, 283-285
for zone delegation, 279
DnsAdmins groups
description, 110
DNS zone permissions for, 391
DnsUpdateProxy group, 110
Do Not Detect Slow Network
Connections policy, 332
Do Not Trust This Computer For
Delegation option, 123
Documents tab, 177, 178
Domain Admins groups
description, 110
DNS zone permissions for, 391
Domain Computers group, 110
Domain Controller: Allow Server
Operators To Schedule Tasks
setting, 677
Domain Controller category, 330
Domain Controller Security Policy tool,
714
Domain Controller template, 544
Domain Controller Type page, 21, 21,
26,611, 611, 634, 634, 641, 641
domain controllers
adding, 644-646
defined, 789
demoting, 646-647, 647
multiple domains for, 626
placement of, 645
promoting, 610-615, 611-615
for server clusters, 439-440
servers for, 362
upgrading servers to, 20-23, 21-24
Windows 2003 Server installation as,
24-27
Domain Controllers group, 110
Domain Guests group, 110
domain license servers, 221
domain local groups, 106, 310
defined, 789
scope changes for, 673
uses for, 671
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Domain Local option — Encapsulating Security Payload (ESP) 823 %

Domain Local option, 114
Domain Member category, 330
domain name files, 259
Domain Name System. See DNS
(Domain Name System)
domain policies, 311, 789
Domain Security Policy tool, 714
domain users, 309, 789
Domain Users group, 110
domains, 311. See also Active Directory
(AD); domain controllers
defined, 789
forests in. See forests
functional levels, 312-314, 607-609
joining, 620
key terms, 659
multiple. See multiple domains
names in. See DNS (Domain Name
System)
promoting, 633
renaming, 312, 314, 609
review question answers, 664-665
review questions, 660-663
structure of, 609-610
summary, 656-657
trees in. See trees
for websites, 180
Domains/OUs tab, 716, 716
Don't Run Specified Windows
Applications Properties dialog box,
718
Download A CA Certificate, Certificate
Chain, Or CRL task, 580
Download The Updates Automatically
option, 48
Dsadd utility, 130
Dsget utility, 130
Dsmod utility, 131
Dsmove utility, 131
Dsquery utility, 131
dual authentication, 472
dual-boot computers with shadow
copies, 162

Dynamic DNS (DDNS) standard
defined, 789
purpose of, 255
Dynamic Host Configuration Protocol
(DHCP), 255
dynamic updates, 271
methods for, 389-390
zones for, 278-279

%

E-Mail name attribute, 543
Edit Rule Properties dialog box,
492-495, 492-494, 500-501, 503,
503
editing
certificates, 566
licensing groups, 45
Edu domain, 252
EFS (Encrypting File System)
defined, 790
as PKI-aware application, 535
EFS Recovery Agent template, 544
EFS Recovery Policy Processing policy,
335
elevated privileges in Windows Installer,
749,767
Enable All Purposes For This Certificate
option, 577
Enable Computer And User Accounts To
Be Trusted For Delegation right, 327
Enable Disk Quotas policy, 334
Enable Logging option, 173
Enable Only The Following Purposes
option, 577
Enable Shadow Copies dialog box,
158-160, 159
Enable Strong Protection option, 584
enabling Remote Assistance, 237
Encapsulating Security Payload (ESP)
defined, 790
for IPSec, 465, 469, 469
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824 Encrypt Backup Using Password option — Experience tab

Encrypt Backup Using Password option,
184
Encrypting File System (EFS)
defined, 790
as PKI-aware application, 535
encryption
defined, 790
in IPSec authentication, 465
in ISAKMP, 469
in PKI, 532
SSL for, 165
in Terminal services, 207
for Zone Transfers tab, 397
Encryption Level list, 207
End Process action, 220
End-User License Agreement dialog box,
52
Enforce Disk Quota Limit policy, 334
Enforce Password History policy, 80,
320, 677
Enforce User Logon Restrictions policy,
323
enrolling user and computer certificates,
732-734, 734
Enrollment Agent template, 544
enrollment stations for smart cards,
681-683
Enterprise Admins group
description, 110
DNS zone permissions for, 391
enterprise CAs, 538
Enterprise Domain Controllers groups,
391
Enterprise Edition
features in, 12-13
hardware requirements for, 14-15
enterprise license servers, 220
enterprise root CAs, 539
Enterprise Trust folder, 567, 574
entities, 790
Environment tab
in Active Directory Users And
Computers, 216, 217
in Terminal Services Configuration,
208-209, 209

%

Error Information tab, 739, 739
ESP (Encapsulating Security Payload)
defined, 790
for IPSec, 465, 469, 469
Event IDs, 286-287
Event Log security templates item, 339
Event Logging tab, 283, 284
Event Viewer utility
for Active Directory installation,
615-617, 616
for audit policies, 324
for DNS, 286-287
Everyone group
description, 112
DNS zone permissions for, 391
exam essentials
Active Directory, 702
certificate services, 588-589
computer management, 132-133
DNS, 295-296
domains, 657-658
group management, 132-133
Group Policy, 772-773
for installation, 67
for license management, 67
network security, 518
planning DNS, 407
remote management, 241
security policy, 347
server availability, 450-451
server roles, 376
system recovery and web services, 186
for updating, 67
user management, 132-133
Exchange Enrollment Agent template,
544
Exchange User template, 544
Exclude Files tab, 154-155, 155
Execute Permissions option, 177
Exit Module tab, 558-559, 558
exit modules
for CAs, 558-559, 558
defined, 790
in PKI, 541-542
Experience tab, 233, 234
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expiration — Folder Redirection Policy Processing policy 825 %

expiration

of user accounts, 93

of website content, 180
Expiration time field, 256
Expires After field, 275
Export File Format page, 583-584, 584
Export Private Key page, 583
exporting

certificates, 583-585, 584

IPSec policies, 488
Extended key usage attribute, 543
extension mappings, 765, 765
extensions, certificate, 542
external trusts, 649, 790

F

failback
defined, 790
in server clusters, 423
Failed Requests folder, 552
failover
defined, 790
policies for, 430-433, 431-432
process, 421
in server clusters, 423
failover pairs configuration
defined, 790
for server clusters, 432-433, 432
failures in server availability, 420-421
fault tolerance
defined, 790
domain controllers for, 644-645
in NLB clusters, 420
shadow copies for, 158
FC-SW (switched Fibre Channel fabric),
426
file and print services, 6-7
file conflicts, 749
file deployment policies, 311
file extensions
defined, 790
mapping, 765, 765
File Extensions tab, 765, 765

%

file servers, 361
File System security templates item, 339
file system verification, 604-605
File To Import page, 585, 586
File Transfer Protocol (FTP)
defined, 790
purpose of, 163
Filter Action page, 507, 507
Filter Action tab, 492, 493
filter actions in IPSec
adding, 497-500, 498-499
defined, 790
settings for, 492, 493
types of, 471
filter lists in IPSec, 491
adding, 495-497, 495-497
defined, 791
settings for, 492, 492
for tunnels, 502, 502
working with, 470-471
Filter Properties dialog box, 501
filtering, 723
defined, 791
GPOs, 723-729, 724-725,728
Find Computers dialog box, 128, 128
Find Users, Contacts, And Groups dialog
box, 126-128, 127
finding Active Directory objects,
126-128, 127-128
FIPS Compliant encryption option, 207
firewalls with Remote Assistance, 236,
514
First Name field, 83
fixes, 370
/fixquorum option for Cluster Service,
448
flexibility with multiple domains, 628
/flushdns option in ipconfig, 293
folder redirection
defined, 791
with Group Policy, 734-736,
735-736
Folder Redirection Policy Processing
policy, 335
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826 Force Shut Down From A Remote System right — Group Policy and GPOs

Force Shut Down From A Remote
System right, 328
forcing IPSec group policy updates, 488
forests
joining trees to, 640-644, 641-644
planning, 629-633, 630, 632
trusts for, 313, 609
using, 631-633, 632
forward lookup zones, 269-271, 271
forward-only servers
defined, 791
planning, 402
forwarding in DNS, 400-402
four-node clusters, 429-430, 429-430
FQDN:s (fully qualified domain names),
251,290
FTP (File Transfer Protocol)
defined, 790
purpose of, 163
Full Control permissions, 212
Full Name field, 83
full zone transfers (AXFRs), 264-265,
396, 791
fully qualified domain names (FQDNs),
251,290
functional levels
in Active Directory, 312-314,
607-609
defined, 791

G

GCs (Global Catalogs)
for multiple domains, 654-656, 656
purpose of, 632-633
replicating, 313, 608
for universal groups, 672
General tab
for backups, 151-152, 151
for CAs, 556, 557
for certificates, 575-576, 575
for computer accounts, 121, 121
for groups, 114, 114

%

4

for IPSec policies, 489-491, 490
for packages, 763, 764
for Remote Desktop Connection,
231, 231
for services, 343-344, 344
for Terminal Services Configuration
Utility, 206-208, 206
for users, 89, 90
for zones, 274, 274
Generate Security Audits right, 328
Get Help And Support option, 47
Global Catalogs (GCs)
for multiple domains, 654-656, 656
purpose of, 632-633
replicating, 313, 608
for universal groups, 672
global groups, 106, 310, 671
defined, 791
scope changes for, 673
Global option, 114
glue address resource records
defined, 791
in stub zones, 400
Gov domain, 252
Gpedit.msc utility, 318
GPO Properties dialog box, 723-726,
724-725
GPOs. See Group Policy and GPOs
gpresult.exe utility, 737
defined, 791
for Group Policy, 744-745
GPT (GUID partition table) disks, 423
gpupdate utility, 321
group affinity
defined, 791
for server clusters, 433
Group nesting functional level, 313, 608
Group Policy and GPOs, 310, 318,
676-680, 678-680, 712-713
in Active Directory, 311-317
administrative templates for,
720-722, 722
automatic certificate enrollment in,
732-734, 734

R
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Group Policy Creator Owners group — GUID partition table (GPT) disks 827 %

automatic updates in, 759-763,
760-762
for CAs, 562-564, 563-564
for clients, 317
creating, 311, 677, 714-719,
715-717
defined, 791
delegating control of, 726-727, 727
exam essentials, 772-773
filtering, 723-726, 724-725
for folder redirection, 734-736,
735-736
inheritance in, 727-729, 728
for IPSec, 466, 478, 486
key terms, 774
linking to Active Directory, 719-720,
719,722,723
managing, 722-723
for network configuration, 731-732,
732
policies for, 334-335
for Remote Assistance, 514-516,
515-517
review question answers, 781-782
review questions, 775-780
script policies for, 730-731
for security, 676-680, 678-680
for smart cards, 683
in software deployment. See software
deployment
strategy for, 713
summary, 772
troubleshooting, 736-737
gpresult.exe command, 744-745
RSoP in Logging mode, 737-741
RSoP in Planning mode, 741-744,
742-743
Group Policy Creator Owners group,
110
Group Policy Object Editor, 715,
717-718, 717
for deployment, 756

%

for IPSec policies, 486
for SUS clients, 59
Group Policy Objects. See Group Policy
and GPOs
Group Policy Refresh Intervals For
Computers policy, 334
Group Policy Refresh Intervals For
Domain Controllers policy, 335
Group Policy Slow Link Detection
policy, 335
Group Policy tab, 678, 678, 680
for inheritance, 727-729, 728
for publishing, 754, 754
Group Policy Test Properties dialog box,
719, 719
groups and group accounts, 106, 310
in Active Directory, 669
automation for, 130-131
creating, 113-114
default, 107-113
defined, 791
effective use of, 676
exam essentials, 132-133
Group Policy for. See Group Policy
and GPOs
IIS access control for, 164
key terms, 133
licensing, 44-45, 44
locating, 126-127
membership in, 102, 102, 116-117,
117,121, 122
properties for, 114-116, 114-116
review question answers, 139-140
review questions, 134-138
scope of, 106-107, 671-673,
672-673, 792
summary, 132
types of, 106-107, 670-671, 792
Guest Access permissions, 213
Guest account
defined, 792
purpose of, 80, 309
Guests group, 108
GUID partition table (GPT) disks, 423
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828 HAL (Hardware Abstraction Layer) — IS (Internet Information Server) %

H

HAL (Hardware Abstraction Layer),
792
hands-on exercises setup, 24
installing Windows Server 2003 for,
24-27
installing Windows XP Professional
for, 27-31
Hardware Compatibility List (HCL), 15
hardware failures
backups for, 684
in server availability, 420-421
hardware requirements
for DNS servers, 403
for installation, 14-15
for Terminal Services, 202-203
for Windows XP Professional, 28
hashing algorithms
for CAs, 549
defined, 792
for digital signatures, 533
HBAs (host bus adapters), 428
HCL (Hardware Compatibility List), 15
Help And Support Center dialog box
for Remote Assistance, 238,240, 512,
513
for Windows Update, 46-47
Help command, 625
HelpServicesGroup group, 110
HFNetChk tools, 374
Hide The File Scan Progress Window
policy, 336
hierarchies, multiple domains for,
627-628
High encryption option, 207
high-level security
defined, 792
for DN servers, 405-406
High security method in IPSec, 469
historical information, backups for,
684Hisec*.inf (Highly secure)
template, 338

Home Directory tab, 175-177, 176
home folders
defined, 792
user profiles for, 100
host bus adapters (HBAs), 428
host (A) records
defined, 792
purpose of, 257
hostnames in DNS, 251-252
HOSTS file, 250-251
hosts for IIS access control, 165
How To Restore page, 698, 698
HTML (HyperText Markup Language),
792
HTTP (Hypertext Transfer Protocol),
163
HTTP Headers tab, 180-181, 181
HyperText Markup Language (HTML),
792
Hypertext Transfer Protocol (HTTP),
163

%

I (idle) nodes for server clusters, 431
IANA (Internet Assigned Numbers
Authority), 362
ICANN (Internet Corporation for
Assigned Names and Numbers), 362
identification, website, 172-173
idle (I) nodes for server clusters, 431
IIS (Internet Information Server)
backups for, 183-184, 183-184
benefits of, 163
configuring and administering,
167-168, 167-168
installing, 165-167
key services in, 163-164
MBSA for, 64
new features for, 10
restarting, 185
security for, 164-165
SSL for, 165
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troubleshooting, 184-185
verifying content page locations, 185
for websites. See websites
IIS_WPG group, 111
IKE (Internet Key Exchange)
defined, 793
in ISAKMP, 469
Immediate Certification Authorities
folder, 574
Immediately Uninstall The Software
From Users And Computers option,
767
Import Certificate Wizard, 567
Import Template dialog box, 337, 342
importing
certificates, 585-587, 586-587
IPSec policies, 488
security templates, 337-340, 342
users, 131-132
inbound IPSec filters, 470
Include All Certificates In The
Certification Path If Possible option,
584
Incoming Forest Trust Builders group,
108
inconsistency from multiple domains,
628
Increase Scheduling Priority right, 328
incremental backups, 685, 686
defined, 792
description, 154
incremental zone transfers (IXFRs),
264-265
defined, 792-793
support for, 396
Index This Resource permission, 177
Indexing Service, 361
Inetcorp.adm template, 720
InetOrgPerson objects functional level,
313, 608
\Inetpub directory, 166
Inetres.adm template, 317, 720
Inetset.adm template, 720
inf subdirectory, 721

IIS_WPG group - installing 829 %

inheritance
in Active Directory, 315-317
defined, 793
in GPOs, 727-729, 728
Inheritance Overrides dialog box, 182
.ini file mappings, 225
initialization (ZIP) files
defined, 793
purpose of, 750
Initials field, 83
initiating Remote Assistance sessions,
240
Insert Disk dialog box, 166
installation log files, 769
installation routines in Windows
Installer, 748
installing
Active Directory. See Active Directory
installation
applications on Terminal Services
servers, 225
CAs, 547-551, 548-551
DNS, 602-604, 603-604
DNS servers, 267-268, 267, 272-273
11S, 165-167
Microsoft Certificate Server,
546-552, 548-551
Replication Monitor, 287
software. See software deployment
SUS servers, 51-52, 52
Terminal Services server, 203-2035,
204-205
Windows Server 2003, 4, 17
clean installs vs. upgrades, 16
as domain controller, 24-27
exam essentials for, 67
Hardware Compatibility List for,
15
hardware requirements for, 14-15
information collection for, 18-19
key terms for, 67
options in, 17
preparation for, 13-14
product activation, 31-33, 32
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830 Int domain — IPSec (Internet Protocol Security Extensions) %

review question answers, 75-76
review questions, 68-74
steps for, 17-20
summary, 66-67
system compatibility for, 16
Windows XP Professional, 27-31
Int domain, 252
Integrated Windows Authentication
option, 179
integrating DNS and WINS, 392-394
integrity
defined, 793
in PKI, 531
Interactive group, 112
Interactive Logon category, 330
Interactive Logon: Do Not Display Last
User Name setting, 678, 717
intermediate CAs, 538
Internet
DNS for, 252-253
testing access to, 605
Internet Assigned Numbers Authority
(IANA), 362
Internet Corporation for Assigned
Names and Numbers (ICANN), 362
Internet Explorer Maintenance Policy
Processing policy, 335
Internet Information Server (IIS). See IIS
(Internet Information Server)
Internet Information Services (IIS)
Manager, 167, 167
Internet Information Services servers,
363
Internet Key Exchange (IKE)
defined, 793
in ISAKMP, 469
Internet Protocol Security Extensions.
See IPSec (Internet Protocol Security
Extensions)
Internet Security Agreement/Key
Management Protocol (ISAKMP)
defined, 793
for IPSec, 468-469

%

Internet Server Application
Programming Interface (ISAPI)
filters

defined, 793
for websites, 175, 175

invitations in Remote Assistance,
237-238, 237-239, 240

IP Address And Domain Name
Restrictions dialog box, 180, 180

IP Address And Port Settings dialog box,
169,170

IP addresses

DN for. See DNS (Domain Name
System)

for NLB, 443-444, 443-444

in stub zones, 400

for websites, 173, 180

IP Filter List dialog box, 496, 496

IP Filter List page, 507, 507

IP Filter List tab, 492, 492

IP Filter Properties dialog box, 496-497,
497-498

IP Security Policy Management snap-in,
480-483, 480483

IP Security Policy Processing policy, 335

IP Security Policy Wizard, 483-484,
484, 504, 504

ipconfig utility

for DNS, 293
for network connectivity, 605, 606
IPSec (Internet Protocol Security
Extensions), 463-464

Authentication Headers for, 4635,
468-469, 469

certificate-to-account mapping in,
467

clients in, 463, 793

considerations for, 478

default traffic exemptions in, 467

defined, 793

Encapsulating Security Payload for,
465, 469, 469

fundamentals, 464-465

ISAKMP for, 468
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L2TP/IPSec for, 466
MMC for, 465
netsh for, 467
policies for
components in, 470-474
creating, 483-484, 484
default, 474-477
deploying, 484-488, 485-487
deployment options for, 478-479
filter actions, 497-500, 498-499
filter lists, 495-497, 495-497
General tab for, 489-491, 490
group, 466, 478, 486
IP Security Policy Management for,
480-483, 480483
Rules tab for, 491-495, 491
for transport mode, 500-501,
500-501
in practice, 477
Resultant Set of Policy for, 466
security methods in, 469
servers in, 463, 793
strategies for, 489
in tunnel mode, 464, 501-509,
502-508
IPSec Policy Agent, 466, 793
IPv4, 793
ISAKMP (Internet Security Agreement/
Key Management Protocol)
defined, 793
for IPSec, 468-469
ISAPI (Internet Server Application
Programming Interface) filters
defined, 793
for websites, 175, 175
ISAPI Filters tab, 175, 175
Issue and Manage Certificates
permission, 560
Issued Certificates folder, 552
Items To Back Up page, 145, 146, 148,
553-554, 553,690
Items To Restore page, 554-555, 555
iterative DNS queries, 261

%

IPSec Policy Agent — key terms 831 %

IXFRs (incremental zone transfers),
264-265
defined, 792-793
support for, 396

J

Join Computer To Domain dialog box,
30
joining
domains, 620
trees to forests, 640-644, 641-644
Windows XP Professional computers
to Windows 2003 domains,
30-31
JP domain, 253

K

KDC:s (key distribution centers)
defined, 794
for Kerberos, 323, 472
Keep My Computer Up To Date option,
48
Kerberos KDC key version numbers
functional level, 312, 608
Kerberos protocol
defined, 794
in IPSec, 472
policies in, 323-324, 794
key distribution centers (KDCs)
defined, 794
for Kerberos, 323, 472
key escrow, 545, 794
Key Exchange Settings dialog box, 490,
490
Key Length list, 549
key terms
Active Directory, 703
certificate services, 590
computer management, 133
DNS, 296
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832 Key usage attribute — load balancing

domains, 659

group management, 133

Group Policy, 774

installation, 67

license management, 67

network security, 519

planning DNS, 407

remote management, 242

server availability, 452

server roles, 376

system recovery and web services, 186

updating, 67

user management, 133
Key usage attribute, 543
keys

defined, 794

in ISAKMP, 469

in PKI, 532, 545

preshared, 473

L

L2TP/IPSec (Layer Two Tunneling
Protocol over IPSec), 466
LAN access, 605
large servers, backing up, 693
Last Name field, 83
Layer Two Tunneling Protocol over
IPSec (L2TP/IPSec), 466
LDAP (Lightweight Directory Access
Protocol), 362
LDP tool, 622-623
Let's Activate Windows dialog box, 32-33
License Agreement dialog box, 29
License Logging Properties dialog box,
35-36, 36
License Logging service, 35-36, 36, 794
license management, 33
in enterprises, 38-45
exam essentials for, 67
key terms for, 67
License Logging service, 35-36, 36
licensing modes, 33-35, 34-35
Licensing utility for. See Licensing
utility

%

local administration, 36-38, 37
review question answers, 75-76
review questions, 68-74
summary, 66-67
License Server Activation dialog box,
224,224
license servers, 794
License Violation dialog box, 38
Licensing Groups, 44
Licensing Modes dialog box, 19, 26
Licensing option, 215
Licensing Site Settings Properties dialog
box, 39, 40
licensing Terminal Services, 220-224,
222-224
Licensing utility, 40-41, 40
Clients tab, 42-43, 43
for groups, 44-45, 44
Products View tab, 42, 42
Purchase History tab, 41-42
for replication, 45
Server Browser tab, 43, 43
Lightweight Directory Access Protocol
(LDAP), 362
Limit Windows File Protection Cache
Size policy, 336
linked values, replicating, 313, 609
linking GPOs to Active Directory,
719-720, 719, 722,723
List Contents permission, 674
List NC Information command, 625
List NC Replicas command, 625
List Object permission, 674
List Providers command, 162
List Shadows command, 162
List ShadowStorage command, 162
List Volumes command, 162
List Writers command, 162
Load And Unload Device Drivers right,
328
load balancing
defined, 796
monitoring, 442-446, 442-445
remote administration of, 446
round robin DNS with, 263, 441

.
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local administration of license management — Low encryption option 833

with server clusters, 419-420,
440-442
Terminal Services for, 199
local administration of license
management, 36-38, 37
Local Area Connection Properties dialog
box, 23,27,273
Local Computer Group Policy Objects.
See Group Policy and GPOs
LOCAL field, 393
Local Group Policy snap-in, 318-319
local groups, 794
local paths, 176
local policies, 310, 318-319, 318, 324
audit, 324-326
defined, 794
disk quotas, 333-334
Group Policy, 334-335
for IPSec, 478
scripts, 333
security options, 329-331
user profiles, 332-333
user rights, 326-329
windows file protection, 335-336
Local Policies security templates item,
339
local printer support, 199
local quorum clusters
defined, 794
for server clusters, 434
Local Resources tab, 232, 233
Local Security Policy Setting dialog box,
329
Local Security Policy utility, 714
local user profiles, 94-95
local users, 308, 794
Local Users and Groups utility, 309
defined, 794
for Remote Desktop for
Administration, 511
locating Active Directory objects,
126-128, 127-128

%

location of packages, 763
Location Tab, 123, 124
Lock Pages In Memory right, 328
lockouts, account, 92-93, 322-323
Log Event When Quota Limit Exceeded
policy, 334
Log Event When Quota Warning Level
Exceeded policy, 334
log files. See logs and log files
Log Off action, 220
Log On As A Batch Job right, 328
Log On As A Service right, 328
Log On tab, 344-345, 344
Log On To Windows dialog box, 30, 234
Log Users Off When Roaming Profile
Fails policy, 333
Log Visits permission, 177
Logging mode
defined, 794
RSoP in, 737-741
Logon Hours dialog box, 91, 92
logon/logoff scripts, 730
Logon Settings tab, 208, 208
Logon Timestamp updates functional
level, 312, 608
Logon Workstations dialog box, 92, 92
logons
performance problems in, 745-746
policies for, 795
scripts for, 99-100, 795
smart cards for, 682
Terminal Services support for, 199,
208, 208
logs and log files
backing up, 554
in DNS, 293-294
in Event Viewer, 616-617
for licenses, 35-36, 36
for software deployment, 769
for websites, 173
lookup_timeout field, 393
Low encryption option, 207
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834 low-level security — Microsoft Baseline Security analyzer

low-level security

defined, 795

for DN servers, 404-405
LUN masking, 427, 427

machine accounts, 795
machine certificate template attribute,
543
machine certificates
defined, 795
in IPSec, 473
mail exchange (MX) records
defined, 795
purpose of, 258
maintaining software, 747
majority node set clusters, 423, 435,435
defined, 795
recovering, 448-449
majority node set quorums, 438
malicious deletion, backups for, 684
Manage Auditing And Security Log
right, 328
Manage CA permission, 560
Manage Filter Actions tab, 497, 498
Manage IP Filter Lists And Filter Actions
dialog box, 492,495,495,497-498,
498
Manage IP Filter Lists tab, 495, 495
Manage Your Server utility, 20,
368-370, 369, 602-603, 604
Managed By tab
for computer accounts, 124, 124
for groups, 115, 116
management services, 9
mandatory profiles, 99, 795
mandatory software upgrades, 759
mappings
for IPSec certificates, 467
for software installation, 765, 765
master boot record (MBR) disks, 423
Master DNS Servers page, 271, 271

%

Master GPO Options dialog box, 729
master keys in [ISAKMP, 469
Maximum Lifetime For Service Ticket
policy, 324
Maximum Lifetime For User Ticket
policy, 324
Maximum Lifetime For User Ticket
Renewal policy, 324
Maximum Password Age policy, 81, 320
Maximum Retries To Unload And
Update User Profile policy, 333
Maximum Tolerance For Computer
Clock Synchronization policy, 324
Maximum Wait Time For Group Policy
Scripts policy, 333
MBR (master boot record) disks, 423
MBSA (Microsoft Baseline Security
Analyzer), 62, 373
defined, 795
GUI version, 62-65, 63-65
mbsacli.exe for, 66
operation of, 373-374
troubleshooting, 375
mbsacli.exe utility, 66
MCS (Microsoft Certificate Server),
546-552, 548-551
MCS (Microsoft Certificate Services),
530, 581, 795
Media Services servers, 365
medium-level security
defined, 795
for DNS servers, 405
Medium security method in IPSec, 469
Member Of tab
for computer accounts, 121, 122
for groups, 115-116, 115, 117
for users, 102, 102
Members tab, 115, 115
messaging support in Terminal Services,
200
Microsoft Baseline Security analyzer. See
MBSA (Microsoft Baseline Security
Analyzer)

.
R
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Microsoft Certificate Server (MCS) — multiple-instance applications 835 %

Microsoft Certificate Server (MCS),
546-552, 548-551
Microsoft Certificate Services (MCS),
530, 581, 795
Microsoft Installer packages, 769-770
Microsoft Logging Properties dialog
box, 173, 174
Microsoft Management Console. See
MMC (Microsoft Management
Console) model
Microsoft Network Client category, 330
Microsoft network Server category, 330
Microsoft Personal Security Advisor
(MPSA), 374
Microsoft Software Update Services. See
SUS (Software Update Services)
Microsoft Software Update Services
Setup Wizard, 51-52, 52
migration
DNS database files in, 265-266
namespace planning for, 386
Mil domain, 252
MIME (Multipurpose Internet Mail
Extensions) maps, 181
Minimum (Default) TTL field, 275
Minimum Password Age policy, 81, 320
Minimum Password Length policy, 81,
320-321, 677
mirroring
defined, 796
for IP filter lists, 496-497
for multisite clusters, 437-438
MMC (Microsoft Management
Console) model
for certificates, 551
for DNS, 267
for Group Policy, 714
for IPSec, 465
for Local Group Policy, 318-319
for Security Settings, 319
for Security Templates, 339
Modem Dialing Information dialog box,
20, 26, 29
modification of data, backups for, 684

%

Modify Firmware Environment
Variables right, 328
Monitor Server screen, 56, 57
monitoring
DNS, 283
with DNS snap-in, 283-285,
284-285
with Event Viewer, 286-287
with Replication Monitor, 287-289
with System Monitor, 285-286
network load balancing, 442-446,
442-445
SUS updates, 56, 57
Monitoring tab, 284-285, 284
mounted drives with shadow copies, 162
Move dialog box, 128, 129
moving Active Directory objects,
128-129, 129
MPSA (Microsoft Personal Security
Advisor), 374
_msdcs domain, 264
MSI (Windows Installer package) files,
750, 751, 806
msiexec.exe program, 748
MSP (patch) files, 750
mssecure.xml file, 374-375
MST (transformation) files, 750, 805
MSTSC utility, 234
Multicast mode for NLB, 443
multihomed nodes, 439
multimaster replication model, 396, 796
multiple DNS and domain names,
domains for, 628
multiple domains, 626, 648
drawbacks of, 628-629
global catalog servers for, 654-656,
656
trusts in, 648-653, 648, 650-653
UPN suffixes for, 654
uses for, 626-628
Multiple Host Filtering option, 445
multiple-instance applications
defined, 796
deploying, 425, 425-426
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multiple logon support, 199
multiprocessor support requirements, 15
Multipurpose Internet Mail Extensions
(MIME) maps, 181
multisite clusters, 436-438, 436
mutual authentication
defined, 796
in Kerberos, 472
MX (mail exchange) records
defined, 795
purpose of, 258
My Documents Properties dialog box,
735-736, 735-736

name server (NS) records
defined, 796
purpose of, 256-257
for zones, 275-276, 276
delegation, 398
stub, 400
name servers
defined, 796
DNS, 252, 275-276, 276
Name Servers tab, 275-276, 276
names
compatibility of, 266
domain, 252, 628
for forward zones, 270
resolving. See DNS (Domain Name
System)
for services, 346
namespaces, DNS, 384-387
NAT for IPSec, 466
Net domain, 252
.NET Passport Authentication option,
179
NetBIOS Domain Name page, 612,612,
636, 636, 642, 642
NetBIOS Name dialog box, 21, 27
netmask ordering, 263
netsh utility, 467

%

Network Access category, 330
Network Adapter tab, 211, 212
network adapters
in Terminal Services, 203, 211, 212
testing, 605
network configuration, 731-732, 732
Network Configuration Operators
group, 108
network connectivity
in server availability, 421
verifying, 605-607
Network Credentials page, 635, 635
Network group, 112
Network Identification tab, 620
Network Identification Wizard, 30
network IDs, 272
Network Information dialog box, 31
Network Load Balancing (NLB)
defined, 796
monitoring, 442-446, 442-445
remote administration of, 446
round robin DNS with, 263, 441
with server clusters, 419-420,
440-442
Terminal Services for, 199
Network Load Balancing Manager, 442,
442
Network News Transfer Protocol (NNTP)
defined, 796
purpose of, 163
network requirements for Windows XP
Professional, 28
network security, 462
exam essentials, 518
IPSec for. See IPSec (Internet Protocol
Security Extensions)
key terms, 519
remote administration methods, 509
Remote Assistance, 512-517
Remote Desktop for
Administration, 509-511
review question answers, 526-527
review questions, 520-525
summary, 517
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Network Security category, 330
Network Settings dialog box, 20, 26, 29
Network Type page, 506, 506
networking
new features for, 8
with server clusters, 438-440
New Client Access License dialog box,
37-38,37, 41
New Delegation Wizard, 279-280, 280
New Domain page, 612, 612
New Domain Name page, 21, 26, 642,
642
New Filter Action Properties dialog box,
498-499, 499
New License Group dialog box, 44, 44
New Object---Computer dialog box,
118, 118
New Object---Group dialog box,
113-114, 113, 672, 672
New Object---Organizational Unit
dialog box, 129
New Object---User dialog box, 84-835,
84-85
for roaming profiles, 97-98
for templates, 104
New Resource Record dialog box,
281-282,281-282
New Rule Properties dialog box, 508,
508
New Security Method dialog box, 500,
500
New Trust Wizard, 650-653, 651-653
New Zone Wizard
for forward lookup zones, 269-271,
271
for reverse lookup zones, 272, 272
N+I configurations
defined, 796
for server clusters, 431, 431
NLB (Network Load Balancing)
defined, 796
monitoring, 442-446, 442-445
remote administration of, 446
round robin DNS with, 263, 441

with server clusters, 419-420,
440-442
Terminal Services for, 199
NNTP (Network News Transfer
Protocol)
defined, 796
purpose of, 163
No Auto-Restart For Scheduled
Automatic Updates Installations
dialog box, 60, 61, 762, 762
No Override option, 316-317,728-729,
728
NoAutoUpdate key, 58
nodes, cluster, 419, 423
backing up, 447
requirements for installation, 15
nonauthoritative restores, 701
nonmandatory software upgrades, 759
nonrecursive DNS servers, 402, 796-797
nonrepudiation
defined, 797
in PKI, 531
normal backups, 685, 686
defined, 797
description, 153
Notify dialog box, 277
Notify Me Before Downloading Any
Updates option, 48
NS (name server) records
defined, 796
purpose of, 256-257
for zones, 275-276, 276
delegation, 398
stub, 400
nslookup utility
defined, 797
for DNS, 290-293
Ntbackup utility, 157
NTDS Settings Properties dialog box,
656, 656
ntdsutil utility, 623
for application data partitions,
624-626, 627
for authoritative restores, 695,
700-701, 700

%
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838 objects in Active Directory — Per Server connections

o

objects in Active Directory
locating, 126-128, 127-128
moving, 128-129, 129
Offer Remote Assistance feature, 240
on-demand installations, 749-750
one-way trusts, 648-649
Only To Servers Listed On The Name
Servers Tab option, 277
Only To The Following Servers setting,
277
Open Database dialog box, 337, 341
opening security templates, 340
Operating System Compatibility dialog
box, 21, 26
Operating System Compatibility page,
634, 634
Operating System Compatibility screen,
641
optimizing software deployment,
768-7720perating System tab, 121,
122
Option dialog box, 728, 728
Optional Networking Components
dialog box, 27
order of IPSec policy application,
487-488
Org domain, 253
Organization tab, 101, 101
organizational reasons, multiple
domains for, 627
OUs (organizational units)
defined, 797
purpose of, 314
outbound IPSec filters, 470
Override User Settings option, 208-209
Owner field, 393

P

Package Properties dialog box, 757-758,
757-758

%

packages
defaults for, 763, 764
testing, 768
in Windows Installer, 749
parent-child relationships, 315
parent domains, 630
Parent OU Properties dialog box, 729
partitioned applications, 425, 426, 797
partitions, application data, 621
creating, 621-623
defined, 784
managing replicas, 623-624
ntdsutil for, 624-626, 627
removing replicas, 624
passthrough actions
defined, 797
in IPSec, 471
Password field, 83
Password Never Expires option, 84, 93
Password Policy folder, 319
passwords
in authentication, 105
changing, 88-89
for domains, 639
guidelines for, 309
MBSA for, 64
policies for, 320-321, 797
for user accounts, 80-82
Passwords Must Meet Complexity
Requirements policy, 81-82,
320-321
patch (MSP) files, 750
patches, 370, 797
paths for websites, 176
PDCs (Primary Domain Controllers),
610
pending CA requests, 565
Pending Requests folder, 552
Per Device connections, 38
Per Device dialog box, 42
Per Seat licensing mode, 34, 797
Per Server connections
managing, 37
switching from, 38
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Per Server Licensing Agreement dialog
box, 38
Per Server licensing mode, 33-34, 34, 798
Per User connections, 38
Per-User Data for Terminal Services
servers, 226
Per User Licensing dialog box, 42
Perform Volume Maintenance Tasks
right, 328
performance
audit effects on, 325
domain controllers for, 645
logon, 745-746
of replication traffic, 396
Terminal Services for, 199
website settings for, 173-175, 174
Performance Log Users group, 108
Performance Monitor Users group, 108
Performance tab, 173-175, 174
Permission Compatibility option, 215
Permission Entry For RDP-Tcp dialog
box, 213, 214
permissions
for Active Directory, 669, 673-675,
674
assigning to templates, 561-562,
561-562
for CAs, 559-560, 560
defined, 798
for domain controllers, 614, 614
for domains, 638, 638
for Terminal Services Configuration
Utility, 212-213, 213
for trees, 643, 643
for websites, 176-177, 185
for zones, 390-391
Permissions dialog box, 23, 27
Permissions For Profiles dialog box, 98
Permissions page
for domain controllers, 614, 614
for domains, 638, 638
for Terminal Services Configuration
Utility, 212-213, 213
for trees, 643, 643

%

Permit actions, 471
Personal folder, 574
Personalize Windows Update option, 47
Personalize Your Software dialog box,
19, 25,29
Pick A Computer To Scan screen, 63-64,
64
Pick Updates To Install option, 46
ping utility
defined, 798
for IIS, 184
for network connectivity, 606
PKCS#7 binary format, 584-585
PKCS#12 format, 585
PKI (public key infrastructure), 531-532
with Active Directory, 566
certificates in. See certificates and
Certificate Services
concepts in, 532-535
cryptographic service providers in,
541
defined, 799
elements of, 535-536
functions in, 733
in [PSec, 472-473
policy modules and exit modules in,
541-542
recovery keys in, 545
Server Gated Cryptography for, 545
smart cards in, 545-546
PKI-aware applications, 535, 733
Place All Certificates In The Following
Store option, 586
Plain binary X.509 format, 583
planning DNS, 384, 601-602, 603
caching and forwarding, 399
caching-only servers, 399
conditional forwarders, 400-401
forward-only servers, 402
stub zones, 400
exam essentials, 407
key terms, 407
namespaces, 384-387
review question answers, 414-416
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review questions, 408—-413
server resources, 402
capacity, 403-404
general requirements, 403
securing DNS, 404-406
summary, 406
zones in, 387
data location, 388-389
delegating, 397-399
integrating DNS and WINS,
392-394
replicating, 396
secondary, 395
securing, 389-392, 397
transfers, 395-397
type, 387-388
Planning mode
defined, 798
RSoP in, 737, 741-744, 742-743
pointer (PTR) records
defined, 798
purpose of, 257
policies
account. See account policies
audit, 324-326
defined, 798
for disk quota, 333-334
for groups. See Group Policy and
GPOs
for IPSec. See IPSec (Internet Protocol
Security Extensions)
for scripts, 333, 729-730, 730-731
security. See security
for user profiles, 332-333
for Windows file protection, 335-336
Policy Module tab, 556, 557, 565
policy modules
defined, 798
in PKI, 541-542
politics
in DNS, 282-283
multiple domains for, 627

POP3 (Post Office Protocol, version 3),
364
Port Rules tab, 444, 444
ports
for IP filter lists, 496
for NLB, 444, 444
for websites, 173
Post Office Protocol, version 3 (POP3),
364
Pre-Windows 2000 Compatible Access
group
description, 108
DNS zone permissions for, 391
Precedence tab, 740, 740
Precreate command, 625
Preliminary Steps page, 365
Preserve Existing Certificate Database,
550
preshared keys
defined, 798
in IPSec, 473
Previous Versions tab, 161, 161
primary command, 260
primary DNS servers, 253, 798
Primary Domain Controllers (PDCs),
610
Primary Server field, 275
primary zones, 387, 798
Print Operators group, 109
print servers, 361
printer support, 199
priority field in service records, 259
Private Key And CA Certificate setting,
554
private keys
defined, 798
in public key cryptography, 533
privileges in Windows Installer, 749, 767
processor requirements
for Terminal Services, 202
for Windows XP Professional, 28
product activation, 31-33, 32, 798
Product IDs, 32, 32, 47
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Product Key, 47
Products View tab, 42, 42
Profile Single Process right, 328
Profile System Performance right, 328
Profile tab, 93, 94-100
profiles. See user profiles
programs. See software; software
deployment
Programs tab, 233, 233
promoting
defined, 798
domain controllers, 610-6135,
611-615
domains, 633
Prompt User When Slow Link Is
Detected policy, 332
Protocol tab, 497, 498
protocols for IP filter lists, 496-497, 498
PTR (pointer) records
defined, 798
purpose of, 257
Public And Private Key Pair Selection
page, 548, 548
public key certificates
defined, 799
in [PSec, 472-473
public key cryptography, 533, 799
public key infrastructure. See PKI (public
key infrastructure)
public key policies, 331
public keys
defined, 799
in public key cryptography, 533
publishers
certificate, 535
in PKI, 733
publishing
applications, 752, 754-756, 754-756
certificates, 535, 540-541
CRLs, 570-572, 571
defined, 799
Purchase History tab, 41-42

Product Key - recovery 841 %

Q

queries, DNS, 254, 261-264, 262
queue files, backing up, 554
quorum resources, 423, 434, 799
quotas, disk, 333-334, 789

%

RAID (Redundant Array of Inexpensive
Disks), 420-421, 426
RAM requirements
for DNS servers, 403
for installation, 14
for Terminal Services, 202
for Windows XP Professional, 28
random failover policies, 433
RAS and IAS Servers group, 111
ratings of website content, 180
RDP (Remote Desktop Protocol), 201,
800
RDP-Tcp Properties dialog box
Client Settings tab, 210-211, 211
Environment tab, 208-209, 209
General tab, 206-208, 206
Logon Settings tab, 208, 208
Network Adapter tab, 211, 212
Permissions tab, 212-213, 213
Remote Control tab, 210, 210
Sessions tab, 208-209, 209
Read permission
for Active Directory, 675
for CAs, 560
for websites, 176
Ready To Install screen, 52, 52
realm trusts, 649, 799
records in DNS. See resource records
(RRs)
recovery, 142
backups for. See backups
cluster node, 446-449
exam essentials, 186
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842 recovery agents — Remote Desktop Protocol (RDP)

key terms, 186
review question answers, 193-194
review questions, 187-192
safeguarding computers, 142-143
shadow copies for. See shadow copies
summary, 185-186
recovery agents, 545, 799
Recovery Console category, 330
recovery keys in PKI, 545
Recovery tab, 345, 345
recursive DNS queries, 261
redirecting folders
defined, 791
with Group Policy, 734-736,
735-736
redundancy in software deployment, 769
Redundant Array of Inexpensive Disks
(RAID), 420-421, 426
Refresh Interval field, 275
Refresh time field, 256
Regional And Language Options dialog
box, 19, 25, 29
Register With Microsoft? dialog box, 32
/registerdns option in ipconfig, 293
Registration database, backing up, 687
Registry
for Automatic Updates, 58
backing up, 687
for Terminal Services server
applications, 225
Registry Policy Processing policy, 335
Registry security templates item, 339
rekeying certificates, 582
reliability
defined, 799
domain controllers for, 644-645
in NLB clusters, 420
Remote Access Permission option, 102
remote administration, 196, 509
exam essentials, 241
key terms, 242
network load balancing, 446
Remote Assistance. See Remote
Assistance

%

Remote Desktop. See Remote
Desktop
review question answers, 247-248
review questions, 243-246
summary, 241
Terminal Services. See Terminal
Services
Remote Assistance, 235-236, 512
defined, 799
enabling, 237
initiating sessions for, 240
operation of, 512-514, 513
vs. Remote Desktop, 236
requesting, 237-238, 237-239, 240
responding to requests, 239
security for, 240, 514-517, 515-517
Remote Assistance Settings dialog box,
238,512,513
Remote Control, 800
Remote Control action, 220
Remote Control tab
in Active Directory Users And
Computers, 217, 218
in Terminal Services Configuration
Utility, 210, 210
Remote Desktop, 228, 509-510
client software for, 230-234,
231-234
components of, 511
configuration for, 229, 230
defined, 800
ending sessions in, 235
options for, 236
vs. Remote Assistance, 236
requirements for, 229
restrictions on, 228-229
security for, 510-511
starting sessions in, 234
Remote Desktop Connection, 200,
230-234, 231-234, 511
Remote Desktop For Administration
mode, 198, 200
Remote Desktop Protocol (RDP), 201,
800

.
R
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Remote Desktop Users dialog box, 229,
230
Remote Desktop Users group, 109, 510
Remote Desktop Web Connection, 511
Remote Desktops snap-in, 511
Remote tab
for Remote Assistance, 237, 237, 517
for Remote Desktop, 229, 230
Remove Computer From Docking
Station right, 328
Remove NC Replica command, 625
removing
certificates, 566
programs, 747-748, 766-767,
766-767
replicas, 624
shadow copies, 162
user accounts, 86-87
renaming
domains, 312, 314, 609
users, 87-88
Renew CA Certificate dialog box, 555,
556
renewing
CAs, 555, 556
certificates, 582-583
repairing corrupted applications, 749
Replace A Process Level Token right, 328
replay attacks, 465
replicas and replication
Active Directory, 396, 784
Global Catalogs, 313, 608
licensing for, 45, 45
linked values, 313, 609
managing, 623-624
multiple domains for, 627
for multisite clusters, 437-438
removing, 624
Replication Configuration dialog box,
45,45
Replication indicator for zones, 274
Replication Monitor, 287-289
Replicator group, 109
Request A Certificate task, 581

%

Request certificates permission, 560
Request Timed Out error, 184
requesting
certificates, 578-582, 579-582
Remote Assistance, 237-238,
237-239, 240
Requests For Secure Communication
page, 483-484, 484, 504
Reschedule Automatic Updates
Scheduled Installations Properties
dialog box, 60, 61, 762, 762
Reset Account Lockout Counter After
policy, 93, 322
Reset action, 220
Reset Password dialog box, 89
/resetquorumlog option for Cluster
Service, 449
resetting computer accounts, 124-125
Resize ShadowStorage command, 162
resolvers
defined, 800
DNS, 253-254
resource groups
defined, 800
in server clusters, 423
Resource Kit, 448
Resource Record Type dialog box, 281,
281
resource records (RRs), 255, 403
alias, 257-258
creating, 280-282, 281-282
defined, 800
host, 257
mail exchange, 258
name server, 256-257
pointer, 257
service, 258-259
start of authority, 256
in stub zones, 400
WINS, 392-393
WINS-R, 393
resources
defined, 800

server cluster, 423
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844 responding to Remote Assistance requests — Routing and Remote Access Service

responding to Remote Assistance
requests, 239
Responsible Person field, 275
restarting IS, 185
Restore Files And Directories right, 329
Restore Progress dialog box, 699, 699
restore subtree command, 701
Restore tab, 152, 153
Restore Wizard, 800
restoring
Active Directory, 692-701, 696-700
CAs, 554-555, 555
with shadow copies, 162
System State data, 689, 694-701,
696-700
Restrict Each User To One Session
option, 216
Restricted Groups security templates
item, 339
Resultant Set of Policy (RSoP) utility
defined, 800
for IPSec, 466
in Logging mode, 737-741
in Planning mode, 741-744, 742-743
Resultant Set of Policy Wizard
for Logging mode, 737-741, 737-739
for Planning mode, 742-744,
742-743
Retry Interval field, 275
Retry time field, 256
reverse lookup files, 259-260
Reverse Lookup Zone Name page, 272,
272
reverse lookup zones, 272, 272
reverse lookups
defined, 800
pointer records for, 257
Review And Install Updates option, 47
review questions and answers
Active Directory, 704-710
certificate services, 591-597

computer management, 134-140
DNS, 297-305

%

domains, 660-665
group management, 134-140
Group Policy, 775-782
installation, 68-76
license management, 68-76
network security, 520-527
planning DNS, 408-416
remote management, 243-248
security policy, 349-356
server availability, 452-460
server roles, 377-382
system recovery and web services,
187-194
updating, 68-76
user management, 134-140
revocation, certificate. See CRLs
(certificate revocation lists)
Revoked Certificates folder, 552
Revoked Certificates Properties dialog
box, 570-572, 571
revoking certificates, 569-572, 570-571
roaming disconnect support, 199
roaming user profiles
creating, 95-98, 96-97
defined, 800
Role Removal Confirmation page, 366,
366
roles
CA, 539
server. See server roles
rollouts. See software deployment
root CAs, 537-539, 800
root domains, 630, 630
Root Hints tab, 268, 268
root name DNS servers, 269
root servers, 254, 800
rootsec.inf (System root security)
template, 339
round robin DNS, 263, 441
Routing and Remote Access console,
367
Routing and Remote Access Service
(RRAS) servers, 364

—
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RRs. See resource records (RRs) — Secure Sockets Layer (SSL) 845 %

RRs. See resource records (RRs)
RSoP (Resultant Set of Policy) utility
defined, 800
for IPSec, 466
in Logging mode, 737-741
in Planning mode, 741-744, 742-743
rules in IPSec, 483-484, 484, 491-495,
491, 502, 502
Rules tab, 491-495, 491
Run As Option, 104-105
Run dialog box, 26
for Dcpromo, 21
for Local Group Policy, 318
Run Logon Scripts Synchronously
policy, 333
Run Shutdown Scripts Visible policy,
333
Run Startup Scripts Asynchronously
policy, 333
Run Startup Scripts Visible policy, 333
runas command, 310

S

/S option in gpresult.exe, 744
Safe Mode, 31
SANs (Storage Area Networks)
defined, 803
for server clusters, 424, 426-428,427
SAs (security associations)
defined, 801
in ISAKMP, 469
scalability
methods, 421
multiple domains for, 626
server, 418-420
in Terminal Services, 200
scaling out method, 421, 800
scaling up method, 421, 800
Scan For Updates option, 46
Schedule Jobs tab, 687, 688
Schedule Synchronization---Web Page
Dialog dialog box, 54, 55

%

ScheduledInstallDay key, 58
schedules
for backup jobs, 687-689, 688
for server synchronization, 54, 55
for shadow copies, 159, 160
Schema Admins group, 111
schema classes and attributes
default, 313
defunct, 608
schema in Active Directory, 632, 632
/SCOPE MACHINE option in
gpresult.exe, 745
scope of groups, 106-107, 671-673,
672-673
/SCOPE USER option in gpresult.exe,
745
script policies, 333
assigning, 729-730, 730-731
defined, 801
Script Source Access permission, 176
scripts
application assignment, 750
in group policies, 311
for Terminal Services servers, 226
user profiles for, 99-100
Scripts Policy Processing policy, 335
SCSI disk drives, 203
Search Order setting, 767
searching for Active Directory objects,
126-128, 127-128
secondary command, 260-261
secondary DNS servers, 253, 801
secondary domains, 260
secondary zones, 271, 389
creating, 395
defined, 801
purpose of, 387-388
secret key cryptography, 532, 801
Secure communications setting, 180
Secure Server (Require Security) policy,
476
Secure Sockets Layer (SSL)
for IIS, 165
vs. IPSec, 463



o
t

i% 4267cIDX.fm Page 846 Monday, October 20, 2003 4:26 PM

846 Secure (Secure*.inf) template — Security Policy Setting dialog box %

Secure (Secure”.inf) template, 338
Secure Timestamp page, 569
secured dynamic updates, 389-390, 801
security
for Active Directory, 668-669
ACLs and ACEs, 675-676, 675
Group Policy for, 676-680,
678-680
permissions, 673-675, 674
security principals, 669-673,
672-673
smart card authentication, 680-683
DNS infrastructure, 406
DNS servers, 404-406
Group Policy for. See Group Policy
and GPOs
for IIS, 164-165
network. See IPSec (Internet Protocol
Security Extensions); network
security
new features for, 7-8
policies in, 308
account policies, 319-324
defined, 801
exam essentials, 347
group accounts in, 310
group policies, 311-317
key terms, 348
local policies. See local policies
multiple domains for, 628
review question answers, 355-356
review questions, 349-354
Security Configuration and
Analysis for. See Security
Configuration and Analysis
utility
for services, 343-346, 343-346
summary, 347
user accounts in, 308-310
for Remote Assistance, 240, 514-517,
515-517
for Remote Desktop, 228-229,
510-511
Terminal Services for, 199

%

update checks for, 65
update infrastructure for, 370-371
Microsoft Baseline Security
Analyzer, 373-375
Microsoft Software Update
services, 371-373
for zones, 389-392
transfers, 397
updates, 278
security analyses, 340-342, 341
security associations (SAs)
defined, 801
in ISAKMP, 469
Security Configuration and Analysis
utility, 336-337, 340
defined, 801
for importing security templates,
337-340
for security analyses, 340-342,
341
for specifying security databases, 337,
337
security databases
defined, 801
specifying, 337, 337
security groups, 107, 310
in Active Directory, 669-670
defined, 801
security identifiers (SIDs)
defined, 801
for security principals, 669-670
for usernames, 82
Security log, 617
security methods
defined, 801
in IPSec, 469, 498, 499
Security Methods tab, 498, 499
security options
defined, 801
for local policies, 329-331
Security permissions attribute, 543
Security Policy Processing policy, 335
Security Policy Setting dialog box, 679,
679



o
t

i% 4267cIDX.fm Page 847 Monday, October 20, 2003 4:26 PM

security principals
in Active Directory, 669-673,
672-673
defined, 802
Security Rule Wizard, 505-509,
505-508
Security tab
for Active Directory, 675, 675
for CAs, 559-560, 560
for GPOs, 723-724, 724-725
for Group Policy, 680, 680
for zones, 273
security templates, 61
creating, 338-340, 342
defined, 802
importing, 337-340, 342
Security Templates snap-in, 339-340
Select Certificate To Remove Licenses
dialog box, 37
Select Computer dialog box
for IP Security Policy Management,
482, 482
for Local Group Policy, 319
for site licenses, 39
Select Group Policy Object dialog box,
59, 486
Select Group Policy Object Wizard, 715,
715
Select Operation Target command, 625
Select The Method For Sending E-Mail
Invitations setting, 516
Select User Or Group dialog box, 97, 97
Select Users Or Groups dialog box, 329
Send Message action, 220
Serial Number field, 256, 275
server availability, 418
cluster node failure recovery, 446
backups for, 446-447
process, 447-449
clustering technologies for. See server
clusters
evaluating, 418-420
exam essentials, 450-451

security principals — server roles 847

key terms, 452
network load balancing, 440-442
administering remotely, 446
monitoring, 442-446, 442-445
review question answers, 459-460
review questions, 452-458
scalability methods, 421
summary, 450
threats to, 420-421
Server Browser tab, 43, 43
server clusters, 418-420
business and application
requirements, 424-425
capacity for, 428-430, 429-430
defined, 802
deployment considerations, 425-433,
425-427,429-432
evaluating, 421-422
failover policies for, 430-433,
431-432
models for, 433-436, 435
multisite clusters, 436-438, 436
networking, 438-440
NLB, 419-420
planning, 422-423
storage methods for, 426-428, 427
terminology for, 423-424
Server Gated Cryptography (SGC), 545
Server Operators group, 109
Server (Request Security) policy, 475
Server Role page, 366, 366
server roles, 360
Configure Your Server Wizard for,
365-367, 366
defined, 802
defining, 360-365
exam essentials, 376
key terms, 376
Manage Your Server tool for,
368-370, 369
planning, 602
review question answers, 381-382
review questions, 377-380

4~ R
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848 server-side components in SUS — SGC (Server Gated Cryptography)

security update infrastructure for,
370-371
Microsoft Baseline Security
Analyzer, 373-375
SUS for, 371-373
summary, 375
server-side components in SUS, 371
servers
availability of. See server availability
certificate, 546
controlling CA service in, 552-556
clusters for. See server clustersinstalling,
546-552, 548-551
DHCP, 363
DNS. See DNS (Domain Name
System)
for domain controllers, 362
global catalog, 654-656, 656
IPSec, 463
license, 220-224, 222-224
roles for. See server roles
scalability of, 418-420
for shadow copies, 158-159, 159-160
site license, 39, 39
SUS
installing, 51-52, 52
options for, 53, 53
requirements for, 51
synchronization for, 54, 54-55
Terminal Services, 201, 364
applications on, 225-226
defined, 804
installing, 203-205, 204-205
Terminal Services Configuration
Utility for, 215-216, 215
upgrading domain controllers to,
20-23, 21-24
service failures in availability, 420
Service group, 112
Service Location Resource Records, 253
service packs, 370
service (SRV) records
defined, 802
purpose of, 258-259

%

service recovery properties for services,
345, 345
services
certificate. See certificates and
Certificate Services
Dependencies tab for, 345-346, 346
General tab for, 343-344, 344
Log On tab for, 344-345, 344
Recovery tab for, 345
security policy for, 343, 343
Terminal. See Terminal Services
using, 346
web. See web services
Session Directory setting, 216
session remote control, 199
sessions, Remote Desktop
ending, 235
starting, 234
Sessions tab
in Active Directory Users And
Computers, 217,217
in Terminal Services Configuration
Utility, 208-209, 209
set command, 290
set all command, 290
set d2 command, 290
set domain=domain command, 291
Set NC ReferenceDomain command,
625
Set NC ReplicateNotificationDelay
command, 625
set timeout command, 291
set type command, 291
Set Windows File Protection Scanning
policy, 336
Setting Properties dialog box, 740, 740
Setting tab
for automatic updates, 761, 761
for RSoPs, 740, 740
Settings dialog box, 159, 160
Setup security.inf (Default security)
template, 338
Setup Wizard, 19-20
SGC (Server Gated Cryptography), 545

.
R
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shadow copies, 157-158
client configuration for, 160-162,
161
defined, 802
for fault tolerance, 158
server configuration for, 158-159,
159-160
Shadow Copies tab, 158-159, 159
Shared System Volume page, 22, 27,
613,613, 637, 637, 643, 643
sharing
in software deployment, 753, 753
on Terminal Services servers,
225-226
Sharing tab, 753, 753
shortcut trusts, 649, 802
Show Alert Message When I Start The
Backup Utility And Removable
Storage Is Not Running option, 152
Show Alert Message When I Start
The Backup Utility And There Is
Recognizable Media Available
option, 152
Show Alert Message When New Media
Is Inserted option, 152
Shut Down The System right, 329
Shutdown: Allow System To Be Shut
Down Without Having To Log On
setting, 678
Shutdown category, 330
SID history functional level, 313, 608
SIDs (security identifiers)
defined, 801
for security principals, 669-670
for usernames, 82
Signature Certificate page, 568, 568
signing
for authenticity, 533-534
defined, 802
Simple Mail Transfer Protocol (SMTP),
163, 364, 802
Single affinity options, 446
single cluster node corruption or failure,
recovery from, 448
Single Host Filtering option, 445

%

shadow copies - software 849 %

single-instance applications
defined, 802
deploying, 425
single points of failure, 432
single quorum device clusters
defined, 802
for multisite clusters, 438
for server clusters, 434, 435
single trees, 630-631, 630
site failures in availability, 421
site license servers
defined, 802
specifying, 39, 39
sites
defined, 802
purpose of, 314
web. See websites
_sites domain, 264
64-bit edition, 13
Slow Network Connection Timeout For
User Profiles policy, 332
Smart Card Certificate Enrollment
Station page, 682
smart cards, 680-681
certificate enrollment stations for,
681-683
defined, 802
in PKI, 545-546
planning, 546
Smartcard Logon template, 544
Smartcard User template, 544
SMS (Systems Management Server),
371
SMTP (Simple Mail Transfer Protocol),
163, 364, 802
snap-ins, 803
SOA (start of authority) records
defined, 803
purpose of, 256
in stub zones, 400
software
maintaining. See updates
policies for, 311
removing, 747-748, 766-767,
766-767
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850 software deployment — Status indicator for zones

software deployment, 746
group policies for, 311
managing, 770-771
optimizing and troubleshooting,
768-772
preparing for, 752-754
process, 751-752
publishing and assigning applications,
754-756, 754-756
server cluster considerations for,
425-433,425-427,429-432
settings, 763
for removing programs, 766-767,
766-767
Software Installation Properties
dialog box, 763-766, 764-766
for Windows Installer, 767-768
software management life cycle,
746-747
Terminal Services for, 198
updates
applying, 757-759, 757-758
automatic, 759-763, 760-762
verifying installation, 759
Windows Installer for, 747-751
Software Installation Policy Processing
policy, 335
Software Installation Properties dialog
box, 763
Advanced tab, 764, 764
Categories tab, 765-766, 766
File Extensions tab, 765, 765
General tab, 763, 764
Software Properties dialog box
for publishing, 754, 754
for sharing, 753, 753
Software Update Services. See SUS
(Software Update Services)
Solicited Remote Assistance Policy
Properties dialog box, 516-517, 517
source addresses for IP filter lists, 496
Source host field, 256
Special permissions for Terminal
Services, 213

%

Specify Intranet Microsoft Update
Service Location Properties dialog
box, 60, 761-762, 761

Specify Windows File Protection Cache
Location policy, 336

split-brain

causes of, 449

defined, 803

scenarios for, 434
spoofing

defined, 803

IPSec for, 465
SQL vulnerabilities, MBSA for, 64-65
SRV (service) records

defined, 802

purpose of, 258-259
SSL (Secure Sockets Layer)

for IIS, 165

vs. IPSec, 463

SST format, 586

stages in software deployment, 769

stand-alone CAs, 538-539

configuring, 564-565
root, 539
subordinate, 539
Standard Edition
features in, 12-13
hardware requirements for, 14-15

standard quorum model, 434

standard zone files, 387, 803

standby server configuration

defined, 803

for server clusters, 431-432, 432
start of authority (SOA) records

defined, 803

purpose of, 256

in stub zones, 400

starting CA services, 553

Startup Properties dialog box, 730, 731

startup/shutdown Scripts, 730, 730

stateful applications, 418, 803

stateless applications, 419

Status action, 220

Status indicator for zones, 274
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stopping CA services, 553
Storage Area Networks (SANs)
defined, 803
for server clusters, 424, 426-428, 427
storage management services, 9-10
storage methods for server clusters,
426-428, 427
Storage tab, 559, 559
Store Passwords Using Reversible
Encryption policy, 81, 93, 320-321
Store The Zone In Active Directory
option, 269
streaming media servers, 365
strong group affinity, 433
stub zones
vs. conditional forwarders, 401
defined, 803
operation of, 388
planning, 400
uses for, 270
subdomains, 251, 253
creating, 634-640, 634-640
defined, 803
in WINS, 394
subnets
for multisite clusters, 437
for server clusters, 439
subordinate CAs, 538-539
Subordinate Certification Authority
template, 544
Summary Of Selections page, 738, 738,
741, 743
Summary option for backups, 155
Summary page, 23, 27
for DNS servers, 273
for domain controllers, 615, 615
for domains, 639, 639
for trees, 644, 644
Support Tools Installation Wizard, 287
SupTools.msi file, 622
SUS (Software Update Services), 371
approval log in, 56, 56
client-side components in, 372

%

stopping CA services — System log 851 %

clients in
in Active Directory networks,
59-61, 59-61
in non-Active Directory networks,
58
requirements for, 57
defined, 796, 803
implementing, 372-373
server-side components in, 371
servers for
installing, 51-52, 52
options for, 53, 53
requirements for, 51
synchronization for, 54, 54-55
synchronization log in, 56
updates in
approving, 55, 55
automatic, 759-763, 760-762
monitoring, 56, 57
switched Fibre Channel fabric (FC-SW),
426
switching
CAs, 552-553
from Per Server Connections, 38
symmetric encryption
defined, 803
in PKI, 532
synchronization in SUS, 54, 5§4-55, 373
Synchronization Log screen, 56
Synchronize Directory Service Data
right, 329
Synchronize Server screen, 54
synchronous replication, 437-438
System.adm template, 61, 317, 720, 763
System applet, 512
system compatibility, 16
System Cryptography category, 330
System Domain dialog box, 119
system failures in availability, 420-421
System groups
description, 113
DNS zone permissions for, 390
System log, 617
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852 System Monitor — Terminal Services

System Monitor
for DNS, 285-286
integration with Terminal Services,
200
System Objects category, 330
system policy, 804
System Properties dialog box
for Automatic Updates, 48-49, 48
for computer accounts, 119-121, 119
for Product ID, 32, 32
for Remote Assistance, 237, 237, 517
for Remote Desktop, 229, 230
for Windows XP Professional, 30
system recovery, 142
backups for. See backups
exam essentials, 186
key terms, 186
review question answers, 193-194
review questions, 187-192
safeguarding computers, 142-143
shadow copies for. See shadow copies
summary, 185-186
System root security (rootsec.inf)
template, 339
System Services security templates item,
339
System Settings category, 330
System Settings Change page, 205
System State data
backing up, 148-151, 687
defined, 804
restoring, 689, 694-701, 696-700
Systems Management Server (SMS), 371
SYSVOL directory, backing up, 149,
687

T

Take Ownership Of Files Or Other
Objects right, 329
tampering
defined, 804
IPSec for, 465

Tasks To Delegate page, 727, 727
_tcp domain, 264
TCP/IP (Transmission Control Protocol/
Internet Protocol), 601
defined, 805
testing, 605, 606
TCP ports for websites, 173
Telephone connections, 223
Telephones tab, 100, 101
TelnetClients group, 111
templates
administrative, 317, 720-722, 722
for certificates, 543-544
configuring, 560-564, 561-564
in PKI, 733
security, 61
creating, 338-340, 342
defined, 802
importing, 337-340, 342
for user accounts, 103-104
Terminal Server License Servers group,
109
Terminal Server mode, 197-198
defined, 804
maximizing services in, 227
Terminal Server Setup page, 204-2035,
204-205
Terminal Server User group, 113
Terminal Services, 196-197
benefits of, 198-200
clients for, 201, 804
components of, 201
configuring, 201-202
client applications, 202
hardware requirements, 202-203
Terminal Services Configuration
Utility for. See Terminal
Services Configuration Utility
(TSCC.msc)
improvements and enhancements to,
200-201
licensing, 220-224, 222-224
modes for, 197-198
new features for, 10
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servers for, 201, 364
applications on, 225-226
defined, 804
installing, 203-205, 204-205
Terminal Services Configuration
Utility for, 215-216, 215
troubleshooting, 226-227
Terminal Services Configuration Utility
(TSCC.msc), 200, 206, 206, 511
Client Settings tab, 210-211, 211
defined, 804
Environment tab, 208-209, 209
General tab, 206-208, 206
Logon Settings tab, 208, 208
Network Adapter tab, 211, 212
Permissions tab, 212-213, 213
Remote Control tab, 210, 210
for server settings, 215-216, 215
Sessions tab, 208-209, 209
Terminal Services users, 216-218,
217-218
Terminal Services Group Policies, 511
Terminal Services License Activation
Wizard, 223-224, 223-224
Terminal Services Licensing Setup dialog
box, 222,222
Terminal Services Licensing utility, 199
Terminal Services Manager utility, 200
defined, 804
purpose of, 511
working with, 219-220, 219
Terminal Services Profile tab, 218, 218
Test Group Properties dialog box, 116
testing packages, 768
TGSs (ticket-granting services)
defined, 804
for Kerberos, 323, 472
TGTs (ticket-granting tickets)
defined, 804
for Kerberos, 323, 472
thin clients, 196, 804
32-bit editions, 13
ticket-granting services (TGSs)
defined, 804
for Kerberos, 323, 472

ticket-granting tickets (TGTs)
defined, 804
for Kerberos, 323, 472
Time Out For Dialog Boxes policy, 332
time to live (TTL)
in DNS queries, 262-263
in SOA records, 256, 275
timeouts
Terminal Services for, 200
for websites, 173
To Any Server setting, 277
top-Level DNS domains, 252-253, 804
TRACERT utility, 606
traditional DNS zone files, 387-388,
805
transformation (MST) files, 750, 805
transitive trusts, 648—-649, 648, 805
Transitivity Of Trust page, 652, 652
Transmission Control Protocol/Internet
Protocol (TCP/IP), 601
defined, 805
testing, 605, 606
Transport mode in IPSec, 464, 500-501,
500-501, 805
trees
creating, 633-640, 634-640
joining to forests, 640-644, 641-644
planning, 629-633, 630, 632
Trojan horses, 309
troubleshooting
computer accounts, 125-126
DNS, 289-294
Group Policy, 736-737
gpresult.exe for, 744-745
RSoP in Logging mode, 737-741
RSoP in Planning mode, 741-744,
742-743
I1S, 184-185
logon performance problems,
745-746
MBSA, 375
software deployment, 768-772
Terminal Services, 226-227
user authentication, 105-106
Trust List Signing template, 544

%

4
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854 Trust Name page — US domain

Trust Name page, 651, 651
Trust Password page, 653, 653
Trust Selections Complete page, 653,
653
Trust This Computer For Delegation To
Any Service option, 123
Trust This Computer For Delegation To
Specified Services Only option, 123
Trust Type page, 651, 651
Trusted Root Certification Authorities
folder, 565-566, 574
trusts
for CAs, 565572, 567-568,
570-571
for forests, 313, 609
in multiple domains, 648-653, 648,
650-653
Trusts tab, 650, 650
TTL (time to live)
in DNS queries, 262-263
in SOA records, 256, 275
TTL For This Record field, 275
Tunnel Endpoint page, 506, 506
tunnel endpoints
defined, 805
in IPSec, 474
Tunnel mode in IPSec, 464
configuring, 501-509, 502-508
defined, 805
Tunnel Setting tab, 493, 503, 503
Tunnel To B Properties dialog box, 5035,
508
Turn Off Background Refresh Of Group
Policy policy, 334
two-way trusts, 648-649, 648, 805
Type indicator for zones, 274
types, group, 106-107, 670-671, 792

U

UDDI (Universal Description, Discovery
and Integration) services, 11
_udp domain, 264

%

UK domain, 253
unassigning IPSec policies, 488
Unicast mode, 443
Uninstall The Applications When
They Fall Out Of The Scope Of
Management option, 764
Universal Description, Discovery and
Integration (UDDI) services, 11
universal groups, 107, 310
defined, 805
working with, 671-673
Universal Groups functional level, 313,
608
Universal option, 114
Unknown Host error, 184
updates, 370
automatic, 48-49, 48
in Group Policy, 759-763,
760-762
in SUS, 58-59
exam essentials for, 67
group policies, 321
key terms for, 67
review question answers, 75-76
review questions, 68-74
software, 45-46
applying, 757-759, 757-758
MBSA for, 62-66
SUS for. See SUS (Software Update
Services)
Windows Automatic Updates,
48-49, 48
Windows Update for, 46-47
summary, 66-67
Upgrades tab, 758, 758
upgrading
vs. clean installs, 16
DNS database files in, 265
servers to domain controllers, 20-23,
21-24,26-27
UPN (User principal name) suffixes, 654,
655
UPN Suffixes tab, 655, 655
US domain, 253
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Use Add Wizard option, 491-492, 498
Use An Existing Key option, 549
Use Session Key Perfect Forward Secrecy
option, 499
Use Temporary Folders Per Session
option, 215
Use The Catalogs On The Media To
Speed Up Building Restore Catalogs
On Disk option, 151
Use The Certificate Associated With This
Key option, 549
Use These Security Settings option, 471
User Access permissions, 212-213
User Account And Domain Information
dialog box, 31
User Account dialog box, 30-31
user accounts, 78-79, 308-310
account policies for. See account
policies
in Active Directory, 669
built-in users in, 79-80
creating, 82-89
defined, 784
deleting, 86-87
disabling, 86-87
expiration of, 93
lockouts, 92-93
passwords for, 80-82, 88-89
profiles for. See user profiles
properties for, 89
Account tab, 91-93, 91
Address tab, 89, 90
Dial-in tab, 102, 103
General tab, 89
Member Of tab, 102, 102
Organization tab, 101, 101
Profile tab, 93, 94-100
Telephones tab, 100, 101
renaming users, 87-88
Run As option, 104-105
security identifiers for, 82
templates for, 103-104
troubleshooting user authentication,
105-106
usernames for, 80-82

%

Use Add Wizard option — users 855 %

User And Computer Selection page, 742,
742
User Cannot Change Password option,
84,93
User Certificate-Identifying Information
page, 582
user certificates, enrolling in Group
Policy, 732-734, 734
User Group Policy Loopback Processing
Mode policy, 335
user interface options for packages, 763
User Logon Name field, 83
User Must Change Password At Next
Logon option, 84, 93
User Network Options settings, 731,
732
/USER option in gpresult.exe, 744
User or Group field, 119
User principal name (UPN) suffixes, 654,
655
user profiles, 93, 94
copying, 99
defined, 805
for home folders, 100
local, 94-95
for logon scripts, 99-100
mandatory, 99
policies for, 332-333, 805
roaming, 95-98, 96-97
User Profiles dialog box, 96, 96, 98
user rights
assignment, 805
in authentication, 105
policies for, 326-329, 805
User Security Groups page, 743, 743
User Selection page, 738, 738, 741
User Signature Only template, 544
User template, 544
usernames
in authentication, 105
security identifiers for, 82
for user accounts, 80-82
users
accounts for. See user accounts
authenticating, 105-106
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856 Users folder — web services

automation for, 130-131
exam essentials, 132-133
group membership of, 102, 102
IIS access control for, 164
importing, 131-132
key terms, 133
locating, 126-127
profiles for. See user profiles
renaming, 87-88
review question answers, 139-140
review questions, 134-138
summary, 132

Users folder, 109-111

Users group, 109

UseWUServer key, 58

Virtual Private Networking (VPN)
with IPSec, 463
in Remote Desktop, 229
for RRAS, 364
virtual servers
defined, 806
in server clusters, 423
virus scanners with SUS, 51
viruses and administrators, 309
volume shadow copies, 162, 806
VPN (Virtual Private Networking)
with IPSec, 463
in Remote Desktop, 229
for RRAS, 364
Vssadmin utility, 162

\"/

/V option in gpresult.exe, 744
Validity Period field, 549
Verify Caller ID option, 102
Verify Data After The Backup
Completes option, 152
verifying
Active Directory installation, 615
administrative tools for, 618, 618
clients for, 618-620, 619
Event Viewer for, 615-617, 616
connectivity
in Active Directory installation,
605-607, 619
in software deployment, 769
DNS configuration, 604
file system, 604-605
software installation, 759
website content locations, 185
website permissions, 185
View Certificate option, 549
View CRLs tab, 570, 571
View Installation History option, 47
View Security Report dialog box, 65, 65
View The Status Of A Pending
Certificate Request task, 581

%

)]

Wait For Remote User Profile policy,
332
WAN access, 605
WBTSs (Windows-based terminals), 196,
199
weak group affinity, 433
weak passwords, MBSA for, 64
Web Browser connections, 223
Web Edition
features in, 12-13
hardware requirements for, 14-15
Web enrollment agents, 580-582,
581-582
Web Server Certificate Wizard, 180
web services
exam essentials, 186
IIS. See IIS (Internet Information
Server)
key terms, 186
review question answers, 193-194
review questions, 187-192
strategies for, 367-368
summary, 185-186
websites. See websites
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Web Site Access Permissions dialog box,
169, 171
Web Site Creation Wizard, 169
Web Site Description dialog box, 169,
170
Web Site Home Directory dialog box,
169,170
Web Site Properties dialog box, 182
Web Site tab, 172-173, 172
websites
configuring, 171-172
Custom Errors tab, 181-182, 182
default properties, 182, 183
Directory Security tab, 177-180,
178
Documents tab, 177, 178
Home Directory tab, 175-177,
176
HTTP Headers tab, 180-181, 181
ISAPI Filters tab, 175, 175
Performance tab, 173-175, 174
Web Site tab, 172-173, 172
creating, 168-171, 170-171
permissions for, 176-177, 185
weight field, 259
Welcome To Setup screen, 18, 25, 29
Welcome To The Active Directory
Installation Wizard, 21, 26, 611
Welcome To The Backup Or Restore
Wizard page, 144, 144
Welcome To The Backup Utility
Advanced Mode dialog box, 144,
148-150, 149
Welcome To The Backup Wizard dialog
box, 149-150
Welcome To The Create IP Security Rule
Wizard, 505, 505
Welcome To The Microsoft Software
Update Services Setup Wizard
screen, 51
Welcome To Windows dialog box, 30
Welcome To Windows Update dialog
box, 46-47

%

4

What To Back Up page, 145, 145,
148-149, 150, 690, 690
What To Restore page, 696, 696
Where To Restore page, 697, 697
wildcard characters in nslookup, 291
Windir folder, 226
\Windir\Help\lisHelp directory, 166
\Windir\System32\Inetsrv directory, 166
Windows.adm administrative template,
720
Windows Authorization Access Group,
109
Windows Automatic Updates, 4849, 48
Windows Backup. See Backup utility
Windows-based terminals (WBTs), 196,
199
Windows Components dialog box, 166
Windows Components Wizard
for Configure Your Server Wizard,
367for CAs, 547-551, 548-550
for Terminal Services, 204-2035,
204-205
for Terminal Services Licensing, 222,
222
Windows file protection policies,
335-336, 806
Windows Installer, 747-748
benefits of, 748-750
defined, 806
file types in, 750-751
settings, 767-768
Windows Installer package (MSI) files,
750, 751, 806
Windows Internet Name Service (WINS)
servers
integrating DNS with, 392-394
purpose of, 363
Windows License Agreement dialog box,
18,25
Windows Management Instrumentation
(WMI), 446
Windows Management Instrumentation
(WMI) Print Provider, 361
Windows Media Services, 11
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Windows NT Server migration, 386
Windows Script Host (WSH)
defined, 806
for script policies, 729-730
Windows Server 2003 Client Access
licenses, 221
Windows Server 2003 features, 4-5
Active Directory, 5-6
application services, 8-9
family, 11-13
file and print services, 6-7
Internet Information Server (IIS), 10
management services, 9
networking and communications, 8
security, 7-8
storage management services, 9-10
terminal services, 10
UDDI services, 11
Windows Media Services, 11
Windows Server 2003 functional levels,
607
Windows Server 2003 licenses, 221
Windows Server 2003 Terminal Services
Client Access licenses, 221
Windows Terminal Services Internet
Connector licenses, 221
Windows Update, 46-47, 806
windows vulnerabilities, MBSA for, 63
Windows XP Professional, 27-31
Winnt.adm template, 720
WINS (Windows Internet Name Service)
servers
integrating DNS with, 392-394
purpose of, 363
Wins_ip_addresses field, 393
WINS resource records, 392-393, 806
WINS-R resource records, 393, 806
WINS tab, 276, 276, 278
WINS Users group, 111
Wizard Summary dialog box, 580
WMI (Windows Management
Instrumentation), 446

WMI (Windows Management
Instrumentation) Print Provider, 361
WMI Filters For Users page, 743, 743
Wmplayer.adm template, 317, 721
Work At Home Windows Terminal
Services Client Access licenses, 221
Workgroup And Computer Domain
dialog box, 30
Workgroup Or Computer Domain
dialog box, 20, 26
World Wide Web (WWW) service, 163
Write permission
for Active Directory, 675
for websites, 176
WSH (Windows Script Host)
defined, 806
for script policies, 729-730
Wuau.adm template, 61, 317, 721, 763
WWW (World Wide Web) service, 163

X

X.500/LDAP-compliant certificate
directories, 541
X.509 format, 584

Y
Your Product Key dialog box, 19, 26, 29

YA

/Z option in gpresult.exe, 745
ZIP (initialization) files, 750
Zone File page, 270, 271
zone transfers, 253
characteristics of, 264-265
defined, 807
operation of, 395-396
securing, 397
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Zone Transfers tab, 277, 277, 397
zones, 254, 387

Active Directory-Integrated, 2535,
265,389

characteristics of, 389

data location for, 388-389

database files for, 259-261

default permissions for, 390-391

defined, 807

delegating, 279-280, 280, 397-399,
807

for dynamic updates, 278-279

forward lookup, 269-273, 271-272

integrating DNS and WINS, 392-394

Zone Transfers tab — zones 859

planning, 602
properties for
General tab, 274, 274
Name Servers tab, 275-276, 276
Security tab, 273
Start Of Authority (SOA) tab, 275,
275
WINS tab, 276, 276
Zone Transfers tab, 277, 277, 397
secondary, 271, 387-389, 395
securing, 389-392
for server clusters, 426-427, 427
strategy for, 391-392
types, 387-388
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