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SYMBOLS AND NUMERICS
!DOCTYPE header, 143
180 Ringing response code, 189,

196–197
200 OK response code, 17, 23, 

117, 203
3GPP (Third-Generation Partnership

Project), 254
404 Not Found response code,

103
405 Method Not Allowed

response code, 141
407 Proxy Authorization
Required response code, 130

420 Bad Extension response 
code, 142

500 Bad Request response code,
141, 141–142

A
A records, 61
AAA (authentication, authorization,

and accounting), 348
Accept-Contact header, 155, 156,

157, 201

Accept-Content header, 132, 156,
157, 201

accessibility for users with
disabilities. See disabilities,
accessibility for users with

ACK method, 103
acoustics, voice, 304–305
ad hoc conferences, 249, 335–336
adaptive filter, 305
address resolution, 108–109
address tag, 143
addressing. See also DNS (Domain

Name System); Uniform Resource
Identifiers (URIs)

conferencing, 249
e-mail, 55
Internet, 11, 15, 54–58, 61, 99
personal, 67, 100
telephony, 5, 15, 56–57, 99
transport, 179
voicemail, 326–327
address-switch tag, 143, 144, 146
Advanced Intelligent Network

(AIN) services, 100, 196, 199
AES (encryption algorithm), 166
alerts, communication event, 229

25_776572 bindex.qxp  6/5/06  9:43 PM  Page 357

CO
PYRIG

HTED
 M

ATERIA
L



358 Index

ALGs (Application Level
Gateways), 173, 180–183

ALI (Automatic Line Identification)
database, 280

Allow header, 132, 141–142
Allow-Events header, 132
ancillary tag, 144
anonymity of sensory-impaired

users, 289, 298
“anonymizer” service, 183
APIs (Application Programming

Interfaces), 49, 148–149, 202
appliances, control of home, 32
application layer (L5)

examples, 256–261
features supported, 255–256
fixed-mobile network convergence,

261–263
Mobile IP and, 263, 265
mobility, 254, 255
overview, 20–21

Application Level Gateways
(ALGs), 173, 180–183

Application Programming Interfaces
(APIs), 49, 148–149, 202

Application Server Component
Architecture, 323–326

application service providers 
(ASPs), 70

applications
converged environment for,

323–326
historical implementations,

317–318
integration with 

communication, 23
location of, 317
master/slave VoIP, 318–320
third-party call control and, 202

“Architectural Principles of the
Internet” (Carpenter), 42–43

ASPs (application service 
providers), 70

Asynchronous Transfer Mode
(ATM) networks, 12, 35, 40, 46,
312

audio communication, 187–188
audio/video players, 212
Audio/Video Profiles, Real Time

Transfer (RTP/AVP), 12, 84, 92, 
168, 188

authentication, 128–130, 131,
162–163, 165, 166–167

authentication, authorization, and
accounting (AAA), 348

Authorization header, 129, 130
automated dialing systems, 199
Automatic Line Identification (ALI)

database, 280
avatars, 295, 298

B
back-to-back user agents (B2BUA), 

44, 183
Baker, Fred on standard 

proposals, 49
bandwidth. See also Internet traffic

codec, 307
conferencing and, 247, 248
emergency services and, 281, 282
QoS and, 46, 301–302, 313
shortage of, 309, 310

Beethoven, Ludwig van, 287
best effort QoS, 311, 312, 313
BGMP (Border Gateway Multicast

Protocol), 83
BGP (Border Gateway Protocol), 186
bid-down attacks, 160, 161
blocking, polite, 231
Border Gateway Multicast Protocol

(BGMP), 83
Border Gateway Protocol (BGP), 186
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bridges, conferencing, 247, 248–249,
335

“Buddy List” of users, 225, 226
BYE method, 103, 111

C
CA (certificate authority), 163
call centers, 23–24, 200
call control. See also voicemail

for collecting DTMF digits, 330
for conferencing, 247, 249, 250, 335
in converged application

environment, 324, 325
fixed-mobile network convergence

using, 262
methods, 200–202
need for, 199–200
in P2P SIP, 346
standards for, 20, 25, 346
third-party, 118–120, 140, 201,

202–206
for transcoding services, 296–298

call flows, 25, 179–181, 321, 323,
328–335

call forwarding, 135, 136–141, 197
call hijacking, 160, 202
call hold, 197
call park and pickup, 197
Call Processing Language (CPL), 

26, 142–147, 154, 157
call routing, 29, 67–69, 100, 

186–187, 199
call screening, 198
call setup, 121–123
call transfer services, 196, 198
call waiting, 29, 196–197, 200
callbacks, automatic, 198, 229
called party preferences, 154, 157
caller identification, 197
caller preferences, 19, 72, 154–156
caller privacy, 183

Call-ID header, 105, 110, 177
calling line identification, 197
calls, telephone. See telephone calls
CANCEL method, 103, 116–117, 

118, 155
CBT (Core Based Tree Multicast

Routing), 83
Centralized Conferencing Working

Group (XCON), 251
Cerf, Vint, 287
certificate authority (CA), 163
certificates, authentication, 163
CGI (Common Gateway Interface),

26, 147–148
Chord protocol, 342, 345–346
circuit-switched networks. See

telecommunication networks
CLASS (Custom Local Area

Signaling Services), 196–198
client-server (CS) SIP, 346–347, 349
closed networks, 3–4, 5, 18
codecs, telephony, 305–307
collaboration, 24–25
COMET (preCOnditions MET),

121–122
comfort noise, 305, 308
Command Sequence number, 105
commercial products, 9, 32–33,

245–246
Common Gateway Interface (CGI), 

26, 147–148
communication events, alerts 

for, 229
communication, integration with

applications, 23
communication islands, 3–4, 5, 18
complexity, system design, 45, 51
component services. See applications
computer telephony integration

(CTI), 202
conference calling. See conferencing
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conference package, 249
conferencing

addressing, 249
call control for, 247, 249, 250, 335
centralized, 251
changing existing, 249–250
commercial products/services,

245–246
history, 24
models for, 246–249
privacy, 249
RTP (Real Time Transfer) protocol

and, 247, 248–249
scheduled, 249, 335–336
SIP and, 24–25
standards for, 245, 251
video, 245, 248
voice, 245, 246, 248
web, 246

conferencing bridges, 247, 248–249,
335

confidentiality. See privacy
consistent hashing, 342
contact addresses, 67, 100. See also

DNS (Domain Name System);
ENUM; SIP URIs

Contact header. See also Accept-
Contact header; Reject-
Contact header

content, 106
example, 156
feature tags in, 139
firewalls and, 181
uses, 124–126, 155, 157

contact preferences, 72
Content-Length header, 111
control plane interworking, 46
Core Based Tree Multicast Routing

(CBT), 83
CPL (Call Processing Language), 

26, 142–147, 154, 157
cpl tag, 144
CS (client-server) SIP, 346–347, 349

CSeq (Command Sequence
number), 105

CTI (computer telephony
integration), 202

Custom Local Area Signaling
Services (CLASS), 196–198

customer relations, 23–24

D
Damaka.com, 348
data networks, 2
data tampering, 78
database query services, 199
Datagram TLS (DTLS), 111, 169
delays, communication, 44–45,

303–304, 308–309
delivery paths, 47
Denial of Service (DOS) attacks, 78,

160, 161, 313, 344
device control protocols, 318–320
device packages, 319
DHCP (Dynamic Host

Configuration Protocol), 256–257,
275, 278

DHTs (Distributed Hash Tables),
342–343, 345–346, 348

dialing systems, automated, 199
Differentiated Services Code Points

(DSCP) setting, 311, 312, 313
Differentiated Services (DS), 84, 

311, 312
Diffie-Hellman key agreements, 169
Digest authentication, 128, 131,

160–162, 165, 342
disabilities, accessibility for users

with
communication systems, 275
international, 288
legacy systems, 288, 296
need for, 287
requirements, 289–290
SIP support for, 31–32
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text phones, 296
transcoding services, 294–298
video applications, 31–32, 

289–290, 291
disasters, communications in, 

47, 281, 285, 349
disruptions, session, 160, 161
Distributed Hash Tables (DHTs),

342–343, 345–346, 348
DNS clients, 54, 63, 73
DNS (Domain Name System). See

also ENUM
caching and, 59
changes in, 59, 60
contact preferences, 72
emergency calling information

using, 276–277
examples, 20, 62–67
extensions, 80
information on, 53
lookups in, 67
overview, 58
in P2P systems, 349
reliability, 47
routing system using, 67–69
security, 77–79, 177
standards for, 60
structure, 59
supported protocols/services, 60
terminology, 61–62
web sites, finding, 53–54

DNS resolvers, 54, 63, 73
!DOCTYPE header, 143
document type definition (DTD),

XML, 143
domain names, 11, 15, 54–58, 61, 99
Domain Name System. See DNS
DOS (Denial of Service) attacks, 

78, 160, 161, 313, 344
DS (Differentiated Services), 84, 

311, 312

DSCP (Differentiated Services Code
Points) setting, 311, 312, 313

DTD (document type definition),
XML, 143

DTLS (Datagram TLS), 111, 169
Dual Tone Multi-Frequency (DTMF)

digits, collecting, 288, 330–332
Dynamic Host Configuration

Protocol (DHCP), 256–257, 
275, 278

E
E.164 numbers, 8, 20, 27, 67
early media, 121, 188–190
eavesdropping, 77, 160, 161
echo, 305, 308
e-commerce, 23–24, 323–326
ECRIT (Emergency Context

Resolution Using Internet
Technology), 8, 274–275, 280

ECRS (emergency call routing
support), 278, 279

e-mail, 55, 209, 217
emergency call routing support

(ECRS), 278, 279
emergency communications

bandwidth and, 281, 282
in disaster situations, 47, 281, 

285, 349
DNS and, 276–277
ECRIT and, 8, 274–275, 280
ECRS and, 278, 279
ETS and, 281
Internet Emergency Preparedness,

282
Internet-centric, 276–277, 278, 279
on mobile phones, 277–278
mobility and, 256
numbers to call, 277
preemption of, 282–284
PSTN, 277–278, 279, 280–281
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emergency communications
(continued)

requirements, 273, 274–275
resource priority, 281–282
routing, 273–274, 278–279, 280–281
security for, 279–280
standards for, 282
URIs, 278
user location and, 273–274, 

275–277, 280
VoIP, 280–281

Emergency Context Resolution
Using Internet Technology
(ECRIT), 8, 274–275, 280

Emergency Telecommunications
Service (ETS), 281

encryption, 163–165, 166
encryption algorithm (AES), 166
endpoints, 98
enterprise communication systems,

incompatibilities in, 4
enterprise gateways, 188
entertainment devices,

communication between, 32
ENUM

advantages, 15, 27
architecture, 69–72
display name lookup, 76
features added by SIP, 72
including legacy services/devices,

255
search process in, 66
services used for, 58
telephone numbers and, 186
terminology, 61–62
URIs and, 58
usage example, 62–67, 73–76
user registration in, 69–71

ENUM resolvers, 73
Ethernet, 46
ETS (Emergency

Telecommunications Service), 281

Event header, 128
event notification, 127–128, 217–221,

229–235
event packages, 230–233
event subscription, 127–128
extensibility, 130–132
Extensible Markup Language. 

See XML

F
far end echo, 305
fax communication, 209
feature tags, 139, 278
File Transfer Protocol (FTP), 58, 

60, 311
firewall proxies, 181–183
firewalls, 173–174, 177–178, 179–182,

265, 345
500 Bad Request response code,

141–142
“five nines” reliability, 41, 47
foreign agents, 264
forking, 100, 110, 126, 155
404 Not Found response 

code, 103
405 Method Not Allowed

response code, 141
407 Proxy Authorization
Required response code, 130

420 Bad Extension response
code, 142

From header, 105, 109–110, 143–144,
165–166, 197–198

FTP (File Transfer Protocol), 58, 
60, 311

functions. See individual methods

G
gateway controllers, 98, 317–318, 

321
Gateway Control Protocol (GCP),

320
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gateways
ALGs, 173, 180–183
BGP, 186
CGI, 26, 147–148
controllers for, 98, 317–318, 321
enterprise, 188
GCP, 320
IM, 5–6, 225
IP telephony, 98, 320–322
master/slave telephony, 320–321
MEGACO, 318, 320–321
MGCP, 318–321
network, 98, 188
SIP/PSTN, 185–188, 193
SIP-T, 194, 195
TGREP, 186–187

GCP (Gateway Control Protocol),
320

“golden tree” structure of DNS, 59
Google, 3, 32, 353

H
hash techniques, 162–163, 342–343,

345–346, 348
headers. See also specific headers

address resolution using, 109
basic set, 141
defining new, 141
examples, 104–105
IP, 120
RTP, 91, 169
SDP, 112
SIP, 126, 165, 281, 282–284
support for unknown, 141–142
XML, 143

hearing impairments, 31–32. See also
disabilities, accessibility for users
with

hijacking, 160, 161, 202
hold, call, 197
home agents, 264

hybrid, analog telephony, 305
Hypertext Markup Language

(HTML), 142–143
HyperText Transport Protocol

(HTTP), 60, 82, 177, 311

I
IAM (Initial Address Message),

ISUP, 117, 190–192, 195
IANA (Internet Authority for

Assigned Names and Numbers),
55, 58, 59

ICE (Interactive Connectivity
Establishment), 179, 180, 183, 355

Identity header field, 166, 183,
197

identity, SIP, 165–166
Identity-Info header field, 166
IEEE (Institute of Electrical &

Electronics Engineers), 267
ieprep (Internet Emergency

Preparedness) working group,
282

IETF Instant Messaging and
Presence Protocol Working Group
(IMPP WG), 225

IETF (Internet Engineering Task
Force)

goals, 72, 196, 267
practices, 85, 86, 101, 141
Standards Actions for, 49

IGMP (Internet Group 
Management), 83

IM. See Instant Messaging
IM gateways, 5–6, 225
impersonation, client, 77, 160, 161
IMPP WG (IETF Instant Messaging

and Presence Protocol Working
Group), 225

IMS (IP Multimedia Subsystem)
architecture, 34–35, 41–42, 254
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IMS: TISPAN, wireline emulation 
of, 3

IN (Intelligent Network), 13, 25–26, 
76, 153, 317

incoming proxy, 107
incoming tag, 144, 146
INFO method, 103, 117, 126–127, 193
information retrieval services, 199
information technology (IT), 350
Initial Address Message (IAM),

ISUP, 117, 190–192, 195
instant communications, support

for, 127
Instant Messaging gateways, 5–6, 225
Instant Messaging (IM)

advantages, 224
availability, 223
client server implementation,

228–229
disabilities, for users with, 

31–32, 290
evolution, 225
hijacking, 161
IETF model, 226–227
integration, 209
message composition indications,

236
modes of operation, 239
overview, 21, 23
peer-to-peer implementation,

228–229
presence and, 236, 239
security, 161, 225, 227
SIP extensions for, 239–241
spam and, 31
standard for, 13, 353
Uniform Resource Identifiers 

and, 223
user agents and, 227
voice communication and, 239
Voice over IP and, 223

Instant Messenger (AOL), 225
Institute of Electrical & Electronics

Engineers (IEEE), 267
Integrated Services Digital Network

(ISDN), PSTN using, 187, 188
integrity protection, 165
Intelligent Network (IN), 13, 25–26, 

76, 153, 317
Interactive Connectivity

Establishment (ICE), 179, 180, 
183, 355

interactive voice response (IVR)
systems, 199, 333–335

Internet. See also Internet traffic
addressing on, 11, 15, 54–58, 61, 99
APIs and, 49
architecture, 42–47, 50
communication on, generally, 12
delay in, 44–45, 308–309
engineering of, 49–51
future services, 355, 356
growth, 43
history, 339
mobility on, 20–21, 253–254, 255,

263–265, 266
name/number assignment on, 59
network development and, 4–5
packet loss, 44–45, 308–309
protocols used by, 12–13, 14, 19,

50–51, 82
reliability, 47
standards for, 48–49
success, factors affecting, 12

Internet Authority for Assigned
Names and Numbers (IANA), 
55, 58, 59

Internet codecs, 305–307
Internet Domain Name System. 

See DNS
Internet Emergency Preparedness

(ieprep) working group, 282

25_776572 bindex.qxp  6/5/06  9:43 PM  Page 364



Index 365

Internet Engineering Task Force
(IETF). See IETF

Internet Group Management 
(IGMP), 83

Internet hosts, 98
Internet Protocol networks. See IP

networks
Internet sharing hubs, 174
Internet Technology Supporting

Universal Mobile Operation
(ITSUMO), 254

Internet traffic
carriers, 40
confidentiality, 99
controlling route, 89, 111, 325
delays in, 44–45, 303–304, 308–309
in emergencies, 282
impending collapse, 309
multimedia, 282, 309, 310
P2P, 14, 19, 282, 309–311, 339
packet broadcast and, 86
QoS and, 314
voice, 282, 302, 307, 309–311

Internet-PSTN services, 29–31
interworking. See also gateways,

Public Switched Telephone
Network (PSTN), SIP (Session
Initiation Protocol)

for coordination of network
resources, 285

disadvantages, 46
emergency communications and,

281, 285
functions in network 

architecture, 46
IM and, 225
Internet model, 319
with ITU-T protocols, 27–28
networked devices, 319
with PSTN, 29, 102, 185, 

188–195, 285
QoS and, 34
standards for, 83

INVITE method. See also re-INVITE
contact types, 156–157
to establish session, 98, 103, 110, 112
example, 104, 105
format, 110
handling of, 122, 136
SIP to ISUP/ISDN mapping, 195
SIP to presence/IM mapping, 23

IP addresses
contents, 180
determining, 16–17
disclosure, 177
modification, 173, 174
non-unique, 174
privacy, 183
registration, 69
standard for, 83

IP (Internet Protocol) networks
affect on bandwidth, 307
architecture, 42–47, 50
mobility for, 20–21, 253–254, 255,

263–265, 266
preemption, 284
QoS in, 121–122, 311–312
standard for, 83
user preferences, 154

IP Multimedia Subsystem (IMS)
architecture, 34–35, 41–42, 254

IP TV, 302, 310
IPSec, 163
isComposing status message, 236
ISDN (Integrated Services Digital

Network), PSTN using, 187, 188
ISDN User Part (ISUP) tunneling, 

117, 188, 190–195
isfocus tag, 246, 250
is-typing message, 236
IT (information technology), 350
ITSUMO (Internet Technology

Supporting Universal Mobile
Operation), 254

ITU-T G.7xx series codecs, 305–306
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ITU-T protocols, interworking with,
27–28

ITU-T telecommunication networks.
See telecommunication networks

IVR (interactive voice response)
systems, 199, 333–335

J
Java Integrated Network (JAIN), 149
Java platforms, extensions of, 27

L
L2 (link layer), 254, 255, 312
L5 (application layer). See

application layer
language-switch tag, 144
LDAP (Lightweight Directory

Access Protocol), 60
LI (location information), 273–274,

275–277, 280
Lightweight Directory Access

Protocol (LDAP), 60
link layer (L2), 254, 255, 312
lip reading, 295
LO (Location Object), 275, 280, 281
local number portability (LNP), 76. 

See also number portability (NP)
local routine numbers (LRN), 76
location information (LI), 273–274,

275–277, 280
Location Object (LO), 275, 280, 281
location service, 107, 108
location tag, 144
log tag, 144
lookup tag, 144
lost responses, 121, 122
lower-layer switching, 46
LRN (local routine numbers), 76

M
MADCAP (MC Addressing

Dynamic Client Allocation), 83
Mail Exchange records (MX), 62

mail tag, 144
mailto: URI, 55
malicious redirection, 78
man-in-the-middle (MitM) attacks,

169, 204
MASC (Multicast Address-Set

Claim) Protocol, 83
master/slave telephony gateways,

320–321
master/slave VoIP, 318–320
Max-Forwards header, 105
MC Addressing Dynamic Client

Allocation (MADCAP), 83
MD5 (Message Digest 5) hash

algorithm, 162, 342
Media Gateway Control

(MEGACO), 318, 320–321
Media Gateway Control Protocol

(MGCP), 318–321
media negotiation, 111–114
media paths, 188–190
media players, 212
media security, 166–168
media-independent handover

(MIH), 267–269
MEGACO (Media Gateway

Control), 318, 320–321
Message Digest 5 (MD5) hash

algorithm, 162, 342
MESSAGE method, 23, 103, 126–127,

156, 239–241
Message Session Relay Protocol

(MSRP), 239
messages. See also Instant Messaging

(IM); specific messages; voicemail
e-mail, 55, 209, 217
format, 100
mapping from SIP to ISUP and

ISDN, 195
preemption, 282–284
retransmission, 121, 122
routing, 29, 67–69, 100, 186–187,

199
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text-based, 209
transport, 111

messaging, unified, 209–213
Metcalfe’s law, 3–4
methods. See also specific methods

basic set, 102–103, 104, 141
defining new, 141
example format, 104–105
structure, 104
support for unknown, 130, 141–142

MGCP (Media Gateway Control
Protocol), 318–321

mid-call signaling, 117, 119
MIH (media-independent

handover), 267–269
MIKEY (Multimedia Internet

Keying) protocol, 167, 169
misrepresentation, identity, 77, 

160, 161
MitM (man-in-the-middle) attacks,

169, 204
mobile IP (MIP), 20–21, 253–254, 255,

263–265, 266
mobile networks. See also mobility

call control, 20
circuit-switched, 253
convergence with fixed networks,

261–263
Internet-based designs, 254
Internet-style services on, 253–254
standards for, 1–2

mobile telephony, 253, 260, 277–278.
See also mobility

mobility
of communication devices, 100
functions allowing, 124–126
IP network, 20–21, 253–254, 255,

263–265, 266
network level, 20, 21, 254–255,

257–259
network/user control, 266

personal, 20, 21, 255, 259–260
of services, 20, 21, 255–256
session, 256, 260–261
of telephone numbers, 20
of VoIP, 255

Mosaic browser, 339
MPLS (Multiprotocol Label

Switching), 51, 89–90, 312
MSRP (Message Session Relay

Protocol), 239
Multicast Address-Set Claim

(MASC) Protocol, 83
multi-homing, 111
multimedia communication,

protocols for, 14
Multimedia Internet Keying

(MIKEY) protocol, 167, 169
multimodal devices, 263, 265–270
multipoint controller units, 246
Multiprotocol Label Switching

(MPLS), 51, 89–90, 312
MX (Mail Exchange records), 62
Myth of Five Nines, 47

N
Name Servers (NS), 62
Naming Authority Pointers

(NAPTRs), 62–66, 71, 72, 277
Napster, 311, 339
near end echo, 305
network address translators 

(NATs), 173–177, 179–180, 265,
345, 355

network echo, 308
network gateways, 98, 188
network interfaces, devices with

multiple, 263, 265–270
network level mobility, 20, 21, 255,

257–259
Network Time Protocol (NTP), 

60, 91
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networks. See also IP networks;
mobile networks; peer-to-peer
networks; telecommunication
networks

compatibility, type, 100
control of, 266–269
fixed-mobile convergence, 261–263
hiding structure, 174
incompatible enterprise, 4
outages in, 47
private, 19, 58, 284, 302, 313
selecting, 269–270
types, 2

Next Generation Networks (NGN), 
3, 34, 35, 41

noise, voice communication and, 
305, 308

nonce, 162
non-success responses, 117
notification impersonation, 161
notification-based services, 127–128,

217–221, 229–235
NOTIFY method, 22, 103, 127–128,

229–230, 314
NS (Name Servers), 62
NTP (Network Time Protocol),

60, 91
number portability (NP), 20, 71, 

73, 76

O
180 Ringing response code, 189,

196–197
opaque URIs, 140
Open Mobile Alliance (OMA), 

254, 270
OpenDHT Layer, 348
optical switching, 46
optimization in network 

architecture, 46
OPTIONS method, 103

Organization header, 148
outages, network, 47
outbound proxy, 107
outgoing tag, 144
overlay networks, 340–341, 344
overprovisioning, 46

P
P2P (peer-to-peer) networks. See

peer-to-peer networks
packages, conference, 249
packages, device, 319
packages, event, 230–233
packet loss

Internet, 44–45, 308–309
in video communications, 302
in voice communications, 303, 304,

305, 314
packet switching, 46
P-Asserted-Identity header

field, 166, 183
PBX systems, 26, 196–198, 199, 262
peer-to-peer (P2P) networks

ad hoc, 349
advantages, 344, 349–350
applications, 340, 343
characteristics, 341–342
costs, 350
DHTs, 342–343, 345–346, 348
DNS in, 349
history, 339–340
limited/interrupted, 349
overlay networks, 340–341, 344
proxy servers and, 349
security, 174, 344–345, 348, 349
server clouds, 349
SIP, 18–19, 346–347, 348–350, 

355–356
third-party call control, 205–206
uses, 348–349
VoIP and, 19, 340
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peer-to-peer traffic, 14, 19, 282,
309–311, 339

personal mobility, 20, 21, 255,
259–260

P-extensions, 354
phone numbers. See telephone

numbers
phone-context tag, 57
PIDF (Presence Information Data

Format), 233–235
PIM-DM (Protocol Independent

Multicast-Dense Mode), 83
PINT (PSTN and Internet

INTerworking), 29
Pointers (PTR), 62
polite blocking, 231
Post Office Protocol (POP), 60
PRACK method, 103
preCOnditions MET (COMET)

extension, 121–122
preemption, message, 282–284
preferences, user. See also mobility

Call Processing Language, 
154, 157

e-mail, 72
IP communications, 154
SIP server, 100, 154, 157
telephony, 19, 72, 153–157
text-based messaging, 209
unified messaging, 209
voicemail, 209

presence. See also event notification
advantages, 6, 224
availability, 223
callback feature, 127–128, 198
client server implementation,

228–229
data format, 233–235, 236
data model, 235–236
defined, 100
described, 21–22, 231

evolution, 225
example, 231–232
extensions, 225, 236–238, 353
IETF model, 226–227
IM and, 236, 239
information structure, 234
peer-to-peer implementation,

228–229
publication, 128
security, 161, 225, 227
standard for, 13, 225
third-party call control example,

205–206
URIs and, 223
user agents and, 227

presence event packages, 231–233
Presence Information Data Format

(PIDF), 233–235, 236
presence publication hijacking, 161
presence servers, 128
presentities, 226, 235
principals, 226, 227
Priority header, 144
priority-switch tag, 144
privacy. See also security

called party, 69
caller, 183
conferencing, 249
eavesdropping, 77, 160, 161
of IP addresses, 183
SIP user, 99, 163–165
of users with disabilities, 289, 298

private networks, 19, 58, 284, 
302, 313

probes, monitoring performance,
314

products, commercial, 9, 32–33,
245–246

Protocol Independent Multicast-
Dense Mode (PIM-DM), 83

provisional responses, 121, 122
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proxy servers
as ALGs, 173
authentication challenges, 129–130
call routing, 199
call screening, 198
default, 73
firewall, 181–183
functions, 18, 100, 106
locating, 107
P2P systems and, 349
routing requests through, 136
proxy tag, 144
Proxy-Authorization

header, 130
Proxy-Require header, 131, 141
PSAPs (Public Safety Access Points),

273–274, 275–277, 279, 280
PSTN. See Public Switched

Telephone Network
PSTN and Internet INTerworking

(PINT), 29
PTR (Pointers), 62
Public Safety Access Points (PSAPs),

273–274, 275–277, 279, 280
Public Switched Telephone Network

(PSTN)
call diversion, 76
interworking with SIP, 29, 102, 185,

188–195, 285
over IP, 3, 68
phones for, 260
protocols used by, 188
services available, 14
textphone systems, 288
transition from, 67
PUBLISH method, 103, 128, 314

Q
Quality of Service (QoS). See also

telephony
bandwidth and, 46, 301–302, 313
best effort, 311, 312, 313

evaluating sources on, 301
importance, 301
interdomain, 313
Internet architecture and, 43, 46, 50
in IP networks, 121–122, 311–312
link layer, 312
monitoring for real-time

communication, 314
in private networks, 302, 313
rationale, 301–302
security, 312, 313
SIP limitations, 34
technologies, 311–313
ToIP, 293

R
Real Time Streaming Protocol

(RTSP)
as de facto Internet session 

layer, 50
HTTP and, 93
SIP and, 212–213
standards for, 13, 84
uses, 90

Real Time Transfer Audio/Video
Profiles (RTP/AVP), 12, 84, 92,
168, 188

Real Time Transfer Protocol (RTP). 
See also ZRTP

affect on bandwidth, 307
audio and, 187–188
conferencing and, 247, 248–249
DTLS and, 169
early media and, 189
in IP stack, 82
media transport with, 90–92
NATs and, 175–178
security and, 180
SRTP and, 168
standard for, 12, 84
ToIP example, 291–293

real-time communication, 314
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reason headers, SIP, 282–284
recall, 198, 229
Record-Route header, 136,

181–182
redirect tag, 144
redirection

accessibility factors, 289
IM, 161, 224
malicious, 77, 78
of SIP requests, 99, 103, 106–108,

126, 214–216
telephony, 137–139, 144, 154–155,

197–198, 327–328
REFER method

example, 119–120, 206, 250, 260
uses, 103, 196–197, 201–202, 

250, 260
Referred-By header, 120, 201, 202
Refer-To header, 120, 201, 201–202
REGISTER method, 31, 103, 124–126,

156, 157
registrar servers, 106, 107, 124
registration

of devices, 99
hijacking, 160
of IP addresses, 69
of telephone numbers, 69
of user agents, 63, 186, 256–257
of users, 69–71

re-INVITE, 111, 114–115, 117, 
197, 332

reject tag, 143, 144
Reject-Contact header, 125–126,

155, 156, 157
relay services, 294, 296–298
Reliable Provisional Responses

extension, 121, 122
Remote-Party-ID header 

field, 166
remove-location tag, 144
rendezvous, 100

Request-Disposition header, 
126, 154–155, 154–156

requests. See methods
Request-URIs, 55, 57, 165, 278, 330
Require header, 130, 142
Require:bufferonly header, 261
Requires:prefs header, 126
resolvers, DNS, 54, 63, 73
resolvers, ENUM, 73
resource records (RRs), 61
Resource Reservation Protocol

(RSVP), 82–83, 311–312
responses. See also specific response

codes
lost, 121, 122
provisional, 121, 122
SIP codes, 103–104, 117, 189

retransmission, message, 121, 122
Rich Presence Extensions, 236–238
Route header, 182
routing, message/contact, 29, 67–69,

100, 186–187, 199
RPID (Presence Information Data

Format), 236
RRs (resource records), 61
RSVP (Resource Reservation

Protocol), 82–83, 311–312
RTP (Real Time Transfer Protocol). 

See Real Time Transfer Protocol
RTP/AVP (Real Time Transfer

Audio/Video Profiles), 12, 84, 92,
168, 188

RTSP (Real Time Streaming
Protocol). See Real Time
Streaming Protocol

S
SAP (Session Announcement

Protocol), 82, 85, 93
SBC (Session Border Controllers), 

44, 173, 180–183

25_776572 bindex.qxp  6/5/06  9:43 PM  Page 371



372 Index

scheduled conferences, 249, 335–336
Schulzrinne, Henning, 7
SCTP (Stream Control Transport

Protocol), 111
SDP (Session Description Protocol)

described, 93, 111–114, 167–168
development, 112
in IP stack, 82
self-signed certificates and, 163
standards for, 13, 84, 111

SDPng, 113–114
Secure Hash Algorithm 1 (SHA-1),

163, 342
Secure Multipurpose Internet Mail

Extensions (S/MIME), 165, 
168, 183

secure overlay access points, 344
Secure RTP (SRTP), 166–168. See also

Real Time Transfer Protocol
(RTP); ZRTP

Secure SIP, 160, 161, 164, 165, 168
Secure Socket Layer (SSL) protocol,

78–79, 111
security. See also privacy

application environment, 325
bid-down attacks, 160, 161
client impersonation, 77, 160, 161
Datagram TLS, 169
Denial of Service attacks, 78, 160,

161, 313, 344
difficulty, reasons for, 159
DNS, 77–79, 177
emergency communications, 

279–280
firewalls, 173–174, 177–178, 

179–182, 265, 345
hijacking, 160, 161, 202
Instant Messaging, 161, 225, 227
location information, 275
malicious redirection, 78
mechanisms for, 162–166
media, 166–168

MitM attacks, 169, 204
NATs, 173–178, 179–180, 265, 

345, 355
P2P networks, 174, 344–345, 

348, 349
presence, 161, 225, 227
QoS applications, 312, 313
RTP and, 180
simplicity and, 47
SIP, 31, 99, 159–160
standards for, 85
third-party call control, 203–205

self-signed certificates, 163
server clouds, 349
serverless communications, 349
server-less P2P SIP, services

performed by, 18
Servers in the PSTN Initiating

Requests to InTernet Servers
(SPIRITS), 29

service records (SRV RR), 61–62
services. See also APIs; CGI; CPL

call forwarding implementation
options, 135, 136–141, 197

creating, 26–27, 100, 135–136, 141
denial, 78, 160, 161, 313, 344
location, 136
mobility, 20, 21, 255–256

servlets, SIP, 149
Session Announcement Protocol

(SAP), 82, 85, 93
Session Border Controllers (SBC), 

44, 173, 180–183
Session Description Protocol (SDP).

See SDP
Session Initiation Protocol (SIP). 

See SIP
session mobility, 256, 260–261
sessions

cancelling, 116–117
creating, 26–27, 100, 135–136, 141
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disrupting, 160, 161
modifying, 114–115, 197
setup functions, 110–111
terminating, 103, 116, 118, 155

SHA-1 (Secure Hash Algorithm 1),
163, 342

Short Messaging Service (SMS), 253
sidetone, 305
sign language, 289–290
signaling, 13–14, 173
Simple Mail Transfer Protocol

(SMTP), 60, 82, 102, 177, 311
SIMPLE (SIP for IM and Presence

Leveraging Extensions), 225, 353
Simplicity Principle, 45, 47, 51
SIP Digest authentication, 128–129
SIP for IM and Presence Leveraging

Extensions (SIMPLE), 225, 353
SIP networks, elements of, 106–107
SIP servers

advantages, 98
circumstances required for, 16
defined, 106
locating, 107
services supported by, 18, 99–100
types, 106
user preference support, 100, 

154, 157
SIP (Session Initiation Protocol)

advantages, 2, 6
challenges/limitations, 6, 33–34, 355
core protocol, 354
debugging, 100
extensions, 354
features, 16–18, 97, 98–100, 102
history, 7–8, 101, 102, 245
in IP stack, 82
open source code, 9
standards for, 7–9, 12, 60, 85,

353–354
uses, 14, 34–35, 50

SIP Telephony (SIP-T), 186, 192–195
SIP URIs, 57–58, 67–69
sip.emergency-service tag, 

278
Skype, 255, 339, 345, 348–349, 353
SMIL (Synchronized Multimedia

Integration Language), 84
S/MIME (Secure Multipurpose

Internet Mail Extensions), 165,
168, 183

SMS (Short Messaging Service), 253
SMTP (Simple Mail Transfer

Protocol), 60, 82, 102, 177, 311
softswitches, 98, 317–318, 321
sos emergency URI, 278
Source Specific Multicast (SSM), 83
spam, protection from, 31
speech, converting text to, 294–298
speech impairments, 31–32. See also

disabilities, accessibility for users
with

speed dial feature, 198
SPEEX codec, 306, 307
SPIRITS (Servers in the PSTN

Initiating Requests to InTernet
Servers), 29

spoofing, 77, 160, 161
SRTP (Secure RTP), 166–168. See also

Real Time Transfer Protocol
(RTP); ZRTP

SRV RR (service records), 61–62
SSL (Secure Socket Layer) protocol,

78–79, 111
SSM (Source Specific Multicast), 83
Standards Actions, IETF, 49
state information, 110
Stream Control Transport Protocol

(SCTP), 111
string-switch tag, 144
STUN protocol, 179–180, 183
sub tag, 144
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subaction tag, 144
Subject: header, 55
SUBSCRIBE method, 22, 103,

127–128, 217, 314
supernodes, 19, 317, 339, 342
Supported header, 130, 132, 

141, 142
switching methods, 46. See also

softswitches
Synchronized Multimedia

Integration Language (SMIL), 84

T
tags. See also specific tags

authentication, 167, 168
CPL, 143–144
emergency communications, 278
XML, 142–143

tail length, 305
TCP (Transmission Control

Protocol), 82, 111, 176, 177–178
TDM (Time Division Multiplex),

187, 214–215
Tel URI, 56–58, 99, 186
telecommunication networks. See

also mobile networks; telephony
architecture, 39–42, 47
business volume, 12
conferencing services on, 246
disadvantages, 90
failures in, 253
growth in, 1–2
information on, 10, 39
migration to Internet, 82
standards for, 42

telephone calls. See also call control;
emergency communications

call waiting, 29, 196–197, 200
callbacks, automatic, 198, 229
called party preferences, 154, 157
caller identification, 197
caller preferences, 19, 72, 154–156

conference, 245, 246, 248
dialing, automatic, 199
diversion, 76
flows, 25, 179–181, 321, 323,

328–335
forwarding, 135, 136–141, 197
hijacking, 160, 202
holding, 197
outgoing, 73
park and pickup, 197
privacy, 69, 183
routing, 29, 67–69, 100, 186–187,

199
screening, 198
setup, 121–123
transferring, 196, 198
voicemail, directing to, 214,

215–217
telephone numbers

blocks of, 67
contact examples, 73–76
contact routing, 67–69
portability, 20, 71, 73, 76
registration, 69
URIs and, 56–58, 99, 186

telephones, text, 288, 296
telephony. See also conferencing; 

PBX systems; Public Switched
Telephone Network (PSTN);
telecommunication networks

acoustics, 304–305
addressing support, 5, 15, 56–57, 99
call control services, 25
collecting digits, 330–332
delay in, 303–304
Instant Messaging and, 239
IP gateways, 98, 320–322
mobile, 253, 260, 277–278
noise and, 305, 308
packet loss, 303, 304, 305, 314
proportion of Internet traffic, 282,

302, 307, 309–311
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quality, 302, 303–305, 308, 314
replication of services, 33–34
SIP/PSTN interworking, 29, 102,

185, 188–195, 285
user preferences, 19, 72, 153–157
voice-only obsolescence, 223, 224

Telephony Gateway Registration
Protocol (TGREP), 186–187

telephony over cable, 3, 13–14
Telephony Routing over IP (TRIP), 

29, 186–187
telephony-style conferencing, 245,

246, 248
television networks, 2
terminal mobility, 20, 21, 255,

257–259
terminals, defined, 153
Text over IP (ToIP), 31–32, 274,

290–294, 295
text phones, 288, 296
text-based messaging, 209. See also

messaging, unified
text-to-speech conversion, 294–298
TGREP (Telephony Gateway

Registration Protocol), 186–187
Third-Generation Partnership

Project (3GPP), 254
third-party call control, 140, 201,

202–206. See also call control
Time Division Multiplex (TDM), 

187, 214–215
time-switch tag, 144
TLS (Transport Layer Security),

163–165, 168. See also Datagram
TLS; SSL protocol

To header, 57, 104, 110
ToIP (Text over IP), 31–32, 274,

290–294, 295
Total Conversation, 293
traffic engineering, 89, 111, 325
traffic, Internet. See Internet traffic

transcoding services, 294–298
Transmission Control Protocol

(TCP), 82, 111, 176, 177–178
transport addresses, determining,

179
transport efficiency in network

architecture, 46
Transport Layer Security (TLS),

163–165, 168. See also Datagram
TLS; SSL protocol

transport protocols, 111
TRIP (Telephony Routing over IP),

29, 186–187
trunks, 187
tunneling, ISDN User Part (ISUP),

117, 188, 190–195
TURN protocol, 179, 180, 183
TV networks, 2
200 OK response code, 17, 23, 

117, 203

U
UAC (user agent client), 73, 106
UAs. See user agents
UASs (user agent servers), 106
UDP (User Datagram Protocol), 82,

111, 177–178
unified message (UM) server,

211–212. See also unified
messaging

unified messaging, 209–213
Uniform Resource Identifiers (URIs)

address form, 15, 55
component service systems and,

326–327
defined, 54–55
emergency, 278
ENUM services and, 58
IM-based communication and, 223
mailto:, 55
opaque, 140

25_776572 bindex.qxp  6/5/06  9:43 PM  Page 375



376 Index

Uniform Resource Identifiers (URIs)
(continued)

presence and, 223
Request-, 55, 57
SIP, 57–58, 67–69
telephony, 56–58, 99, 186

Universal Resource Locators 
(URLs), 55

unknown request types, 130,
141–142

UPDATE method, 103
UPnP protocol, 348
URIs. See Uniform Resource

Identifiers
URLs (Universal Resource 

Locators), 55
user agent client (UAC), 73, 106
user agent servers (UASs), 106
user agents (UAs)

back-to-back, 44, 183
IM and, 227
NATs and, 179–180
presence and, 227
purpose, 106–107
registration, 63, 186, 256–257

User Datagram Protocol (UDP), 82,
111, 177–178

user preferences. See preferences,
user

user=phone tag, 57

V
Via header, 104, 108, 111, 164,

175–176
video applications for disabled

users, 31–32, 289–290, 291
video communication, 302, 310
video conferencing, 245, 248
video/audio players, 212
VISP (VoIP service providers), 16
visual impairments. See disabilities,

accessibility for users with

voice communication. See telephony
voice conferencing, 245, 246, 248
Voice Extensible Markup Language

(VoiceXML), 24, 84, 149–150,
333–335

voice menu systems, 199
voice networks, 2. See also telephony
Voice over IP (VoIP)

bandwidth shortage and, 309
emergency calling, 280–281
features supported, 18
IM services and, 223
master/slave systems, 318–320
mobility of, 255
overview, 2–3, 5–6
P2P and, 19, 340
P2P SIP and, 349–350, 355–356
SIP and, 102
verifying service as, 68

voice recognition, 296
voice response system, 199, 333–335
voicemail. See also messages

directing calls to, 214, 215–217
example application, 211–212,

326–328
invoking via Web server, 328–329
message creation, 214–217
message notification, 217–221, 229
message retrieval, 212–213, 221
TDM system compatibility, 214–215
user preferences, 209

voice-text conversion, 294–298
VoiceXML (Voice Extensible Markup

Language), 24, 84, 149–150,
333–335

VoIP. See Voice over IP
VoIP service providers (VISP), 16

W
walled gardens, 3–4, 5, 18
WAP (Wireless Access Protocol),

253–254

376
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web conferencing, 246
web sites, finding, 53–54
web-type addressing, 11, 15, 54–58, 

61, 99
Wireless Access Protocol (WAP),

253–254
wireless networks. See mobile

networks
wireless walled gardens, 3
wireline emulation of 

IMS: TISPAN, 3

X
XCON (Centralized Conferencing

Working Group), 251
XML (Extensible Markup

Language). See also VoiceXML
format, 142–143, 220–221
standards for, 84
uses, 26, 50

Z
ZRTP, 169
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