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Some parts of the domain of GRC — measures to prevent financial fraud, for
example — are as old as business itself. Making sure that money isn’t leaking
out of a company and ensuring that financial reports are accurate have always
been key goals in most businesses—only recently have they attained new
urgency.

Other parts of GRC related to trade compliance, risk management, and envi-
ronmental, health, and safety regulations are somewhat newer activities that
have become more important because of globalization, security concerns,
and increased need to find and mitigate risks. For example, to ship goods
overseas, you must know that the recipient is not on a list of prohibited com-
panies. These lists change daily. Growing concern about global warming and
other pressures to reduce environmental impact and use energy efficiently
have increased regulations that demand reporting, tracking, and other forms
of sociopolitical compliance. Companies are also interested in sustainability
reporting, measuring areas such as diversity in the workplace, the number of
employees who volunteer, and environmental efforts, so that companies can
provide data about corporate social responsibility. Financial markets punish
companies that report unexpected bad news due to poor risk management.

One simple goal of GRC is to keep the CFO out of jail, but that description is
too narrow to capture all of the activity that falls under the umbrella of GRC.
(It’s also an exaggeration; the truth is that simple noncompliance is more
likely to result in big fines rather than a long trip to the big house. But, that
said, most executives prefer to leave no stone unturned rather than risk
breaking rocks in the hot sun.) Most companies now face demands from
regulators, shareholders, and other stakeholders. Financial regulations like
Sarbanes-Oxley (SOX) in the United States and similar laws around the world
mean that senior executives could face criminal penalties if financial reports
have material errors. (For more on Sarbanes-Oxley, flip ahead to Chapter 4.)
All of this means a lot more testing and checking, which is costly without
some form of automation.

\&Q,N\BEI? If GRC seems like a sideshow to your main business, remember you can’t get
& out of it, so you might as well make it work for you, not against you. At first,
especially in 2004 — the first year in which Sarbanes-Oxley compliance became
mandatory — companies frequently engaged in a mad rush, throwing people,
auditors, spreadsheets, and whatever resources were required at the problem.
Although the rush to comply was heroic, it was far from efficient. Now compa-
nies are understanding how to turn GRC activities into an advantage.

The question every company must answer is the following: Will we do the
bare minimum to make sure that we stay out of trouble, or can GRC become
an opportunity for us to find new ways of running our business better?
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Because it is concerned with creating a sustained stream of high-quality infor-
mation about a business, GRC has a large overlap with Corporate Performance
Management (CPM), a topic we cover in greater detail in Chapter 15.

If the burdens of GRC are a cloud, the silver lining is that in learning how to
keep track of business in greater depth, GRC activities are transformed from
an annoyance to a gateway to an expanded consciousness in a company, which
can lead to better performance, reduced costs, and competitive advantage.
GRC is part of the natural process of turning strategy into action, monitoring
performance, and tracking and managing the risks involved. Choosing to see
GRC as an opportunity can mean significant savings in auditing costs, creating
new sources of information for improving processes, finding risks earlier, and
most of all, avoiding those nasty surprises that spark a punishing reaction in
the stock market.

Getting in the Business Drivers’ Seat

In some ways, GRC is nothing new: Almost every activity under the bailiwick
of GRC has been going on for quite some time in the business world. The seg-
regation of duties that is required by Section 404 of Sarbanes-Oxley has always
been part of an auditor’s toolkit of recommendations when it comes to prevent-
ing fraud. Companies have always been under the obligation to report financial
results accurately, to comply and report on their performance with respect to
environmental, safety, and trade laws, and to identify risks as early as possible.
Every well-run company — whether private or public — puts its own unique
self-inflicted policies in place and makes sure that they are being followed. As
times change, all of these measures must be updated.

What caused the birth of GRC as an area of focus for companies and those
who provide consulting services and software was a perfect storm of urgency
about various issues. Consider the following elements of that perfect storm:

v In the wake of the go-go culture of the Internet investing boom of the late
1990s, massive, systematic fraud was revealed at major companies such
as Enron, WorldCom, Adelphi, and others. In many cases, the controls
and external forms of scrutiny that were in place to stop such bad
behavior had failed for many different reasons, including fraud, conflicts
of interest, and other forms of malfeasance.

v At the same time, the terrorist attacks on September 11, 2001 led to a
worldwide tightening of controls on trade, especially with respect to
sales of certain types of products or materials that were deemed danger-
ous if fallen into the wrong hands. For example, ITT shipped night vision
goggle components to China and other countries, resulting in a U.S.
Department of Justice fine of $100 million.
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v The third force driving the urgency of GRC is the rising concern about
energy consumption and the environment. Instability in the Mideast,
scarcity of oil supply due to increased consumption, and lack of new oil
discoveries have driven oil prices to record highs. Worries about global
warming have caused a new wave of demands for energy efficiency,
reductions in environmental impact, and a desire for companies to
demonstrate the long-term sustainability of their operations.

Lawmakers around the world awoke to this crisis and felt a burning need to
DO SOMETHING! A debate still rages about the wisdom of the governmental
response, but there is no mistaking the result: an across-the-board increase
of the volume and urgency of compliance activities. But seeing GRC only in
terms of Sarbanes-Oxley and financial compliance is a mistake. Although
complying with Sarbanes-Oxley and other similar laws that have been
enacted worldwide certainly spurred many companies to action, after they
got started, companies realized that there was a whole other field of compli-
ance, risk, and governance-related activities that needed to be performed
with greater attention and efficiency.

Investors, along with governments and regulators, insurance companies, rat-
ings agencies, and activist stakeholders have also joined in increasing the
urgency with respect to transparency and accuracy of information about the
company’s operations and actions taken to mitigate risks and issues. Stock
markets have dealt brutal punishment to companies that report problems
with internal controls or other negative surprises. Consider these statistics:

v According to a McKinsey Study, investors in North America and Western
Europe will pay a premium of 14 percent for companies with good gover-
nance, as shown in Figure 1-1.

v The difference in stock market value for companies that had good inter-
nal controls versus those that did not is 33 percent.

1 AMR Research predicted that companies would spend $29.9 billion on
compliance initiatives in 2007 alone, up 8.5 percent from the previous
year, indicating that GRC spending continues to grow as companies
cope with the myriad challenges in this area.

All of these forces combined led to the creation of the domain of GRC as
companies realized that an ad hoc approach to meeting these demands was
too expensive and actually increased risk for the companies because they
couldn’t mitigate issues they didn’t know about.

The difficulty facing most companies right now is not how to meet these GRC
challenges — the fact is, the forces that are driving increased attention to
GRC are not optional for the most part and companies have no choice but

to comply — but rather how to comply efficiently in a way that produces
benefits. GRC shouldn’t be just a cost that does nothing else for your busi-
ness, but that may become your attitude if you want to be just good enough
to barely meet minimum compliance standards.
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Investors Reward Good Governance...
and Penalize Poor Governance

Investors worldwide will pay a premium of 14%
or more for shares in companies with good 14% North America & Western Europe
governance. |

25% Asia and Latin America

But companies with internal controls deficiencies ——
experienced significant declines in their market caps:
39% Eastern Europe and Africa

McKinsey & Co. Global Investor Survey

2004 Disclosure Examples: Disclosure % / Mkt Cap
Company/Market Value Decline
Adecco SA Company delays financial statements. Internal control -38%
$12.6 billion Jan. 12 deficiencies $4.9 billion
Goodyear Tire & Rubber Company has not yet completed the implementation of its -18%
$1.7 billion Feb. 11 plan to improve internal controls $320m
MCI Material weaknesses — lack of systematci and reliable -17%
$5.4 billion Apr. 29 internal controls $935m
INVESTORS FINANCIAL Material weakness discovered during review of internal -16%
$2.9 billion Oct. 21 controls $475m
FLOWSERVE Material weakness in internal controls; two quarterlies 1%
$1.3 billion Oct. 27 overdue $152m

One way of thinking of GRC is to compare the process of managing a company
to driving a car. When you drive a car, you have a certain set of rules that you
are expected to abide by. You have to have a driver’s license and insurance.
Your car must be inspected for compliance with safety and environmental
laws. When you are driving, you are encouraged by law enforcement and
penalties to drive within speed limits and other restrictions. You may have
your own rules about driving, such as never driving while talking on your cell
phone in order to be as safe as possible. Other activities such as maintaining
the car are up to you and various drivers will have different approaches.
Some will change the oil more often than recommended or rotate tires fre-
quently, some will use premium gas, and so on.

What has happened with GRC, to use the driving analogy again, is that the laws
for everything related to driving got tighter and more restrictive and the
penalties got higher. In addition, the rewards for driving efficiently and safely
became much higher. So, you can now figure out how to drive just to keep out
of trouble with external watchdogs, or you can figure out how to drive in a
new more efficient way that better helps your business win in the marketplace,
while still playing by all the rules.

GRC is a new management mentality. The bad news is that more work is
required to comply with regulations. More testing and controls have to be
in place and the organization has to be carefully designed. As exceptions to
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policies occur, behavior must be checked and monitored. As people are pro-
moted or job descriptions change, controls must be put in place so that com-
pliance can be maintained. New forms of data must be captured and consulted.
Risks must be proactively discovered while they are still small enough to
manage. Without a doubt, this brave new world requires more work, and
there is a shortage of trained people and expertise to carry it out.

The upside of GRC is that in addressing these issues systematically, the culture
and performance of a company improves. In many ways, GRC is concerned
with meta processes, which are those that look at the shape and flow of infor-
mation in other processes in order to identify weak points. Controls and
compliance are only one result of GRC: They put the C in GRC, if you will.
When properly addressed, GRC helps identify ways that core business
processes can be improved. Identification of risks also leads to discovery of
opportunities. Governance processes can help create orderly ways to evolve
a company, and improve program and change management across the board.

Getting Motivated to Make
the Most of GRC

NG/
v%

Although concern about GRC is growing, most companies that have engaged
in a program of GRC are usually reacting to some pressure or concern that
takes GRC from a necessary evil to an initiative that can really benefit the
company if is executed thoroughly and efficiently. A serious approach to GRC
may flow from any or all of these motivating forces that we discuss in the fol-
lowing sections.

Complying with financial requlations

New laws in the United States and in many other countries mean that if seri-
ous errors in financial reports are found, those responsible will face criminal
prosecution. Section 302 of Sarbanes-Oxley says exactly this, and prosecutors
around the nation have shown great eagerness to enforce this law.

It is not just American companies that are facing such dramatic penalties. See
the “A global reaction to improve governance” sidebar later in this chapter
for more on changes to GRC laws in other countries around the world.
Governments of most of the largest economies have passed their own forms
of legislation increasing the level of scrutiny about financial reporting and
controls.

The driving force behind this regulation is the fear that inaccurate financial
reporting will damage the financial system. Without accurate financial infor-
mation, investors will have little to go on when making decisions about where
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The march of the three-letter acronyms

The world of enterprise software has given birth
to many Three-Letter Acronyms, called appro-
priately by yet another three-letter acronym: TLA.
Here is a sample of the most common TLAs:

among a distributed network of partners
working together. SCM helped manage
increased specialization, outsourcing, and
globalization.

v Enterprise Resource Planning (ERP) soft- »~ Product Lifecycle Management (PLM) soft-

ware emerged in the 1990s to provide a
complete financial model of a business
along with tracking many other aspects.
ERP was about closing the books faster
and tracking the key financial and man-
agement processes of a business.

Customer Relationship Management (CRM)
software emerged in the late 1990s to give a
name to software that tracked sales, service,
billing, and other activities related to cus-
tomer interactions with a business. CRM
was about getting closer to the customer.

Supply Chain Management (SCM) software
emerged in the 1990s to track the flow
of goods and manufacturing processes

ware emerged in the 1990s to give a name to
the processes related to creating new prod-
ucts, bringing them to market, and improving
them. PLM was about helping increase the
speed of product development.

Governance, Risk, and Compliance (GRC)
software emerged in the 2000s to automate
controls to facilitate compliance with finan-
cial, environmental, health, and safety, and
trade regulations, enforce internal controls,
increase the efficiency of audits, identify
risks, and employ proper governance proce-
dures to keep all of these activities up to date
and effective.

to place their money. If confidence drops too far, all companies, not just those
who have engaged in bad behavior, will find it harder and more expensive to
raise money. This is not the first time that such fears have been raised and
reporting requirements have been tightened. Even the powerful tycoons of
the Robber Baron era had bankers insisting on better accounting.

So, while compliance with regulations aimed at improving financial reporting
and governance is really just one piece of the puzzle when it comes to GRC,
fears related to such compliance are clearly the force that has driven most

companies to action.

Failing an audit

There is nothing like failing an audit to spur companies to improve their GRC
processes. In the wake of a failed audit, which must be reported in public
financial statements, investors frequently lose confidence and sell stock.

Nowadays, audits can fail for more reasons than ever. Discovery of fraud or
other bad behavior is of course the most dramatic reason. But in the face of
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tighter regulations for governance and reporting, audit problems can include
the lack of adequate controls, improper segregation of duties, insufficient
oversight of the creation of financial reports, and many other causes. So
even if nothing is wrong, you can fail your audit for not having sufficient
documentation.

In the wake of a failed audit, reporting requirements skyrocket. Controls, which
are detailed reports of various types of activity that must be cross-checked for
problems, may have to be run on a monthly or quarterly basis instead of annu-
ally. New controls are usually introduced. Other sorts of testing to discover
problems will also usually result. The work related to all of this new activity
must be staffed either from inside a company or by personnel from an auditing
or consulting firm. Either way, costs rise.

A global reaction to improve governance

Everyone talks about Sarbanes-Oxley (SOX), but
it's certainly not the only law shaping gover-
nance today. Numerous countries have enacted
legislation to improve governance. As with the
United States, many of these countries have
passed legislation in response to the outcry
over corporate scandals. Although they differ by
name, the laws passed by various countries
have similarities, namely with regard to estab-
lishing internal controls and effecting improved
financial reporting:

v~ Japan: J-SOX: On June 7, 2006, Japanese
legislators passed the Financial Instruments
and Exchange Law, part of which includes
the so-called J-SOX requirements. The two
main components of the J-SOX legislation
are the “Evaluation of and Reporting on
Internal Control for Financial Reports,”
which forces management to assume
responsibility for developing and operating
internal controls, and the “Audit of Internal
Control for Financial Reports,” in which a
company's external auditor, aside from its
regular auditing duties, must conduct an
audit of management’s evaluation of the
effectiveness of internal control for financial
reports. The J-SOX requirements took effect
starting in April 2008.

v~ Canada: Bill 198: Bill 198, also known as C-
SOX, became effective on October 1, 2003.
Its formal name is “Keeping the Promise for
a strong Economy Act (Budget Measures),
2002." This bill requires companies to
“[create and] maintain a system of internal
controls related to the effectiveness and
efficiency of their operations, including
financial reporting and asset control.” It
also requires companies to place internal
controls over their disclosure procedures.

v~ Australia: CLERP 9 in Australia: In 2001,
Australia passed the Corporations Act,
which governs corporate law. In 2004, a
reform to the Corporations Act was passed,
called the Corporate Law Economic Reform
Program (Audit Reform & Corporate Dis-
closure) Act 2004 (or CLERP 9). CLERP 9
aims to make sure that business regulation
is consistent with promoting a strong econ-
omy, in addition to providing a framework
that helps businesses adapt to change.
Three entities were created by CLERP 9:
The Financial Reporting Council, the
Australian Stock Exchange’s Corporate
Governance Council, and the Shareholder
and Investors Advisory Council.
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v England: Combined Code of Corporate .~ India: Clause 49: Clause 49 went into effect

Governance: In England, as in many other
countries, legislation has been enacted as
a response to corporate scandal. Two of the
most famous scandals were Polly Peck and
Maxwell of the late ‘80s and early ‘90s.
These scandals led to the creation of quite
a few reports that dealt with many gover-
nance issues. One of these reports, the
Hampel Report, led to the Combined Code
of Corporate Governance (1998). Some of
the areas the Combined Code covers are
the structure and operations of a company's
board, its directors’ pay, accountability and
audit, and the responsibilities of institutional
shareholders.

in December 2005. Its main goal is to
improve corporate governance for all com-
panies listed on India’s Stock Exchange.
Clause 49 focuses on issues that are
already implemented in many other coun-
tries, such as establishing a board of direc-
tors and appointing a managing director
who reports to the board, in addition to the
creation of an audit committee. A revised
Clause 49 was released on October 9, 2004.
This revision covers many areas, including
a clarification and enhancement of the
responsibilities of the board and the direc-
tor and a consolidation of the roles of the
audit committee as they relate to controls
and financial reporting.

A\

The rising costs that occur after a failed audit are a powerful motivator for a
company to automate its GRC processes so that controls and testing are
much easier and cheaper.

Experiencing a rude awakening

Another sort of inspiration for improved GRC performance comes in the form
of outside scrutiny. When auditors come in and start asking questions, some-
times companies discover that they don’t really have their GRC issues under
control after all. Usually this happens because people do not deeply under-
stand the demands that laws and regulations are placing on them or the
complexity of meeting those demands using their current software systems.

Scrutiny can also come from senior management, the board of directors, new
employees, auditors, and so on. The problem with GRC and the reason that it
has become a new TLA is that it can be hard and complicated to get right.
Companies that lack the knowledge and expertise may think they are safe
when they actually are not.

Going from private to public

The imminent conversion of a company from a private form of ownership to a
public form can be another driver of increased attention to GRC. An Initial
Public Offering (IPO), in which a company sells stock to the public for the
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Jail, schmail

The drumbeat of GRC consultants stating that
“we’ll keep you out of jail” has too long defined
the conversation about GRC. It's time for a real-
ity check.

Jail is a remedy for people who are engaged in
criminal activity. But if you're entering a GRC
program to stay out of jail, you're missing the
point. The point of GRC is to run your business
better, expand your consciousness of what is
going on, and provide employees with guidance

You can apply that knowledge to all sorts of
areas: governance, risk, compliance, trade,
environmental, data privacy, and much more. If
you do it right, GRC can help you run your busi-
ness better than ever before, gain competitive
advantage, and increase the rewards to you
and your shareholders.

From a shareholder perspective, which is worse:
a CEQ going to jail or an entire company running
itself on stale data?

about what they should be doing and to find out
when they're not doing it.

first time, is a common way for a private company to become a public one.
But other events such as selling bonds or issuing other forms of debt can
also initiate the same requirements to meet higher levels of reporting.

Private companies also seek to improve their GRC processes if they may be
up for sale to public companies that have to meet more stringent levels of
governance and reporting. Whether you're looking at a merger or acquisition
or taking a company public, having all the ducks in a row, so to speak, can
make the acquisitions process much smoother and can also make the differ-
ence between controlling the timing of an IPO or playing catch-up to try to
get things in order.

On the other hand, even private companies can benefit from implementing
the best practices highlighted by SOX. Private companies with government
contracts get a favorable reaction from the government when they implement
best practices based on SOX. There’s certainly no harm in improving internal
controls and corporate governance, and the benefits can be very real both in
terms of clean financials and process efficiencies.

Managing growth

Smaller companies that are on a dramatic growth curve frequently use a GRC
implementation as a way to make sure that as new employees are quickly
hired, threats to the organization’s financial health do not occur. With appro-
priate controls and tests, management can rest assured that the company is
not at risk as more new people take over key tasks.
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Smaller companies generally have more issues with segregation of duties for
obvious reasons. Segregation of duties requires dividing key steps among
employees to help prevent fraud that could take place if one person did all
the tasks. But with fewer employees, there is less specialization and a single
person may be doing many more tasks than in a larger company.

One common misunderstanding is that implementing GRC means that all
potential conflicts are eliminated. Even in the largest companies, this is
almost never the case. Usually, some employees are able to do things that
might result in fraud. Such potential conflicts can be handled by adding con-
trols and tests that reveal any bad behavior.

Taking out an insurance policy

When new owners arrive to take over a company, implementing GRC is one
common way to make sure that everything is operating properly and that
nothing fraudulent is taking place. GRC is like added insurance for the new
owners: Adding the controls and testing that is part of a thorough GRC imple-
mentation provides added assurance that the financial management of a com-
pany is taking place in a proper way and that the condition of the company is
accurately conveyed by its accounting reports.

Managing visk

Companies that have had a series of nasty surprises often improve GRC pro-
cesses and automation as a way to create an early warning system to identify
and manage potential operational risks. Unforeseen risks can lead to punish-
ment in the markets as investors worry about what problems might be next.

As this chapter has noted, it is a mistake to think of GRC only in financial
terms. Risks that have dire financial consequences can arise from a multitude
of operational factors that never show up on a balance sheet. For example, in
a manufacturing plant, what if spare parts inventory for a key piece of equip-
ment drops to dangerously low levels? If someone notices this, how can they
go on record to make sure that the significance of the risk is understood and
that management knows that something must be done to avoid a huge prob-
lem? The risk management processes of GRC provide just such a solution.

Reducing costs

The desire to cut costs related to GRC is another major driver of GRC auto-
mation. In the mad rush to comply with Sarbanes-Oxley in 2004, many
compliance activities were performed manually. Information was gathered,

19
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organized in spreadsheets or other simple ways, and then used to make sure
that the company was complying with all requirements.

While this sort of manual work was inevitable the first time around, and per-

haps even beneficial in that it gave those involved a hands-on understanding
of what sort of work needed to be done and information needed to be assem-
bled, it was not efficient.

Given the shortage of personnel trained in GRC and the expense of using
external consultants and auditors to perform reporting and analysis related
to controls and testing, many companies are seeking to implement GRC as a
way to increase automation and cut costs. Some companies have reported
reductions in auditing costs of more than 20 percent.

Struggling with the high
volume of compliance

Risk goes way beyond financials and so does compliance. Globalization means
that goods may be sourced from just about anywhere and shipped anywhere,
and the compliance requirements for moving these goods are significant:
each cross-border trade can involve as many as 25 different parties and gen-
erate 35 documents that must be tracked and saved. Furthermore, security
issues have made the “anywhere” part of this more difficult as well; there are
about 50 denied persons lists — lists of undesirable persons and companies
that governments forbid shipping goods to — that must be checked before
goods are shipped.

Environmental regulations are also increasingly the focus of compliance. The
number of environmental regulations companies must comply with is con-
stantly growing, both at the state and national level, particularly relating

to hazardous substances. In many cases, the sheer volume of compliance
activities forces automation because no other approach is feasible.

Introducing the GRC Stakeholders

No matter what the motivators and how much automation you may apply,
the essence of GRC is to change the hearts and minds of the people in a com-
pany. The responsibility for GRC enforcement and implementation is spread
across a variety of different stakeholders, each of which plays an important
role. Understanding the interactions between these stakeholders is a key
element of a successful program of GRC improvement.
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GRC stakeholders inside a company

Like every other major trend affecting business, increased attention to GRC
concerns is having its effect on the organizational chart. Of course, the ulti-
mate responsibility for all corporate issues resides with the board of direc-
tors and the CEO, and then devolves down through the organization. At most
companies, the operational responsibility for implementing a program for
improving GRC performance resides with the COO or CFO. The consequences
of inadequate attention to GRC processes are so extreme that interest from
senior management is at an all-time high.

The need for effective management of GRC has led to the creation of a new
set of titles that may include any of the following:

v Chief Compliance Officer, Vice President of Compliance
v Chief Risk Officer, Vice President of Risk
v Chief Sustainability Officer, Vice President of Sustainability
v Manager of
e SOX
¢ Compliance
* Risk
e Sustainability
¢ Trade Management

¢ Environment, Health, and Safety

Some analysts recommend that companies keep any organization dedicated
to GRC as small as possible. From this point of view, GRC should be some-
thing for which every line of business is responsible. The creation of a sepa-
rate department dedicated to GRC is an invitation to empire building. After a
department dedicated to any specific purpose is created, it tends to grow.
The ideal way to implement GRC is to make compliance efficient and easy
through controls, training, and automation so that improved business
processes make the process easy, a part of everyone’s day-to-day work,
instead of creating a large cost center.

GRC stakeholders outside a company

Investors and shareholders have perhaps the most to lose monetarily from
failures of GRC processes. When a stock price drops after a company reports
an audit failure, a material breach of compliance with regulations, or any
other sort of negative event that could have been foreseen, investors are
demonstrating their profound concern.
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Besides investors, the other important external groups are institutions inside
and outside of government that set rules that must be followed. This group
includes all of the following types of organizations:

v Legislative bodies that make laws that must be complied with.

v Government agencies responsible for carrying out laws, such as OSHA,
the EPA, U.S. Customs, and many others.

v Financial regulators that set standards for financial reporting, such as
the Securities Exchange Commission, Financial Accounting Standards
Board, Federal Reserve, Bank for International Settlements, and others.

v Non-governmental Organizations (NGOs) charged with setting policies
that govern how business is done, such as the United Nations.

v Trade organizations such as the World Trade Organization, World
Intellectual Property Organization, NAFTA, CAFTA, and others.

v Auditing firms that certify the correctness of procedures and policies
used for financial reports.

This list of stakeholders is constantly changing as new issues arise and new
laws and regulations are created to address them.

Understanding GRC by the Letters

So far in this chapter, we've treated GRC like a large black box: a mysterious
container full of improved processes and software for automation. Now it is
time to open that box and look inside at all the moving parts. The challenge
in moving to a more detailed discussion of GRC is that the meaning of the
terms and the actions required are different depending on the nature of

the business. GRC activities at a stock brokerage firm will be quite different
from those at a chain of grocery stores, for example, although the goals at
the highest level are the same.

This section breaks down GRC into its component parts by looking at the
meaning of each of the three words that make up the acronym: governance,
risk, and compliance. The challenge here is that these words are general
terms as well as terms of art applied to GRC, so we start our discussion by
separating the informal meanings of the terms from the precise way these
words are used with respect to GRC.
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Governance

Governance is a general term. The way that a board of directors works with a
CEO is a form of governance, for example. The governance in GRC is that
which is exercised by the CEO on down. How are you going to do what you
must do to execute on a strategy? How is the CEO making sure that the right
policies and procedures are in place to run a company? How are those poli-
cies communicated? What sort of checking is done to make sure that the
policies and procedures are being followed? How are the policies and proce-
dures updated? What controls are in place? How can methods of checking
and confirming that policies are being followed be improved?

Risk

The word risk is the trickiest of the three that make up the GRC acronym. All
of GRC, for example, can be seen as an exercise in understanding and control-
ling the risk of running a business. So a program of GRC improvement helps
reduce the risk of failing to comply with regulations for financial reporting,
trade, environmental protection, or safety. GRC also deals with the risk of not
having adequate governance structures to keep a company under control and
effectively managed. Every business strategy runs certain risks that can be
identified at the outset and must be monitored. There is also the risk of not
identifying operational risks that may have significant impact on a business
early and dealing with them adequately. The R in GRC includes all these risks,
in fact, any risk the business faces.

Compliance

Compliance is the term that has a general meaning that is closest to the way
it applies specifically to GRC. Compliance in general means that you are satis-
fying a set of conditions that has been set forth for you. Compliance implies
that someone else has set those conditions up and that you must meet them.
That’s exactly what’s going on in GRC. Most of the time, when people talk
about compliance, they are referring to external standards for which compli-
ance is mandatory. The word compliance also sometimes refers to internal
standards as well.

Defining the C in GRC as standing for controls can broaden the discussion.
Compliance is what we have to do, and controls are the way we do it.
Furthermore, controls are a way to monitor that the business is compliant,
and also efficient and orderly in every way.
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Figure 1-2 shows the way that the three core activities of governance, risk
management, and compliance interact.

The Disciplines of GRC
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Figure 1-2 shows GRC from the top down. Governance guidelines, which are
the policies and rules of the game for a company that explain how the com-
pany will be run to best meet its obligations and pursue the business strategy,
are set forth by senior management. The operational executives then carry out
programs and put in place controls that ensure compliance, frequently with the
help of consultants or auditors who are expert in applying GRC. Risk manage-
ment results in the creation of mechanisms so that risks can be brought to the
attention of senior managers who then take steps to reduce them.

So although Figure 1-2 shows a top-down structure, in most companies, GRC
is actually implemented from the bottom up, like this:

1. The company puts in place controls to make sure that compliance
requirements are satisfied so that no laws or regulations are violated.

2. After the controls are in place, which may take a year or more to achieve,
the next task is to analyze what has been done to make it more efficient
and effective and to reduce costs associated with compliance.

At this stage processes for governance may begin to be developed as
internal policies are added to external requirements and the company
looks at its compliance activities from the top down.

Risk management processes may be added at any time during this cycle,
depending on how worried a company is about risks connected to a particu-
lar strategy or about unforeseen risks. With this cycle in mind, in the next few
sections, we explain the activities involved in each area of GRC in greater
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detail. In preschool, you may have learned letters by remembering that A is
for apple: The same approach can be taken with GRC. We take the bottom up
approach in our explanation and work through the acronym from right to left.

C Is for Compliance: Playing
by the Rules

The goal of the compliance process is to make sure that a company meets or
exceeds all of the demands that are placed on it by external institutions that
make laws and regulations for various purposes. Compliance is also concerned
with self-inflicted rules; in other words, policies related to how a company
does business. Financial compliance is the one that has gotten the most
attention in the past couple of years, but trade management and environmen-
tal, health, and safety compliance are also always key concerns. These areas
are all interrelated and provide companies a set of guidelines to follow from a
perspective of best practices and processes. Each of these areas will be cov-
ered in detail later in this section.

Some regulations require that reports of activities are created and may set
thresholds for acceptable financial ratios or amounts of emissions, for exam-
ple. Others require that a company’s processes have a certain shape or follow
certain guidelines so that certain types of bad behavior become impossible or
extremely difficult. But by far the most frequently mandated item from a com-
pliance perspective is the mandate that a company have sufficient controls to
detect bad behavior. A complete grasp of what controls are and how they
work is key to a complete understanding of GRC.

Controls: Mechanisms of compliance

Controls are the means by which bad behavior or violations of policies are
discovered. Controls also provide companies with an alert mechanism for
highlighting what processes are working well and which areas need to be
improved. By finding out what’s working and what’s not, companies can
optimize all their processes through the enterprise.

<P Some controls are preventative, meaning that they stop you from doing things
that are not allowed. Preventative controls are frequently part of access
control, which is the discipline of allowing people to have access only to
transactions and capabilities that they need to do their jobs and to limit the
potential for bad behavior. Access control is key to managing segregation of
duties, which is one of the most important mandates of Sarbanes-Oxley. See
Chapter 5 for more information about segregation of duties.
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Although stopping people from bad behavior is a great idea, preventative
controls are too blunt an instrument to enforce complex policies that may
prohibit actions that take many steps to complete. Most of the controls that
are used to enforce policies in a company are detective controls, which ana-
lyze what has gone on in a company and reveal policy violations or bad
behavior after it has happened. Although in some ways it seems like creating
a system that makes bad behavior impossible is preferable, in practice, the
processes in a business are too complex and fluid to be automated in such
arigid way. When implementing policies and enforcing them with detective
controls, you never stop people from doing what they need to do to keep the
business running. You do, however, detect the problems after they occur and
then come up with remedies of various sorts to mitigate the problems and
prevent them in the future. Mitigating controls are those controls that are put
in place to fix any problems created by violations of policies. Mitigating con-
trols are descriptions of steps that need to be taken to fix problems.

Detective controls can either be automated or manual. For a manual control,
someone may have to scour through the logs of various types of activity to
find certain types of transactions and record them in a spreadsheet. Then the
collected transactions are analyzed to see if any of the transactions have vio-
lated a policy. Automated controls gather the information and check for the
violation automatically. Automated controls can also generate alerts and
cases that can be assigned to the appropriate manager for remediation. One
of the key methods for making GRC processes more efficient is through the
application of automated controls. Given that most companies have around
500 controls in place, improving the efficiency of controls can mean signifi-
cant savings. (For more on access control, see Chapter 6; turn to Chapter 7
for more on internal controls.)

Controls are determined by the direction provided by corporate governance
and risk management and then are applied to the most important processes
of the enterprise. One common control is to check the credit of each new
customer before doing business with them. A control could take the form of
looking at each new customer record and then examining activity to see if a
credit check was performed. If new customers have been created without credit
checks being performed, a mitigating control may need to be executed, per-
haps to perform the credit check after the fact. Then the control may analyze
why the credit check was not performed. Perhaps the problem is systematic,
resulting from inadequate training, for example. Maybe the people creating
new customers did not know that a credit check was required. Perhaps the
problem was that the system used to check credit is unreliable so that credit
checks cannot always be performed. Whatever the reason, the control can dis-
cover a problem that must be dealt with to comply with a policy or regulation.

Some controls are run once a year; for example, to check whether policies for
capitalizing equipment are followed. Other controls may be run once a quar-
ter or once a month. One of the things that usually happens when problems
are discovered in an audit is that controls are run more frequently. If the con-
trols are manual, this means that someone must be doing a lot more work,
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which can drive up auditing and personnel costs (and the cost of doing busi-
ness). Replacing manual controls with automated controls is one way to allow
controls to be run more frequently — in some cases, continuously — without
large additional costs. That way;, if 1 in 100 transactions violates a control, an
automated control will catch it every time without incurring the cost of
checking the 99 transactions that did not violate the control. A manual con-
trol that tests every transaction would find such a problem, but the more
common approach — sampling transactions — is unlikely to find needles in
haystacks. Automated controls save money, run 100 percent of the time, and
allow you to practice exception management.

In the process of designing, applying, and analyzing controls in a business, you
develop a deeper understanding of the processes of your business. Problems
discovered by controls can lead to the redesign of processes to better meet
both business and compliance goals. To get the most out of GRC, the insights
gathered in compliance activities must be shared with managers in each
department so that compliance can become part of the process of continuous
improvement.

Domains of compliance

The sorts of controls just described are used in numerous domains of compli-
ance: financial management, global trade, and environmental, health, and
safety. In each of these areas, different external regulators have set forth
increasingly complex rules and regulations. Proof of compliance with these
regulations may be required in the forms of controls, reports, and certifica-
tions to the veracity of reported information. The section below summarizes
the sorts of compliance that are required in each area. For much more infor-
mation, see the following parts of this book:

v Financial compliance is covered in Part IL

v Trade management is also covered in Part II.

v Environmental and safety concerns are covered in Part III.
In addition to these traditional domains of compliance, some newer compli-
ance domains also fall under the GRC umbrella:

v Privacy regulations

v Risk management regulations

v Sustainability

v Internal policies

In the following sections, we discuss each of these domains in detail.
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Financial compliance

Financial compliance these days is dominated by the regulations that have
been introduced by Sarbanes-Oxley. Section 302 of the law makes it a crime
to certify financial statements that have material errors. Section 404 requires
strict segregation of duties to prevent various forms of bad behavior includ-
ing fraud, inaccurate reporting, and other forms of malfeasance.

Section 302 requires that CEOs and CFOs literally sign on the dotted line on
annual and quarterly reports and certify that the information is true. Behind
that signature are many other levels of signatures of everyone in the chain
of command, stating that they vouch for the numbers they provided for this
report. Controls designed to monitor key processes are one of the ways that
executives and managers feel comfortable putting their signatures on these
reports: Controls help to verify that the numbers are accurate and not inflated.

If a CEO knows that processes like order-to-cash, revenue recognition, and
procure-to-pay are all being monitored closely through a comprehensive set
of controls, the CEO (and those under him or her) can feel comfortable certi-
fying that there is no fraud or inaccuracies in financial reports. If errors do
show up, everyone involved will be more understanding if a full set of compli-
ance and information quality procedures are in place and diligently enforced.

Section 404 is handled through putting access control mechanisms in place.
When someone is given access to a computer system, a role is usually assigned
to them. That role has a set of permissions that grants that user access to a
certain set of transactions. In a modern computer system like SAP ERP, for
example, there can be more than 20,000 transactions and more than 100,000
data elements. Each company has hundreds of roles in place. It is impossible
to manually check that the roles assigned to any one individual do not grant
access that would violate any reasonable segregation of duties schemes.
Depending on the nature of a business, a company may have to provide other
forms of reporting, such as levels of capital for banks or other indicators of
financial health.

Modern GRC systems help automate the process of implementing, running,
and analyzing controls, performing segregation of duties checks, and creating
regulator reports of all kinds.

Trade management compliance
Compliance with trade management regulations was never simple and has
only become more complex in the post-9/11 era. If you're doing business with
someone overseas, you must document the answers to the following sorts of
questions:

v Who is it acceptable to do business with?

v+ Which goods can be sent to which countries?

»* What are the limits on amount of goods sent to each country or buyer?
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v What goods qualify under trade agreements?
+* How must goods be labeled?

+* What information is required to clear customs?
v Is a license required?

v Is a letter of credit required?

Each country has its own regulations. For example, worldwide there are
approximately 50 different lists of denied persons or companies that coun-
tries prohibit sending goods to. Many of these lists change daily. Although
U.S. exporters are mainly concerned with the lists of denied persons from

a U.S. perspective, best practices state that they should also check the lists
for the countries to which they are shipping the goods. Also, governments
are starting to use more advanced methods of providing information and are
requiring electronic submission of global trade documents. Globalization and
outsourcing mean that more and more goods are moving across borders.
When products are shipped, regulations of the receiving and sending coun-
tries must be satisfied as well as any countries that the goods pass through.

Companies at one time left many of these tasks to the shipping and freight-
forwarding companies. But now compliance is so challenging and the penalties
so severe that this is less often a viable solution. The latest trade management
systems help automate these activities as much as possible through integra-
tion with internal systems like ERP (Enterprise Resource Planning) and SCM
(Supply Chain Management) and external sources of information.

Environment, health, and safety compliance

Environmental, health, and safety regulations are constantly moving forward
as new dangers are identified and new concerns arise. OSHA and the Clean
Air Act in the United States, the RoHS act and REACH acts in Europe, and
standards for labeling of hazardous materials, are just a small sample of

the sort of regulations in effect.

For example, for companies that create and ship hazardous materials, label-
ing requirements differ throughout the world, as do requirements for the data
sheets that accompany such materials.

Risk management compliance

Although laws regarding risk management are not yet mainstream compliance
requirements in the U.S., risk management is increasingly becoming a compli-
ance issue as well. Switzerland and Germany already have laws mandating
risk management. In the U.S., official recommendations indicate that compli-
ance for risk management may not be far away: the U.S. Amended Sentencing
Guidelines state that organizations must take reasonable steps to ensure that
their compliance and ethics programs are followed, including monitoring and
auditing to detect criminal conduct and to evaluate periodically the effective-
ness of their compliance and ethics program. Although risk management is
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not explicitly stated in the guidelines, what is required to meet them is basi-
cally, in fact, a systematic approach to managing and monitoring risks. Also,
the Public Company Accounting Oversight Board (PCAOB) and the Securities
and Exchange Commission (SEC) recommends a top-down, risk-based
approach to organizations’ SOX compliance requirements.

Data privacy and security compliance

The problem of identity theft is driving increased regulation as well, both in the
areas of data privacy and computer security, which go hand in hand in pro-
tecting sensitive data. Regulations are on the rise in this area, whether it’s
laws regarding how sensitive data must be protected or laws that kick in if a
security breach has occurred (for example, the California Security Breach
Notification Law). In the healthcare industry, HIPAA has strong implications
for how data is handled. The COBIT framework helps companies organize
their compliance in this area; Chapter 14 covers the important topic of IT GRC.

Sustainability reporting

A new horizon in this area is the domain of sustainability, which doesn’t yet
fall in the realm of compliance, but one day might. Companies are increasingly
being asked to demonstrate that their operations do not have long-term dam-
aging effects on the planet and that they practice good corporate citizenship.
The United Nations releases a list of 230 sustainability indicators that compa-
nies may one day be required to report on. Chapter 13 discusses the topic of
sustainability.

R Is for Risk: Creating Opportunity

Risk management is the process of uncovering what could go wrong for the
express purpose of making more things go right. All strategies and all oppor-
tunities worth pursuing involve risks that must be monitored and managed.
Racecars win not just because of their gas pedal but also because of their
brakes, which help drivers deftly maneuver around corners and other obsta-
cles. In the same way, risk management can help companies identify potential
pitfalls and thereby optimize their opportunities for success.

Many types of operational risks don’t appear on the balance sheet but can
have disastrous consequences. Risks in this category include such hazards as
v Environmental catastrophes
v~ Difficulties with integration of acquisitions
v An aging workforce
v Extreme weather

v Currency fluctuations
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v Kidnapping

v Terrorism

For example, if a key supplier is going to be taken over by a competitor, the
sooner a company knows about it, the better. Or perhaps, a major customer
has indicated they are in big financial trouble and may cut back on orders. Or,
what if replacement parts for a critical piece of equipment are no longer being
produced? A well-run company has a way for its employees to identify such
risks and raise the alarm so that the risks can be prioritized and mitigated.

Unmanaged risks increase the potential for unpleasant surprises. Thinking
that risk management is only about catastrophic risks is a mistake. A series of
unanticipated smaller risks can have an equally devastating effect, especially
if they cause targets for financial performance to be missed, even by a small
amount.

Risk management, though it initially sounds negative, has great potential for
helping companies maximize their opportunities. Reporting mechanisms to
raise alerts about risks may also be used to identify opportunities. When done
properly, risk management can be like a crystal ball that helps you get a vision
of the future, tweak it according to your strategy, and make that improved
vision come true.

G Is for Governance: Keeping
Focused and Current
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Governance is about the big picture, about steering a company in the right
direction and evolving policies, procedures, and processes as needed.
Governance is about how you are doing what the strategy of your business
demands that you do. Governance is about establishing the larger goals, the
top-down perspective that organizes compliance and risk management activi-
ties as well as everything else a company does. Governance is also about
how the data gathered by GRC processes is analyzed and used to improve a
business.

At the highest level, governance is about steering the corporation: making sure
that a company is selling the right products in the right markets. Governance
exists to translate the strategy set by the board of directors and CEO into the
actions that will bring that strategy to life.

The first step most companies take with respect to GRC is to put in place con-
trols that ensure the firm is complying with external requirements. But after
that has been accomplished, the sort of self-governance shown in Figure 1-3
becomes an issue.
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|
Figure 1-3:
The three
kinds of
governance.
|

Corporate Governance

Corporate Governance is the method by which
a corporation is directed, administered or controlled.

Self Imposed
Governance Governance
¢ Board of Directors ¢ Debt covenants
¢ Audit Committees ¢ External auditors
¢ Remuneration ¢ Government
* Process standards regulations

e Industry regulation

A lack of Corporate Governance exposes a corporation to significant
risks: among others fraud and non-adherence to regulations

Self-governance means adding policies, procedures, and controls to enforce
them to those already imposed by external parties. Self-governance helps
create a continuous feedback loop of information to improve the operations
of a company and to make sure that any important operational processes
take place as desired by the board and CEO.

One of the most important governance activities is to look at the existing set
of controls for both imposed and self-imposed governance and ensure that
they have the proper scope and effect. In performing this analysis, a company
frequently gains insights into how to redesign its processes to increase effi-
ciency and better align them to corporate goals. After new ideas for improve-
ments have been discovered, they must be implemented in order to take
effect. In other words, governance, when properly implemented, helps guide
the evolution of a company. For this reason, there is a natural link between
governance and program management.

Hitting the Audit Trail

Increased attention to GRC has been a boon for auditing firms as companies
have hired them to help make sure they are complying with Sarbanes-Oxley
and other regulations. Auditors have been asked to help design and imple-
ment controls and to perform other forms of testing to ensure compliance.
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