
Table 1.6 TCP/IP Protocols

LAYER PROTOCOL

Host-to-host Transmission Control Protocol (TCP)

Host-to-host User Datagram Protocol (UDP)

Internet Internet Protocol (IP)

Internet Address Resolution Protocol (ARP) l

Internet Reverse Address Resolution Protocol (RARP)

Internet Internet Control Message Protocol (ICMP)

TCP/IP Protocols

Let’s look at the various protocols that populate the TCP/IP model. Table 1.6
lists some important TCP/IP protocols, and their related layers.

Transmission Control Protocol (TCP). TCP provides a full-duplex, 
connection-oriented, reliable connection. Incoming TCP packets are
sequenced to match the original transmission sequence numbers. Any
lost or damaged packets are retransmitted.

User Datagram Protocol (UDP). UDP is similar to TCP but gives only a
“best effort” delivery, which means it offers no error correction, does not
sequence the packet segments, and does not care in which order the packet
segments arrive at their destination. Consequently, it’s referred to as an
unreliable protocol. It’s also considered a connectionless protocol. Table 1.7
points out the differences between the TCP and the UDP protocols.

Internet Protocol (IP). IP provides an unreliable datagram service, meaning
that it does not guarantee that the packet will be delivered at all, that it
will be delivered only once, or that it will be delivered in the order in
which it was sent. 

On the Internet, and in networks using the IP protocol, each data packet
is assigned the IP address of the sender and the IP address of the recipi-
ent. Each device then receives the packet and makes routing decisions
based upon the packet’s destination IP address.

Address Resolution Protocol (ARP). IP needs to know the hardware
address of the destination of the packet so it can send it. ARP is used to
match an IP address to an Ethernet address. An Ethernet address is a 48-bit
address that is hard-wired into the NIC of the network node. ARP is used
to match up the 32-bit IP address with this hardware address, technically
referred to as the media access control (MAC) address or physical address.
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Table 1.7 TCP versus UDP Protocol

TCP UDP

Sequenced Unsequenced

Connection-oriented Connectionless

Reliable Unreliable

High overhead Low overhead

Slower Faster

Reverse Address Resolution Protocol (RARP). In some cases, the
reverse of the preceding is required: the MAC address is known but the
IP address needs to be discovered. This is sometimes the case when disk-
less machines are booted onto the network. The RARP protocol sends
out a packet that includes its MAC address along with a request to be
informed of which IP address should be assigned to that MAC address.
A RARP server responds with the answer.

Internet Control Message Protocol (ICMP). ICMP’s primary function is
to send messages between network devices regarding the health of the
network. It can inform hosts of a better route to a destination if there is
trouble with an existing route, and help identify the problem with a
route. The Packet INternet Groper utility (PING) uses ICMP messages to
check the physical connectivity of machines on a network. 

Figure 1.20 shows how TCP/IP protocols correspond to the OSI model layers.

The Wireless Application Protocol 

Chapter 2 addresses the Wireless Application Protocol (WAP) in more detail,
but it’s described briefly here to enable a comparison with the previous two
protocol models, OSI and TCP/IP.

The WAP architecture is loosely based on the OSI model, and was created
from the following layers (top to bottom):

Application layer. The WAP application layer is the direct interface to
the user, and contains the wireless application environment (WAE), This
top layer consists of several elements, including a microbrowser specifi-
cation for Internet access, the Wireless Markup Language (WML),
WMLScript, and wireless telephony applications (WTA).
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Figure 1.20 OSI model layers mapped to TCP/IP protocols.

Session layer. The WAP session layer contains the Wireless Session Pro-
tocol (WSP), which is similar to the Hypertext Transfer Protocol (HTTP),
as it is designed for low-bandwidth, high-latency wireless networks. As
explained in Chapter 3, WSP facilitates the transfer of content between
WAP clients and WAP gateways in a binary format. Additional function-
alities include content push and suspension/resumption of connections.

Transaction layer. The WAP transaction layer provides the Wireless
Transactional Protocol (WTP), which provides the functionality similar
to TCP/IP in the Internet model. WTP is a lightweight transactional pro-
tocol that allows for reliable request and response transactions and sup-
ports unguaranteed and guaranteed push. 

Security layer. The security layer contains Wireless Transport Layer
Security (WTLS). WTLS is based on Transport Layer Security (TLS, simi-
lar to the Secure Sockets Layer, or SSL). It provides data integrity, pri-
vacy, authentication, and denial-of-service (DoS) protection mechanisms. 

Transport layer. The bottom WAP layer, the transport layer, supports the
Wireless Datagram Protocol (WDP), which provides an interface to the
bearers of transportation. It supports the CDPD, GSM, Integrated Digital
Enhanced Network (iDEN), CDMA, TDMA, SMS, and FLEX protocols.

Figure 1.21 diagrams the layers of the Wireless Application Protocol.
Since you’ve immersed yourself in this chapter, you now have a good under-

standing of computing and network fundamentals. Now you’re ready to take
this knowledge into the next chapter, “Wireless Theory.” Here you will begin
to see the building blocks of wireless protocols and concepts.
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Figure 1.21 The Wireless Application Protocol.
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