
• Numerics •
802.11a, 71
802.11b, 71–72
802.11g, 72
802.11n, 72
100Base-T cable, 36
10Base-T cable, 36
3Com, 25

• A •
access points

configuring, 89, 93
overview, 22
wireless networks, 75–76

accessing
My Network Places (Windows XP), 165–166
remote computers, 136–137

across the network, files that should never
be opened, 198

Ad-Aware from Lavasoft, 231
Add a Port dialog box (Windows XP

firewall), 221
Add a Program dialog box (Windows XP

firewall), 220
ad-hoc mode for wireless networks, 90
ADSL (asynchronous DSL), 60–61
Advanced tab (Windows XP firewall),

222–223
advantages of home networks, 10–11
advertising spyware, 231
The American Library Association

(Web site), 319
antivirus experts, checking with, 215
antivirus programs

cleaning the file, 213
deleting the file, 213
heuristic scanning, 213
isolating the file, 213
McAfee VirusScan, 212

Norton AntiVirus, 212
overview, 211–213
PC-Cillin, 212

AOL parental controls, 314–315
AppleTalk, 110
asynchronous DSL (ADSL), 60–61
availability of print server, 161

• B •
backbone servers, 95
backing up to network computers

computer folder, copying documents
from, 249

external hard drive used for, 252–253
NAS (Network Attached Storage) devices,

using, 252–253
overview, 248–249
Send To feature used for, 249–251

backups, data. See data backups
baseband signaling, 36
basement/second-floor room arrangement,

cabling between, 45
batch file for removal of Microsoft Word

backup files, 263–265
Belkin

firewall device, 229–230
overview, 25
routers, 91–92

blogs, 296–297
boot sector viruses, 207–208
bridges

setup configuration process, 89
using, 61–62

brownouts, protecting against, 238–240
budget for household

overview, 294
setting up, 294–295
software for, selecting, 294
using, 294–295

built-in Ethernet adapter, using, 65
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• C •
C drive displayed, opening Windows

Explorer with, 185–186
Cable Unplugged error, 32–33
cabling system

between adjacent rooms, 43
checking cables as preventive

maintenance, 242
concentrator, 17
electrical line connections, 20–21
Ethernet cable, 17
between floors, 45–46
hub, 17
megabit, 17
megabits per second (Mbps), 17
between nonadjacent rooms on the same

floor, 43–45
overview, 16–17
patch cables, creating your own, 42
powerline networking, 20–21
RJ-45 connectors, 17
within a room, 43
switch, 17
telephone line cable, 17–20
troubleshooting, 163
twisted-pair cable, 17
wireless connections, 21–23

canceling print jobs, 152–153
canned air, using, 245
CAT-5 cable, 17, 35–37
CAT-5e cable, 35–37
CD-ROM subcategory (System

Information), 280
chain letters, 215
Change Scope dialog box (Windows XP

firewall), 221–222
chat rooms, tips for, 316–317
child safety while on the Internet

AOL parental controls, 314–315
chat rooms, tips for, 316–317
child’s room, not putting a computer 

in a, 308
Comcast parental controls, 316
computer games, setting guidelines for

the level of violence in, 318–319

content of Web sites, setting controls on,
308–309

e-mail filtering, 316
filters, creating Web site, 312–313
finding acceptable Web sites for children,

317–318
Internet, talking to your children about

the, 308
ISP restrictions, 314–316
MSN parental controls, 315–316
parental controls in Windows Vista,

using, 311–312
password protect your configuration

settings so child can’t access, 309–311
software used to filter Web sites, 314

child shares, 114–115
child’s room, not putting a computer 

in a, 308
cleaning files with antivirus programs, 213
client computers, 12
client/server networks, 12–13
closet, keeping your drill holes in the,

44–45
collaboration on documents, 292–294
color documents, printing, 155–159
color printer configured for monochrome

printing, 158–159
Comcast parental controls, 316
command line, working with mapped

drives at the, 180–181
commands visible to other users, logging

off to prevent, 125
Components category (System

Information), 279–280
computer added to network, 93–97
computer folder

copying documents from, 249
working with mapped drives in the, 180

computer output watched on television,
304–305

computer sharing
child shares, 114–115
folders, sharing, 119–120
hard drive, sharing a, 116–118
hidden shares, 124–125
hierarchy for, 114–116
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overview, 113–114
parent shares, 114–115
peripheral drives, sharing, 118–119
pre-shared documents folder, 121–124
removable drives, sharing, 118–119
Windows XP security and sharing

resources, 120–121
concentrators

adding, 49–50
electrical outlet, need for, 39
environmental requirements of, 39
hub as, 37–38
overview, 17, 37–38
star topology, 38
surge protector, using a, 39
switch as, 37
uplink port, 37
use of multiple, 46
where to put, 38–39

configuration types
client/server networks, 12–13
mixed networks, 14
overview, 12
peer-to-peer networks, 13–14

configuring computers for efficient
backups, 247

conflicts with Windows XP firewall,
avoiding, 225

Conflicts/Sharing subcategory
(System Information), 279

connecting
print server to network, 161
two patch cables, 41
when reconnection fails, 179–180

connectors, checking, 241–242
content of Web sites, setting controls on,

308–309
converting music files, 302–303
copying files

between computers, 186–189
with Send To feature, 251

couplers, 41
crossover cable, 50
Cyber Patrol, 314
Cyber Sentinel, 314

• D •
daily backups, 246–247
daisy chain, 60
data backups

configuring computers for efficient
backups, 247

daily backups, 246–247
full backups, 254
incremental backups, 254
media, backups for, 248
to network computers, 248–253
overview, 245
software CDs and disks, storing, 247–248
what to back up, deciding, 245–246
when to back up, 246–247

data encryption
overview, 79
WEP (Wired Equivalent Privacy), 80–82
WPA (Wi-Fi Protected Access), 81–82

Dave (software), 200–201
decor issues and installation of Ethernet

cable, 47–49
default printer, creating a, 148
Default Settings section (Windows XP

firewall), 223
definitions, 233
defragging your hard drive

how hard drives get fragged, 269–270
how it works, 270–273
overview, 268
in Windows Vista, 272–273
in Windows XP, 270–272

deleting files
with antivirus programs, 213
remote files, 190

descriptive information on network
components, viewing, 170–171

Device Manager
drives, viewing specific, 274
opening, 273
overview, 273–274
printing a report on devices in your

system, 275
problems, resolving, 274–275
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DHCP (Dynamic Host Configuration
Protocol), 75

dial-up networking (DUN), 97
digital subscriber line (DSL)

overview, 60–61
powerline kits, 66

Direct connection to a concentrator or
a modem that won’t be shared,
option (Windows XP Network
Setup Wizard), 101

Direct connection to a modem option
(Windows XP Network Setup
Wizard), 100

Direct connection to a router or to a
computer with a modem option
(Windows XP Network Setup
Wizard), 100

disaster planning and recovery
backing up to network computers,

248–253
data backups, 245–253
electrical damage, 235–240
Microsoft Backup, 253–255
preventive maintenance for your

hardware, 240–245
restoring a system after a disaster, 255
Send To feature, 249–251
System Restore, 256

Disk Cleanup, 257–258, 277–278
Disk Defragmenter, 268. See also defragging

your hard drive
disk errors, troubleshooting, 281–282
Display subcategory (System

Information), 280
distance of signals in wireless networks, 73
D-Link

firewall device, 229–230
overview, 25
routers, 91–92

DMA subcategory (System
Information), 279

documents
collaboration, 292–294
library, setting up a, 295
tracking changes in, 292–294
in use, 195–198

Domain Profile tab (Windows Vista
firewall), 226

download center, setting up a, 295–296

downloaded music, playing, 301–302
dragging files, copying by, 186–188
drivers

described, 88
installed for network adapters, 88–89

drives, viewing specific, 274
DSL (digital subscriber line)

overview, 60–61
powerline kits, 66

dual-band devices, 72
ducts, installation of Ethernet cable and

using, 46
DUN (dial-up networking), 97
duplicating users on remote computers,

136–137
Dynamic Host Configuration Protocol

(DHCP), 75

• E •
802.11a standard, 71
802.11b standard, 71–72
802.11g standard, 72
802.11n standard, 72
electrical damage

brownouts, protecting against, 238–240
electrical surges, protecting against,

235–236
lightning hits, protecting against, 237
low-voltage problems, 238–240
power loss, protecting against, 238
static electricity damage, preventing, 240
surge protectors, using, 236
telephone line surges, protecting

against, 237
uninterruptible power supply (UPS),

using, 238
voltage regulators, using, 239

electrical line connections, 20–21
electrical outlet, need for, 39
electrical surges, protecting against,

235–236
e-mail filtering, 316
e-mail, precautions to take when

reading, 214
embedded network cards, 15
embedded network controllers, 15
enabling printer sharing, 142–144
encryption. See data encryption
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environmental requirements of
concentrators, 39

error-checking tool, running, 267–268
Ethernet adapter, connecting wireless

devices to an, 90–91
Ethernet cable, 17
Ethernet networks, checking connectors

in, 241
EtherTalk, 110
Exceptions tab (Windows XP firewall),

220–222
existing wires used for your network

phoneline networking, 54–64
powerline networking, 64–67

external hard drive used for backing up to
network computers, 252–253

external modem, steps for using, 19

• F •
faceplates, adding cable, 47–48
FamiliesConnect (Web site), 318
family. See also child safety while on the

Internet
blogging, 296–297
document library, setting up a, 295
picture album, creating a network, 303
slide shows, creating, 303–304
Web site, setting up a, 305–306

family shopping list
creating, 290–291
overview, 290
tips for using, 291
using, 291–292

fast user switching, 131
FAT (File Allocation Table), 266
FDM (Frequency Division Multiplexing), 55
File Transfer Protocol. See FTP
file-infecting viruses, 206–207
files. See also remote files

across the network, files that should
never be opened, 198

batch file for removal of Microsoft Word
backup files, 263–265

cleaning files with antivirus
programs, 213

converting music files, 302–303
copying files, 186–189, 251

deleting files, 190, 213
dragging files, copying by, 186–188
extensions, visibility of, 207
Internet, precautions to take when

downloading files from the, 214–215
Microsoft Word backup files, removing,

263–265
moving files, 189–190
read-only files, 196
right-dragging files, 188, 189
separate windows, dragging files

between, 188
sharing, enabling, 102
temporary Internet files removal,

258, 258–260, 260, 261
transferring files between PCs and

Macintosh, 199–201
filters

creating Web site, 312–313
e-mail filters, 316
overview, 61

Firefox, temporary Internet files removal
in, 261

firewalls
how it works, 217–218
need for, reasons for, 217
overview, 216
port scanning, 218
in routers, 229–230
stateful inspection, 218
troubleshooting, 163
Windows Vista firewall, 225–228
Windows XP firewall, 219–225

firmware update, 81
floor cable covers, using, 48–49
folder trees, 132
folders, sharing, 119–120
Forced Hardware subcategory (System

Information), 279
format for universal naming convention

(UNC), 172–173
Frequency Division Multiplexing (FDM), 55
frequency hopping, 23
FTP (File Transfer Protocol)

overview, 199
used to transfer files between PCs and

Macintosh, 199–200
full backups, 254
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• G •
games

played over Windows Live Messenger, 305
setting guidelines for the level of violence

in, 318–319
ganging the network and the telephone, 56
ganging the network, the telephone, and an

external modem, 57
ganging the network, the telephone, and an

internal modem, 58–59
gigabit, 36
growth of network, accommodating, 49–50

• H •
hackers, 216
handling cable, 41–42
hard drive damage

checking for, 265–268
error-checking tool, running, 267–268
overview, 265
reasons for, 266

hard drive sharing
overview, 116
in Windows Vista, 117–118
in Windows XP, 116

hardware
cabling system, 16–23
embedded network cards, 15
embedded network controllers, 15
network connection types, 15–16
network interface card (NIC), 15, 16
overview, 15
USB connectors, 15–16
for wireless networks, 74–76

hardware purchasing
computer geeks, gathering information

from, 24
Internet, gathering information from, 24
kits, 25–26
magazines, gathering information from

computer, 24
overview, 23–24
researching home networking before, 24
tips for, 25–26

Hardware Resources category (System
Information), 279

Harry Potter (Web site), 318
heuristic scanning, 213
hidden shares

commands visible to other users, logging
off to prevent, 125

creating, 125
overview, 124
remote computer, retrieving file in hidden

share from, 125
hierarchy for computer sharing, 114–116
Home Phoneline Networking Alliance, 54
HomePlug Powerline Alliance, 54
HomePNA, 54
hops, 95
hot installation, 88
hotspots, 82–83
household inventory, creating a, 298–299
hub

as concentrator, 37–38
overview, 17

• I •
ICMP setting (Windows XP firewall), 223
icons

in My Network Places (Windows XP),
168–171

for network adapter on taskbar,
displaying, 30–31

ICRA (Internet Content Rating
Association), 309, 311

ICS (Internet Connection Sharing), 31–32,
66, 98

IEEE (Institute of Electrical and Electronics
Engineers), 71

IMs (Instant Messages), 297
incremental backups, 254
individual message boards, creating, 287
Infrared subcategory (System

Information), 280
infrared wireless connections, 21–22
infrastructure mode for wireless

networks, 90
Input subcategory (System Information), 280
installation. See also installation of Ethernet

cable; installation of network adapters
hot installation, 88
of Microsoft Backup, 253–254
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of network printer, 146–150
of print server, 161–162

installation of Ethernet cable
basement/second-floor room

arrangement, cabling between, 45
cabling between adjacent rooms, 43
cabling between floors, 45–46
cabling between nonadjacent rooms on

the same floor, 43–45
cabling within a room, 43
CAT-5 cable, 35–37
CAT-5e cable, 35–37
closet, keeping your drill holes in the,

44–45
concentrators, 37–39, 46, 49–50
connecting two patch cables, 41
couplers, 41
creating your own patch cables, 42
crossover cable, 50
decor issues, 47–49
ducts, using, 46
faceplates, adding cable, 47–48
floor cable covers, using, 48–49
gravity, using, 46
growth of network, accommodating, 49–50
handling cable, 41–42
kitty-corner room arrangement, cabling

between, 46
length of cable, location of concentrator

determining, 40
100Base-T cable, 36
overview, 35–37
routers, not adding additional, 51
running the cable, 43–45
runs, planning, 35–37
shielded twisted-pair (STP) cable, 36–37
stacked room arrangement, cabling

between, 45
10Base-T cable, 36
tips for running cable across multiple

levels, 46
unshielded twisted-pair (UTP) cable, 36–37
uplink ports, 49–50
zoning, 51–52

installation of network adapters
laptop adapters, installing, 29–30
network connection type, 27
network device connection type, 27

NIC connections, mixing, 27
PC Card network adapter, 29–30
USB connectors, adding, 28–29

Instant Messages (IMs), 297
Institute of Electrical and Electronics

Engineers (IEEE), 71
Intel, 25
Intellon, 25
Internet

child safety while on the Internet, 308
hardware purchasing, gathering

information on, 24
how it works, 95
precautions to take when downloading

files from the, 214–215
set up only an Internet connection,

option for, 101
telephone switchboard, creating an, 306

Internet Connection Sharing (ICS), 31–32,
66, 98

Internet Content Rating Association
(ICRA), 309, 311

Internet Explorer 6, temporary Internet
files removal in, 258–260

Internet Explorer 7, temporary Internet
files removal in, 260

Internet hacking, 216
Internet Settings category (System

Information), 281
inventory, creating a, 298–299
I/O subcategory (System Information), 279
IP addresses of popular routers, 91, 230
IPsec Settings tab (Windows Vista

firewall), 227
IRQs subcategory (System Information), 279
isolating the file with antivirus

programs, 213
ISP restrictions

AOL parental controls, 314–315
child safety while on the Internet,

314–316
Comcast parental controls, 316
MSN parental controls, 315–316

• J •
Judy Blume (Web site), 318
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• K •
keychain drive, 105
kits for home networks, 25–26
kitty-corner room arrangement, cabling

between, 46

• L •
laptop adapters, installing, 29–30
launching. See opening
length of cable, location of concentrator

determining, 40
letters, understanding drive, 175–176
license agreements, 199
lightning hits, protecting against, 237
line jack, 56
Linksys

firewall device, 229–230
overview, 25
routers, 91–92

local computer, 165
location

length of cable, location of concentrator
determining, 40

for print server, 160
for printer, choosing, 142

Logging settings (Windows Vista
firewall), 228

logon name
for routers, 92, 230
in Windows Vista, 134
in Windows XP, 128

low-voltage problems, 238–240

• M •
Macintosh

network, adding Macintosh to, 110–111
remote files, 199–201
transferring files between PCs, 199–201

macro viruses, 208–210
MacTalk, 110
magazines, gathering information on

hardware purchasing from computer, 24

maintenance. See preventive maintenance
for your hardware

management of network printing
canceling print jobs, 152–153
manipulating print jobs, 151–153
overview, 151
pausing print jobs, 152, 153
pausing the printer, 152
resuming print jobs, 152
spooler, 151

managing users and profiles in Windows
Vista

changing passwords, 135
creating users, 134
logon name, 134
overview, 133
user profiles, managing, 135–136

managing users and profiles in
Windows XP

adding passwords, 130–131
changing passwords, 130–131
creating passwords, 129
creating users, 128–129
logon name, 128
overview, 128
user profiles, managing, 132–133

manipulating print jobs, 151–153
manually setting up network keys, 108
manually setting up the network

computer added to network, 93–97
overview, 93
router, sharing a connection with a, 97
telephone mode, sharing a, 97–98
Windows Vista, adding a computer

running, 95–97
Windows XP, adding a computer running,

94, 97
workgroup name, default name for, 93

manufacturers of networking products
Belkin, 25
D-Link, 25
Intel, 25
Intellon, 25
Linksys, 25
Netgear, 25
3Com, 25
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mapping drives
added to Send To folder in Windows XP,

250–251
command line, working with mapped

drives at the, 180–181
computer folder, working with mapped

drives in the, 180
connecting when reconnection fails,

179–180
how it works, 175–176
letters, understanding drive, 175–176
overview, 175
persistent connections, 179
reconnecting mapped drives, 179
UNC, mapping, 176–178
using, 178–179
viewing, 178

Master Boot Record (MBR), 207
Master File Table (MFT), 266
McAfee VirusScan, 212
media, backups for, 248
megabit, 17
megabits per second (Mbps), 17
Memory subcategory (System

Information), 279
message center

individual message boards, creating, 287
overview, 285
setting up, 285–289
shared folder created for, 286
shortcut to, creating a, 289
testing message boards, 287–288
tips for using, 288–289

microfilters, 61
Microsoft Backup

configuration options for, 254–255
described, 253
installation of, 253–254

Microsoft Word backup files, removing,
263–265

microsplitters, 61
mixed networks, 14
Modem subcategory (System

Information), 280
modes. See configuration types
modular duplex jack, 18, 56

monitors, maintaining, 243–244
monochrome printing, color printer

configured for, 158–159
motherboard. See NIC (Network

Interface Card)
moving files, 189–190
MSN parental controls, 315–316
Multimedia subcategory (System

Information), 280
multiple devices connected to telephone

line, 56
multiple icons for network adapter, 31–32
multiple printers, using, 150
music

converting music files, 302–303
network music collection, creating, 302
playing downloaded, 301–302

My Network Places (Windows XP)
accessing, 165–166
icons in, managing, 168–171
overview, 165–168
shortcut to, 167
viewing, 171

• N •
naming

the computer, 102, 172
the network, 102
shared resources, 172

Nancy Drew (Web site), 318
NAS (Network Attached Storage) devices

backing up to network computers,
252–253

for creation of network music
collection, 302

Net Nanny, 314
Netgear

firewall device, 229–230
overview, 25
routers, 91–92

network adapters, 87. See also installation
of network adapters; troubleshooting
network adapters

Network Connection Settings dialog box
(Windows XP firewall), 223
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network connection types
embedded network cards, 15
embedded network controllers, 15
NIC controller cards, 16
overview, 15, 27
USB connectors, 15–16

network device connection type, 27
network devices preparation, 88–89
Network Drives (Windows XP), 180
network folder

descriptive information on network
components, viewing, 170–171

overview, 165
in Windows Vista, 168, 171
in Windows XP, 165–168

network interface card. See NIC
Network Locations (Windows Vista), 180
network music collection, creating, 302
network operating systems, 11
network printer

choosing method of installation for,
146–147

default printer, creating a, 148
installing, 146–150
maintaining, 244
multiple printers, using, 150
overview, 146
renaming, 148
running the installation procedure,

147–148
sharing, enabling, 102
switching between printers, 149–150
troubleshooting, 162

Network subcategory (System
Information), 280

NIC (network interface card)
checking, 243
connections, mixing, 27
controller cards, 16
overview, 15, 87

No Signal Can Be Found error, 33
Norton AntiVirus, 212
notification area, 30
NTFS file system, 266
null password, 127

• O •
obstructions, detouring around, 73–74
100Base-T cable, 36
opening

Device Manager, 273
remote files, 190–192
a share by typing the UNC, 174
System Information (SI), 278
Windows XP Network Setup Wizard, 99
Windows XP Wireless Network Setup

Wizard, 103–104
original printer, renaming the, 158
Other Internet connection methods option

(Windows XP Network Setup Wizard),
100–101

Outlook, 211
Outlook Express, 211

• P •
Parent News (Web site), 318
parent shares, 114–115
parental controls in Windows Vista, using,

311–312
passwords

adding, 130–131
changing passwords in Windows Vista, 135
changing passwords in Windows XP,

130–131
creating network, 67
creating passwords in Windows XP, 129
null password, 127
for routers, 92, 230
used to protect your configuration

settings so child can’t access, 309–311
patch cables, creating your own, 42
patches, 37
pausing print jobs, 152, 153
pausing the printer, 152
PC Card network adapter, 29–30
PC MACLAN, 201
PC-Cillin, 212
PCMCIA (Personal Computer Memory Card

International Association), 29
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peer-to-peer networks, 13–14
peripheral drives, sharing, 118–119
persistent connections, 179
Pestpatroll, 210
phone jack, 56
phoneline networking

bridge, using a, 61–62
checking connectors in, 241
daisy chain, 60
DSL service, 60–61
Frequency Division Multiplexing (FDM), 55
ganging the network and the

telephone, 56
ganging the network, the telephone, and

an external modem, 57
ganging the network, the telephone, and

an internal modem, 58–59
HomePNA, 54
line jack, 56
modular duplex jack, 56
multiple devices connected to telephone

line, 56
overview, 54–56
phone jack, 56
plain old telephone service (POTS), 55
sharing an Internet connection on a

phoneline network, 61–62
splitter, 56
static, troubleshooting, 62–64
testing, 63–64
troubleshooting, 62–64
white noise, 57

picture album, creating a network, 303
plain old telephone service (POTS), 55
playing downloaded music, 301–302
Plug and Play feature, 88
port, checking that printers are assigned to

the same, 156
port scanning, 218
Ports subcategory (System

Information), 280
positioning computers for wireless

networks, 72–74
power loss, protecting against, 238

powerline networking
built-in Ethernet adapter, using, 65
checking connectors in, 242
DSL powerline kits, 66
Internet Connection Sharing, 66
overview, 20–21, 64–65
password, creating network, 67
security, 66–67
surge protection, 67
troubleshooting, 67
USB powerline adapters, using, 65

precautions you should take for security,
214–216

pre-shared documents folder
overview, 121–122
in Windows Vista, 123–124
in Windows XP, 122

preventive maintenance for your hardware
cables, checking, 242
canned air, using, 245
connectors, checking, 241–242
Ethernet networks, checking connectors

in, 241
monitors, maintaining, 243–244
NICs, checking, 243
overview, 240–241
phoneline networks, checking connectors

in, 241
powerline networks, checking connectors

in, 242
printers, maintaining, 244
wireless networks, checking connectors

in, 242
print client, 146
print server

availability of, 161
connecting to network, 161
installing, 161–162
location for, 160
overview, 146, 160–161
speed of printing, increasing, 161
troubleshooting, 162
using, 160–162

printer. See network printer
printer clone, creating, 155–159
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printer drivers, 145–146
printing

color documents, 155–159
color printer configured for monochrome,

158–159
enabling printer sharing, 142–144
firewall, troubleshooting, 163
location for printer, choosing, 142
management of network printing, 151–153
network cable, troubleshooting, 163
original printer, renaming the, 158
port, checking that printers are assigned

to the same, 156
printer clone, creating, 155–159
printer drivers, 145–146
remote printer, installing, 146–150
a report on devices in your system, 275
separator pages used to identify users,

154–155
setting up shared printers, 142–146
shared resource, setting up printer as a,

144–145
sharing printers in Windows Vista,

143–144
sharing printers in Windows XP, 142–143
shortcut to printer on Desktop, creating a,

153–154
tips for, 153–160
toner and ink, creating separate printers

for settings that save, 160
tray, creating separate printers for each,

159–160
troubleshooting, 162–163
usage patterns of computers used to

determine location for printer, 142
Printing subcategory (System

Information), 280
Private Profile tab (Windows Vista

firewall), 226
Problem devices subcategory (System

Information), 280
problems, Device Manager used for

resolving, 274–275
profile, 127
Public Documents folder (Windows

Vista), 123
Public Profile tab (Windows Vista

firewall), 227
public use of wireless networks, 82–83

• R •
radio frequency (RF)

overview, 21, 70
wireless connections, 22–23

Rathbone, Andy
Windows Vista For Dummies, 124, 136,

255, 256, 258
Windows XP For Dummies, 121, 124, 131,

255, 256, 258
read-only files, 196
reconnecting mapped drives, 179
recovery. See disaster planning and

recovery
Recycle Bin, emptying, 258
remote computers

accessing, 136–137
duplicating users on, 136–137
retrieving file in hidden share from, 125

remote files
across the network, files that should

never be opened, 198
copying files between computers, 186–189
deleting files, 190
documents in use, 195–198
dragging files, copying by, 186–188
license agreements, 199
on Macintosh, 199–201
moving files, 189–190
opening, 190–192
overview, 184
read-only files, 196
right-dragging files for copying, 188
right-dragging files for moving, 189
same name, two documents with, 194–195
saving, 192–195, 197–198
saving a local file to the remote computer,

193–194
saving a remote file to the local

computer, 193
separate windows, dragging files

between, 188
shortcut menu used to copy files, 188–189
shortcut menu used to move files, 190
single-user database programs, 198
Windows Explorer used to manage,

184–186
remote printer. See network printer

332 Home Networking For Dummies, 4th Edition 

26_118061 bindex.qxp  2/12/07  6:28 PM  Page 332



removable drives, sharing, 118–119
renaming network printer, 148
researching home networking, 24
restoring a system after a disaster, 255
resuming print jobs, 152
RF (radio frequency)

overview, 21, 70
wireless connections, 22–23

right-dragging files
for copying, 188
for moving, 189

RJ-45 connectors, 17, 37
root drive, 116
router firewalls

Belkin firewall device, 229–230
D-Link firewall device, 229–230
Linksys firewall device, 229–230
NetGear firewall device, 229–230
overview, 229
troubleshooting, 229–230

routers
Belkin routers, 91–92
configuring, 91–92
D-Link routers, 91–92
firewalls in, 229–230
IP addresses of popular, 91
Linksys routers, 91–92
login names for, 92, 230
Netgear routers, 91–92
not adding additional, 51
passwords for, 92, 230
setup configuration process, 89
sharing a connection with a, 97

Run command, 125
Run dialog box, opening a share from, 174
running the cable, 43–45
running the installation procedure, 147–148
runs, planning, 35–37

• S •
same name, two documents with, 194–195
saving

a local file to the remote computer, 193–194
a remote file to the local computer, 193
remote files, 192–195, 197–198
settings, 105–106
system information to a file, 281

SDSL (synchronous DSL), 60
security

advertising spyware, 231
antivirus experts, checking with, 215
antivirus programs, 211–213
boot sector viruses, 207–208
chain letters, 215
definitions, 233
e-mail, precautions to take when

reading, 214
file extensions, visibility of, 207
file-infecting viruses, 206–207
firewalls, 216–230
hackers, 216
heuristic scanning, 213
Internet hacking, 216
Internet, precautions to take when

downloading files from the, 214–215
macro viruses, 208–210
for Outlook, 211
for Outlook Express, 211
port scanning, 218
powerline networking, 66–67
precautions you should take, 214–216
spyware, 230–231
surveillance spyware, 231
system viruses, 207–208
Trojan horses, 210
virus hoaxes, identifying, 215–216
viruses, 205–211
Windows Defender, 233–234
Windows Security Center, 232–233
worms, 211

security for wireless networks
data encryption, 79–82
firmware update, 81
overview, 76–77
SSIDs (Service Set Identifiers), 77–79

Security Logging section (Windows XP
firewall), 223

Send To feature
backing up to network computers, 249–251
copying files with, 251
mapped drive added to Send To folder in

Windows XP, 250–251
overview, 249–250

separate windows, dragging files
between, 188
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separator pages used to identify users
while printing, 154–155

servers, 12
service not running, troubleshooting,

224–225
Service Pack 2 (SP2) needed to run

Windows XP firewall, 219
Service Set Identifiers (SSIDs)

broadcasting, turning off, 78–79
overview, 77–78

settings
confirming, 102–103
for Windows Vista firewall, 225–228
for Windows XP firewall, 219–220

Settings (Windows Vista firewall), 227–228
setup configuration process

access points, 89, 93
bridges, 89
drivers installed for network adapters,

88–89
Ethernet adapter, connecting wireless

devices to an, 90–91
overview, 88
routers, 89, 91–92

shadow file, 151
Shared Documents folder 

(Windows XP), 122
shared folder created for message

center, 286
shared printers, 142–146
shared resource, setting up printer as a,

144–145
sharing an Internet connection on a

phoneline network, 61–62
sharing printers in Windows Vista, 143–144
sharing printers in Windows XP, 142–143
shielded twisted-pair (STP) cable, 36–37
shortcut menu

used to copy files, 188–189
used to move files, 190

shortcuts
creating, 174
to message center, creating, 289
to My Network Places (Windows XP), 167
to printer on Desktop, 153–154
to Windows Explorer, 184–185

SI. See System Information

signal boosters, 76
simplified file sharing, 120
single-user database programs, 198
slide shows, creating, 303–304
software

for budget, 294
CDs and disks, storing, 247–248
used to filter Web sites, 314

Software Environment category (System
Information), 281

Sound Device subcategory (System
Information), 280

speed of printing, increasing, 161
speed of signals in wireless networks, 73
splitter, 18, 56
spool file, 151
spooler, 151
spooling, 151
Spybot Search & Destroy, 231
spyware, 230–231
SSIDs (Service Set Identifiers)

broadcasting, turning off, 78–79
overview, 77–78

stacked room arrangement, cabling
between, 45

standards for wireless networks, 70–72
star topology, 38
starting. See opening
State settings (Windows Vista firewall), 227
stateful inspection, 218
static electricity damage, preventing, 240
static, troubleshooting, 62–64
stick drive, 105
Storage subcategory (System

Information), 280
STP (shielded twisted-pair) cable, 36–37
surge protection

concentrators, 39
powerline networking, 67
using, 236

surveillance spyware, 231
switch, 17, 37
switching between printers, 149–150
synchronous DSL (SDSL), 60
System Information (SI)

CD-ROM subcategory, 280
Components category, 279–280
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Conflicts/Sharing subcategory, 279
Display subcategory, 280
DMA subcategory, 279
Forced Hardware subcategory, 279
Hardware Resources category, 279
Infrared subcategory, 280
Input subcategory, 280
Internet Settings category, 281
I/O subcategory, 279
IRQs subcategory, 279
Memory subcategory, 279
Modem subcategory, 280
Multimedia subcategory, 280
Network subcategory, 280
overview, 278
Ports subcategory, 280
Printing subcategory, 280
Problem devices subcategory, 280
saving system information to a file, 281
Software Environment category, 281
Sound Device subcategory, 280
starting, 278
Storage subcategory, 280
USB subcategory, 280

System Restore, 256
system viruses, 207–208

• T •
Tauscan, 210
technical standards

for network devices using household
electrical wires, 54

overview, 53–54
for phoneline networking, 54

telephone line cable
disadvantages of, 20
external modem, steps for using, 19
modular duplex jack, 18
overview, 17–20
splitter, 18
Y-connector, 19

telephone line surges, protecting
against, 237

telephone mode, sharing a, 97–98
telephone switchboard, creating an

Internet, 306

television on your computer, watching, 304
temporary Internet files removal

in Firefox, 261
in Internet Explorer 6, 258–260
in Internet Explorer 7, 260
overview, 258

temporary Windows files, removing, 261–263
10Base-T cable, 36
testing

message boards, 287–288
phoneline networking, 63–64

3Com, 25
tips

hardware purchasing, 25–26
printing, 153–160
for running cable across multiple levels, 46

toner and ink, creating separate printers
for settings that save, 160

tracert command, 96
tracing the route from your computer to a

Web site, 96
tracking changes in documents, 292–294
transceivers, 70
transferring files between PCs and

Macintosh, 199–201
tray, creating separate printers for each,

159–160
Trojan horses, 210
troubleshooting. See also troubleshooting

network adapters
firewalls, 163
network cable, 163
phoneline networking, 62–64
powerline networking, 67
print server, 162
printers, 162
printing, 162–163
router firewalls, 229–230
Windows XP firewall, 224, 224–225

troubleshooting network adapters
Cable Unplugged error, 32–33
icon for network adapter on taskbar,

displaying, 30–31
multiple icons for network adapter, 31–32
No Signal Can Be Found error, 33
overview, 30

twisted-pair cable, 35–37
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• U •
uninterruptible power supply (UPS),

using, 238
universal naming convention (UNC)

displaying, 173
format for, 172–173
mapping, 176–178
naming your computers and shared

resources, 172
opening a share by typing the UNC, 174
overview, 172
shortcuts, creating, 174

Universal Serial Bus (USB)
connectors, 15–16, 28–29
flash drive, 105
hub, 28
overview, 15
port, 28
powerline adapters, using, 65

unshielded twisted-pair (UTP) cable, 36–37
uplink ports, 37, 49–50
usage patterns of computers used to

determine location for printer, 142
USB subcategory (System Information), 280
user profiles

in Windows Vista, 135–136
in Windows XP, 132–133

users
authentication of, 12
created in Windows Vista, 134
created in Windows XP, 128–129
of files or resources, viewing, 276

• V •
VB (Visual Basic) code, 208
video records of your house, creating, 299
viewing

mapped drives, 178
My Network Places (Windows XP), 171
Network folder (Windows Vista), 171

virus hoaxes
antivirus experts, checking with, 215
chain letters, 215

identifying, 215–216
overview, 215–216

viruses
boot sector viruses, 207–208
file extensions, visibility of, 207
file-infecting viruses, 206–207
macro viruses, 208–210
overview, 205–206
system viruses, 207–208
Trojan horses, 210
worms, 211

Visual Basic (VB) code, 208
Voice over Internet Protocol (VoIP), 306
voltage regulators, using, 239

• W •
Web browser, opening a share from, 174
Web sites

The American Library Association, 319
FamiliesConnect, 318
finding acceptable Web sites for children,

317–318
Harry Potter, 318
Judy Blume, 318
Nancy Drew, 318
Parent News, 318
setting up, 305–306
tracing the route from your computer to a

Web site, 96
WECA (Wireless Ethernet Compatibility

Alliance), 71
WEP (Wired Equivalent Privacy), 

80–82, 108
white noise, 57
Wi-Fi Protected Access (WPA), 81–82
Windows 2000, 11
Windows Defender, 233–234
Windows Explorer

C drive displayed, opening Windows
Explorer with, 185–186

remote files managed with, 184–186
shortcut to, creating a, 184–185
in Windows Vista, 184
in Windows XP, 184
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Windows Live Messenger, playing games
over, 305

Windows maintenance tools
batch file for removal of Microsoft Word

backup files, 263–265
defragging your hard drive, 268–273
Device Manager, 273–275
Disk Cleanup, 257–258, 277–278
disk errors, troubleshooting, 281–282
hard drive damage, checking for, 265–268
Microsoft Word backup files, removing,

263–265
overview, 257–258
Recycle Bin, emptying, 258
System Information, 278–281
temporary Internet files, removing,

258–261
temporary Windows files, removing,

261–263
users of files or resources, viewing, 276

Windows 98SE, 11
Windows Security Center, 232–233
Windows Vista. See also Windows Vista

firewall
adding a computer, 95–97
defragging your hard drive, 272–273
hard drive sharing, 117–118
managing users and profiles in, 128–133
Microsoft Word backup files,

removing, 265
multiple icons for network adapter, 32
network folder, 168
Network Locations, 180
pre-shared documents folder, 123–124
Public Documents folder, 123
Windows Defender, 233–234
Windows Explorer, 184

Windows Vista firewall
Domain Profile tab, 226
IPsec Settings tab, 227
Logging settings, 228
overview, 225–228
Private Profile tab, 226
Public Profile tab, 227
settings for, 225–228

Settings settings, 227–228
State settings, 227

Windows Vista For Dummies (Rathbone),
124, 136, 255, 256, 258

Windows Vista Wireless Network Setup
Wizard, 109–110

Windows XP. See also Windows XP firewall
adding a computer, 94, 97
defragging your hard drive, 270–272
hard drive sharing, 116
icon for network adapter on taskbar,

displaying, 30–31
managing users and profiles in, 128–133
Microsoft Backup, installation of, 253–254
Microsoft Word backup files,

removing, 265
multiple icons for network adapter, 32
Network Drives, 180
network folder, 165–168
pre-shared documents folder, 122
security and sharing resources, 120–121
Shared Documents folder, 122
simplified file sharing, 120
Windows Explorer, 184

Windows XP firewall
Add a Port dialog box, 221
Add a Program dialog box, 220
Advanced tab, 222–223
Change Scope dialog box, 221–222
configuration options not available,

troubleshooting, 224
conflicts, avoiding, 225
Default Settings section, 223
Exceptions tab, 220–222
ICMP (Internet Control Message Protocol)

setting, 223
Network Connection Settings dialog

box, 223
overview, 219–220
Security Logging section, 223
service not running, troubleshooting,

224–225
Service Pack 2 (SP2) needed to run, 219
settings for, checking, 219–220
troubleshooting, 224–225
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Windows XP For Dummies (Rathbone),
121, 124, 131, 255, 256, 258

Windows XP Network Setup Wizard
direct connection to a concentrator or

a modem that won’t be shared,
option for, 101

Direct connection to a modem option, 100
Direct connection to a router or to a

computer with a modem option, 100
file and printer sharing, enabling, 102
launching, 99
naming the computer, 102
naming the network, 102
no Internet connection available, option

for, 101
Other Internet connection methods

option, 100–101
overview, 98–99
selecting a connection method, 99–101
set up only an Internet connection,

option for, 101
settings, confirming, 102–103

Windows XP Wireless Network Setup Wizard
applying the settings, 107
launching, 103–104
manually setting up network keys, 108
overview, 103–104
saving the settings, 105–106
wireless configuration options, setting

basic, 104
Wired Equivalent Privacy (WEP), 80–82, 108
wireless configuration options, setting

basic, 104
wireless connections

access point, 22
frequency hopping, 23
infrared wireless connections, 21–22
overview, 21
radio frequency (RF), 21, 22–23, 70

Wireless Ethernet Compatibility Alliance
(WECA), 71

wireless networks
access points, 75–76
ad-hoc mode, 90
checking connectors in, 242

distance of signals in, 73
dual-band devices, 72
hardware for, 74–76
hotspots, 82–83
infrastructure mode, 90
obstructions, detouring around, 73–74
overview, 69–70
positioning computers for, 72–74
public use of, 82–83
radio frequency (RF), 21, 22–23, 70
security for, 76–82
signal boosters, 76
speed of signals in, 73
standards for, 70–72
transceivers, 70
wireless routers, 75

wireless routers, 75
wireless standards

802.11a, 71
802.11b, 71–72
802.11g, 72
802.11n, 72
overview, 70–71

wires, using existing, 54–67
wizards

overview, 98
Windows Vista Wireless Network Setup

Wizard, 109–110
Windows XP Network Setup Wizard,

98–103
Windows XP Wireless Network Setup

Wizard, 103–108
workgroup name, default name for, 93
workstations, 12
worms, 211
WPA (Wi-Fi Protected Access), 81–82

• Y •
Y-connector, 19

• Z •
zoning, 51–52
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