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Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of

a topic. Italicized page numbers indicate illustrations.

A

AAA (authentication, authorization, and
accounting), 360, 363-364, 367-368
accounting in, 365, 374-376
authentication in, 364, 368-370
authorization in, 364-365, 370-373
defined, 388
aaa accounting command command, 375
aaa accounting connection command, 375
aaa accounting exec command,
368-369, 375
aaa accounting function command,
375-376
aaa accounting network command, 375
aaa accounting system command, 375
aaa authentication command, 366
aaa authentication enable command,
368-369
aaa authentication login command,
368-369
aaa authentication ppp user command,
367
aaa authorization command, 366
aaa authorization commands command, 373
aaa authorization config-commands
command, 373
aaa authorization exec command, 373
aaa authorization function command, 374
aaa authorization network command, 373
aaa authorization network tacacs+
command, 367
aaa authorization reverse-access
command, 373
aaa new-model command, 368-369
aarp option, 303

access control
components in, 361-363
defined, 388
access-list command, 239, 338, 340
access lists
DDR with, 179-180
defined, 388
access methods, 388
access modes in routers, 365-367
access rates
defined, 388
in Frame Relay performance, 260
access servers, 362
configuring, 82
for dedicated and interactive PPP, 83
for local devices, 83-89, 84-85, 87, 90
defined, 388
accounting, 360
configuring, 374-376
defined, 388
ACK (acknowledgments), 388
Active connection state in LMI, 258
active number in WFQ, 298
Address field
in LAPD, 157-158, 157
in PPP, 80
Address Extension field, 158
address mapping, 388
address masks, 388
address resolution, 388
Address Resolution Protocol (ARP), 389
administrative distance, 388
ADSL (Asymmetric Digital Subscriber
Line), 9, 214-215
Advanced Connection Settings dialog box,
132, 132
Advanced Encryption Standard (AES), 236
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408 Advanced options — authentication, authorization, and accounting (AAA)

Advanced options
for allowed network protocols, 133
for dial-up connection clients, 130-131
Advanced Research Projects Agency
(ARPA), 326
AES (Advanced Encryption Standard), 236
AHs (Authentication Headers), 236
ALERTING messages, 164
algorithms, 388
Allowed Network Protocols section, 133
alternate mark inversion (AMI), 388
Always On/Dynamic ISDN (AO/DI), 152
American Standard Code for Information
Interchange (ASCII), 389
AMI (alternate mark inversion), 388
analog connections
cabling in, 26-27
defined, 388
with modems, 50
analog dial-up, 389
analog ports, 32
analog transmissions, 389
ANI (Automatic Number Identification), 153
ANSI LMI version, 258
AO/DI (Always On/Dynamic ISDN), 152
apollo option, 303
appletalk option, 303
Application Layer, 389
applications in WAN protocol selection,
20-21
arap command, 365
Architecture for Voice, Video, and
Integrated Data (AVVID), 29
ARP (Address Resolution Protocol), 389
arp option, 304
ARPA (Advanced Research Projects
Agency), 326
ASCII (American Standard Code for
Information Interchange), 389
Asymmetric Digital Subscriber Line
(ADSL), 9, 214-215

async dynamic address command, 85

%

async mode dedicated command, 83
async mode interactive command, 83
async packet-mode connections, 366
asynchronous connections, 50
cabling in, 26-27
configuring, 58-65
defined, 389
dial-up
characteristics of, 16-22
uses for, 4-5
exam essentials, 66-67
hands-on labs, 68-70
key terms, 67
modems for, 50-53, 51
configuring, 58-65
modulation standards for, 55-57
signaling and cabling, 53
review questions, 71-76
summary, 65-66
written lab, 68, 74
asynchronous transmissions, 389
AT (attention) commands, 59, 62-63
ATM (Asynchronous Transfer Mode), 4
as encapsulation type, 14
uses for, 11
for VPNs, 240
Authenticate-Request packets,
172-173, 172
authentication, 360
configuring, 368-370
defined, 389
in ISDN, 171
CHAP, 173-175, 173, 175
PAP,171-173,172
in PPP, 91-93, 91-93
authentication, authorization, and
accounting (AAA), 360, 363-364,
367-368
accounting in, 365, 374-376
authentication in, 364, 368-370
authorization in, 364-365, 370-373
defined, 388
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Authentication Headers (AHs), 236
authorization, 360
configuring, 370-373
defined, 389
autodiscovery function, 58
automatic modem configuration, 58
commands for, 59-61
verifying and troubleshooting, 61-62
Automatic Number Identification
(ANI), 153
autoselect command, 82
auxiliary ports, 389
availability in WAN protocol selection, 17
AVVID (Architecture for Voice, Video,
and Integrated Data), 29

B (bearer) channels

defined, 389

in ISDN, 150
B8ZS (binary 8-zero substitution) code, 389
backup delay command, 185
backup interface bri0 command, 182
backup load command, 190-191
Backward Explicit Congestion Notification

(BECN) bit

defined, 390

in Frame Relay, 261-262, 274
bandwidth

defined, 389

in DSL, 214-215

in WAN protocol selection, 17-18
Bandwidth on Demand (BoD)

configuring, 190-191

defined, 390
Basic Rate Interface (BRI), 5, 150-152, 151

cabling in, 27

defined, 390

hands-on lab for, 200-203, 200

packet-mode connections, 366

BASIC switch types, 152
baud
in asynchronous modem connections, 61
defined, 389
bearer (B) channels
defined, 389
in ISDN, 150
Bearer Capability output, 165
bearer services
defined, 390
in Frame Relay, 252
BECN (Backward Explicit Congestion
Notification) bit
defined, 390
in Frame Relay, 261-262, 274
binary 8-zero substitution (B8ZS) code, 389
binary numbering, 390
bit stuffing, 79
BoD (Bandwidth on Demand)
configuring, 190-191
defined, 390
bonding, 33
BRI (Basic Rate Interface), 5, 150-152, 151
cabling in, 27
defined, 390
hands-on lab for, 200-203, 200
packet-mode connections, 366
BRIO B1 LED, 37, 37
BRIO B2 LED, 37, 37
Bridge-Group Virtual Interface (BVI), 220
bridge option in queuing, 304
broadcasts, 390
brute force attacks
CiscoSecure for, 363
defined, 390
bstun option, 304
buffers, 390
bursting in Frame Relay, 260-261, 261,276
BVI (Bridge-Group Virtual Interface), 220
byte-count command, 305
byte-count queues, 305-307
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A

410 &C AT command - CHAP (Challenge Authentication Protocol)

C

&C AT command, 63
C/R (Command/Response) field, 158
cable modems, 10-11, 232-233, 233
characteristics of, 16-22
Cisco Cable Manager, 235
Cisco product line, 234-235
defined, 390
DOCSIS for, 233-234
exam essentials, 240-241
hands-on lab, 242-243, 248-249
key terms, 241
review questions, 244-247, 250
summary, 240-241
written lab, 242, 247
cabling and assembling WANSs, 26
company site equipment
identification, 28
internetworking and interface options,
26-28
verifying network installations, 35-39,
36-38
CALL PROCEEDING messages, 164
Call Reference Value (CRV)
information, 159
call setup and teardown in ISDN,
163-166, 164
callbacks, PPP, 93-97, 400
Called Number Identification, 153
Called Party Number output, 166
Calling Line ID (CLID), 153
Callref output, 165
CAR (Committed Access Rate)
queuing, 310
Carrier Detect (CD) signal
defined, 390
in DTE to DCE signaling, 54
carrier operations (CO), 391
catalyst switch configuration, 369-370
CBWEQ (Class-Based Weighted Fair
Queuing), 309

%

CCM (Cisco Cable Manager), 235
CD (Carrier Detect) signal
defined, 390
in DTE to DCE signaling, 54
CDMA (code division multiple access), 12
CDP (Cisco Discovery Protocol)
defined, 390
operation of, 105
cdp option in queuing, 304
cellular WAN connections, 11-13
central office (CO), 391
central sites, 29
Cisco 3600 platform, 29-30
Cisco 3700 platform, 30
Cisco 7000/7200/7500 platforms, 30
Cisco AS5x00 platform, 30
verifying, 35-37, 36
CHI1 LED, 38, 38
CH1 RXD LED, 38, 38
CH1 TXD LED, 38, 38
CH2 LED, 38, 38
CH2 RXD LED, 38, 38
CH2 TXD LED, 38, 38
Challenge Handshake Authentication
Protocol (CHAP)
defined, 391
in ISDN, 173-175, 173, 175
in PPP, 81, 92-93
challenges, 390
channel-group command, 193
Channel ID output, 166
Channel Service Units (CSUs), 392
Channel type parameter, 192
channelized E-1
configuring, 194-195
defined, 390
channelized T-1, 27
configuring, 192-194
defined, 391
CHAP (Challenge Authentication
Protocol)

defined, 391
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in ISDN, 173-175, 173, 175
in PPP, 81, 92-93
chap pap keyword, 92
character-mode connections
commands for, 365-366
defined, 391
checksums
defined, 391
FCS fields for, 82
CIFS (Common Internet File System), 310
CIR (Committed Information Rate)
defined, 391
in Frame Relay, 6-7, 260, 276-277
circuit switching, 391
Cisco Discovery Protocol (CDP)
defined, 390
operation of, 105
Cisco I0S software, 391
cisco option in Frame Relay, 259
Cisco products, 23-24
700 series, 32, 346-347
766 routers, 38-39, 38
800 series, 34
1000 series, 35
1600 platform, 31, 37, 37
1700 platform, 31
2500 platform, 31
2600xM platform, 31
3600 platform, 29-30
3640 routers, 36-37, 36
3700 platform, 30
7000/7200/7500 platforms, 30
AS5x00 platform, 30
Cisco Cable Manager, 235
CiscoSecure, 362-363
fixed interface routers, 24-25
modular interface routers, 25
selection tools for, 25-26
Cisco standard for LMI, 258
CiscoSecure product, 362-363
Class A networks, 391

Class B networks, 391
Class-Based Weighted Fair Queuing
(CBWEQ), 309
Class C networks, 391
clear ip nat translation command, 343
clear ip nat translation inside command, 343
clear ip nat translation outside
command, 343
Clear To Send (CTS) wire, 54
clearing NAT translation entries, 343
CLI (Command Line Interface), 391
CLID (Calling Line ID), 153
clients
in dial-up connections, 124
Dial-Up Networking for,
124-125, 125
Make New Connection Wizard for,
125-127, 125-127
properties for, 127-134, 128-130,
132,134-135
in remote access, 361
clock rate command, 273
clocking
for asynchronous connections, 50-51
defined, 391
CO (carrier operations), 391
CO (central office), 391
COAX (coaxial cable), 232, 233
code division multiple access (CDMA), 12
Code field, 173-175, 173
Command accounting type, 374
command command for character-mode
connections, 365
Command Line Interface (CLI), 391
Command/Response (C/R) field, 158
Committed Access Rate (CAR)
queuing, 310
Committed Information Rate (CIR)
defined, 391
in Frame Relay, 6-7, 260, 276-277
committed rate measurement interval, 260
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412 Common Internet File System (CIFS) - Control field

Common Internet File System
(CIFS), 310

company site equipment identification, 28

central sites, 29-30
remote branches, 31
telecommuter, 32
compress command, 98
Compressed Serial Line Internet Protocol
(CSLIP), 129
compressedtcp option, 304
compression, 310-311, 311
in Cisco 700 platform, 33
considerations for, 313
defined, 391
exam essentials, 315-316
hands-on lab, 317-318, 317
key terms, 316
link, 312-313
in modulation, 56-57
payload, 312
PPP, 97-99
review questions, 319-324
status of, 314
summary, 314-315
TCP header, 311-312
written lab, 316, 322
config-map-class command, 275
configuring
AAA
accounting, 374-376
authentication, 368-370
authorization, 370-373
asynchronous modem connections, 58
automatic, 58-62
manual, 62-65
BoD, 190-191
channelized T1/E1, 192-195
DDR, 176-179
dial-up connection clients
Dial-Up Networking for,
124-125, 125

Make New Connection Wizard for,
125-127,125-127
properties for, 127-134, 128-130,
132,134-135
DSL, 218-220
dynamic addressing, 84-87, 84-85, 87
Frame Relay, 259
IPSec, 237-239
ISDN, 166-167
dialer interface, 169-171, 177
legacy interface, 167-169
multilink, 99-101, 99-101
NAT, 336-341
PAT, 345-347
queuing
custom, 302-307
priority, 299-300
Weighted Fair Queuing, 296
traffic shaping, 275-276
conflict logging, 86
congestion control in Frame Relay,
260-263, 261
congestive-discard-threshold parameter, 296
CONNECT messages, 164
CONNECT ACKNOWLEDGE
messages, 164
Connection accounting type, 374
connection command, 365
connection properties for dial-up clients,
127-128
General tab, 128, 128
Multilink tab, 134, 135
Scripting tab, 134, 134
Server Types tab, 128-133, 129-130
connections, asynchronous. See
asynchronous connections
console ports, 392
contention in DSL, 214-215
Control field
in LAPD, 157, 158-159
in PPP, 80
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convergence with modems - debug frame-relay packet command 413

convergence with modems, 52
conversations in WFQ, 295-296
costs in WAN protocol selection, 18-19
CPE (Customer Premises Equipment), 256
CPU cycles in compression, 313
CPU utilization, 98
CRC (cyclic redundancy check)

defined, 392

in LAPD, 160
CRYV (Call Reference Value)

information, 159
crypto IPSec transform-set command, 238
crypto isakmp key command, 238
crypto isakmp policy command, 237
crypto map command, 238-239
CSLIP (Compressed Serial Line Internet
Protocol), 129

CSUs (Channel Service Units), 392
CTS (Clear To Send) wire, 54
custom option in WFQ, 297
custom queuing, 292, 301-302, 302

configuring, 302-307

defined, 392
Customer Premises Equipment (CPE), 256
cyclic redundancy check (CRC)

defined, 392

in LAPD, 160

D

D (data) channels
defined, 392
in ISDN, 150
&D AT command, 63
Data Communications Equipment (DCE)
defined, 392
with DTE connections, 51, 51, 54
in Frame Relay, 253
modems as, 50
data compression. See compression

Data Encryption Standard (DES), 237
data exchange phase in PVCs, 255
Data field in CHAP packets, 173, 173
data link connection identifiers (DLCIs)
defined, 393
in Frame Relay, 255-258, 256-257
mapping, 256-258, 257
Data Link Layer, 392
Data Over Cable Service Interface
Specification (DOCSIS), 233-234
Data Service Units (DSUs), 393
Data Set Ready (DSR) circuits, 393
Data Terminal Equipment (DTE)
with DCE connections, 51, 51, 54
defined, 393
in Frame Relay, 253
locking speed of, 135-136, 136
routers as, 50
data terminal ready (DTR) circuits
defined, 393
in DTE to DCE signaling, 54
DCE (Data Communications Equipment)
defined, 392
with DTE connections, 51, 51, 54
in Frame Relay, 253
modems as, 50
DDR (dial-on-demand routing), 175-176
with access lists, 179-180
configuring, 176-179
defined, 392
hands-on lab, 197-200, 198
optional commands in, 179
for verifying ISDN operations, 180
DE (Discard Eligibility), 392
DE (Discard Eligibility) bits
defined, 392
in Frame Relay bursting, 260
debug dialer command, 180
debug frame-relay Imi Command,
269-270
debug frame-relay packet command, 270
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414 debug ip nat command - Discard Eligibility (DE)

debug ip nat command, 342
debug isdn 921 command, 160-162, 180
debug isdn q931 command, 164-166, 180
debug ppp authentication command,
101-102, 175
debug ppp negotiation command, 102-106
debug ppp packet command, 106-109
decnet option, 304
decnet_node option, 304
decnet_router-11 option, 304
decnet_router-12 option, 304
dedicated PPP, 83
default option
in custom queuing, 303
in PAT, 345
default routes, 392
delays
defined, 392
in NAT, 330
Deleted connection state in LMI, 258
demodulation, 393
denial-of-service (DoS) attacks
dealing with, 363
defined, 393
DES (Data Encryption Standard), 237
destination addresses, 393
DHCP (Dynamic Host Configuration
Protocol), 84-87, 87
in Cisco 700 platform, 33
lease length in, 88-89, 90
operation of, 87-88
dial backup, 181, 181
defined, 393
setting up, 181-183
testing, 183-190
dial-on-demand routing (DDR), 175-176
with access lists, 179-180
configuring, 176-179
defined, 392
hands-on labs, 197-200, 198
optional commands in, 179
for verifying ISDN operations, 180
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Dial-up Connection Properties dialog box,
87, 87
dial-up networking
configuring clients, 124
Dial-Up Networking for,
124-125, 125
Make New Connection Wizard for,
125-127, 125-127
properties for, 127-134, 128-130,
132, 134-135
uses for, 122-123
verifying, 137, 137
with Windows 95/98, 123
Dial-Up Networking dialog box,
124-125, 125
Dial-Up Networking Wizard, 125
dialer-group command, 177, 179, 190
dialer hold-queue command, 179, 190
dialer idle-timeout command, 179
dialer information, 177
dialer interface in ISDN configuration,
169-171
dialer-list command, 176-177,
179,190
dialer-list 1 protocol ip permit
command, 171
dialer load-threshold command, 179
dialer map command, 96-97,
167-169, 177
dialer pool-member command,
170-171
dialer profiles, 185
dialer string command, 169-170, 177
Differentiated Services Code Point
(DSCP), 309
digital connections in DTE, 50
Digital Subscriber Line. See DSL (Digital
Subscriber Line)
Digital Subscriber Line Access Multiplexer
(DSLAM), 212
directory numbers (DNs), 151
Discard Eligibility (DE), 392
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Discard Eligibility (DE) bits — Enable Software Compression option 415

Discard Eligibility (DE) bits
defined, 392
in Frame Relay bursting, 260
Discard Eligibility lists, 262
DISCONNECT messages, 164, 166
distributed compression process, 99
DLCIs (data link connection identifiers)
defined, 393
in Frame Relay, 255-258, 256-257
mapping, 256-258, 257
dlsw option, 304
DN (directory numbers), 151
DNS (Domain Name Server), 393
DOCSIS (Data Over Cable Service
Interface Specification), 233-234
DoS (denial-of-service) attacks
dealing with, 363
defined, 393
downstream traffic with cable modems, 10
DSCP (Differentiated Services Code
Point), 309
DSL (Digital Subscriber Line), 7-10, 8,
212-213, 213
ADSL, 214-215
characteristics of, 16-22
configuring, 218-220
defined, 393
exam essentials, 222
G.lite, 215-216
hands-on lab, 223, 228
HDSL, 216
ISDN DSL, 216
key terms, 223
review questions, 224-227, 229
routers for, 217-218
SDSL, 216
summary, 221-222
troubleshooting, 220-221
type summary, 217
variations of, 213-214
VDSL, 216
written lab, 223, 228

DSLAM (Digital Subscriber Line Access
Multiplexer), 212
DSR (Data Set Ready) circuits, 393
DSUs (Data Service Units), 393
DTE (Data Terminal Equipment)
with DCE connections, 51, 51, 54
defined, 393
in Frame Relay, 253
locking speed of, 135-136, 136
routers as, 50
DTR (data terminal ready) circuits
defined, 393
in DTE to DCE signaling, 54
dynamic addressing
configuring, 84-87, 84-85, 87
in PPP, 83-84
Dynamic Host Configuration Protocol
(DHCP), 84-87, 87
in Cisco 700 platform, 33
lease length in, 88-89, 90
operation of, 87-88
Dynamic Multiple Encapsulation, 192
dynamic NAT, 329, 338-339
dynamic-queues parameter, 296

E-1 services, 28
capacity of, 153
configuring, 194-195
defined, 393
e-mail, dial-up networking for, 122
E protocols in ISDN, 156
E reference points, 156
Edit Extra Device dialog box, 134, 135
egress in Frame Relay, 253
802.11 standards, 11-12
802.1q standard, 239
EIR (Excess Information Rate), 274
enable command, 365
Enable Software Compression option, 131
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416 Encapsulating Security Payload (ESP) - frame-relay class name command

Encapsulating Security Payload (ESP), 236
encapsulation
defined, 393
WAN protocols. See WANs (wide area
networks)
encapsulation command, 170
encapsulation frame-relay command, 259
encapsulation ppp command, 91, 100
encryption
in compression, 313
defined, 393
end-to-end addresses in NAT, 330
end-to-end reachability in PAT, 344
Enhanced Terminal Access Controller
Access Control System (TACACS+)
protocol
in authentication, 361
configuration file, 371-373
configuring, 379
defined, 404
error correction
defined, 394
in modulation, 57
ESF (Extended Super Frame), 394
ESP (Encapsulating Security Payload), 236
ET (Exchange Termination), 155
Ethernet, 32
exam essentials
asynchronous connections, 66-67
cable modems, 240-241
DSL, 222
Frame Relay, 278
ISDN, 195-196
Microsoft Windows 95/98/2000/XP,
138-139
NAT and PAT, 348-349
PPP, 110-111
queuing and compression, 315-316
remote access, 39-40
security, 377-378
VPNs, 240-241
Excess Information Rate (EIR), 274

%

Exchange Termination (ET), 155
EXEC accounting type, 374

exec command, 365

extended IP access lists, 394
Extended Super Frame (ESF), 394
extended translation entries, 328
EZ-ISDN switch types, 152

F

&F AT command, 63
fair option, 297
fair-queue command, 296-297
fast paths, 342
FCS (Frame Check Sequence) field, 82
FECN (Forward Explicit Congestion
Notification) bits
defined, 394
in Frame Relay, 261-262
Fiber Optics Transmission Systems
(FOTS), 151
file synchronization, 122
firewalls, 394
fixed interface routers, 24-25
Flag field
in LAPD, 157,157
in PPP, 79
Flash memory, 394
flow control, 394
flowcontrol command, 64
Forward Explicit Congestion Notification
(FECN) bits
defined, 394
in Frame Relay, 261-262
FOTS (Fiber Optics Transmission
Systems), 151
fragments keyword, 304
Frame Check Sequence (FCS) field, 82
frame-relay adaptive-shaping becn
command, 275
frame-relay class name command, 276
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frame-relay custom-queue-list number
command, 275
frame-relay de-group command, 262-263
frame-relay de-list command, 262
frame-relay intf-type command, 272-273
frame-relay Imi type command, 272
frame-relay map command, 257-258
frame-relay priority-group number
command, 275
Frame Relay protocol, 6, 16, 252-253
cabling in, 28
characteristics of, 16-22
configuring, 259
congestion control in, 260-263, 261
defined, 394
DLCIs in, 255-258, 256-257
exam essentials, 278
hands-on labs, 280, 280
subinterfaces, 280-281
traffic shaping, 282
history of, 253
key terms, 279
LMI for, 258-259, 259
performance of, 260-262, 261
point-to-point and multipoint interfaces
in, 263-266
review questions, 283-286, 289-290
summary, 277-278
switching in, 270-273, 271, 394
traffic shaping in, 274-277
verifying, 266-270
virtual circuits in, 253-255, 254
for VPNs, 240
written lab, 279-280, 287-288
frame-relay switching command, 273
frame-relay traffic-rate average
command, 275
frame-relay traffic-shaping command, 276
Frame type parameter, 192
frames, 394
framing, 394
Framing parameter, 194

frequency, 394
front panel LEDs
Cisco 766 routers, 38-39, 38
Cisco 1600 routers, 37, 37
Cisco 3640 routers, 36-37, 36
ftp option, 345
function groups in ISDN, 154-155, 154

G

G.lite, 215-216

General tab for dial-up clients, 128, 128

Generic Router Encapsulation
(GRE), 239

global IP addresses in NAT, 328

Global System for Mobile Communications
(GSM), 12

GND wire, 54

GRE (Generic Router Encapsulation), 239

group-async packet-mode connections,
366

group command, 237

Group of Four, 394

GSM (Global System for Mobile
Communications), 12

gt keyword, 304

hands-on labs
asynchronous connections, 68-70
cable modems, 242-243, 248-249
DSL, 223, 228
Frame Relay, 280, 280
subinterfaces, 280-281
traffic shaping, 282
ISDN, 197
DDR, 197-200, 198
PRI and BRI, 200-203, 200
NAT and PAT, 350-351
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418 handshakes — Internet

PPP, 112-113
queuing and compression, 317-318, 317
security, 379
VPNs, 242-243, 248-249
handshakes, 394
hash md command, 237
HCL (hardware compatibility list), 126
HDLC (High-Level Data Link Control)
characteristics of, 14
defined, 395
HDSL (high bit-rate DSL), 9, 216
helper addresses
defined, 395
IP, 86
HFC (Hybrid Fiber/COAX) devices,
232,233
high bit-rate DSL (HDSL), 9, 216
High-Level Data Link Control (HDLC)
characteristics of, 14
defined, 395
host addresses, 395
hotelling installations, 89
http option, 345
Hybrid Fiber/COAX (HFC) devices,
232,233

I protocols in ISDN, 156
IARP (Inverse ARP)

defined, 395

for DLCI mapping, 258
ICMP (Internet Control Message

Protocol), 395

IDASSN output, 162
IDCKRP output, 162
IDCKRQ output, 161, 163
Identifier field, 173-175, 173
idle phase in PVCs, 255
IDREM output, 162
IDREQ output, 162-163

IDSL (ISDN-based DSL), 9
ietf option, 259
IKE (Internet Key Exchange), 236
Inactive connection state in LMI, 258
INFOc output, 162
Information field
in LAPD, 157, 159-160
in PPP, 82
Information Transfer format, 158
ingress in Frame Relay, 253
inside global IP addresses in NAT, 328
configuring, 338-339
overloading, 333-334, 333
inside local IP addresses in NAT
translating, 332-333, 332
working with, 327
inside networks in NAT, 327
Integrated Routing and Bridging
(IRB), 220
Integrated Services Digital Network. See
ISDN (Integrated Services Digital
Network)
interactive PPP, 83
interesting traffic in DDR, 176-177
interface addressing options for local
devices, 83
DHCP lease length, 88-89, 90
DHCP operation, 87-88
dynamic addressing, 84-87, 84-85, 87
interface command, 265
interface async16 ppp authentication
command, 367
interface cable-modem0 command, 239
interface dialer command, 185
interface EthernetO0 command, 238
interface option in custom queuing, 303
International Telecommunications
Union-Telecommunication (ITU-T)
group
defined, 396
for LMI, 258
Internet, 395

40



%{% i% 4296Index.fm Page 419 Monday, November 3, 2003 5:12 PM

A

Internet Control Message Protocol — ISDN (Integrated Services Digital Network)

Internet Control Message Protocol
(ICMP), 395
Internet Key Exchange (IKE), 236
Internet Protocol (IP), 395
internets, 395
Internetwork Packet Exchange (IPX)
protocol
in Cisco 700 platform, 33
defined, 396
internetworking and interface options, 26
asynchronous and analog connections,
26-27
Frame Relay, 28
ISDN, 27-28
internetworks, 395
intruder detection
for brute force attacks, 363
defined, 395
Inverse Address Resolution Protocol
(Inverse ARP)
defined, 395
for DLCI mapping, 258
IP (Internet Protocol), 395
ip address command
in IPSec, 238
in ISDN, 170
IP addresses, 85-87
defined, 395
DHCP for, 84-87, 87
lease length in, 88-89, 90
operation of, 87-88
limitations of, 326
NAT for. See NAT (Network Address
Translation)
IP Control Protocol (IPCP), 396
ip dhcp database command, 86
ip dhep excluded-address low-address
command, 86
ip dhcp-server command, 86
ip nat inside command, 337, 341
ip nat inside source list command, 340

ip nat inside source static
command, 337
ip nat outside command, 337, 341
ip nat outside source list command, 341
ip nat pool command, 338-339
ip nat pool insidepool command, 340
ip nat pool outsidepool command, 340
ip option in queuing, 304
IP routing in Cisco 700 platform, 33
ip tcp header-compression command,
98, 312
IP unnumbered options, 83
IPCP (IP Control Protocol), 396
IPSec, 235-236
configuring, 237-239
for VPN, 240
IPX (Internetwork Packet Exchange)
protocol
in Cisco 700 platform, 33
defined, 396
IPXCP (IPX Control Protocol), 396
IRB (Integrated Routing and
Bridging), 220
ISDN (Integrated Services Digital
Network), §
authentication in, 171
CHAP, 173175, 173, 175
PAP, 171-173, 172
Bandwidth on Demand, 190-191
BRI, 5, 150152, 151
cabling in, 27
defined, 390
hands-on lab for, 200-203, 200
packet-mode connections, 366
call setup and teardown in,
163-166, 164
channelized T-1/E-1, 192-195
characteristics of, 16-22
configuring, 166-167
dialer interface, 169-171, 177
legacy interface, 167-169
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DDR in. See DDR (dial-on-demand
routing)
defined, 396
dial backup, 181, 181
setting up, 181-183
testing, 183-190
exam essentials, 195-196
function groups, 154-155, 154
hands-on labs, 197
DDR, 197-200, 198
PRI and BRI, 200-203, 200
key terms, 196
LAPD frames in, 157-160, 157, 159
Layer 2 negotiation in, 160-163
line options for, 150-151
Basic BRI, 151
BRI, 151-152
PRI, 153
ordering, 166-167
PRI, 5, 150, 153
cabling in, 27-28
configuring, 192-194
defined, 400
hands-on labs, 200-203, 200
packet-mode connections, 366
protocols for, 156-157
reference points, 155-156, 155
review questions, 204-207, 209-210
summary, 195
written lab, 197, 207-208
ISDN-based DSL (IDSL), 9, 216
isdn disconnect interface command, 180
ISDN interface in Cisco 700 platform, 32
ITU-T (International Telecommunications
Union-Telecommunication) group
defined, 396
for LMI, 258

cable modems, 241
DSL, 223
Frame Relay, 279
ISDN, 196
Microsoft Windows 95/98/2000/XP, 139
NAT and PAT, 349
PPP, 111
queuing and compression, 316
remote access, 41
security, 378
VPN, 241
Keypad facility output, 166
known values in modem connections, 62

K

key terms
asynchronous connections, 67

%

L

L1 AT command, 63
L2TP (Layer 2 Tunneling Protocol), 240
LAN LED, 38, 38
LAN activity LED, 37, 37
LAN collision LED, 37, 37
LAN RXD LED, 38, 38
LAN TXD LED, 38, 38
LAPB (Link Accessed Procedure, Balanced)
protocol, 396
LAPD (Link Access Procedure, Data)
protocol
defined, 396
frames in, 157-160, 157, 159
last mile, 13
latency
defined, 396
in NAT, 330
launching terminal windows, 136-137, 136
Layer 2 negotiation, 160-163
Layer 2 Tunneling Protocol (L2TP), 240
LCP (Link Control Protocol)
defined, 396
in PPP, 79
leased lines, 7
cable modems, 10-11
characteristics of, 16-22
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defined, 396
Digital Subscriber Line, 7-10, 8
leases in DHCP, 88-89, 90
LEDs
Cisco 766 routers, 38-39, 38
Cisco 1600 routers, 37, 37
Cisco 3640 routers, 36-37, 36
Legacy DDR Hub configuration, 175
Legacy DDR Spoke configuration, 175
legacy interface in ISDN configuration,
167-169
Length information
in CHAP packets, 173, 173, 175
in LAPD, 159
lifetime command, 238
limit option, 305
line command, 64-65
LINE LED, 38, 38
Linecode parameter
in E-1, 194
in PRI, 192
Link Access Procedure, Data (LAPD)
protocol
defined, 396
frames in, 157-160, 157, 159
Link Accessed Procedure, Balanced (LAPB)
protocol, 396
link compression
defined, 396
working with, 312-313
Link Control Protocol (LCP)
defined, 396
in PPP, 79
list keyword, 304
llc2 option, 304
LLQ (low latency queuing), 309
LMI (Local Management Interface)
defined, 396
for Frame Relay, 258-259, 259
load-threshold command, 178
local devices, interface addressing options
for, 83-89, 84-85, 87, 90

local IP addresses in NAT, 327-328
local loops, 396
Local Management Interface (LMI)
defined, 396
for Frame Relay, 258-259, 259
local significance in virtual circuits, 254
Local Termination (LT), 155
locking DTE speed, 135-136, 136
log files for dial-up clients, 131-133
Log On to Network option, 131
login command
for asynchronous routers, 64
for character-mode connections, 365
low latency queuing (LLQ), 309
lowest-custom option, 303
LT (Local Termination), 155
It keyword, 304
LZW algorithm
for compression, 57
defined, 396

MAC addresses, 396
Make New Connection Wizard, 125-127,
125-127
manageability in WAN protocol selection,
19-20
management in Cisco 700 platform, 33
Mandatory and Optional Information
Elements field, 160
manual modem configuration, 62-65
map-class frame-relay command, 275
mapping
address, 388
DLCIs, 256-258, 257
in NAT, 329
match address command, 238
match-host parameter, 339
max active number, 298
max total number, 298
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maximum rate, 397
maximum transmission units (MTUs), 397
media converters, 54
memory for compression, 313
Message field, 175
Message Type information, 160
Microsoft Point-to-Point Compression
(MPPC), 98, 311
Microsoft Windows 95/98/2000/XP, 121
dial-up networking. See dial-up
networking
exam essentials, 138-139
key terms, 139
launching terminal windows,
136-137, 136
locking DTE speed, 135-136, 136
review questions, 140-145
summary, 137-138
verifying dial-Up connections, 137, 137
written lab, 139, 143
MMP (Multichassis Multilink Protocol)
defined, 397
purpose of, 100, 101
MO AT command, 63
modem command, 64
modem autoconfigure discovery
command, 61
modem autoconfigure type command, 59-60
modem compression, 313
modem eliminators, 397
modem input command, 62
Modem Properties dialog box, 136, 136
modemcap database, 59, 397
modemcap edit command, 60-61
modems
for asynchronous communication,
50-53, 51
configuring, 58-65
modulation standards for, 55-57
signaling and cabling, 53
cable. See cable modems

defined, 397

%

modular interface routers, 25
modulation
defined, 397
standards for, 55-56
data compression, 56-57
error correction, 57
monitoring PAT, 347-348
MP (Multilink Protocol), 100
MP (Multilink Protocol) bonding
in Cisco 700 platform, 33
defined, 397
MPLS (Multi Protocol Label Switching)
for VPNs, 240
for WAN services, 22
MPP (Multilink Multipoint Protocol), 134
MPPC (Microsoft Point-to-Point
Compression), 98, 311
MTUs (maximum transmission
units), 397
Multi Protocol Label Switching (MPLS)
for VPNs, 240
for WAN services, 22
Multichassis Multilink Protocol (MMP)
defined, 397
purpose of, 100, 101
multilink in PPP, 99-101, 99-101
Multilink Multipoint Protocol
(MPP), 134
Multilink Protocol (MP), 100
Multilink Protocol (MP) bonding
in Cisco 700 platform, 33
defined, 397
Multilink tab, 134, 135
multinational support, 33
multipoint interfaces, 263-266, 264

NAK (negative acknowledgments), 397
Name field in CHAP packets, 174
nasi command, 365
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NAT (Network Address Translation),
326-327
advantages of, 329
clearing translation entries in, 343
configuring, 336-341
defined, 397
disadvantages of, 330
exam essentials, 348-349
hands-on lab, 350-351
IPSec with, 236
key terms, 349
operation of, 328-329, 328
overlapping networks in, 335-336
overloading inside global addresses in,
333-334, 333
review questions, 352-355, 357-358
summary, 348
TCP load distribution in, 334-335, 335
terminology, 327-328
traffic types in, 330-331
translating inside local addresses in,
332-333, 332
troubleshooting, 342-343
verifying, 341-342
written lab, 349-350, 356
NBAR (Network-Based Application
Recognition), 308
NCPs (Network Control Protocols), 79
negative acknowledgments (NAK), 397
Network accounting type, 374
Network Activity LED, 36, 36
Network Address Translation. See NAT
(Network Address Translation)
network addresses, 397
Network-Based Application Recognition
(NBAR), 308
Network Control Protocols (NCPs), 79
network installations, 35
central site, 35-37, 36
remote branch, 37, 37
telecommuter, 38-39, 38
network interface cards (NICs), 398

Network Layer, 397
Network Termination type 1 (NT1)
in BRI, 154
defined, 398
Network Termination type 2 (NT2)
in BRI, 155
defined, 398
Next Level Communications systems, 8
NICs (network interface cards), 398
no async mode command, 83
no ip dhep conflict logging command, 86
no ip forward-protocol command, 86
no modemcap edit command, 61
nonvolatile RAM (NVRAM), 398
NRN server type, 129
NT1 (Network Termination type 1)
in BRI, 154
defined, 398
NT1 LED, 38, 38
NT2 (Network Termination type 2)
in BRI, 155
defined, 398
NTT switch types, 152
NVRAM (nonvolatile RAM), 398

(o)

OAM (Operation, Administration, and
Management) cells, 219
OC (Optical Carrier) protocols, 398
octets, 398
off option in PAT, 345
one-time challenge tokens
defined, 398
for passwords, 362
ones density signaling, 398
Operation, Administration, and
Management (OAM) cells, 219
Optical Carrier (OC) protocols, 398
Options tab for terminal windows,
136-137, 136
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OSI Reference Model, 398
out-of-band signaling, 398
outside global IP addresses in NAT, 328
outside local IP addresses in NAT, 328
outside networks in NAT, 327
outsourcing, 24, 34
overlapping address translation,
340-341
overlapping networks in NAT operations,
335-336
overloading inside global addresses,
333-334, 333
oversubscription
in DSL, 214-215
in Frame Relay, 262

P

packet assembler/disassembler (PAD), 399
Packet Internet groper (ping) tool
defined, 399
for ISDN, 180
Packet Layer Protocol (PLP), 399
packet-mode connections
commands for, 366-367
defined, 398
Packet Switch Exchange (PSE), 400
packet switches, 399
packet switching, 399
Packet-Switching Networks (PSNs), 400
packet switching protocols, 252
packets
Authenticate-Request, 172-173, 172
CHAP, 173175, 173
defined, 398
PAP, 171-172
PAD (packet assembler/disassembler), 399
PAP (Password Authentication Protocol)
defined, 399
in ISDN, 171-173, 172
in PPP, 81, 91-92, 91

%

pap chap keyword, 92
parity checking, 399
passive parameter, 312
Passwd-Length field, 172
Password Authentication Protocol (PAP)
defined, 399
in ISDN, 171-173, 172
in PPP, 81, 91-92, 91
password command, 64
Password field, 172
PAT (Port Address Translation), 344
in Cisco 700 platform, 33
configuring, 345-347
defined, 399
disadvantages of, 344-345
exam essentials, 348-349
hands-on lab, 350-351
key terms, 349
monitoring, 347-348
review questions, 352-355, 357-358
summary, 348
written lab, 349-350, 356
patches, 124
payload compression, 312, 399
PC Card LEDs, 36, 36
PCM (Pulse Code Modulation), 149
PCMCIA LEDs, 36, 36
pd output, 165
PDNs (Public Data Networks), 399
peer default ip address command, 86
Peer-1D field, 172
Peer-ID Length field, 172
per-interface compression, 312
per-virtual-circuit compression, 312
performance of Frame Relay,
260-262, 261
Permanent Virtual Circuits (PVCs)
defined, 400
in Frame relay, 6-7, 255
PH1 LED, 38, 38
PH2 LED, 38, 38
Physical Layer, 399
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physical-layer async command, 65
ping (Packet Internet groper) tool
defined, 399
for ISDN, 180
plain old telephone service (POTS)
defined, 400
operation of, 149
PLP (Packet Layer Protocol), 399
point-to-point interfaces, 263-266, 264
Point-to-Point Protocol. See PPP
(Point-to-Point Protocol)
policies
queuing, 293, 293
security, 362
Port Address Translation. See PAT (Port
Address Translation)
port density, 29
port option, 345
port types, 29
ports in Cisco 700 platform, 32
POTS (plain old telephone service)
defined, 400
operation of, 149
PPP (Point-to-Point Protocol), 15, 78
architecture, 78-79, 79
Address field, 80
Control field, 80
Flag field, 79
Frame Check Sequence field, 82
Information field, 82
Protocol field, 80-81
callbacks, 93-97, 400
CHAP authentication in, 92-93,
92-93
compression, 97-99
configuring access servers, 82
for dedicated and interactive PPP, 83
for local devices, 83-89, 84-85,
87,90
defined, 400
exam essentials, 110-111
hands-on labs, 112-113

key terms, 111
multilink in, 99-101, 99-101
review questions, 114-119
summary, 109-110
verifying and troubleshooting, 101
debug ppp authentication command,
101-102
debug ppp negotiation command,
102-106
debug ppp packet command,
106-109
written lab, 111-112, 117
ppp authentication command, 91-92
ppp callback accept command, 94
ppp callback request command, 94
ppp multilink command, 100, 179
PPP server type, 129
predictor option, 98
Predictor technique
for compress, 98
defined, 400
for link compression, 312
prefix-length command, 339
Presentation Layer, 400
PRI (Primary Rate Interface), 5,
150, 153
cabling in, 27-28
configuring, 192-194
defined, 400
hands-on lab, 200-203, 200
packet-mode connections, 366
pri-group timeslots command, 192-194
PRIMARY switch types, 153
priorities
in priority queuing, 298, 298
in Weighted Fair Queuing, 295,
295,297
priority-group command, 299-300
priority-list list-number default
command, 299
priority-list list-number interface
interface-type command, 299
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priority-list list-number protocol
command, 299
priority-list list-number queue-limit
command, 299
priority option, 297
priority queuing, 292
configuring, 299-300
defined, 400
priorities in, 298, 298
verifying, 301
process switching, 400
profiles, virtual, 376-377
propagation delay, 400
Protocol field, 80-81
Protocol Discriminator field, 159
protocols
in custom queuing, 303
defined, 400
for ISDN, 156-157
PSE (Packet Switch Exchange), 400
PSNss (Packet-Switching Networks), 400
PSTNs (Public Switched Telephone
Networks), 400
Public Data Networks (PDNs), 399
Pulse Code Modulation (PCM), 149
PVCs (Permanent Virtual Circuits)
defined, 400
in Frame relay, 6-7, 255

Committed Access Rate, 310
custom queuing, 301-307, 302
defined, 401

exam essentials, 315-316

in Frame Relay, 274

hands-on lab, 317-318, 317
key terms, 316

low latency queuing, 309
options, 294, 294

policies for, 293, 293

priority queuing, 298-301, 298
review questions, 319-324
summary, 314-315

traffic prioritization in, 293
Weighted Fair Queuing, 295-298, 295
written lab, 316, 322

Q

Q protocols in ISDN, 156
& Q6 AT command, 63
QoS (quality of service)
defined, 400
in WAN protocol selection, 21
queue-list commands, 303, 306-307
queue option, 303, 305
queues, 401
queuing, 292-293
Class-Based Weighted Fair Queuing, 309

%

R reference points, 401
RADIUS (Remote Access Dial-In User
Service) protocol
in authentication, 361
defined, 401
RAM (random access memory), 401
RARP (Reverse Address Resolution
Protocol), 401
rate queues, 401
RD LED, 38, 38
read-only memory (ROM), 401
recompressed option, 98
Record a Log File for This Connection
option, 131
reference points
defined, 401
ISDN, 155-156, 155
RELEASE messages, 164
RELEASE COMPLETE messages, 164
reliability
defined, 401
in WAN protocol selection, 21-22
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reloading, 401
remote access, 2—3
cabling and assembling WANSs, 26
company site equipment
identification, 28
internetworking and interface
options, 26-28
verifying network installations,
35-39, 36-38
Cisco products, 23
fixed interface routers, 24-25
modular interface routers, 25
selection tools for, 25-26
defined, 401
exam essentials, 39-40
key terms, 41
review questions, 43-48
summary, 39
WAN:Ss in. See WANs (wide area
networks)
written lab, 42, 46
Remote Access Dial-In User Service
(RADIUS) protocol
in authentication, 361
defined, 401
remote branch equipment
platforms for, 31
verifying, 37, 37
remote control, dial-up networking
for, 122
Request To Send (RTS) signal
defined, 402
in DTE to DCE signaling, 54
Requests for Comments (RFCs)
defined, 401
for PPP, 78-79
Require Data Encryption option, 131
Require Encrypted Password option, 131
reservable-queues parameter, 296
Resource accounting type, 374
Reverse Address Resolution Protocol

(RARP), 401

reloading — RXD wire 427

reverse Telnet, 401
review questions
asynchronous connections, 71-76
cable modems, 244-247, 250
DSL, 224-227, 229
Frame Relay, 283-286, 289-290
ISDN, 204-207, 209-210
Microsoft Windows 95/98/2000/XP,
140-145
NAT and PAT, 352-355, 357-358
PPP, 114-119
queuing and compression, 319-324
remote access, 43-48
security, 380-383, 385-386
VPN, 244-247, 250
RFCs (Requests for Comments)
defined, 401
for PPP, 78-79
RI (Ring Indication) wire, 54
RIP (Routing Information Protocol), 34
R]J connectors, 401
robbed bit signaling, 401
ROM (read-only memory), 401
router access modes, 365
character-mode connections,
365-366
packet-mode connections, 366-367
routers
authentication configuration for, 369
defined, 401-402
for DSL, 217-218
in Frame Relay congestion control,
262-263
routing, 402
Routing Information Protocol (RIP), 34
RPS LED, 36, 36
RRx output, 162
RTS (Request To Send) signal, 402
defined, 402
in DTE to DCE signaling, 54
RX output, 161, 165
RXD wire, 54
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S

S reference points
defined, 402
in ISDN, 156
S/T interfaces, 156
SABME output, 161
SAPI (Service Access Point Identifier) field,
157-158
sapi output, 161
Scripting tab for dial-up clients, 134, 134
scripts, 402
SDH (Synchronous Digital Hierarchy), 151
SDSL (symmetric DSL), 9, 216
secondary command, 169
Secure Sockets Layer (SSL), 240
security, 360
AAA, 360, 363-364, 367-368
accounting in, 365, 374-376
authentication in, 364, 368-370
authorization in, 364-365, 370-373
defined, 388
access control solutions, 361-363
exam essentials, 377-378
hands-on lab, 379
IPSec, 235-236
configuring, 237-239
for VPNs, 240
key terms, 378
review questions, 380-383, 385-386
router access modes, 365-367
summary, 377
terminology for, 360-361
virtual profiles for, 376-377
in WAN protocol selection, 22-23
written lab, 378-379, 384
security policies, 362, 402
security servers, 361-362, 402
selection tools for Cisco products, 25-26
Serial command, 169

%

Serial Line Internet Protocol (SLIP)
defined, 402
purpose of, 15
serial packet-mode connections, 366
Server Types tab for dial-up clients,
128-133, 129-130
servers
defined, 402
DHCP, 88
Service Access Point Identifier (SAPI) field,
157-158
service dhcp command, 87
service packs, 124
Service Profile Identifiers (SPIDs)
defined, 403
in ISDN, 151
Session Layer, 402
set authentication enable command, 370
set authentication login command, 370
set-based routers and switches, 402
set ip pat on command, 345
set ip pat porthandler command, 345
set peer command, 238
set tacacs attempts command, 369
set tacacs directedrequest command, 370
set tacacs key command, 370
set tacacs server command, 369
set tacacs timeout command, 370
set transform-set command, 238
SETUP messages, 164
SETUP output, 165
SF (Super Frame), 402
show compress command, 314
show config command, 370
show dialer command, 180, 186
show frame-relay Imi command, 269
show frame-relay map command,
268-269
show frame-relay pve command,
267-268, 276
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show frame-relay route command, 272
show interface command, 266-267
show ip nat statistics command, 342
show ip nat translation command, 341
show ip nat translation verbose
command, 342
show ip pat command, 347-348
show ip route command, 180
show isdn active command, 180
show isdn status command, 180,
182-183, 185
show line command, 137
show modemcap command, 59-60
show process cpu command, 98
show queue command, 297
show queueing command, 297
show queueing priority command, 301
show running-config command, 276
signaling, 53-55
Simple Mail Transfer Protocol
(SMTP), 403
simple translation entries in NAT, 328
site equipment identification, 28
central site, 29-30
remote branch, 31
telecommuter, 32
sliding window method, 402
SLIP (Serial Line Internet Protocol)
defined, 402
purpose of, 15
SLIP server type, 130
slow paths, 342
small offices/home offices (SOHOs),
148-149, 403
SMTP (Simple Mail Transfer Protocol),
403
smtp option in PAT, 345
snapshot routing, 34
sniffers, 343
SO=1 AT command, 63
sockets, 403

SOHOs (small offices’/home offices),
148-149, 403
SONET (Synchronous Optical Network)
standard
defined, 403
for fiber optics, 151
source list list-number interface
command, 339
speed command, 64
SPIDs (Service Profile Identifiers)
defined, 403
in ISDN, 151
split horizon
defined, 403
in Frame Relay, 264, 264
splitterless DSL, 215
splitters in DSL, 214-215
SSL (Secure Sockets Layer), 240
Stac option, 98
Stac technique
for compress, 98
defined, 403
for link compression, 312
standard IP access lists, 403
Stat-TDM (statistical time-division
multiplexing), 255
static addressing options, 83
static NAT, 337
static routes, 403
static translation in NAT, 329
statistical multiplexing, 403
statistical time-division multiplexing
(Stat-TDM), 255
stopbits command, 64
stun option, 303
subchannels, 403
subinterfaces
defined, 403
in Frame Relay, 264, 264
hands-on lab, 280-281
subnet addresses, 403
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subnet masks, 403
subnetworks, 404
Super Frame (SF), 402
Supervisory format, 158-159
supported NAT traffic types, 330-331
SVCs (Switched Virtual Circuits)

defined, 404

in Frame relay, 7, 254-255
switch options

BRI, 152

PRI, 153
switches

defined, 404

in Frame Relay, 261-262,

270-273, 271
symmetric DSL (SDSL), 9, 216
Synchronous Digital Hierarchy
(SDH), 151
Synchronous Optical Network (SONET)
standard

defined, 403

for fiber optics, 151
synchronous transmissions, 404
System accounting type, 374
System LED, 36, 36
System OK LED, 37, 37
System PWR LED, 37, 37

T

T-1 circuits, 27, 153
configuring, 192-194
defined, 404
T-3 WAN:Ss, 404
T reference points
defined, 404
in ISDN, 156
TACACS+ (Enhanced Terminal Access
Controller Access Control System)
protocol
in authentication, 361

%

configuration file, 371-373
configuring, 379
defined, 404
tacacs-server host command, 368-369
tacacs-server key command, 368-369
TAs (Terminal Adapters)
in BRI, 155
defined, 405
TCP (Transmission Control Protocol)
defined, 404
in NAT, 329
TCP header compression
defined, 404
operation of, 311-312
TCP/IP (Transmission Control Protocol/
Internet Protocol), 404
TCP/IP Properties dialog box, 85-86, 85
TCP/IP Settings dialog box, 84, 84
tep keyword, 304
TCP load distribution
configuring, 338-339
in NAT, 334-335, 335
TDM (time division multiplexing)
defined, 404
in Frame Relay, 255
with modems, 52
in POTS, 149
TE (Terminal Equipment) devices, 404
TE1 (Terminal Equipment 1) devices
in BRI, 154
defined, 405
TE2 (Terminal Equipment 2) devices
in BRI, 154
defined, 405
TEI (Terminal Endpoint Identifier)
field, 158
telcos, 405
telecommuter equipment, 32
Cisco 700 series, 32
Cisco 800 series, 34
Cisco 1000 series, 35
verifying, 38-39, 38

40



%{% i% 4296Index.fm Page 431 Monday, November 3, 2003 5:12 PM

A

telephone service support — U reference points

telephone service support, 34
telnet command, 180
telnet option, 345
Telnet protocol, 405
Terminal Access Controller Access Control
System (TACACS+), protocol
in authentication, 361
configuration file, 371-373
configuring, 379
defined, 404
Terminal Adapters (TAs)
in BRI, 155
defined, 405
terminal emulation, 405
Terminal Endpoint Identifier (TEI)
field, 158
Terminal Endpoints (TEs), 160
Terminal Equipment (TE) devices, 404
Terminal Equipment 1 (TE1) devices
in BRI, 154
defined, 405
Terminal Equipment 2 (TE2) devices
in BRI, 154
defined, 405
terminal windows, launching,
136-137, 136
TEs (Terminal Endpoints), 160
testing dial backups, 183-190
TFTP (Trivial File Transfer
Protocol), 405
Thinnet networks
and cable modems, 148
defined, 405
time division multiplexing (TDM)
defined, 404
in Frame Relay, 255
with modems, 52
in POTS, 149
toll networks, 405
TOS (Type of Service), 309
trace command, 405
traffic prioritization, 293

traffic shaping in Frame Relay, 274-277
defined, 405
hands-on labs, 282
traffic types in NAT, 330-331
translating inside local addresses,
332-333, 332
Transmission Control Protocol (TCP)
defined, 404
in NAT, 329
Transmission Control Protocol/Internet
Protocol (TCP/IP), 404
transport input command, 64
transport input all command, 62
Transport Layer, 405
Transport mode in IPSec, 236
Triple Data Encryption Standard
(3DES), 236
Trivial File Transfer Protocol
(TFTP), 405
troubleshooting, 342
asynchronous modem connections,
61-62
DSL, 220-221
NAT, 342-343
PPP, 101
debug ppp authentication command,
101-102
debug ppp negotiation command,
102-106
debug ppp packet command,
106-109
Tunnel mode in IPSec, 236
TX output, 161, 165
TXD wire, 54
Type of Service (TOS), 309

431

U

U reference points
defined, 405
in ISDN, 156
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UAf output, 162

UART (Universal Asynchronous Receiver/

Transmitter) chips
characteristics of, 53
defined, 405
UBR (unspecified bit rate), 219
UDP (User Datagram Protocol),
405-406
udp keyword in queuing, 304
Universal Asynchronous Receiver
Transmitter (UART) chips
characteristics of, 53
defined, 405
Unnumbered format in LAPD, 159
unnumbered frames, 406
unshielded twisted-pair (UTP)
wiring, 406
unspecified bit rate (UBR), 219
unsupported NAT traffic types, 331
upstream traffic with cable modems, 10
User Datagram Protocol (UDP),
405-406
username command, 366
username name password command,
92-93, 174
UTP (unshielded twisted-pair)
wiring, 406

\'

V reference points, 156
Value field, 174
Value-Size field, 174
variable-length subnet masks
(VLSMs), 406
VCs (virtual circuits)
defined, 406
in Frame Relay, 253-255, 254
for VPNs, 239
VDSL (Very-High Data Rate DSL),
9,216

%

verifying
asynchronous modem connections,
61-62
dial-up connections, 137, 137
Frame Relay, 266-270
ISDN operations, 180
NAT, 341-342
network installations, 35
central site, 35-37, 36
remote branch, 37, 37
telecommuter, 38-39, 38
PPP, 101
debug ppp authentication command,
101-102
debug ppp negotiation command,
102-106
debug ppp packet command,
106-109
priority queuing, 301
Weighted Fair Queuing, 297-298
Very-High Data Rate DSL (VDSL),
9,216
virtual circuits (VCs)
defined, 406
in Frame Relay, 253-255, 254
for VPNs, 239
virtual dialer interfaces, 185
Virtual Path Identifiers (VPIs), 219
virtual private networks. See VPN (virtual
private networks)
virtual profiles, 376-377
VLSMs (variable-length subnet
masks), 406
VN3 switch types
in BRI, 152
in PRI, 153
VPIs (Virtual Path Identifiers), 219
VPN (virtual private networks), 235
defined, 406
for DSL, 219
encryption with, 53
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exam essentials, 240-241
hands-on lab, 242-243, 248-249
IPSec for, 235-239

key terms, 241

review questions, 244-247, 250
summary, 240-241

technologies for, 239-240

for WAN:Ss, 23

written lab, 242, 247

w

WANSs (wide area networks)

connection types in, 3
asynchronous dial-Up, 4
ATM, 11
Frame Relay, 6
ISDN, 5
leased lines, 7-11, 8
summary, 13
wireless and cellular, 11-13
X.25,5

defined, 406

encapsulation protocols for, 14
ATM, 14
Frame Relay, 16
HDLC, 14
PPP, 15
SLIP, 15
X.25,15-16

protocol selection factors in, 16-17
applications in use, 20-21
availability, 17
bandwidth, 17-18
cost, 18-19
manageability, 19-20
quality of service, 21
reliability, 21-22
security, 22-23

in remote access, 2

WANSs (wide area networks) — X.25 standard 433

WEFQ (Weighted Fair Queuing),
292,295
configuring, 296
conversations in, 295-296
defined, 406
priorities in, 295, 295
verifying, 297-298
WIC ACT LED, 37, 37
WIC CD LED, 37, 37
wide area networks. See WANSs (wide area
networks)
wildcards, 406
windowing, 406
Windows for Workgroups server type, 130
Windows NT server type, 130
Windows operating systems. See Microsoft
Windows 95/98/2000/XP
wins option, 345
wireless WAN connections, 11-13
written labs
asynchronous connections, 68, 74
cable modems, 242, 247
DSL, 223, 228
Frame Relay, 279-280, 287-288
ISDN, 197, 207-208
Microsoft Windows 95/98/2000/XP,
139, 143
NAT and PAT, 349-350, 356
PPP, 111-112, 117
queuing and compression, 316, 322
remote access, 42, 46
security, 378-379, 384
VPNs, 242, 247

X

X.25 protocol, 5, 15-16
characteristics of, 16-22
defined, 406

X.25 standard, 406
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