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starting to offer Ethernet technologies over significant distances, although Ethernet is typically a 
local area network (LAN) technology. Unlike LANs, WANs usually use the telecommunications 
infrastructure—a group of services that are leased from service providers and phone companies.

Historically, the most common remote access installations have provided connectivity between 
fixed locations and a corporation’s headquarters. Such installations are relatively simple once a 
design has been selected because the solution used for the first office is applicable to the hundredth. 
Designers need concern themselves only with scalability and availability—as long as the bandwidth 
needs of each office are comparable.

In the modern remote access design, the architect needs to focus on multiple solutions to 
address not only the branch office, but also the sales force (a typically mobile group) and tele-
commuters working from their homes. Residential installations usually have a different set of 
needs than office configurations, and T-1 and other high-speed access technologies are usually 
not available for home use.

 

With the deployment of Digital Subscriber Line (DSL) technologies, designers 
can provide the equivalence of T-1 bandwidth, and more, to the residential 
user. Actual T-1s are generally not available in residential settings but have 
been installed when the expense was warranted. This chapter presents various 
remote access technologies, including ISDN, Frame Relay, and asynchronous 

 

dial-up.

 

WAN Connection Types

 

The Remote Access exam is concerned primarily with six types of WAN connections. These are 
predominantly older, more established technologies. The following are WAN connection types 
you can expect to see on the Remote Access exam:
�

 

Asynchronous dial-up
�

 

Integrated Services Digital Network (ISDN)
�

 

Frame Relay
�

 

Leased lines
�

 

Digital Subscriber Line (DSL)
�

 

Cable modems 

Notably absent from this list are Asynchronous Transfer Mode (ATM), wireless, and cellular 
technologies. Although the Remote Access exam was revised in 2003, and cable modems and 
DSL were added to the topics addressed, these other remote access technologies remain absent.

Even though these newer technologies are not covered yet, it is important to know a bit about 
them. For instance, wireless technologies have greatly enhanced the options available to home 
users. The primary benefit of wireless services is little to no provisioning time, but roaming and 
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cheaper deployment also can be found with these solutions, as discussed later in this chapter. 

 

Asynchronous Transfer Mode (ATM)

 

 is a cell-based system similar in many respects to Frame 
Relay, although the use of fixed-length cells can make ATM better suited to installations that 
integrate voice, video, and data. Wireless technologies include microwave, 802.11 LANs, and 
laser and satellite systems, which typically require a fixed transmitter and receiver, although 
major strides are being made to add mobility. Cellular systems are very mobile but do not pro-
vide substantial bandwidth; however, the technology is being improved and cellular can now 
provide ISDN-comparable data rates.

If you are a designer who is building a remote access solution, you will need to augment the 
technical material in this text in order to compose the best remote access solutions for your cus-
tomers’ needs.

 

For network architects and designers, we recommend that you read 

 

CCDP: Cisco 
Internetwork Design Study Guide

 

 by Robert Padjen with Todd Lammle (Sybex, 
2000) for more information on designing and integrating remote access solutions 

 

into the corporate network.

 

Asynchronous Dial-Up

 

Asynchronous dial-up

 

 is traditional modem-based access over the public analog phone network. 
The primary advantage of asynchronous dial-up is that it is available virtually everywhere. Unfor-
tunately, its greatest limitation is bandwidth, which is currently limited to less than 56 kilobits per 
second (Kbps). In addition, asynchronous dial-up connections require a negotiation period, during 
which time traffic must be buffered and the user experiences delay.

Because hotels, homes, and customer sites are already supplied with the traditional level of 
connectivity, dial-up connections are primarily suited to those members in the workforce who 
are mobile. Such connections are a substantial benefit when compared to the other remote 
access technologies, each of which must be predefined or preprovisioned.

Given the universal availability of analog circuits, most designers find that they still require dial-up 
installations to be a part of their remote access solution. Typically, ISDN installations lend themselves 
to a dual role—as an ISDN Primary Rate Interface (PRI) that can terminate 23 analog connections, or 
an assortment of ISDN B channels (user data bearer channels) and analog connections. This ability to 
service both ISDN digital connections and asynchronous dial-up connections can greatly ease facilities, 
configuration, and administration burdens.

Analog circuits are best suited for short-duration, low-bandwidth applications. Examples 
of this type of traffic include terminal emulation and e-mail services. Limited file-transfer and 
client/server-based application activity could also use this connection.

 

In this Study Guide, you will see the terms 

 

asynchronous dial-up

 

 and 

 

analog

 

 

 

used synonymously.
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X.25

 

X.25

 

 is a reliable Layer 2 and Layer 3 protocol that can scale up to 2 megabits per second (Mbps), 
although most installations stop at 56Kbps. The X.25 protocol was intended to provide reliable data 
transfer over unreliable circuits. Currently, X.25 is typically used for terminal emulation and small 
file transfers. Due to its low bandwidth and high overhead, X.25 is losing favor as a remote access 
technology. Originally, it was designed to address the higher error rates that were experienced on 
analog circuits. This high degree of overhead makes the protocol very inefficient but well suited to 
less-advanced telecommunications infrastructure, such as old carrier management systems.

Designers typically find that X.25 is one of the most widely available technologies on an 
international basis. This availability greatly adds to the desirability of the protocol. However, 
it is likely that demands for greater bandwidth and the proliferation of fiber-based networks 
will continue to erode X.25’s market share. Although a migration to Ethernet has already 
begun, it is important to note that many telecommunications carriers continue to use X.25 for 
management of their switches and other systems.

 

Integrated Services Digital Network (ISDN)

 

Integrated Services Digital Network (ISDN)

 

 is the result of efforts to remove analog services 
from the telecommunications network. In the 1960s, the American phone company, AT&T, 
realized that their network would be more efficient with digital services throughout. This included 
the residence, where most ISDN BRI (explained next) is found. However, the model scaled beyond 
this, and included aggregation and other interfaces that allowed efficient 

 

MUXing

 

, or the consol-
idation of multiple small links into one large one.

Two types of ISDN services are available. The first,

 

 

 

ISDN 

 

Basic Rate Interface (BRI)

 

, provides 
for two 64Kbps channels (the bearer, or B, channels) and one 16Kbps channel (the D channel), 
which can carry user data. The second type of ISDN service, called 

 

Primary Rate Interface (PRI)

 

,  
can provide twenty-three 64Kbps B channels for user data and one 64Kbps channel (D channel) 
for signaling, based on the North American T-1 standard. The E-1 European standard provides 
2.048Mbps worth of bandwidth and a corresponding increase in the number of B channels.

Please note that the 16Kbps channel in ISDN BRI is used for signaling; however, many 
providers permit the transit of user data using this bandwidth. This is frequently marketed 
as “always-on” ISDN. ISDN PRI uses a single 64Kbps channel for signaling.

 

Some ISDN BRI installations limit each B channel to 56Kbps.

 

The primary advantage of ISDN is its capability to provide faster access than would be avail-
able from traditional asynchronous dial-up connections. Unfortunately, the service is not as 
widely available as traditional analog services and it tends to be more costly. ISDN is typically 
used in scenarios including low-bandwidth video, low-bandwidth data, and voice services. It is 
important to note that each of the two ISDN channels can provide the user with a traditional 
analog dial-up connection.
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ISDN services are quickly being replaced in the United States by DSL services. 
Digital Subscriber Line connections are currently available at over 1Mbps, and 
some provide over three times this rate. However, substantial restrictions exist 
regarding the distance over which these connections can be set up (the maxi-
mum distance is 18,000 feet, or under 3 miles from the central office to the res-
idence), and some sources predict that up to 40 percent of homes will be too far 
from the central office to receive the service. As of this writing, DSL still failed 
to compete with cable modem and ISDN installations in terms of number of 

 

deployments in the United States.

 

ISDN is well suited for most applications, including file transfers. However, its high per-
minute pricing (depending on service package) makes it impractical when it is needed for more 
than a couple hours per day. Frame Relay, which you will learn about next, is typically a better 
solution for higher-bandwidth, long-duration connections.

 

Frame Relay

 

Frame Relay

 

 is a logical, low-overhead transport protocol that removes much of the overhead 
found in X.25. Frames are marked with a data link connection identifier (DLCI) that provides 
direction to the switch regarding frame forwarding. As such, frames in Frame Relay are Layer 
2 elements. In many companies, setting up Frame Relay services between central locations and 
remote offices is very popular. The primary benefit of Frame Relay is that it is traditionally tar-
iffed to be distance insensitive—this means that a connection that crosses the United States will 
be comparable in cost to that of a connection across town. In addition, Frame Relay services are 
available internationally from many providers.

Frame Relay, in addition to DSL, is becoming more accepted in the telecommuter workspace. 
Telecommuters are finding that connections are required for more than a few hours per day—
a threshold that makes ISDN more costly than the other options. In addition, ISDN is incapable 
of expanding beyond 128Kbps without using PRI services or bonding. Frame Relay is available 
in a myriad of bandwidths, up to and including DS3. New variations on Frame Relay are 
increasing this performance characteristic.

 

Note that ISDN cannot scale beyond 128Kbps in user data on a single pair of B 
channels. Just as two B channels can be bonded together into a single logical 
data conduit, it is possible to bond multiple ISDN BRI circuits into a single log-
ical data stream. Chapter 3 discusses PPP bonding in greater detail, and Chap-

 

ter 5 discusses ISDN bonding.

 

For the network designer, there are two factors to consider when deploying Frame Relay: 
Frame Relay is available with a 

 

Committed Information Rate (CIR)

 

, and Frame Relay enables 
multiple 

 

Permanent Virtual Circuits (PVCs)

 

 to terminate at a single physical connection point 
on the router. A PVC is a previously defined logical path through the network. The DLCI is used 
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to determine which PVC is to be used. 

 

Switched Virtual Circuits (SVCs)

 

 are alternatives to 
PVCs. SVCs are similar to PVCs, but they are not predefined and static. Before data can be 
transmitted by using SVCs, a path must be established dynamically through the network.

The CIR is best thought of as a guaranteed amount of bandwidth available on a PVC. This 
figure might be substantially lower than the capacity of the circuit itself. The corporation will 
pay for the bandwidth guaranteed by the CIR, and any traffic that exceeds the CIR will be han-
dled on a best-effort basis. Thus, a company can obtain better throughput than that for which 
it is being charged.

The capability of Frame Relay to enable multiple PVCs to terminate at a single physical con-
nection point on the router is a powerful tool. This means that a designer need not purchase 
additional interfaces to accommodate multiple connections. In addition, there’s a substantially 
lowered lead-time for new connections, and such connections can be provisioned without a visit 
to the head-end location.

The Frame Relay protocol is primarily designed to encapsulate data on reliable, digital con-
nections. Its benefits include low overhead when compared to X.25 (X.25 using protocol over-
head for data reliability), lower costs when compared to point-to-point connections, and a 
single access point on the router that can terminate multiple virtual circuits (each of which can 
go to different destinations). This last benefit greatly reduces the costs associated with the router 
hardware. The Frame Relay protocol and its benefits are explored in more detail in Chapter 8.

Due to its relatively low cost and high bandwidth, Frame Relay is better suited for 
higher-bandwidth demands than other access technologies, including ISDN.

 

Leased Lines

 

Leased lines

 

 are commonly referred to as dedicated connectivity options. This means that the con-
nection between the two endpoints is permanent in nature and that 100 percent of the capacity is 
available to the end user. Leased lines are owned by the telecommunications carrier and are often 
provided in the form of a T-1. These connections are also called point-to-point links because the 
capacity of a leased line is dedicated to the corporation. Unfortunately, because bandwidths can-
not be shared, this type of connection is more expensive than Frame Relay or ATM.

In addition, leased lines are also distance sensitive. Unlike Frame Relay, with leased lines, the tele-
phone company will charge the end user for both the local loop and the transit network. For short 
distances, the differences in costs might be negligible, but for long distances, the costs increase dra-
matically. For example, a 200-mile Frame Relay connection might cost $200 a month, which would 
be the same as a 2,000-mile Frame Relay connection. The leased line installation might also cost 
$200 a month for 200 miles, but most likely, it would cost $3,000 a month for the 2,000-mile link. 
The most common leased-line service available in the United States is called a T-1. This provides the 
corporation with 1.544Mbps of dedicated bandwidth. Older leased lines were digital data service 
(DDS) circuits and yielded up to 56Kbps of bandwidth. These connections were popular for main-
frame connectivity at both the 9.6Kbps and 56Kbps levels.

 

Digital Subscriber Line

 

Digital Subscriber Line (DSL)

 

 technologies were developed to be the magic bullet of the tele-
communications industry. Primarily designed to add bandwidth to the home without installing 
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fiber optics, the various DSL protocols, referred to in the generic as xDSL, have the potential to 
provide 52Mbps over already installed copper wire—a marked increase in performance. This 
feat is accomplished with special encoding of the digital signal. 

At present, DSL technologies are being used as a replacement for ISDN and analog Internet 
Service Provider (ISP) connections. However, as DSL technologies are accepted into the home 
and office,  they will likely be used for primary and backup data transfer and for high-demand 
services such as live video. DSL currently lags behind cable modem installations, but some ven-
dors, including Next Level Communications (

 

www.nlc.com

 

), have equipment in production 
that demonstrates the long-term potential of this technology. The NLC-based systems can pro-
vide voice (plain old telephone system, or POTS, based), video, and high-speed Internet service 
over DSL technologies, and are priced competitively when compared to obtaining these services 
independently.

The different DSL standards provide for varying amounts of upstream and downstream band-
width based on the equipment in use and the distances between this equipment. As a result of the 
distance sensitivity of xDSL, connections typically must terminate within 3 miles of the central 
office, but access technologies can be employed to extend the range. Access products connect a 
remote termination device to the central office via fiber optics, which greatly extends the reach of 
xDSL. Figure 1.1 illustrates a typical installation of xDSL with and without an access product. As 
shown, a home 4 miles away cannot obtain xDSL access without an access product. Please note 
that most xDSL technologies support distances between 1,800 feet and 18,000 feet.

 

F I G U R E 1 . 1

 

xDSL installations

Access
teminal

Central office
City 3-mile copper loop

No DSL service

Central office
City 3-mile fiber loop 1-mile

copper loop

DSL service with
access technologies
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As of this writing, vendors are deploying DSL at fairly low speeds and as an Internet con-
nectivity solution. Most vendors provide 1.544Mbps downstream bandwidth as viewed from 
the central office site, and 128Kbps to 384Kbps upstream. These bandwidths greatly surpass 
ISDN and analog offerings, but they cannot provide the multiservice goals of xDSL—primarily 
MPEG-2 video streaming. Table 1.1 shows the various xDSL technologies available.

Most vendors deploy one of the following two xDSL implementation models: ISP-based 
installation (Layer 3) and Remote LAN (RLAN, or Layer 2). The traditional ISP-based instal-
lation simply substitutes ISDN or analog dial-up for xDSL. Because DSL is an always-on tech-
nology, there is no call setup or teardown process, and the connection to the Digital Subscriber 
Line Access Multiplexer (DSLAM) is always active. There is a single link to the service provider, 
and all packets are routed to their destination. RLAN, on the other hand, places the DSL con-
nection on par with Frame Relay or point-to-point links in the WAN. This provides more secure 
connectivity that can support nonroutable protocols. This solution is being deployed for tele-
commuters as opposed to interoffice connections. Ultimately, designers might find that the con-
sumer level of support currently offered in DSL will be augmented, and the lower price for setup 
will encourage companies to replace Frame Relay and leased-line installations for interoffice 
traffic with DSL as well.

 

T A B L E 1 . 1

 

The Various xDSL Technologies

 

Standard Characteristics

 

Asymmetric DSL (ADSL) There are a number of flavors to Asymmetric DSL; the two 
most popular are G.lite and G.dmt (discrete multitone). The 
G.lite specification provides 1.5Mbps/384Kbps bandwidth and 
typically invokes lower capital costs. The G.dmt specification 
can provide 8Mbps downstream and 1.5Mbps upstream.

High bit-rate DSL (HDSL) HDSL is similar to SDSL but uses double and triple pairs of cop-
per wire. Most other DSL technologies operate over a single 
pair, which can simplify installation compared to HDSL. HDSL 
typically provides distances reaching 15,000 feet.

ISDN-based DSL (IDSL) ISDN-based DSL typically allows the greatest distances but is 
limited to 144Kbps.

Symmetric DSL (SDSL) Symmetric DSL provides 2Mbps bidirectional bandwidth over 
a single pair of copper wires. Distances are typically limited to 
10,000 feet.

Very high bit-rate DSL 
(VDSL)

VDSL can provide up to 52Mbps downstream bandwidth, but 
its distance is limited to less than 4,500 feet. This is usually the 
shortest-range DSL service.
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Both of these implementation methods can make a modern network design perform better. 
However, some caveats should be considered. At present, most DSL vendors offer a single PVC 
with DSL installations. This limits connectivity options and makes redundancy difficult. A sec-
ond PVC could provide a link to another head-end, perhaps a distribution layer aggregation 
point, and most vendors have multiple DSLAMs in the central office. An SVC-based solution 
would also make a fault-tolerant design more successful.

Another concern with current DSL installations is that most products do not offer security 
solutions. The RLAN model greatly reduces this risk because the links are isolated at Layer 2, 
but all connectivity must be provided by the head-end, including Internet connectivity. For 
Internet connections, the risk is significantly greater, especially when the bandwidth available 
for an attack and the use of static IP addresses or address pools are considered. A number of sig-
nificant attacks have already occurred as a result of these issues, and although they should not 
deter the use of the technology, the risks should be addressed with firewall technology.

A third consideration in DSL is the installation delay compared to other technologies. Ven-
dors are moving toward splitterless hardware so that the phone company does not have to 
install a splitter in the home. The splitter divides the traditional phone signals from the data 
stream and provides a jack for standard telephones—DSL transport data and voice over the 
same twisted-pair wiring used for standard analog phone service. At present, because the circuit 
to the home and the installation of the splitter need to be validated, installations require weeks 
to complete.

 

DSL technologies are presented in greater detail in Chapter 6.

 

Cable Modems

 

It would be unfair to present the DSL technologies without providing some space to discuss the 
alternative: cable modems. 

 

Cable modems

 

 operate over the same cabling system that provides 
cable television service; in other words, they use the same coax cable that is already used in the 
homes with cable television. Most cable installations provide two cables—one for the television 
and one for the data converter—but the signaling and the system are the same. This is accom-
plished by allocating a television channel to data services. Bandwidth varies with each installa-
tion; however, many installations provide up to 2Mbps in the downstream direction and 
128Kbps to 256Kbps in the upstream one. 

 

Downstream

 

 is a common term for traffic from the 
provider to the customer; 

 

upstream

 

 is return traffic. This type of asymmetric connection is suf-
ficient for most Internet users, because these users typically pull more information (bits) to their 
machines than they send.

Detractors of cable modem technology are quick to point out that these installations are 
shared bandwidth, similar to Ethernet, which results in contention for the wire among neigh-
bors. This shared bandwidth also introduces a security risk, in that network analysis is possible, 
although vendors have addressed this concern with switching and encryption technology. This 
issue does not exist in DSL because the local loop connection to the home is switched. In DSL, 
traffic is not integrated until it reaches the central office, and at that point, the switch will for-
ward only traffic destined for the end station based on the media access control (MAC) address. 
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Basically, cable modems are a shared technology—hub-based Ethernet versus switched. Along 
the same lines, a cable modem is really a broadband Ethernet bridge to the cable.

 

There is a lot of confusion in the marketplace regarding oversubscription and 
performance in the residential DSL and cable modem markets. DSL is usually 
oversubscribed 10 to 1 at the central office; if a DS3 is used to link the DSLAM 
to the Internet, as many as 300 homes could be connected to the DSLAM. None 
of those users would be oversubscribed on their connection to the DSLAM. 
Cable modems typically share bandwidth before the head-end. As a result, 

 

users contend for bandwidth both before and after the head-end. 

 

Network designers might wish to consider cable modems as part of a Virtual Private Net-
work (VPN) deployment because the technology will not lend itself to the RLAN-type designs 
available in DSL. Recall that an RLAN requires Layer 2 isolation—a service not offered by cable 
modem providers at present. This might change in the future if channels can be isolated to spe-
cific users. This might be especially true in very remote rural areas, where cable is available and 
DSL is not.

 

Cable modem technology, including the features of Data over Cable Service 

 

Interface Specification (DOCSIS), is presented in Chapter 7.

 

New WAN Connection Technologies

 

As noted previously, there are many new technologies with which designers and administrators 
should be familiar, but they aren’t covered on the current Remote Access exam. These include 
Asynchronous Transfer Mode (ATM), and wireless (802.11) and cellular services.

 

Asynchronous Transfer Mode (ATM)

 

ATM does not relate in any way to asynchronous dial-up connections. Rather, it refers to the 
transmission of fixed-length cells and the transport of data, voice, and video services. The majority 
of the public telephone network has already converted to this technology for the aggregation of 
phone lines. Cells are fixed in length, and therefore latency and delay can be determined and con-
trolled accurately.

ATM is rarely used as a remote access technology in the context applied to the exam, and it 
would be best to think of it as a potential replacement for Frame Relay installations. Typically, 
residential ATM installations appear in the form of DSL—ATM being the underlying Data Link 
(Layer 2) technology.

 

Wireless and Cellular

 

Wireless technologies, including cellular systems, provide a mobile access method. Typically, 
these technologies offer substantially lower bandwidth than wire line services.

For wireless solutions (wireless LAN), the current standard is based on IEEE 802.11, with 
interoperability between systems certified by the Wi-Fi committee. This technology is well 
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suited for short-range deployments within a building or campus environment, and provides for 
bandwidths up to 54Mbps. Security, a long-time stumbling block for deployment (the original 
security provided by wireless LANs, Wired Equivalent Protocol (WEP), was relatively poor and 
subject to hacking), has been addressed by vendors and will be part of the 802.11i specification 
when ratified. Current solutions include Temporal Key Integrity Protocol (TKIP), and it is likely 
that 802.1x (an authentication model) and Advanced Encryption Standard (AES) will be found 
in both wireless LAN and wired solutions. 

Three standards are available for wireless LAN installations, as described in Table 1.2. 

Because wireless LAN is outside of the scope of the Remote Access exam, it is presented here 
only as an introduction. This technology could be deployed as part of remote access solutions 
in the future. For further information, we suggest consulting the 802.11 Planet website at 
www.80211-planet.com. 

This text was written following the acquisition of Linksys by Cisco Systems. 
This acquisition is a strong signal of the future of wireless technology for 
small office and home office (SOHO) users, of which remote access is a crit-
ical component.

Another area not addressed on the current Remote Access exam is cellular communications. 
Although historically used in voice communications, the latest Global System for Mobile Com-
munications (GSM) and code division multiple access (CDMA) technologies provide sufficient 
bandwidth for lower-demand applications. Although the technical characteristics and benefits 

T A B L E 1 . 2 802.11 Standards

Standard

Frequency 

Used

Bandwidth Available 

(Maximum Rated) Range Features

802.11b 2.4GHz 11Mbps Longest Original specification 
and most widely used 
today. Provides three 
non-overlapping chan-
nels of 11Mbps, but 
prone to interference 
from cordless phones 
and microwave ovens.

802.11a 5.0GHz 54Mbps Shortest Uses frequency space 
that is less prone to 
interference.

802.11g 2.4GHz 54Mbps (standard 
ratified at 22 Mbps)

Medium 
to long

Backward compatible 
with 802.11b.

4296c01.fm  Page 12  Friday, October 24, 2003  5:54 PM



What Is Remote Access? 13

of each technology are beyond the scope of this text, this technology is important for real-world 
application of remote access design. Not only will cellular-based systems provide for roaming 
and small form factor connectivity, but they will ultimately link small offices and other services 
while removing the last mile that is typically the most costly and time consuming portion of a 
remote access link. The term last mile refers to the connection between the telecommunications 
providers and the end-customer.

Summarizing WAN Connection Technologies

Table 1.3 summarizes the WAN connection technologies discussed in this chapter in order to 
provide comparisons among them.

T A B L E 1 . 3 Summary of WAN Connection Technologies

Connection Max Throughput U.S. Availability Relative Cost

Asynchronous 
dial-up 56Kbps/DDS

56Kbps Widely available Low

Leased line T-1/E-1 1.544Mbps/2.048Mbps Widely available in 
the U.S.

Medium

Leased line DS3 44.736Mbps/
34.368Mbps(E-3)

Widely available High

ATM 10Gbps. However, it is 
virtually unlimited from 
a protocol perspective

Moderately 
available

Very high

ISDN BRI 128Kbps for user, 
16Kbps for control 
data, and 48Kbps for 
overhead

Moderately 
available

Low. However, 
per-minute tar-
iffs can quickly 
alter this

ISDN PRI 1.5Mbps T-1, and 
about 2Mbps E-1

Moderately 
available

Medium

DSL 128Kbps to 2Mbps 
(some installations 
up to 52Mbps)

Available in larger 
cities, becoming 
more available in 
rural areas

Low

Frame Relay Wide range of speeds, 
from 56K over T1 to DS3 
(45Mbps)

Widely available Low

Cable modem From 128 Kbps to 3Mbps Widely available Low
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WAN Encapsulation Protocols

There are many WAN encapsulation protocols, which operate at Layer 2 to provide consistent 
transport at the Data Link Layer. It is important to note that some of these protocols extend into 
Layer 3, especially X.25. These protocols include the Point-to-Point Protocol (PPP); the X.25 
Link-Access Procedure, Balanced (LAPB) protocol; and the Frame Relay protocol. Additional 
WAN encapsulation protocols include the Serial Line Internet Protocol (SLIP), the High-Level 
Data Link Control (HDLC) protocol, and Asynchronous Transfer Mode (ATM).

Again, the Remote Access exam omits many these protocols, both older and newer encap-
sulations. SLIP has been largely replaced by PPP, and ATM is quite common, but both are out-
side the scope of the exam. The omission of HDLC is significant if only because this protocol 
is the foundation for many other transports. In addition, it remains the default encapsulation for 
Cisco serial interfaces.

The encapsulations covered within the Remote Access exam include the following:
� Point-to-Point Protocol
� X.25
� Frame Relay

In later sections of this chapter and in other chapters, you will learn about each of these in 
greater detail.

The current Remote Access exam does not include ATM, HDLC, or SLIP. Here 
you will find brief descriptions of these three protocols for reference only.

Asynchronous Transfer Mode (ATM)

You might be asking what the difference is between the technology and the encapsulation type. 
ATM as a technology is different from the protocol itself. Unfortunately, it would be inappro-
priate to go into significant detail regarding ATM in this chapter—both because this chapter 
functions as an introduction and because this material is not on the exam. However, to under-
stand ATM as an encapsulation type, you need to look at ATM adaptation layers (AAL) and 
cell header formats.

ATM is a cell-based service that breaks data into 53-byte packets. This fixed length enables 
processing to be handled in hardware, which reduces delay and provides for deterministic 
latency. ATM is primarily designed to integrate voice, data, and video services.

High-Level Data Link Control (HDLC)

High-Level Data Link Control (HDLC) is the encapsulation method used by serial links and is the 
default on Cisco serial interfaces. The protocol provides for a 32-bit checksum and three transfer 
modes: normal, asynchronous response, and asynchronous balanced. Many point-to-point con-
nections using Cisco routers continue to make use of the HDLC protocol.
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Serial Line Internet Protocol (SLIP)

The Serial Line Internet Protocol (SLIP) is designed for point-to-point serial connections using 
TCP/IP. The Point-to-Point Protocol (PPP), which you will learn about next, has effectively 
replaced SLIP. Some installations, however, still rely on SLIP because of its simplicity.

Point-to-Point Protocol (PPP)

The Point-to-Point Protocol (PPP) is a standard, efficient Layer 2 technology designed for connec-
tions between two endpoints. As such, it doesn’t include addressing functionality as Ethernet’s MAC 
address does, but it can be augmented to operate in point-to-multipoint installations. The PPP has 
effectively replaced SLIP and is commonly found in lower-bandwidth applications, although it is 
also used as a ubiquitous protocol for a wide range of higher-bandwidth installations. One of the 
most innovative benefits of PPP is its support for multiple upper-layer protocols. This is accom-
plished by the use of the Network Control Protocol (NCP), which encapsulates the upper layers. The 
Link Control Protocol (LCP) is used to negotiate connections on the WAN data link, and in PPP, it 
provides for authentication and compression. Use of PPP permits the binding of connections, also 
called multilink PPP.

PPP is covered in more detail in Chapter 3.

The X.25 Protocol

The X.25 protocol really comprises many protocols, including LAPB and X.25 itself, which is 
a Layer 3 protocol. X.25 also uses various standards, including X.121, X.75, and X.3, among 
others.

We have included information regarding X.25 in this text; however, it is very 
likely that this information will not be included in the exam as it is modified in 
the future. Readers can expect to see questions relating to the technology, and 
given its historical significance, learning about X.25 is not unwarranted.

LAPB operates at Layer 2 of the Open System Interconnect (OSI) model and is responsible 
for providing reliability. Specifically, LAPB provides windowing functions and detects missed 
frames.

Readers who wish to review the OSI model should refer to CCNA: Cisco Certified 
Network Associate Study Guide, Third Edition by Todd Lammle (Sybex, 2002).

X.25 (which can be described as also belonging to Layers 1 through 3) was designed to catch 
errors, because it was developed to operate on poor-quality telecommunications systems. At 
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Layer 3, X.25 describes the formation of data packets and the methods to be used for connec-
tivity, in addition to addressing.

Some consider the X.25 standards to be recommendations from the International Tele-
communications Union–Telecommunication (ITU-T) Standardization Sector. In practice, this 
can be accurate because private X.25 networks are free to operate over any methodology that 
works. However, the standards can simplify matters and become very important in public 
X.25 networking.

The X.25 addressing standard is X.121. X.121 addresses are composed of a Data Network 
Identification Code (DNIC) and a Network Terminal Number (NTN). These numbers work 
similarly to the way area codes and phone numbers work—the DNIC is akin to an area code 
that is defined on a country basis. The NTN is a specific node identifier.

Frame Relay

The Frame Relay protocol is quite simple compared to X.25 because the error correction func-
tions have been removed. This enables the protocol to scale up to 45Mbps in currently available 
offerings, although this is more a practical limit than a technology-based one. The greatest ben-
efit of Frame Relay is its availability and its low cost over long distances at high bandwidths.

The protocol itself is used to define virtual circuits, which adds an additional benefit to 
Frame Relay: a single physical port can terminate numerous logical virtual circuits. This can 
greatly reduce the hardware costs associated with an installation. Each virtual circuit is defined 
with a DLCI.

Frame Relay is formally presented in Chapter 8, but in the context of this chapter, the pro-
tocols of this international standard should be noted. The specifics of the protocol are defined 
in the following standards:
� ANSI T1.617
� ITU-T Q.933
� ITU-T Q.922

To remember the function of each standard, look at the second digit of the ITU 
number. As could be inferred, Q.933 is a Layer 3 (OSI model) protocol, whereas 
Q.922 operates at Layer 2.

Selecting a WAN Protocol

You should consider the following factors when selecting a WAN type:
� Availability
� Bandwidth
� Cost
� Manageability
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� Applications in use
� Quality of service
� Reliability
� Security

Many of these elements are common to any network design regardless of its WAN or LAN 
delineation. This section defines each of these factors and provides some guidance as to how 
they might apply to remote access deployments.

Availability

Unfortunately, not all of the WAN technologies introduced in this chapter are available in all 
locations. Although this is frequently true in more rural locations, it might also be true on a 
country-by-country basis. Distance, technology, and infrastructure all play a role in deter-
mining what services will be available in a particular location. Table 1.4 summarizes the tech-
nologies and general availability throughout the world.

Bandwidth

Applications might demand more bandwidth than is readily available with some WAN tech-
nologies. For example, an asynchronous dial-up connection is limited to 56Kbps. Should the 
application require the movement of more data than will fit in this constraint, the network 
architect will be required to select a different technology.

Frequently, selecting another technology will increase overall costs; for example, a T-1 cir-
cuit will cost substantially more than a standard analog connection at a remote location. Some 
technologies provide high levels of bandwidth for relatively low cost. Frame Relay is an example 
of one such technology.

T A B L E 1 . 4 Worldwide Availability of WAN Technologies

Technology Availability

Asynchronous dial-up Widely available 

X.25 Widely available

ISDN Moderately available

Frame Relay Widely available

Leased lines Widely available

DSL Moderately available

Cable modem Widely available (U.S.)
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Table 1.5 compares available bandwidth of common WAN technologies.

Cost

Cost is almost always the single most important criteria in the network design. As such, network 
designers and architects are required to weigh the relative cost of a WAN technology against the 
services that it provides. Again, Frame Relay frequently reduces the costs of a WAN circuit com-
pared to a point-to-point leased line. The network architect needs to weigh this cost differenti-
ation against the other factors used in determining the appropriate WAN protocol to use.

Table 1.6 compares the costs of various WAN technologies.

T A B L E 1 . 5 Bandwidth Comparison of WAN Technologies

Technology Bandwidth

Asynchronous dial-up Low

X. 25 Low

ISDN Moderate

Frame Relay High

Leased lines High

DSL Moderate

Cable modem Moderate

T A B L E 1 . 6 Cost Comparison of WAN Technologies 

Technology Cost

Asynchronous dial-up Low. However, per-minute and distance charges can 
significantly increase total cost.

X.25 Low. However, per-minute and distance charges can 
significantly increase total cost.

ISDN Low. However, per-minute and distance charges can 
significantly increase total cost.

Frame Relay Low.
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Manageability

The best networks cannot hope to operate without being manageable. In local area networks, 
this is fairly simple because the administrator controls everything from the wall jack to the 
server or WAN router. In remote access, these advantages no longer exist because the ability 
to physically access the remote end has been removed. When the connection is down or dis-
connected (reflecting the potential differences between dedicated circuits and on-demand con-
nections), it is not possible to logically connect to the remote equipment. Either of these 
limitations can greatly work against quick problem resolution.

For remote access manageability, the designer and administrator will frequently try to auto-
mate as many functions as possible. This can be accomplished with tools including Dynamic 
Host Configuration Protocol (DHCP), which automatically assigns IP addresses; and authenti-
cation servers, including Enhanced Terminal Access Controller Access Control System 
(TACACS+), which can centralize the user-authentication database. Administrators prefer cen-
tralization, instead of the alternative, which would require placing each user and password on 
every access resource manually. This centralizing of the security function will also make the net-
work more secure; removing a single terminated employee will remove their access account 
from all entrances into the network.

Table 1.7 shows the difference in manageability of various WAN technologies.

Leased lines High.

DSL Low.

Cable modem Low.

T A B L E 1 . 7 Manageability Comparison of WAN Technologies 

Technology Manageability

Asynchronous dial-up Little.

X. 25 Some, including congestion statistics.

ISDN Some. 

Frame Relay High.

Leased lines High.

T A B L E 1 . 6 Cost Comparison of WAN Technologies (continued)

Technology Cost
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Applications in Use

Network designers are concerned with two specific characteristics of the traffic when selecting 
a WAN protocol. The first consideration relates to the upper-layer protocol that will be used. 
For example, it is not possible to use SLIP with any other upper-layer protocol except IP. To use 
a different protocol, the administrator would have to select another lower-level protocol (PPP, 
for example) to transport native Internetwork Packet Exchange (IPX) packets. The second con-
sideration has to do with the acceptability of delay on the part of the upper-layer protocol. Sys-
tems Network Architecture (SNA), a mainframe protocol, traditionally cannot accept a high 
level of delay.

Fortunately, most applications can use many transport protocols and most operate using IP. 
This enables the remote access solution to focus on supporting a single protocol in most cases, 

DSL Some.

Cable modem Some. Very little controllable by the end-user, but the 
carrier can perform some management functions on 
their behalf.

Remote Access in the Field: Manageability

The benefits of centralized access control cannot be overemphasized, but a certain amount of 
care must accompany this process. Many older security products would store the password file 
in clear-text, which could be read by anyone with access to the server. This, coupled with no 
requirement to change the passwords on a regular basis, made centralized security less secure 
than one that stores passwords in an encrypted form or one that uses tokens or other mech-
anisms than passwords.

Obviously, the trick is to make sure that the central access control database and server are 
secure. This again yields a benefit to the administrator because this can be accomplished easily 
when there are one or two security servers (remember, redundancy is an important consider-
ation). Although the remote access devices will also demand a degree of security, it is far easier 
to protect a single resource than tens or hundreds—the basis for perimeter firewalls.

A note regarding forcing regular password changes: it can be taken too far. Consider an orga-
nization that requires monthly password changes. Our first guess at everyone’s password 
would be some combination of month and year—jun00, for example. Incremented passwords, 
such as Tyler7, Tyler8, and so on, would also be common; of course, substitute the name of 
your child, pet, or significant other in the string.

T A B L E 1 . 7 Manageability Comparison of WAN Technologies (continued)

Technology Manageability
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and it enables the use of a protocol that does not suffer significantly from the delay present in 
low-bandwidth and on-demand connections. Because of this, many vendors and designers will 
opt to use PPP as a transport protocol.

Quality of Service (QoS)

Unlike the marketing term “quality of service” that is based on traffic shaping and control, this 
quality of service (QoS) refers to the reliability of the connection and its capability to process 
nondata traffic. This simpler view is controlled less by configuration and software and is more 
reliant on the physical and logical characteristics of the standard. 

There are two factors to consider when evaluating quality of service requirements on a WAN 
link. The first factor involves the type of application traffic that will traverse the link—whether 
data and voice traffic will both share the available bandwidth, for example. The second factor 
focuses more upon the reliability of the connection; for example, dial-up analog connections are 
frequently considered less reliable than a point-to-point link. As a result, designers might wish 
to incorporate backup technologies based on both the criticality of the data and the reliability 
of the selected WAN protocol. For instance, Frame Relay, though it is considered a reliable pro-
tocol, is frequently backed up with analog connections or ISDN.

Reliability

Reliability is a quality of service characteristic; however, it is relatively important and warrants 
separate consideration. As noted in the quality of service description, reliability is frequently a 
factor in determining whether a backup link is required. Some designers will use multiple PVCs 
to provide a greater level of reliability when problems are anticipated in the WAN cloud; this 
differs from those situations when the designer is concerned with reliability in the local loop or 
in the last portion of the circuit. In these situations, a separate connection is warranted.

The designer might also wish to use separate components in remote locations to further aug-
ment reliability. This migrates the objective into the category of redundancy. It would require 
disparate routers, circuits, Data Service Unit/Channel Service Unit (DSU/CSU) terminations, 
and electrical systems to become fully fault tolerant, although it might also require placing the 
equipment in two separate telephone closets with different building entrances to different ser-
vice providers’ offices. Different providers would further add to the redundancy of the design 
and its ultimate survivability, which is synonymous to reliability. See Table 1.8 for a compari-
son of various WAN technologies. Please note that this table refers to the technology’s inherent 
capability to recover from data corruption, error, or topology change. 

T A B L E 1 . 8 Reliability Comparison of WAN Technologies 

Technology Reliability

Asynchronous dial-up Low

X. 25 High
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Examining this table further, it is important to consider each factor of reliability. Dial-up 
connections cannot recover errors within packets and cannot automatically find a new path 
through the network except when the circuit is emulated over ATM or another technology 
within the carrier’s cloud. X.25 is considered highly reliable by most, including Cisco, because 
the protocol provides for error correction and other mechanisms to protect data without relying 
on upper-layer protocols.

The technologies rated with moderate reliability are typically quite robust and will work for 
most users without any problems. Historically, however, Cisco presented the position that these 
technologies were more prone to problems, including lower service guarantees. Although none of 
the technologies rated moderate provide for error correction as X.25 does, the quality of cables, 
equipment, and software makes errors very rare and easily addressed by the upper-level protocols.

Carriers are turning to Multi Protocol Label Switching (MPLS) for their voice 
and data clouds and IP datagrams for all services. This will eventually posi-
tion each of these technologies as a last mile service; the technology within 
the cloud will be transparent to the user and data. Table 1.8 focuses on the 
end-to-end use of the noted technologies.

Security

Security is an important consideration when selecting a WAN protocol—security relating to 
protection from corruption, theft, or misuse of digital transmissions. Some applications, such as 
financial ones, require a high level of security. For example, many designers in financial insti-
tutions will select private point-to-point connections over fiber-optic cable. In installations that 
require less security, the designer might opt for a public connection, which frequently has a sub-
stantially reduced cost.

Remote access solutions can alter the security model of a corporation substantially, as it is 
reasonable to assume that some business data will be stored remotely. This immediately causes 
a security concern because a lost or stolen notebook can quickly lead to the release of corporate 

ISDN Moderate

Frame Relay Moderate

Leased lines Moderate

DSL Moderate

Cable modem Moderate

T A B L E 1 . 8 Reliability Comparison of WAN Technologies (continued)

Technology Reliability
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data. The network designer will typically be more concerned with the security requirements that 
will prevent unauthorized access to the network. This, again, is a fairly simple model because 
the majority of the security configuration will be placed on the remote access servers.

Virtual Private Networks (VPNs)

In recent years, the use of virtual private network (VPN) technology has entered into the remote 
access landscape. VPNs allow secure connections over public networks—typically making use 
of the Internet. Data is encrypted for transport in a virtual tunnel between source and destina-
tion, and its costs are greatly reduced without a substantial decrease in security. As such, a VPN 
is a system of these tunnels used to create a logical system of conduits that transport user data.

Although most VPN software is very solid, it is important to note that most companies bristle 
at the thought of using only basic software to secure data. In addition, the processing demands 
required by some encryption technologies are high, and many implementations will likely require 
newer processors or coprocessed implementations. Coprocessors offload specific functions from 
the main processor; video adapters have used them for years to provide better graphics output. 
Encryption can benefit from this coprocessor design as well.

Two common VPN technologies are in use today: IPSec and SSL. The IP Security Protocol 
(IPSec) is an encapsulation mechanism that operates at Layer 3 of the OSI model. It is useful in 
providing a virtual end-to-end connection between points regardless of the technology. In IPSec 
the client is on the network and can use most software and applications. IPSec uses triple-DES 
(Data Encryption Standard) in most instances, but this will be replaced in the near future by the 
less demanding, and possibly more secure, AES, or Advanced Encryption Standard. Both tech-
nologies encrypt data so it cannot be modified or intercepted en route.

Secure Sockets Layer (SSL) is commonly used to secure web sessions and transactions; how-
ever, it is being used more and more by application emulators and remote access technologies. 
These installations provide a screen presence to the remote user—all the processing occurs at the 
central, hosting, location. As networking evolves, it is quite likely that VPNs and technology 
independence will become common, and customers will use any physical connectivity technol-
ogy, including Ethernet, to access remote locations.

Choosing Remote Connection Cisco 
Products
Cisco offers a wide range of router products available for use in remote access solutions. Most of 
these fall into one of two general categories: fixed interface or modular interface. Fixed-interface 
solutions are fairly common in remote deployments, whereas modular interfaces are found in cen-
tral locations. This placement also relates well to their characteristics: Fixed interface solutions are 
very limited and lack upgradeability. Modular routers are expandable and usually provide better 
performance.

In addition to the interface types, different software options are available in the Cisco prod-
uct line. Many products take advantage of the Cisco Internetwork Operating System (IOS), 

4296c01.fm  Page 23  Friday, October 24, 2003  5:54 PM



24 Chapter 1 � Cisco Solutions for Remote Access

which simplifies administration and training expenses because administrators need to learn only one 
operating system. Routers based on this software also support more features under most circum-
stances. Other Cisco routers make use of the Cisco Broadband Operating System (CBOS), which can 
be found on the 600 series products. The CBOS software is limited in functionality, and many of its 
commands differ from their IOS counterparts. However, the 600 series routers can reduce acquisi-
tion costs by more than half compared to an IOS-based platform—a substantial cost difference 
when magnified against the hundreds of routers that might be acquired in a large-scale remote access 
deployment.

Fixed Interfaces

Early routers were little more than Unix workstations and PCs equipped with two Ethernet 
interfaces. The first fixed-purpose routers were typically fixed interface as well—there was no 
provision for adding an additional interface or a new type of interface. As router products 
evolved, the capability to add modularity to the products increased. A fixed-interface router 
cannot be expanded, so one with two Ethernet interfaces will always have only two Ethernet 
interfaces. When you need a third, you must replace the router or augment it with another.

Fixed-interface routers typically reduce the costs associated with acquisition, which directly 
relates to the initial capital expense. Many organizations try to reduce capital costs, even when 
this leads to ultimate replacement requirements. In addition, they are simpler to install than 

Remote Access in the Field: Outsourcing Remote Access Solutions

Given the complexity of managing equipment in hundreds of locations internationally, many 
companies have selected to outsource their remote access solutions. This option provides a 
great deal of support flexibility because the outsourcing company can frequently provide tech-
nicians over a larger geographical area. As a result, outsourcing provides a great deal of benefit 
because it can provide faster response times and can free corporate support personnel from 
the responsibility of responding themselves.

Outsourcing solutions can also provide cost savings in the form of leasing options for remote 
access equipment. Although the final cost of leasing might be greater, many companies use 
this financing option as a means to reduce corporate taxes.

By no means should companies use outsourcing as a panacea. Significant downsides exist, 
including the real risk of outsourcing too many components of the network. Should the out-
sourcing company be unable to comply with service-level agreements, or unable to provide a 
reasonable level of service, the remote users will suffer and the ultimate recourse will be to 
change outsourcing companies—a process that is time-consuming and costly.

Companies should seriously evaluate the benefits of outsourcing against their overall corporate 
strategy. Selective use of outsourcing, in addition to leasing, can greatly facilitate remote access 
solutions.
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modular routers, especially by less experienced staff and vendors. Fixed-interface equipment 
lacks an upgrade path, however. It is impossible to add features without requiring a complete 
replacement of the equipment. Replacing equipment can quickly offset the savings you made 
with the initial purchase. Therefore, designers should seriously evaluate the life span of the 
equipment and the growth potential for the environment before they make any irreversible deci-
sions. Typically, sites with more than 30 users will quickly outgrow fixed-configuration routers, 
although different environments yield different thresholds.

Cisco offers two alternatives to the fixed router. The modular router enables network modules 
or port adapters to be installed by supplying the type and volume of interfaces needed; this is dis-
cussed in the next section. In addition, routers are also available for expansion with fixed inter-
faces and one or more modular ports. The Cisco 1600 is a good example of this hybrid router type 
and is discussed later in this chapter.

Modular Interfaces

The modular-interface remote access products provide the designer with a few benefits, including 
an upgrade path, and, typically, higher densities that are unavailable in the fixed-interface models. 
This flexibility comes at a price; however, and the costs associated with the removal and replace-
ment of network equipment easily offsets this initial cost difference.

The benefits of the modular router also lead to potential savings in the initial acquisition of 
the device. Sometimes the fixed-interface router provides  interfaces that are not needed—Cisco 
still charges for the unused ports. Although port disparity is uncommon given the wide array of 
fixed-configuration routers in the Cisco product line, it is possible to find situations in which a 
high number of Ethernet ports also require a high number of serial ports on a fixed router, 
which greatly adds to the cost. Modular routers provide the following positives and negatives:

Again, it is usually best to select modular routers to avoid forklift upgrades in the future—ones 
that require the complete replacement of the chassis. However, the use of modular routers comes at 
higher initial and support costs.

Product Selection Tools

Most designers find that the best information regarding Cisco’s product line comes from 
their sales representatives. The sales force, though, relies upon information on Cisco’s 
website. Cisco has provided a product selection tool that enables the designer to define 
the features needed for their particular WAN project. As of this writing, this service is 

Pros Cons

Defined upgrade path Higher cost

Potentially lower total cost of ownership More complex installation

 More difficult and costly to stock spare 
equipment
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available at www.cisco.com/pcgi-bin/front.x/corona/prodtool/select.pl; how-
ever, Cisco does change its site from time to time.

The end of this chapter provides a high-level presentation of the major remote access plat-
forms provided by Cisco.

Cabling and Assembling the WAN
The cabling of the WAN will vary depending on the technologies used and the equipment loca-
tions. For example, central sites typically use modular, high-capacity routers, whereas branch 
offices typically use modular or fixed-configuration routers. Usually telecommuter equipment 
entails fixed-configuration devices and attempts to place all components of the Customer 
Premise Equipment (CPE) in a single chassis.

The cabling will also depend on the media to be used. For example, RJ-45 interfaces are typ-
ically used to terminate Ethernet connections, whereas serial connections are typically termi-
nated with RS-232 or V.35 cables. Cisco also provides integrated Data Service Units (DSUs) 
that can accept the T-1 connection or DS3’s COAX connection directly—a serial port uses an 
external DSU and is the focus of the Remote Access certification. 

This section supplies an overview of the cable connections used with different WAN types. 
You will learn about interfacing and terminating options for remote access equipment, identi-
fying appropriate equipment, and verifying a network installation. Subsequent chapters will 
expand upon many of the concepts introduced here, including ISDN, X.25, Frame Relay, PPP, 
security, and the types of telecommuters and specific equipment in the Cisco product line.

Internetworking Overview and Remote Access Interface 

Options

Selecting interface types and determining their interoperability for the various cable connections 
are a couple of the most critical components used to construct an internetwork. Although it is 
possible to perform media conversion for some interfaces, it is far easier to maintain consistency 
throughout the design. For example, if a fiber connection is needed to link the router to the 
switch, it is generally preferred to use a fiber interface on the router, as opposed to using a cop-
per interface and then using a copper-to-fiber converter upstream. This is also applicable for 
serial connectors—it is far easier to manage the network when all cables and interfaces are the 
same and relevant to that provided by the vendors. To successfully design this standardization, 
it is important to know the functionality of each connection and how it might be used to ter-
minate network interfaces; each of these connections is presented next.

Asynchronous or Analog Connections

Standard telephone service typically terminates with an RJ-11 interface, which connects the 
modem to the telephone company’s jack. External modems are attached to a Cisco router with 
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an RS-232 cable. This is also referred to as an EIA/TIA-232 cable. The router end of this con-
nection uses the Cisco DB-60 connector, a 60-pin termination specific to Cisco routers, and a 
DB-25 connector, which interfaces to the modem. The DB-25 connector is quite common in 
telecommunications equipment.

ISDN BRI

ISDN BRIs are common in branch and telecommuter installations in which higher than asynchro-
nous bandwidth is needed. The BRI specification avails two 64Kbps bearer channels (B channels) 
for user traffic, and it uses a single 16Kbps D channel for management and signaling. It is impor-
tant to remember that these connections are circuit switched and that the data link protocol on the 
D channel is Link Access Procedure, Data (LAPD). This differs from the X.25 protocol, which 
uses LAPB. The ISDN B channel is similar to a standard voice channel in terms of bandwidth, and 
therefore most systems allow the use of a B channel for a traditional analog call. Although the single 
channel is encoded digitally from the ISDN device to the switch—unlike an analog connection from 
a phone to a phone switch—the overall mechanics between them are similar.

Some installations of ISDN allow only 56Kbps for each B channel. The reference 
to X.25 is incorporated in this section due to the comparison provided by the pro-
tocol. X.25 is a highly robust protocol, but is not commonly deployed and is no 
longer part of the exam. 

The ISDN BRI is terminated with different connections, but the network (phone company) is 
usually terminated with an RJ-11 or RJ-45 interface. According to the specifications, the termi-
nation should always be accomplished with an RJ-45, which provides for additional signaling and 
visually distinguishes the ISDN interface from analog connections. However, the exterior pins 
(1, 2, 7, and 8) of the RJ-45 are frequently unused, so some providers use RJ-11 instead. If you 
can control this part of the installation, specify RJ-45 and use a specific color to differentiate it 
from Ethernet, T-1, and other connections.

ISDN PRI (North America)

In North America, ISDN PRIs are provisioned over T-1 standards. The T-1 standard, also called 
DS1, is capable of servicing 24 64Kbps channels—each channel being historically provisioned 
for a single voice connection. From this, 23 B channels are allocated, with the last 64Kbps chan-
nel used for D channel signaling.

The most important thing to note, in addition to the channels of ISDN PRI, is that ISDN PRI 
operates over channelized T-1 connections. This means that at its core, each B channel is one 
time slot in the T-1 specification, although clearly, there is additional functionality. PRI requires 
only two pairs of copper wire (the same as T-1); however, all installations should use RJ-45, 
which has four pairs. This provides a visual variance to RJ-11 ports, and typically RJ-45 pro-
vides a better, cleaner connection.
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ISDN PRI (Europe)

The European telecommunications standard comparable to T-1 services is called E-1, and it 
provides for 31 channels (time slot 0 is used for signaling and is not a channel in the ISDN 
framework). The last channel (actually channel 16) is used as a D channel for signaling, yielding 
a total of 30 user bearer channels. As a significant aside, in Europe, the vendor typically pro-
vides the network termination, whereas in the U.S., the customer usually provides it.

It is important to understand the differences between the North American and 
European specifications.

Consult with the vendor to determine the proper termination for E-1 PRI installations. These 
should differ little from American installations; however, there might be small alterations, 
which could include, for example, providing the demarcation point on a wiring block. ISDN 
remains popular in Europe and is likely to continue as an access technology there for some time. 
On a recent trip to Germany and Italy, we noted many advertisements for the service, but we 
didn’t see any evidence of DSL proliferation.

Chapter 5 addresses some of the differences in European ISDN specifications, 
as compared to North American installations, in greater detail; however, it is 
important to note that the middle channel of the E-1 circuit (16) is the D channel, 
contrasted with 24 in the T-1 specification. In addition, T-1 starts numbering at 
0, and E-1 starts with 1 (as noted before, channel 0 is used for framing).

Frame Relay

Using Frame Relay is a powerful way of getting remote access and WAN connectivity. As a 
packet-switched technology, Frame Relay operates at bandwidths up to 45Mbps, although 
older networks might limit this to 1.544 (DS3 versus T-1).

Please check with your vendor for the latest information regarding access loop 
capacity. Also remember that DS3 is sometimes—incorrectly—called T-3, but 
in normal conversation the two terms indicate the same amount of bandwidth.

Frame Relay is supported on Cisco routers with EIA/TIA-232, EIA/TIA-449, V.35, X.21, 
and EIA-530 signaling, but the DB-60 serial cable is almost always used. The network side of 
the DSU/CSU connection is RJ-45.

Identifying Company Site Equipment

One of the key challenges for the network designer is selecting the equipment that is appropriate 
to both the current and future demands of the network. This becomes even more difficult when 
cost constraints are taken into account.
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Designers need to select equipment based primarily on the port type and density required for 
their application. Port type refers to the topology, interface, and protocol (T-1, PRI ISDN with 
an RJ-45 connector, for example). Port density is a simplified way of noting the number of ports 
that can be squeezed into a particular slot or chassis. Frequently changing connectors will allow 
greater density; however, a larger chassis can also increase the density. As a result, equipment 
purchased for the central site will frequently require larger and more modular platforms. Equip-
ment for remote locations tends to be simpler and less expensive—primarily to simplify admin-
istrative costs.

Although the current version of the Remote Access exam is relatively new, 
some of Cisco’s recommendations and questions might refer to end-of-life or 
end-of-sales equipment. Please consider this when deploying a production 
remote access solution, and consult the Cisco website, www.cisco.com, for the 
most current information.

Central Site

The central site has different requirements compared to the remote branch and telecommuter 
locations. Unlike those locations, the central site is an aggregation point for all of the other links, 
and, as such, it requires greater bandwidth, larger equipment, and additional administration.

As of this writing, Cisco suggests four high-end routers to meet the demands of the central 
site. Designers should consider protocols, interfaces, and scalability when selecting a piece of 
network equipment. The recommended platforms are as follows:
� Cisco 3600XM and 3700
� Cisco AS5x00
� Cisco 7000/7500

It should be noted that each of these platforms is modular in nature. In addition, Cisco con-
tinually introduces new platforms into the product line and will most likely continue to do so 
as part of its AVVID initiative. AVVID stands for Architecture for Voice, Video, and Integrated 
Data, and although it is a marketing term, it will likely define an entire class of equipment for 
some time. Historically, remote access technologies have been centered on data transport, with 
support for voice—ISDN and the use of a B channel, for example. Demands will increase for 
video, voice integration, and data transport in the future; in fact, these demands are already sur-
facing today.

The following sections provide a more detailed overview of these platforms.

The Cisco 3600 Platform

The Cisco 3600 and 3600XM router platform is well suited to smaller aggregation point 
deployments and is currently available in the 3620, 3640, and 3660 models. The third digit in 
these numbers reflects the number of slots available for modules: two, four, and six, respec-
tively. The 3600 was originally designed to address high-bandwidth services and integration of 
voice and video, along with traditional data services. Due to these characteristics, the platform 
is also well suited to the remote branch application.
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Many production networks have deployed this system in the remote branch locations as 
well, when high-speed or multiple interfaces are required. The OC-3 ATM port adapter and the 
newer inverse multiplexing for ATM (IMA) adapter are benefits to the 3600 platform in remote 
branch installations. Prior to the release of the 3660, the 3600 series was limited to a single 
internal AC power supply, which reduced its acceptance in the data center or central site—the 
3620 and 3640 routers were provisioned with only a single power supply. These boxes could, 
however, be outfitted with external DC-based redundant systems, but this solution was never 
clean from a wiring and simplifying perspective.

 Many different types of equipment can be used in the central site, but Cisco recommends the 
3600 platform overall. As one of the newest routers, the 3600 does provide a solid service offering 
for designers. The AS5x00 platform is also well suited to ISDN and dial-up terminations in the 
central site.

The Cisco 3700 Platform

The Cisco 3700 series is a newer version of the 3600, with significantly greater expandability 
options. As of this writing there are two versions of the platform: the 3725 and the 3745. The 
third digit in the model number relates to the number of Network Module (NM) slots in the 
chassis.

Both versions of the 3700 router provide two 10/100 Ethernet ports, two advanced integration 
module slots (AIM) and three WAN Interface Card (WIC) slots. The platforms are well suited to 
branch installations, particularly when Voice over IP (VoIP) services might be installed. The plat-
form supports switched Ethernet services with inline power as well.

The Cisco AS5x00 Platform

The Cisco AS5x00 access servers are designed to terminate ISDN and analog dial-up connec-
tions. These systems differ substantially from other router platforms in the central site. The pri-
mary benefit of these systems is that the routing, switching, channel services, and modems are 
all integrated into a single chassis, which reduces the number of external connections and space 
requirements in the rack. These devices can terminate hundreds of connections.

The Cisco 7000/7200/7500 Platforms

Prior to the release of the Gigabit Switch Router (GSR), or Cisco 12000 series, the 7000 series 
was the flagship of the Cisco router line. The 7000 series is still well suited to the task of remote 
access aggregation, which is typically less demanding than the high-speed ISP niche of the GSR.

The 7200 platform is most frequently used in new remote access installations. Cisco posi-
tions this box as a high-performance, high-density central site router for terminating LAN and 
WAN connections. Many companies use the 7500 (specifically the 7513) in their network cores, 
and the platform is still one of the most capable multiprotocol routers in production.

The GSR is beyond the scope of this text and is currently used in high-end data 
centers and ISP environments. It is designed to forward IP packets only.
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Remote Branch

The concept of a remote branch is highly variable, depending upon the individual location and 
services needed. A branch office might contain two or a hundred users, and their demands might 
be substantial in terms of redundancy, bandwidth, and supportability.

Typically, a remote branch services a population of users rather than a single user. In addi-
tion, the level of technical expertise in the remote location is usually limited. Platforms typically 
recommended for the remote branch include the following:
� Cisco 1600 platform
� Cisco 1700 platform
� Cisco 2600XM platform

The Cisco 1600 Platform

The Cisco 1600 provides an ISDN BRI termination in addition to a WAN expansion slot. This 
enables the router to accept a WIC, which can be used for a serial connection or integrated 
T-1/fractional T-1 services. The WIC can also be used for Frame Relay terminations. The 
router is commonly deployed in remote branch facilities because it can link the Ethernet inter-
face to a Frame Relay network with ISDN BRI backup. This configuration does not provide 
router redundancy but can greatly augment circuit fault tolerance.

As an IOS-based router, the 1600 can support most features, including Network Address Trans-
lation (NAT), access-list control, and multiprotocol support, including IP, IPX, and AppleTalk.

The Cisco 1700 Platform

The Cisco 1700 series routers provide two modular card slots for WAN interfaces, in addition 
to VPN features. This platform can support Ethernet and Fast Ethernet LANs. Expansion cards 
are interchangeable with other platforms in the Cisco line, including the 3600.

The Cisco 2500 Platform

The Cisco 2500 series router is available in a wide array of fixed configurations, and depending 
on the model, it can support Ethernet, Token Ring, serial, and ISDN BRI connections. Some 
models include an integrated Ethernet hub.

Most of the 2500 series routers are end-of-sale and cannot be ordered. The 
2600XM series provides the best replacement; however, some users might 
wish to review the 3700 series for more advanced branch and small office 
installations. Cisco continues to sell the 2509, 2511, AS2509, and AS2511 plat-
forms, but prudence dictates review of newer platforms before ordering.

The Cisco 2600XM Platform

The Cisco 2600XM platform builds upon the 2500 series with the addition of two modular 
card slots for WAN interfaces, including T-1, ISDN PRI, and Frame Relay.
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Telecommuter

In the real world, telecommuters fall into two distinct categories: remote users and telecommuters. 
The remote user requires access from multiple locations because they might be at home, at a cus-
tomer’s site, or in a hotel. Typically, these users  use analog dial-up connections; however, wireless 
technologies are becoming increasingly popular with these users. Most remote users use a modem 
connected to (or built into) their PC. 

Telecommuters operate from a home office or an otherwise fixed location. For telecommuters, 
the smaller, fixed-configuration routers are best suited to the task, and therefore, the technologies 
recommended by Cisco for remote access mesh well with their needs. These platforms include the 
following:
� Cisco 700 series
� Cisco 800 series
� Cisco 1000 series

The primary characteristics of these platforms include simple options and fixed configura-
tions, both of which can lower the cost of these systems.

The 700 Series

The 700 series was designed for telecommuters and supports ISDN. Routing services are pro-
vided for IP and IPX, and this router uses the Cisco IOS-700 software as opposed to the stan-
dard IOS. This can add to the training requirements for a corporation since the differences in 
syntax can be substantial.

You might be confused that this section is devoted to the Cisco 700 series 
routers, as this platform has been removed from the product line. The 700 
series also will likely be removed from the exam; however, you see a question 
or two regarding the platform, particularly as it relates to various connectivity 
options. Unfortunately, the Cisco certification exams do not always parallel 
the current level of technology being deployed and marketed.

The 700 series has three models. These are outlined in Table 1.9.

T A B L E 1 . 9 Cisco 700 Series Platform Features

Platform Cisco 761 Cisco 775 Cisco 776

ISDN interface S/T S/T S/T and U

Analog ports No Yes, RJ-11 No

Ethernet 10-BaseT Four-port 10-BaseT 10-BaseT
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Cisco claims that each of the 700 series routers can support up to 30 users; however, in prac-
tice, the limitations of ISDN and the platform realistically place fewer than 10 users as a more 
reasonable population.

The 700 series also supports the following configuration features:

DHCP Relay This can forward DHCP client requests to an off-subnet DHCP server. DHCP 
provides automatic IP addressing, which can greatly reduce the administration overhead of 
manual addressing.

DHCP Server This feature enables the 700 series router to provide the DHCP server function 
as opposed to forwarding DHCP requests to an external server. Although this feature might 
have some benefits, most large corporations prefer to use a centrally located and administered 
server and leave the routing function to the routers.

Port Address Translation (PAT) This is an interesting feature for the designer and adminis-
trator to consider. It can significantly conserve address space because all devices share a single 
IP address to the outside network. The router alters the port number and maintains a dynamic 
one-for-one relationship between the source IP address and port and the altered port assign-
ment. Unfortunately, PAT and its associated feature Network Address Translation (NAT) do 
not function correctly with protocols that embed the IP address, including NetBIOS packets. 
This makes these features difficult to implement in Windows installations that rely on NetBIOS 
functions.

Compression The 700 series routers can compress data by using the Stacker compression 
algorithm when communicating with Cisco IOS-based routers. Compression is a method by 
which computing devices substitute longer strings of repeated sequences with token or symbolic 
notation; the net result is a reduction in the number of bits required to send data. There is a per-
formance penalty because the routers must compress and decompress the data stream; however, 
this is negligible in lower-bandwidth instances.

IPX and IP routing All 700 series routers support IPX and IP packet routing. Bridging is offered 
for support of other protocols. This is not a major issue for many corporations because IP is easily 
the dominant protocol; however, it does mean that Macintosh environments that have not 
migrated to IP will likely wish to select another platform. Stated another way, AppleTalk is not 
included in the 700 series and is not on the exam.

Bonding The Cisco 700 series routers support Multilink Protocol (MP) bonding, which allows 
for the aggregation of two or more channels into a single logical connection. Bonding can be used 
to improve the throughput when only low-bandwidth links are available.

Management Simple Network Management Protocol (SNMP) management is available with 
routers in the 700 series. This allows for pooling and trap alarm messages. Some organizations 
do not opt to manage their remote equipment (home based) due to the volume of false error 
messages and the sheer number of devices.

Multinational support The 700 series routers support both North American and international 
applications, including most major ISDN switches. The platform is certified for use in more than 
25 countries. Administrators should check with the Cisco website or their sales representative for 
a current listing of countries and remember to verify power requirements for their installation.
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Support for telephone services Specific models of the Cisco 700, including the 765, 766, 775, 
and 776, provide telephone services over ISDN, including call-waiting, call-hold, and call-retrieve. 
The telecommunications service provider must make these services available.

Snapshot routing The Routing Information Protocol (RIP) is a fairly chatty protocol, sending a 
full update every 30 seconds. Snapshot routing resolves the problems that result from using RIP 
on an ISDN circuit; because ISDN is tariffed on a per-minute basis in most installations, it would 
not be cost-effective to have the circuit open all the time just for routing updates. Snapshot routing 
caches the dynamic routing information and maintains it in the router’s route table even when the 
link is down.

The 800 Series

Cisco’s lowest-price IOS-based routers are found in the 800 series. For remote access, these 
routers offer ISDN BRI terminations and basic telephone service ports. Recall that ISDN BRI 
can be used for two traditional analog services. As of this writing, the 800 series includes ADSL, 
Ethernet, HDSL, ISDN, and serial terminations, as noted in the following list:
� Cisco 837 ADSL Broadband Router 
� Cisco 836 ADSL over ISDN Broadband Router
� Cisco 831 Ethernet Broadband Router
� Cisco 828 G.SHDSL Router
� Cisco 827 ADSL Router
� Cisco 827H ADSL Router
� Cisco 827-4V ADSL Router
� Cisco 826 ADSL Router
� Cisco 813 ISDN Router
� Cisco 811 ISDN Router
� Cisco 806 Broadband Router

Product Selection and Outsourcing

When recommending a router product, we generally steer away from platforms such as the 700 
series. The limitations of the platform and the differences in command syntax generally add to 
the total cost of ownership, and the price difference, with discounts, is generally not that sig-
nificant compared to IOS-based routers. Of course, when magnified over thousands of routers, 
a $200 difference per unit is suddenly $200,000 or more. Corporate budgets might bristle at that 
increase unless the consultant or designer can justify the extra expense with extra benefits.

One alternative that some companies choose is outsourcing their remote access platforms. This 
generally appears as a lease, which can be advantageous to the accountants and can off-load the 
support and repair functions from the staff.
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� Cisco 805 Serial Router
� Cisco 804 ISDN Router
� Cisco 803 ISDN Router
� Cisco 802 ISDN Router
� Cisco 801 ISDN Router

In addition, Cisco has released the SOHO (small office, home office) 7X and 9X platforms. 
Their Linksys product line, recently acquired, is being offered as an independent series and is 
not included in the 800 series, but these systems do compete in many instances.

The latest information regarding the 800 series is available at http://www.cisco.com/en/
US/customer/products/hw/routers/ps380/index.html.

Please be careful with this statement: the 800 series is currently the lowest cost 
IOS-based router. This does not make it the cheapest router mentioned. The 
700 series is generally the lowest cost router.

The 1000 Series

The Cisco 1000 series routers are based on a fixed configuration; however, they provide for 
WAN options beyond ISDN. The Cisco 1005 router provides a traditional serial interface for 
expansion. Most corporations appear to be selecting other platforms than the 1000 series.

Verifying a Network Installation

Verification of the network installation is encompassed in three phases:
� Bit error rate tests and validation diagnostics
� Connection of customer premise equipment
� Configuration

The telephone company installer usually performs bit error rate tests and other validation diag-
nostics, the first component of verification. The second phase of verification typically requires 
connecting the customer premise equipment—the router or DSU. After the equipment is con-
nected, the installer can use the LED information to provide a high-level overview of the usabil-
ity of the link. The third phase of verification uses an actual configuration. For example, the 
installer or network architect might configure one of the PVCs to carry an upper-layer protocol 
for simple connectivity tests. For the purposes of the exam, Cisco is primarily interested in the 
use of the LED indicators.

Verifying the Central Site

As explained previously, Cisco recommends using its 3600 series routers (XM) for the central 
site, although  other platforms are also available. Therefore, the following text focuses on the 
verification steps for installation of the 3600 platform.
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Figure 1.2 shows the front of the 3600 router (in this case, it is a 3640 router). As you will 
notice, the router is fairly limited in the amount of diagnostic information it can provide. LEDs 
are limited in the same way idiot lights are more limited than gauges in an automobile: they can 
alert you when there is a problem, but full instrumentation (in a car this would include gauges 
and a tachometer) can provide details and advanced warning. However, it is a good place to 
start the process of troubleshooting, just as an oil warning light in the car helps you eliminate 
the brakes as a problem area.

F I G U R E 1 . 2 The 3640 router front view

The front panel LEDs are presented as follows:

System The System LED is used to show both the system power and operation characteristics. 
When the LED is off, the router is not receiving power; a solid green LED denotes proper, powered 
operation. An amber indicator shows that the router is not functioning correctly, but that power 
is connected. A blinking green light indicates that the router is powered and working properly, but 
that it is in ROM monitor mode. Alternating amber and green show that the self-test is running. 
As indicated, a single LED can provide a great deal of information.

RPS The RPS LED denotes the status of the redundant power supply. On the 3640, only one 
power supply can be operational at a time. An off LED reflects that the RPS is not installed. A 
blinking green LED denotes that both the internal and redundant power supplies are opera-
tional; administrators should reconfigure the installation to run on one or the other system. A 
solid green LED denotes that the RPS is operational, and amber shows that the RPS is installed 
but not in operation.

Network Activity There are two sets of LEDs in the Network Activity section of the router. 
There are four LEDs per set, with one per slot. The Ready LEDs illuminate to show that a module 
is installed in the slot and operational. An off LED indicates that nothing is installed in the slot or 
that it is not functioning. The Active LEDs blink to indicate activity.

PCMCIA The PCMCIA (or PC Card) LEDs light up to show activity on that slot. This should 
serve as a warning to not remove the flash card when reading or writing data. Flash cards are 
also called PCMCIA memory cards and they store the router’s flash image.

System and
RPS LEDs

Network
activity LEDs

PCMCIA
LEDs

  PCMCIA

1   2   3   4
Active
Ready

System RPS

1

2
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The module LEDs vary widely depending on the type of interface; however, most include at 
least a link or enable the LED to denote connectivity. Many also include activity indicators—the 
serial module, for example, also includes clocking indicators to show the presence or absence of 
synchronization.

Verifying the Remote Branch

As noted previously, Cisco recommends the 1600 series router for remote branch installations. 
This platform provides an IOS-based system with expandability. Figure 1.3 illustrates the front 
of the Cisco 1600 router.

F I G U R E 1 . 3 The Cisco 1600 LEDs

You should understand what each indicator means, as explained in the following list:

System PWR The green System power LED illuminates to show that the system is on and 
receiving power.

System OK The green System OK LED blinks during the boot cycle. After the boot cycle is 
complete, this LED is steady.

BRI0 B1 and BRI0 B2 These LEDs display active connections on the BRI0 B1 and B2 chan-
nels, respectively. BRI 0 is the first ISDN BRI interface on the router.

WIC CD This LED denotes a connection on the WAN Interface Card. This indication can be 
helpful when troubleshooting DSU/CSU issues.

WIC ACT The WAN Interface Card activity LED can be used to indicate circuit use, although 
it is helpful to use the command-line interface to see the direction and characteristics of the traf-
fic itself.

LAN ACT The LAN activity LED is similar to the WIC activity LED but it represents traffic 
on the Ethernet interface.

LAN COL The LAN collision LED indicates a collision on the Ethernet segment. It is yellow, 
unlike the other LEDs, which are all green.

BRI 0

SYSTEM LAN

WIC

B1

OK
PWR

ACT COL

CD

B2 ACT
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Verifying the Telecommuter Installation

Cisco generally recommends the use of the Cisco 700 router in telecommuter installations. One 
example of this device is the 766 router. This device includes a substantial number of diagnostic 
LEDs, shown in Figure 1.4.

F I G U R E 1 . 4 The Cisco 766 LEDs

These LEDs are read as follows:

RD The ready LED is illuminated when the router is operating normally. You can use it to ver-
ify that a successful power-on self-test (POST) has been completed and that power is available 
to the device.

NT1 For routers with an internal ISDN NT1, this LED displays the status of the ISDN con-
nection. When steady, the ISDN switch and the NT1 are synchronized; when it is blinking, the 
connection is attempting synchronization.

LINE The LINE LED indicates that framing between the router and the ISDN switch has been 
established.

LAN This light indicates that the Ethernet interface on the router is active and that a frame has 
been sent or received within the past 60 seconds. A link light on the back of the router denotes 
a valid connection.

LAN RXD The LAN received LED blinks upon receipt of a frame on the Ethernet interface.

LAN TXD The LAN transmitted LED blinks when frames are sent from the router onto the 
Ethernet link.

CH1 and CH2 These LEDs indicate the status of the two B channels on the ISDN BRI. They 
illuminate steadily when the connection is established and blink during the negotiation process.

CH1 RXD and CH2 RXD These LEDs reflect the receipt of packets on their respective ISDN 
BRI channels. Each packet generates a blink of the LED.

CH1 TXD and CH2 TXD These LEDs reflect the transmission of packets on the respective 
ISDN BRI channel. Each packet generates a blink of the LED.

PH1 and PH2 For routers so equipped, these LEDs provide information regarding the use 
of the POTS ports on the router. These ports can be used for telephone, fax, or analog modem 
services.

RD NT1 LINE
CH1 RXD TXD

LAN RXD TXD
PH2PH1LANRXDCH2
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Remember the significance of each LED, including its color, for the exam. This 
information can be helpful in live troubleshooting as well.

Summary
As with most aspects of networking, the physical layer provides the foundation for both LAN-based 
solutions and remote access ones. Remote access refers to the use of longer range solutions than the 
100-meter Ethernet solutions commonly found in local area networks (LANs).

Remote access technologies include dial-up lines, ISDN BRI and PRI technologies, leased lines, 
Frame Relay, cable modem, and xDSL. Each of these solutions provides the designer with various 
benefits and detriments, including availability, cost, and complexity. For example, dial-up lines are 
widely available but are relatively expensive and of lower capacity than Frame Relay.

In addition to the physical circuits between remote locations, remote access solutions also 
require the physical termination equipment. This Customer PremisesEquipment (CPE) includes 
the router, a DSU/CSU where necessary, or a modem. ISDN also incorporates different types of 
terminations that the administrator needs to keep in mind.

Routers for remote access solutions vary widely within the Cisco product line. The Cisco 800 
series routers are well suited to small offices and home users, whereas the Cisco 3600XM/3700 
platform affords more expansion capabilities and performance.

The Remote Access materials might continue to focus on the older Cisco 700 series ISDN 
routers. Although these routers are no longer available, success on the Remote Access exam 
requires a high level of understanding of the platform and its characteristics. Specific attention 
should be paid to the interface types of the model, in addition to the fact that the 700 series does 
not run an IOS image.

It is also important to note that the materials in this chapter focus on the exam and the infor-
mation needed for the exam, rather than the solutions necessary in modern remote access solu-
tions. For example, the Remote Access exam fails to note ATM technologies, which are quite 
common in many networks today. This failure should be of concern to the reader and warrants 
further augmentation beyond the focus of this text.

Exam Essentials
Understand the ISDN terminations of the Cisco 700 series platforms. The Cisco 776 router 
includes both the S/T and the U type ISDN interfaces, for example, whereas the other 700 series 
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platforms presented provide only the S/T interface. More information regarding these interfaces 
is included in Chapter 5.

Know which remote access platforms are best suited to small offices and home offices. Cisco 
recommends that users consider the Cisco 700, 800, 1000, and 1600 platforms for inexpensive 
remote connectivity to small user populations.

Be familiar with the WAN connection types. Readers should be comfortable with Frame Relay, 
ISDN, analog, leased line, and X.25 connection options. As presented in the chapter, analog con-
nections are the most common. They are highly available; however, the bandwidth provided is 
quite limited and the costs associated with usage are quite high. X.25 is a reasonable option, par-
ticularly outside of the United States, and it is well suited to poor line conditions. Leased line and 
Frame Relay typically provide the highest bandwidth capabilities, with Frame Relay adding the 
benefit of distance-insensitive pricing.

Know the differences between ISDN BRI and PRI technologies. ISDN BRI services operate 
over a 144Kbps connection, divided into two 64Kbps channels (B, or bearer) and a single 
16Kbps channel (D, or data). This is best used for the remote side of a remote access solution. 
The ISDN PRI technology uses a T-1 or E-1 connection for transport and can provide 23 or 30 
B channels, respectively.

Understand the differences between North American and European standards. The ISDN Pri-
mary Rate Interface (PRI) in North America and Japan offers twenty-three B channels and one D 
channel for a total interface rate of 1.544Mbps. ISDN PRI in Europe, Australia, and other parts 
of the world provide thirty B channels plus one 64Kbps D channel.

Be familiar with the high-end router platforms for central office termination. Cisco recom-
mends a wide variety of platforms for aggregation points, including the AS5300 series, the Cisco 
7000 series routers, and the smaller 3600 systems. Admittedly there is some inconsistency in 
selecting these platforms; test takers would be advised to understand the platforms and select 
the best answer for each question.

Understand the router platforms’ flexibility regarding configuration. Fixed configuration routers 
are limited with regard to future enhancements. These platforms include the 700 and 800 series. 
Modular routers, including the 1600, 2600XM, and 3600/3700 series, allow for the addition or 
replacement of specific components, which can be used to add features without the need for a forklift 
upgrade.
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Key Terms
Before you take the exam, be certain you are familiar with the following terms:

asynchronous dial-up Permanent Virtual Circuits (PVCs)

Asynchronous Transfer Mode (ATM) Point-to-Point Protocol (PPP)

Architecture for Voice, Video, and Integrated 
Data (AVVID)

port density

Basic Rate Interface (BRI) port type

cable modems Primary Rate Interface (PRI)

channelized T-1 quality of service (QoS)

Committed Information Rate (CIR) reliability

Digital Subscriber Line (DSL) remote access

E-1 Routing Information Protocol (RIP)

Frame Relay Serial Line Internet Protocol (SLIP)

High-Level Data Link Control (HDLC) Snapshot routing

Integrated Services Digital Network (ISDN) Switched Virtual Circuits (SVCs)

leased lines virtual private network (VPN)

Multilink Protocol (MP) bonding wide area network (WAN)

MUXing X.25
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Written Lab
1. The system LED on the 3640 indicates _____.

2. A reliable protocol for poor-quality circuits is ____.

3. A low-overhead, low-cost protocol is ______.

4. You believe that data is being received on the first B channel of a 700 series router. What 
would indicate this?

5. A modern alternative to ISDN is ____.

6. A common protocol for remote access is _____.

7. The most widely available remote access technology is _____.

8. The _____ series is the lowest model number IOS-based router platform.

9. The 7000/7200/7500 series routers would likely be found in the ____.

10. The 700 series router would likely be found in __________.
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Review Questions
1. Which of the following remote access connection types provides the advantage that it is widely 

available?

A. ATM

B. ISDN

C. Asynchronous dial-up

D. Frame Relay

2. Which of the following remote access technologies provides the user with two 64Kbps channels 
for data traffic?

A. Frame Relay

B. Leased line

C. ATM

D. ISDN BRI

3. Which of the following is not a consideration in remote access design?

A. Cost

B. Availability

C. Bandwidth

D. Compression

4. Which of the following might be the best solution for use in an international remote access 
installation with poor cable quality?

A. X.25

B. ISDN

C. Frame Relay

D. Leased line

5. The administrator sees intermittent flashing on the CH1 RXD LED on a 700 series router. This 
most likely means

A. That the asynchronous interface is bad.

B. That the first Frame Relay channel is receiving data.

C. That the first ISDN D channel is receiving data.

D. That the first ISDN B channel is receiving data.

E. That the first ISDN B channel is negotiating connectivity with the remote location.
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6. Of the following, which series offers the lowest priced IOS-based router?

A. The 700 series

B. The 800 series

C. The 1600 series

D. The 7000 series

7. Of the following, which router provides an Ethernet and ISDN BRI termination, in addition to 
a single WAN expansion slot?

A. The 700 series

B. The 800 series

C. The 1600 series

D. The 7000 series

8. The 700 series routers can support which of the following? (Select all that apply.)

A. AppleTalk

B. IPX

C. IP

D. All of the above

9. The administrator observes that the power and OK LEDs are illuminated on a Cisco 1600 series 
router. From this, the administrator can deduce that

A. The router is on.

B. The router is on and successfully booted.

C. The router is on and the Ethernet interface is receiving packets.

D. The router is on and the ISDN interface is receiving packets.

10. An ISDN PRI in London, England, provides which of the following?

A. 23 B channels

B. 30 B channels

C. 23 D channels

D. 30 D channels

11. Of the following, which series of routers does Cisco recommend for use in central sites?

A. The 700 series

B. The 1000 series

C. The 1600 series

D. The 3600 series
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12. Typically, which of the following connectors would be used to terminate an analog modem to 
a router?

A. V.35

B. 10-BaseT

C. RS-232

D. RS-449

13. According to Cisco, quick verification of a remote access installation can use which of the 
following?

A. Router LEDs

B. CiscoWorks

C. Telnet

D. Cable testers

14. The Data Link Layer of ISDN’s D channel is which of the following?

A. LAPB

B. LAPD

C. X.25

D. PPP

15. ISDN is typically defined as a

A. Packet-switched connection.

B. Cell-switched connection.

C. Circuit-switched connection.

D. Frame-switched connection.

16. Modems are limited to a maximum bandwidth of

A. 28.8Kbps

B. 33.6Kbps

C. 56Kbps

D. 56Mbps

17. Which router is a high-performance, high-density LAN and WAN router positioned by Cisco for 
the central office?

A. The 700 series

B. The 1000 series

C. The 1600 series

D. The 7200 series
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18. Which product would you use to terminate a DSL connection at an employee’s home?

A. The Cisco 827 router

B. The Cisco 813 router

C. The Cisco 2600XM router

D. The Cisco 7500 router

19. What is one of the benefits of routers with fixed interfaces?

A. High cost

B. Lower cost

C. More flexibility

D. Harder configuration

20. Frame Relay is best suited for connections from the central site to which of the following?

A. Telecommuter homes

B. Hotel room access

C. Branch offices

D. All of the above

Answers to Written Lab
1. System power and operation characteristics

2. X.25

3. Frame Relay

4. The B1 RX LED

5. DSL

6. PPP

7. Asynchronous dial-up

8. 800

9. Network core, central site, or central office

10. A small office or home office
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Answers to Review Questions
1. C. Asynchronous dial-up is found in virtually every residential and business setting. It is the 

most basic of telecommunications services. It might be possible to install the other services in 
many places, but asynchronous dial-up is the most ubiquitous connection type.

2. D. ISDN BRI provides two user channels of 64Kbps each.

3. D. Although compression might be a desired feature, it is not a consideration in the design.

4. A. X.25 is widely available in international markets and was designed to operate on poor-quality 
circuits.

5. D. Remember that the LED reflects the receipt of a packet, so the intermittent flashing will be 
faster under heavy loads and slower under idle periods.

6. B. The 800 series is the lowest priced IOS-based router. The 700 series uses a different operating 
system.

7. C. Make sure that you are familiar with the ports, slots, and modules of the Cisco router 
products. Of the choices, only the 1600 offers the configuration presented.

8. B, C. The Cisco 700 routers do not run the full Cisco IOS and, because of this, provide limited 
features.

9. B. Remember the significance of the colors and indicators on the LEDs.

10. B. European E-1 standards provide for thirty B channels and one D channel.

11. D. Although Cisco recommends the 3600 for central sites, in reality, this decision should be 
based on requirements. Of the choices given here, however, the 3600 is the most scalable and 
best performing and typically matches well with central site requirements.

12. C. The other choices are for Ethernet (10-BaseT) or high-speed serial connections (V.35 and 
RS-449).

13. A. The fastest and simplest way to check the status of a network device is to look at the LEDs. 
The other solutions require additional equipment and time. However, only high-level problems 
can be resolved by using this method.

14. B. The easiest way to remember that LAPD is the correct answer is because it has a D at the end.

15. C. ISDN operates by establishing a circuit pathway for packets. There is no addressing infor-
mation as part of the frame.

16. C. In the United States, the figure is actually 53Kbps due to Federal Communications Com-
mission (FCC) regulations; however, the theoretical bandwidth is 56Kbps.
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17. D. Of the choices provided, the 7200 router provides the highest density and performance. It 
is for these reasons that it is Cisco’s recommended platform.

18. A. The Cisco 827 router provides an ADSL termination. The Cisco 813 is used for ISDN ter-
minations. The 2600XM and 7500 series routers would not be used in a residential setting.

19. B. Fixed-interface routers are cheaper to build and thus have a lower cost. They are also 
generally easier to support.

20. C. Homes and hotels rarely provide the appropriate facilities for Frame Relay. Typically, only 
asynchronous dial-up is available; however, some hotels are providing T-1-based Internet con-
nectivity from an office area or individual rooms.
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