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DNS Round-Robin load distribution, 27
Document Type Definition (DTD), 52, 54
documentation

best practices section, 413-416

compliance factors, 417-422

executive summary, 406-407

final summary, 416

overview of, 401

reproducing work and, 317

results verification, 402-406

risk matrix, 408-413

rolling, 9

security of, 416-417

structure of, 406

Web services and, 392-394

Domino-based WebMail application, as target,

317-326

DoS. See Denial of Service attack
DREAD model, 190
DROP statement (SQL), 475
DTD (Document Type Definition), 52, 54
Dynamic HTML (DHTML), 37
dynamic server-side technology

ActiveX, 41

ASP/ASRnet, 40-41

CaGl, 37

ColdFusion MX, 41

DHTML, 37

Java, 39-40

overview of, 37

Perl, 39

PHR 38-39

Python, 39

Ruby, 39

SSl, 38

XHTML, 38

XML, 37

Eclipse Web Services Explorer, 127
edge security models, limitations of, 2
edge-level protection

description of, 425

Web Application Firewalls, 426-430

Web services, 430-432

eEye, 351
e-mail address
HTML source sifting and, 117-118
information harvesting and, 122
encoding
Base64, 48-51
description of, 42
SOAR 61
URL, 45-48
encryption
AES algorithm, 442-443
data-level, 43-45
description of, 42
free software packages, 416-417
Lotus Domino and, 324-325
one-way hashing, 42-43
salted hashing, 51
socket-level, 358
SSL and TLS, 28-29
WSS, 378-379
enumeration
information, 363
resource
approach 1 (crawling), 107-110
approach 2, 110-115
HTTrack, 115
wget, 115-116
Web services and, 368-371
E-Or, 248, 289-293
error handling
best practices for, 415-416
improper, 175-176
XML content attack and, 361
error page, analyzing, 104-106
escape input characters, 436-437
ethereal, 465
executive summary, 406-407
expectations, setting, 13
experience and pen testing, 3
exploit research Web sites, 315-317
eXtensible Access Control Markup Language
(XACML), 398
eXtensible Markup Language (XML)
attributes, 54
Declaration, 53
Document Type Definition, 52

x
()
©
[




eXtensible Markup Language (XML) (continued)

eXtensible Markup Language (XML) (continued)
namespace, 55-56
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known exploits (continued)
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misconceptions about, 29
overview of, 28-33
SSLDigger (Foundstone), 201, 202
state, management of, 35-37
statistics, presenting, 406-407
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A4 — cross-site scripting flaws, 154-158
A5 — buffer overflows, 158-163
A6 — injection flaws
LDAP injection, 163-165
0S Commanding, 165
SQL injection, 166-173
SSl injection, 173
XPath injection, 173-174
XXE, 174-175
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vulnerability analysis (continued)

vulnerability analysis (continued)

A7 — improper error handling, 175-176

A8 — insecure storage, 176-178

A9 — Denial of Service, 178-180

A10 - insecure configuration management,

181-182

abuse of functionality, 184-185

content spoofing, 183

information leakage, 184

insufficient anti-automation, 185

insufficient authentication, 183

insufficient process validation, 185

overview of, 133-134

OWASP and top ten threats, 134

reverse engineering, 185-186

threat modeling
analysis of threats, 188-189
categorization and ranking of threats, 189-190
decompose and understand application, 187-188
identification of mitigation strategies, 190-193
overview of, 186-187
pen test, 193

WASC, 134-135

weak password recovery validation, 183

W

WAF (Web Application Firewall), 4, 426-430
WAP (Wireless Access Protocol), 69-70
warning regarding exploit discovery, 352-355
WASC (Web Application Security Consortium),
4,134-135
WASP (Web Application Security Project), 467-468
Weak Password Recovery Validation, 183
Web application
application aspects of
dynamic technologies, 37-41
state, 35-37
Web-based authentication, 41-42
architectural aspects of
HTTP protocol, 21-25
HTTP proxy, 25-28
overview of, 15-19
SSL/TLS, 28-35
tiers, 19-20
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data aspects of
encryption and encoding, 42-51
XML, 51-55
emerging models
frameworks, 67-68
integration, 56-67
wireless, 68-70
honeypot
Hacme Bank/Hacme Books, 463
WebGoat, 458-460
WebMaven, 460-462
overview of, 15-19
testing against, 465
WASP (Web Application Security Project), 467-468
Xoops, 466-467
Web Application Firewall Evaluation Criteria, 426
Web Application Firewall (WAF), 4, 426-430
Web Application Security Consortium (WASC),
4,134-135
Web Application Security Project (WASP), 467-468
Web harvesting. See information harvesting
Web proxy, 398
Web server
DoS attack and, 179-180
logging mechanisms and, 2
overview of, 195-196
threats to
attacks on system, 197-201
configurations, 201-204
default content and settings, 196-197
product specific, 204-214
tools for auditing, 214-216
vulnerabilities of, 363
Web server fingerprinting
HTTP headers, 89-92
httprint, 92-93
Web Service Description Language (WSDL), 61-65,
125,126
Web Service Description Language (WSDL)
scanning, 362
Web services
AJAX, 397-398
commercial tools, 394-396
edge security and, 358-359, 430-432
infrastructure attacks, 362-364



XHTML

J2EE, 128-131
Monkey Shell, 463-464
overview of, 124-125, 357-358
simulating attack
analysis, 371-373
automated probing or fuzzing, 388-392
documentation, 392-394
enumeration phase, 368-371
footprinting, 364-368
manual testing, 380-387
post security/no security, 379
secure services, 373-379
threats to, 359
UDDI and DISCO, 125-127
Web service attacks, 362
WSDigger_WS, 463
WSID4ID, 396-397
WSIL, 127-128
XML content attacks, 359-362
Web services for Remote Portals (WSRP), 67
Web Services Inspection Language (WSIL),
127-128
Web statistics, 122-123, 124
webAppHoneypot, 468-469
WebDAYV, 202, 210
WebGoat, 458-460
Weblnspect
Web application testing and, 309-311
Web service testing and, 394-396
WebLogic (BEA), 130-131
WebMaven, 460-462
WebScarab
Analysis tab, 231
feature set, 222-223
Fragments section, 227-229
Fuzzer section, 225, 226-227
Manual Request section, 233
pop-up functionality, 225
SessionID Analysis section, 229-230
spider the tree options, 224
starting point, 223
Transcoder tool, 233-234
Visualization tab, 231-232
Web services and, 386, 387
WebSphere (IBM), 130
wget, 115-116

Index

white space character (%20), 138
whitebox test, 133, 317
WHOIS, 72-74
Wikto
BackEnd tab, 298-300
GoogleHacks tab, 297-298
Googler tool, 296
Mirror & Fingerprint tab, 297
overview of, 248, 294
SystemConfig tab, 294-295
Wikto tab, 300-302
Windows (Microsoft), 449, 457
Wireless Access Protocol (WAP), 69-70
wireless models, 68-70
WSAudit, 388-390
WSDigger
automated testing, 390
documentation and, 392-393
enumeration and, 371
footprinting and, 367
manual testing, 386, 387
WSDigger_WS, 463
WSDL (Web Service Description Language), 61-65,
125,126
WSDL (Web Service Description Language)
scanning, 362
WSFuzzer, 391-392, 393
WSID4ID, 396-397
WSIL (Web Services Inspection Language),
127-128
wsKnight, 370, 384, 388-390
WSMap, 367-368
wsPawn, 366
WSProxy, 384
wsRook, 431
WSRP (Web services for Remote Portals), 67
WSS encryption, 378-379
WSS signature, 377-378
WSS username token, 376-377

X

XACML (eXtensible Access Control Markup
Language), 398

XCBF (XML Common Biometric Format), 398

XHTML, 38




XML content attack

XML content attack, 359-362
XML content attack strings, 503
XML DoS attack, 382-383
XML (eXtensible Markup Language)

attributes, 54

Declaration, 53

Document Type Definition, 52

namespace, 55-56

overview of, 37, 51-52

tags and elements, 53-54

terminology, 483-485

well-formed versus valid document, 54
XML External Entity (XXE) attack, 174-175
XML injection and Web services, 381
XML parser overload, 384
XML signature attack, 381-382
XML-RPC

description of, 65-66

Distributed Logic Tier and, 20
Xoops, 402, 404, 466-467
XPath

overview of, 485-486

resources on, 493

syntax, 486-490

XML and, 483-485
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XPath Explorer, 485
XPath injection
attack strings, 502
best practices for, 438-439
overview of, 173-174
Web services and, 381
XML content attack and, 361-362
XQEngine, 492
XQuery
basic syntax rules, 491-493
elements of, 491
overview of, 490
resources on, 493
XML and, 483-485
XML content attacks and, 361-362
XSS attack strings, 500
XSS (cross-site scripting) attack, 154-157,
268-269, 435
XST (cross-site tracing), 157-158
XXE (XML External Entity) attack, 174-175
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