d229466 ChOl.F

1/22/03 10:03 AM Page 11 $

Basic Windows 2000/
Windows 2000 Server
Installation and Configuration

This chapter steps you through the installation process of your Windows-based Tiger
Box operating system. Although the configurations in this chapter feature the Win-
dows 2000 Server, they can also be applied to Windows 2000 and Windows 2000 Pro-
fessional versions.

Launching Windows 2000 Server

To launch Windows 2000 Server, power up the system with the Microsoft Windows
2000 Server CD in your primary CD-ROM drive. Be sure that your system’s Setup
specifies the primary boot process, starting with CD-ROM. Then follow these steps:
Step 1. In the Welcome to Setup screen, you are given three options:
m Press Enter to set up Windows 2000.
m Press R to repair a Windows 2000 installation.
m Press F3 to quit Setup without installing Windows 2000.
In this case, press Enter to continue with the installation process.

Step 2. License Agreement. View the entire Windows 2000 Licensing Agreement
by pressing Page Down. At the end of the agreement, press F8 to accept its
terms and continue.
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Step 3. Location Selection and Drive Format. Select an installation location for
Windows. In this step, you may create/delete active hard drive partitions; after
which, select the partition to which you want to install the operating system,
and press Enter. By pressing Enter, you may now choose to format the partition
by using the File Allocation Table (FAT) system or the NT File System (NTFS). In
this case, select NTFS.

FAT OR NTFS? THAT IS THE QUESTION

FAT is the least complicated type of Windows-supported file system. Because it begins
with very little overhead, it is most applicable to drives and/or partitions under 400 MB.
It resides at the top of the fixed quantity of allocated storage space, or volume, on the
hard disk. For security purposes, two copies of the FAT are maintained in case one copy
becomes corrupt.

The FAT system establishes a table that the operating system uses to locate files on a
disk. Even if a file is fragmented into many sections—that is, scattered around the disk—
the table makes it possible for the FAT to monitor and find all the sections.

FAT formats are allocated in groups or clusters, the sizes of which are determined by
the correlating volume size. For example, when a file is created, an entry is made in the
directory and the first cluster number—set by the system—containing data is recognized.
This entry either indicates that this cluster is the last of the file or points to the next
cluster.

It's important to note that the FAT must be updated regularly; otherwise, it can lead to
data loss. However, also note that each time the FAT is updated, the disk-read heads must
be repositioned to the drive’s logical track zero. This is a time-consuming process. Note,
too, that because there is typically no organization to the FAT directory structure, files are
given the first open location on the drive. It's important to be aware that for successful
booting, the FAT and the root directory must be stored in a predetermined location.

The FAT supports only read-only, hidden, system, and archive file attributes. A filename
or directory name may be up to eight characters long, be followed by a period (.), and
then have an extension of up to three characters. The FAT uses the traditional 8.3
filenaming convention—that is, all filenames must be created with the ASCII character set.
All FAT names must start with either a letter or a number; they may contain any
characters except the following:

Period (.)

Double quotation marks (“”)
Forward and backward slashes (7 \)
Square brackets ([ 1)

Colon (:)

Semicolon (;)

Pipe symbol (|)

Equals sign (=)

Comma (,)
(continues)
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FAT OR NTFS? THAT IS THE QUESTION (Continued)

FAT has two primary advantages:

¢ In the case of hard disk failures, a bootable DOS floppy can be used to access the
partition for problem troubleshooting.

4 Under Windows, it is not possible to perform an undelete. However, if the file was
located on a FAT partition, and the system is restarted under MS-DOS, the file can
be undeleted.

FAT has the following two disadvantages:

# As the size of the volume increases, FAT performance decreases; therefore, the FAT
file system is not recommended when one works with drives or partitions larger
than 400 MB.

¢ It is not possible to set security permissions on files located in FAT partitions. Also,
FAT partitions are, under Windows, limited to a maximum size of 4 GB.

The NTFS has features that improve manageability, including transaction logs and file
security that help resolve disk failures. Access control permissions can be set for
directories and/or individual files. For large disk-space requirements, NTFS supports
spanning volumes, which make possible the distribution of files and directories across
several physical disks. Because NTFS performance does not degrade, it is best used on
volumes of 400 MB or more.

NTFS file and directory names may be up to 255 characters long, including extensions
separated by a period (.). Although these names preserve whatever case the names are
typed in, they are not case-sensitive. NTFS names must start with either a letter or a
number; they may contain any characters except the following:

Question mark (?)
Double quotation marks (“”)
Forward and backward slashes (7 \)
Asterisk (*)
Pipe symbol (|)
Colon (:)
The advantages of the NTFS are the following:
# Its recoverability functions mean that disk-repair utilities would never be required.
4 It enables setting file and directory control permissions.
& Activity logging makes troubleshooting failures easier.

¢ It enables large disk-space management and long filename support (up to 255
mixed-case characters).

The disadvantages of the NTFS are the following:

¢ Because of the amount of space overhead, NTFS should not be used on volumes
smaller than 400 MB.

(continues)
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FAT OR NTFS? THAT IS THE QUESTION (Continued)

¢ It does not have integrated file encryption. Therefore, it is possible to boot under
MS-DOS or another operating system, and use a low-level disk-editing utility to
view data stored on an NTFS volume.

& The NTFS overhead does not fit on a floppy disk; therefore, it is not possible to
format a floppy with the NTFS. Windows always uses FAT during the formatting
procedure.

Permission control, whether on a FAT or an NTFS partition, is a simple process as long as
you keep in mind the limitations of each type of file system. Basically, NTFS supports both
local and remote user permissions on both local and shared files and/or folders, whereas
FAT supports only network shares. For example, by setting control access to a shared folder
on a FAT partition, all of its files and subfolders inherit the same permissions.

Step 4. Setup will copy the installation files to the selected partition. When
Setup is finished, press Enter to restart the system and continue with the
installation.

Step 5. Windows 2000 Setup Wizard. Windows 2000 Server Setup wizard will
complete the installation process. Press Next to acknowledge. The wizard will
detect and install devices on the system.

Step 6. Regional Settings. You can customize Windows 2000 Server for different
regions and settings. For local settings, click Customize and set the current local,
time, date, and currency. Click OK to accept the changes. For keyboard settings,
click Customize and select your keyboard properties. Click OK to accept the set-
tings. Click Next when you are ready to continue with the installation.

Step 7. Personalizing Windows 2000. Type your full name and the name of your
company or organization; then click Next.

Step 8. Licensing Mode. Based on Microsoft’s definitions as they are extracted
here, choose either the per-seat or the per-server licensing type; then click Next.

PER-SEAT LICENSING A per-seat license associates a Client Access License with
a specific computer or “seat.” Client computers are allowed access to any Windows NT
Server or Windows NT Server, Enterprise Edition on the network, as long as each
client machine is licensed with the appropriate Client Access License. The per-seat
mode is most economical in distributed computing environments where multiple
servers within an organization provide services to clients, such as a company that uses
Windows NT Server for file and print services.

PER-SERVER LICENSING A per-server license associates a Client Access License
with a particular server. This alternative allows concurrent-use licensing: If customers
decide to use the server in per-server mode, they must have at least as many Client
Access Licenses dedicated to that server to accommodate the maximum number of
clients that will connect to that server at any one point in time. The server assigns
Client Access Licenses temporarily to client computers; there is no permanent Client

.



d229466 ChOl.F 1/22/03 10:03 AM Page 15 $

Basic Windows 2000/Windows 2000 Server Installation and Configuration

15

Access License association with a specific client machine. If a network environment has
multiple servers, then each server in per-server mode must have at least as many Client
Access Licenses dedicated to it as the maximum number of clients that will connect to
it at any one point in time. Under this option, the customer designates the number of
client access licenses that apply to the server during setup. The per-server mode is most
economical in single-server, occasional-use, or specialty-use server solutions (with
multiple concurrent connections). Some examples include Remote Access Service solu-
tions, CD-ROM servers, or the initial server of a planned larger deployment.

Step 9. Server Name and Password. Enter a name for the computer and the
administrator password (up to 14 characters); then click Next.

Step 10. Windows 2000 Components. To add or remove a component, click the
checkbox. A shaded box means that only part of the component will be installed.
To see what's included in a component, click Details. You may elect to install ser-
vices such as DNS from the Components window; however, for our purposes
here we’ll accept the default settings for accessories, utilities, and services
(including Internet International Server [IIS]) and then click Next to continue.

Step 11. Date and Time. Verify the correct date, time, and time zone; click Next
to confirm and accept.

Step 12. Networking Settings. The setup wizard will install the networking
components. Choose whether to use typical (auto install of common services) or
custom settings (manually configure networking components). For now, select
Typical settings and click Next.

Step 13. Workgroup or Computer Domain. Select to make this computer a
member of a domain or workgroup. Click Next to continue.

Step 14. Installing Components and Completing Setup. The setup wizard will
install your component selections (this may take several minutes) and will also
perform final tasks, such as registering components, saving settings, and
removing temporary files.

Step 15. Click Finish to complete the setup wizard. Remove the CD-ROM; then
restart the computer.

Step 16. Logging in. After you restart the system, you'll have to log in with the
administrative password configured during the setup process. For security, the
password will display as asterisks as you type it in.

Basic Windows 2000/Windows 2000 Server
Configuration

Thanks to updated management utilities and a slightly enhanced user interface, Win-
dows 2000 Server can be easily configured by using new and improved configuration
wizards. If this is your first boot-up of the new operating system, you'll see the Con-
figure Your Server utility shown in Figure 1.1, which will facilitate some of the basic
configuration techniques. From the flexible interface at the left menu, simply choose
the services that you want to run on this server. We'll start with Active Directory.

.
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": Windows 2000 Configure Your Server

Configure Your Server

From the menu at the left, choose the serices that you want to run
on thig gerver. You can set up any or all of the services, depending on
how you want to customize your network.

To =et up or find out more about a service, click the service name
on the menu.

= Find out What's Mew in Windows 2000 Server.
= Check out the latest walkthroughs.
= To reopen this window at any time, click Start, point to Programs,

point to Administrative Tools, and then click Configure Your
Server

Return to Server Choices page.

™ Sheow this screen at startup

Figure 1.1 Windows 2000 Configure Your Server.

m If this is not the first boot-up of the new operating system, and you've
elected not to be greeted by the configuration utility, you can retrieve it from
Start/Programs/Administrative Tools/Configure Your Server. It's a good idea to
do that now so you can follow along here.

Active Directory

Active Directory stores information about network objects, such as user accounts and
shared printers, and provides access to that information. Security is integrated with
Active Directory through logon authentication and access control to objects in the
directory. With a single network logon, administrators can manage directory data and
organization throughout their network, and authorized network users can access
resources anywhere on the network. Policy-based administration eases the manage-
ment of even the most complex network.

To make this server a new domain controller, you must install Active Directory. A
domain controller in a Windows 2000 Server domain is a computer running Windows
2000 Server that manages user access to a network, which includes logons, authentica-
tion, and access to the directory and shared resources. The Active Directory Installation
wizard configures this server as a domain controller and sets up the DNS if it is not
already available on the network. DNS is a system for naming computers and network
services; these names are organized into a hierarchy of domains. DNS is used in
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TCP/IP networks, such as the Internet, to locate computers and services through user-

friendly names. When a user enters a DNS name in an application, DNS services can

resolve the name to other information associated with the name, such as an IP address.
You can use this wizard for the following scenarios:

No Existing Domain Controller. Sets up your server as the first domain controller
on the network.

Domain Controller Already on Network. Sets up your server as an additional
domain controller, a new child domain, a new domain tree, or a new forest. These enti-
ties are defined in the following paragraphs.

An additional domain controller is a Windows 2000 domain controller installed into
an existing domain. All domain controllers participate equally in Active Directory
replication, but by default the first domain controller installed into a domain is
assigned ownership of at least three floating single-master operations. Additional
domain controllers installed into an existing domain do not assume ownership of these
operations by default.

A child domain is a domain located in the namespace tree directly beneath another
domain name (the parent domain). For example, example.microsoft.com would be a
child domain of the parent domain, microsoft.com. A child domain is also known as a
subdomain.

The domain tree is the hierarchical structure that is used to index domain names.
Domain trees are similar in purpose and concept to directory trees, which are used by
computer filing systems for disk storage. For example, when numerous files are stored
on disk, directories can be used to organize the files into logical collections. When a
domain tree has one or more branches, each branch can organize domain names used
in the namespace into logical collections.

A forest is a set of one or more trees that do not form a contiguous namespace. All
trees in a forest share a common schema, configuration, and global catalog. The trees
must trust one another through transitive, bidirectional trust relationships. Unlike a
tree, a forest does not need a distinct name. A forest exists as a set of cross-reference
objects and trust relationships known to the member trees. Trees in a forest form a hier-
archy for the purpose of trust.

.m To host Active Directory, you need a partition formatted with the
version of NTFS used in Windows 2000.

Creating a New Domain

To create a new domain, we'll install Active Directory using the Active Directory
Installation wizard, which installs and configures components that provide Active
Directory service to network users and computers. In the menu listing of the configu-
ration utility shown in Figure 1.1, click the Active Directory icon to reach the screen
shown in Figure 1.2. At that screen, click Next; then click Start the Active Directory
Installation wizard shown in Figure 1.3. Click Next to continue.












































































































