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Italicized page numbers indicate illustrations.
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A
A (address) records, 586
<A HREF> tag, 484
AbiWord program, 144, 151
acceleration, video card, 10, 338–339
ACCEPT actions, 414
acceptable use policies (AUPs), 535–536
access action, 240
access.conf file, 467
access control lists (ACLs), 253–254, 595
/access file, 516–517
access.db file, 514
accounts for e-mail, 178, 180, 539–540
ACLs (access control lists), 253–254, 595
actions

in dselect, 240–241
in recipes, 533

address (A) records, 586
addresses

in e-mail, 510–511
IP. See IP addresses
for network cards, 387, 577

Advanced Linux Sound Architecture (ALSA), 22–24, 595
Advanced Maryland Automatic Dialer Archiver (AMANDA)

programs, 349
Advanced Programmable Interrupt Controller (APIC), 8
Advanced Technology Attachment (ATA), 29–34, 347, 595
.afm file format, 326
AfterStep window manager, 133
Agnubis program, 144
AGP bus, 595
AIT tape, 346
alias command, 19, 85
aliases.db file, 514
aliases for commands, 84–86
alien program, 241–244
all_squash option, 495
allocation block size, 255
AllowOverride Options directive, 475
AllowOverwrite directive, 490
AllowUser directive, 490

Alpha CPU, 4, 595
alpha scanner support, 68
ALSA (Advanced Linux Sound Architecture), 22–24, 595
AMANDA (Advanced Maryland Automatic Dialer Archiver)

programs, 349
Amateur Radio Support menu, 310
American Standard Code for Information Interchange

(ASCII), 221, 595
ampersand operator (&) for background operations, 83
animation filters, 169
anon_root option, 492
anon_upload_enable option, 492
<Anonymous> directive, 490
anonymous_enable option, 492
anonymous FTP, 488
anti-aliasing, 334
anti-relay configurations, 536
antitamper devices, 368
antitheft devices, 368
apache directory, 188
apache-mime.types file, 468
Apache servers, 465–466

for CGI scripts, 474–475
configuration files for, 467–468
for secure content, 479–481
users and groups for, 468–469, 469
for virtual domains, 471–473
web page locations in, 469–471

Apache-SSL library, 479
APIC (Advanced Programmable Interrupt Controller), 8
APIs (application programming interfaces), 595
AppleTalk for printers, 283, 284
applets, 117, 126
application programming interfaces (APIs), 595
Apsfilter utility, 274–275, 274
apsfilterrc file, 275
APT tool, 244–246
APT4RPM utility, 244
artistic filters, 169
ASCII (American Standard Code for Information

Interchange), 221, 595
ASHE editor, 482
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asound directory, 26
associations, file, 118–120, 119, 127, 127
asterisks (*) for wildcards, 100
async option, 495
ATA (Advanced Technology Attachment), 29–34, 347, 595
ATA/ATAPI/MFM/RLL Device Support menu, 309
ATAPI (ATA Packet Interface), 595
attachments, 179–180
attacks, security, 361

buggy software, 363–364
denial-of-service, 366–367
leveraging break-ins, 364
password cracking, 364–365
physical access, 367–368
scanners and sniffers, 365–366
social engineering, 362–363

attribute rules, 436
audio files. See sound and sound files
August editor, 482
AUPs (acceptable use policies), 535–536
authoritative servers, 580
AuthorizedKeysFile option, 548
authorizing remote printer access, 278–282
auto option, 218
automatic configurations, 183

automatic setup mechanisms, 187
common configuration files in, 187–190
in Debian, 190–191
in Mandrake, 192–193, 192
in Red Hat, 193–195, 194
in Slackware, 195–196
in SuSE, 196–197

bypassing. See manual configurations
limitations of, 184–187, 185–186
summary, 202

automating upgrades, 244–247, 246–247
awk command, 89

B
back-ends for printing, 284
backend directory, 284
background operations, 83
Backup and Restore Utility (BRU), 349
backups, 345

for configuration files, 199
emergency restore procedures, 355–360
incremental, 352–354

media for, 345–349
before partition modifications, 206
programs for, 349–350
summary, 360
tar for, 350–352

Balsa program, 177
bash (Bourne Again Shell), 80
bashrc file, 188
Bayesian filters, 530
Berkeley Standard Distribution (BSD)

access control in, 279
FTPD server, 488
LPD, 269–270

beta scanner support, 68
big-endian data representation, 6
BigSlack distribution, 357
binary files, 87
binary number system, 596
BIND server, 580
BIOS options for security, 368
bitmap fonts, 148, 325, 326
bitmaps, 596
Blackbox window manager, 133
blackhole lists, 530–532
block devices, 596
Block Devices menu, 309
blocks, disk, 252
Bluefish editor, 482
Bluetooth Support menu, 311
blur filters, 168
Bochs emulator, 147, 224
<BODY> tag, 483–484
Bogofilter filter, 530
bold fonts, 327
/boot directory, 319
/boot/grub/menu.lst file, 212–213
boot loaders, 596

GRUB, 211–213
LILO, 213–215
in Master Boot Records, 208
for multiple OSs, 209
selecting, 210–211

boot partitions, 41, 204
boot sectors, 209, 596
bootable emergency CD-Rs, 358–359
bootable removable disks, 357–358
borrowed accounts, 363
bots, 366
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bouncemail option, 538
Bourne Again Shell (bash), 80
brackets ([]) in shell scripts, 91
breaches, 441–443
break-ins, leveraging, 364
broadband routers, 572
broadcasts, 366, 388, 596
browseable option, 504
browsing for printers, 282
BRU (Backup and Restore Utility), 349
BSD (Berkeley Standard Distribution)

access control in, 279
FTPD server, 488
LPD, 269–270

buffer overflows, 363, 596
buggy software, 363–364, 378–379
bugs, 596
building access in security, 367–368
building kernels and modules, 316–318
burning CD-Rs, 48

cross-platform CD-Rs, 52–53
example, 50–52, 50–51
Linux tools for, 48–49

bus directory, 25
Bus Options menu, 308
buses, 25, 596
buttons, mouse, 67–68
bzdisk target, 317
bzImage target, 317

C
cables for printing, 60
cache size in gimp, 165
Calc program, 141
canonical (CNAME) records, 586
capacity

in ATA vs. SCSI, 31
of removable media, 42

cards
network. See network cards
optimizations for, 336

3D acceleration for, 338–339
drivers for, 337–338
tools for, 336–337, 337

video. See video cards
CAs (certificate authorities), 479

case
in non-Linux filesystems, 219
in passwords, 370

case keyword in shell scripts, 93–94
cd command, 105
CD-Rs

for backups, 348
bootable emergency, 358–359
burning. See burning CD-Rs
filesystems for, 44

CD-RWs
for backups, 348
filesystems for, 44

Cdda2wav utility, 158–159
CDE (Common Desktop Environment), 114
cdparanoia tool, 158
central processing units. See CPUs (central processing units)
certificate authorities (CAs), 479
certificates, 479–480
CF (Compact Flash) format, 160, 597
CGI (Common Gateway Interface) scripts, 473–474, 596

Apache servers for, 474–475
creating, 476
perils in, 476–477

chains in iptables, 412
change logs, 408
changers, tape, 346
changing passwords, 371
character devices, 310, 596
check intervals, 255
check process for filesystems, 262–264
checksums, 432
child processes, 285–286, 286, 597
chipset clocks, 109
chipsets, 13, 14, 597
chkconfig utility, 451–452
chkrootkit tool, 429, 441
chmod command, 104
choosers, 557
chown command, 103
chroot command, 427
chroot jails, 410, 424–425

directories for, 425–427
running programs in, 427–428

chroot_local_user option, 492
CHS (cylinder/head/sector) geometry, 40, 597
CIFS (Common Internet File System), 283

615BOUNCEMAIL OPTION • CIFS (COMMON INTERNET FILE SYSTEM)

4226indx.qxd  6/4/03  2:10 AM  Page 615



CISC (complex instruction set computer), 6, 597
Clara program, 72
clients, 597

for DHCP, 389–391
for e-mail. See e-mail
in iptables, 418–419
in network stacks, 386
for NTP, 593
in POP and IMAP, 525
in SSH, 549–550
for VNC, 564–565, 565
for XDMPC, 559–560, 559–560

clock drift, 588
clocks

chipset, 109
in KDE, 117
synchronizing, 588–593, 590

CMYK (cyan/magenta/yellow/black) encoding scheme, 597
CNAME (canonical) records, 586
Code Maturity Level Options menu, 307
color

in gimp, 167–168
in photos, 163
in text mode, 111

color depth, 11–12
combination filters, 169
combining

commands, 84
mail accounts, 180

Comic Sans font, 172
command completion, 81
commands

aliases for, 84–86
combining, 84
editing, 82–83
history, 82

comments
in Samba file shares, 504
in Tripwire, 435

commercial font CD-ROMS, 327
commercial OSS drivers, 21
common configuration files, 187–190
Common Desktop Environment (CDE), 114
Common Gateway Interface (CGI) scripts, 473–474, 596

Apache servers for, 474–475
creating, 476
perils in, 476–477

Common Internet File System (CIFS), 283

Common Unix Printing System. See CUPS (Common Unix
Printing System)

Compact Flash (CF) media, 160, 597
compatibility in exchanging files, 220–223
compatibility mode settings, 316
compile-time options, 7–8
compiled programs, 87, 597
compilers, 597
compiling kernels, 316–320
complaints, suspicious, 431–432
complex instruction set computer (CISC), 6, 597
component sections in XF86config, 324–325
Compression option, 548
CompressionLevel option, 548
conditional expressions, 90–92
conditions in Procmail, 533
config action, 241
.config file, 307
config file, 331
configuration files

in automatic setup mechanisms, 187–190
for chroot jails, 425
finding, 85
in manual configurations, 197–198
modifying, 199

Configuration tool, 453, 453
confirmations before deletions, 265
console fonts, 108–111
consolechars utility, 108
controllers and host adapters, 32–35
controls in GNOME themes, 128
conv option, 219
converting

ext2fs to ext3fs, 256–257
graphics to text, 72–73
package formats, 241–244

cookies, 176, 177
coprocessor support, 313, 603
copying files, 100–101
corrupted filesystems, 262–264
corrupted RPM databases, 235–236
Courier server, 526
cp command, 100–101, 349
cpio program, 349
cpuinfo file, 25
CPUs (central processing units), 3, 596

choosing, 3–7
compile-time options for, 7–8
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emulators for, 224–225, 225
kernel options for, 8–9, 8, 312–314
in proc, 25

Crack program, 372
crackers, 361, 597
Crash Recovery Kit, 357, 359
crashes, suspicious, 430
create mask option, 504
cron tool

in Debian, 191
directories for, 188
in fetchmail, 542
in Mandrake, 193
in Red Hat, 194
in Slackware, 195
in SuSE, 197

crontab file, 188, 542–543
cross-platform CD-Rs, 52–53
cross-platform file formats, 221–222
CrossOver emulator, 227
Crossover Office package, 148
Cryptographic Options menu, 312
csh.cshrc file, 188
CUPS (Common Unix Printing System), 269, 597

access control in, 281–282
features of, 272–273, 273
for Ghostscript, 275–276
for sharing printers, 282

cups directory, 188
cupsd.conf file, 281–282
custom kernels, 301

compiling and installing, 316–320
configuration tools for, 304

2.4.x, 304–306, 305
2.5.x/2.6.x, 306–307, 306
duplicating old configurations, 307

options for, 307–312
for performance, 312–316, 315
summary, 320
working with, 319–320

custom video modes, 339
benefits of, 340
modelines for, 341–344, 344

customizing shells, 84–87
cut command, 89
cyan/magenta/yellow/black (CMYK) encoding scheme, 597
cylinder/head/sector (CHS) geometry, 40, 597

cylinders, 40, 597
Cyrus IMAP server, 526

D
DAE (digital audio extraction) tools, 158–159
daemons, 538, 597
DansGuardian proxy server, 175
DAT tape, 346
databases

in APT, 245
for chroot jails, 426
for spam, 530
in Tripwire, 437, 439, 440

date command, 593
DDoS (distributed denial-of-service attacks), 366, 598
Debian distribution, 598

automatic setup mechanisms in, 190–191
console fonts in, 108
DHCP clients in, 390
keymap configuration files in, 63
local startup scripts in, 198, 461
package tools in, 231
packages in, 239–241, 242
printing systems for, 270
quirks in, 132
Samba packages in, 498
XDMCP servers for, 556

debugging features, 316
declarations in dhcpd.conf, 573
default-base-time parameter, 575
default policies, 414–415, 598
default routes, 394
default video mode, 110
defaults option, 218
defrag utility, 257
defragmenting disks, 254, 257
deleted files, recovering, 264–267
deleting files, 102
DemoLinux distribution, 358–359
denial-of-service (DoS) attacks, 366–367, 598
DenyUser directive, 490
dependencies, 236, 316
depmod command, 17
designing web pages, 481

by hand, 483–484
HTML editors for, 481–483, 482
testing in, 484–485

617CRACK PROGRAM • DESIGNING WEB PAGES

4226indx.qxd  6/4/03  2:10 AM  Page 617



desktop environments, 113, 598
applications in, 137–138
distribution-specific quirks in, 132
file managers for, 135–137
GNOME. See GNOME (GNU Network Object Model

Environment)
KDE. See KDE (K Desktop Environment)
launching, 202
selecting, 114, 115
summary, 138
window managers for, 133–135

Desktop File Manager (DFM), 137
desktop icons, 116, 125
detecting intruders. See intruder detection
/dev filesystem, 58
development kernels, 303
device files for chroot jails, 426
device interfaces for CPUs, 9
df command, 106
DFM (Desktop File Manager), 137
dhclient, 390
DHCP (Dynamic Host Configuration Protocol), 388,

571–572, 598
clients for, 389–391
dynamic addresses in, 576–577
fixed addresses in, 577–580
installing, 573–574, 573
for network-wide options, 574–576
operation of, 388–389
uses for, 572

dhcpcd client, 390, 573
dhcpd.conf file, 573–576, 579
dhcpd.leases file, 579
dhcpd server, 573
dhcpxd client, 390
dictionary attacks, 365
differential backups, 353–354
digital audio extraction (DAE) tools, 158–159
digital camera tools, 160

gphoto, 161–162
manipulating photos, 163–164, 164
packages for, 160–161
retrieving and saving photos, 162–163, 163

direct memory access (DMA) mode, 25, 37, 598
Direct Rendering Interface (DRI), 323, 339
directories

for fonts, 328–329

for jail, 425–427
working with, 105

<Directory> directive, 490
directory hashes, 255–256
directory option, 581
directory mask option, 504
dirty bit, 250, 598
DISCARD option, 517
disks

defragmenting, 254, 257
performance of. See optimizing
in proc, 26
synchronizing, 110

display fonts, 149
distance in network latency, 398
distortion filters, 169
distributed denial-of-service (DDoS) attacks, 366, 598
distribution CD-Rs, 358
distribution-provided emergency systems, 357
djbdns DNS server, 580
dll.conf file, 69
DLT tape, 346
DMA (direct memory access) mode, 25, 37, 598
dma file, 25
dmesg command, 14, 107
DNS (Domain Name System), 387, 598

in iptables, 418
servers

forwarding-only, 581–582
local, 405
local domains for, 582–588

troubleshooting, 401–402
dnscache DNS server, 580
Do Not Use XDM (Passive) option, 560
<DOCTYPE> tag, 483
documentation for hardware identification, 13
DocumentRoot directives, 470
domain-name parameter, 576
domain-name-servers parameter, 576
Domain Name System. See DNS (Domain Name System)
domains and domain names

for DNS servers, 582–588
for e-mail, 510–511
obtaining, 584
in TCP Wrappers, 421

DoS (denial-of-service) attacks, 366–367, 598
dos2unix utility, 221
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DOSEMU emulator, 225
dot clocks, 109
dpkg utility, 239–240
Draw program, 141
Drawers, 126
DRI (Direct Rendering Interface), 323, 339
driver directory, 275
drivers, 12–13, 598

for card-specific optimizations, 336–339, 337
for Ghostscript, 274–277, 274
identifying, 13–16, 14–15
in kernel, 16–17
loading as modules, 17–20
for network cards, 384
removing, 314–315
for sound, 21–24
tuning, 315–316, 315
for USB devices, 56–57
for video, 11–12, 337–338

DROP actions, 414–415
dselect utility, 240–241
du command, 106
dual-pane views, 135
dump program, 349
dumpster diving, 362
duplicating kernel configurations, 307
Duplicity program, 353
durability of removable media, 42
DVDs

for backups, 348
filesystems for, 44

Dvorak keyboard layout, 65
dynamic content, 473–477
dynamic DNS services, 584
Dynamic Host Configuration Protocol. See DHCP (Dynamic

Host Configuration Protocol)
dynamic IP addresses, 389, 576–577
dynamic partitions, 207–208, 208

E
e-mail, 509

clients for, 177
attachments with, 179–180
combining mail accounts, 180
configuring, 178–179, 178
readers, 177–178

domain configuration for, 510–511
fetchmail, 537–543, 537, 541
protocols for, 510, 510
in recipes, 533
servers for, 511–512

exim, 522–524
POP and IMAP, 524–529
postfix, 518–521
sendmail, 513–518

spam, 608
incoming, 529–535
outgoing, 535–536

summary, 543
viruses and worms in, 363

echo command, 89
ECLiPt Roaster program, 49
ECPs (enhanced capabilities ports), 60, 598
edge detect filters, 169
editors

HTML, 481–483, 482
sound, 156–157, 157

EHCI (Enhanced Host Controller Interface), 56
EIDE (Enhanced Integrated Drive Electronics), 29
8mm tape, 346
ELM program, 524
emergency restore procedures, 355–356

testing, 359–360
types of, 356–359

emulators, 147–148, 223, 598
CPU, 224–225, 225
features and limits of, 223–224
machine environment, 225–226

enabling web pages, 471
encryption, 173, 173, 368

for passwords, 371
in smb.conf, 501–502
for web browsers, 173–174

endianness in data representation, 6
energy savings, 39
enhance filters, 169
enhanced capabilities ports (ECPs), 60, 598
Enhanced Host Controller Interface (EHCI), 56
Enhanced Integrated Drive Electronics (EIDE), 29
enhanced parallel ports (EPPs), 60, 599
Enlightenment window manager, 133–134
environment variables, 84, 86
EPPs (enhanced parallel ports), 60, 599
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equal sign (=) operator in shell scripts, 90
ERoaster program, 49
ERROR option, 517
/etc/apsfilter/basedir/driver directory, 275
/etc/apsfilter/queue/apsfilterrc file, 275
/etc/cups/cupsd.conf file, 281–282
/etc/cups/ppd directory, 276
/etc/cups/printers.conf file, 276
/etc/dhcpd.conf file, 573–576, 579
/etc directory, 187–190
/etc/exim/exim.conf file, 522–524
/etc/exports file, 188, 494–496
/etc/fonts directory, 333
/etc/fonts/fonts.conf file, 333–334
/etc/fstab file, 47–48, 188, 217
/etc/hostname file, 188, 392
/etc/hosts file, 188, 393
/etc/hosts.allow file, 188, 420–421
/etc/hosts.deny file, 188, 420–421
/etc/hosts.lpd file, 188, 270, 279
/etc/inetd.conf file, 188, 458–460, 551
/etc/inetd.d/telnet file, 551
/etc/inittab file, 97–98, 188, 190
/etc/lilo.conf file, 188, 213–214
/etc/lpd.perms file, 279–281
/etc/mail/access file, 516–517
/etc/mail/local-host-names file, 515
/etc/mail/sendmail.cf file, 513–518
/etc/mail/sendmail.mc file, 513, 515
/etc/modules.conf file, 18–20, 189, 385
/etc/modutils directory, 18
/etc/modutilsnamed.conf file, 580–582, 588
/etc/ntp.conf file, 589
/etc/passwd file, 80–81, 189
/etc/postfix/main.cf file, 518–519
/etc/printcap file, 153, 189, 270–273, 275, 279
/etc/procmailrc file, 532
/etc/resolv.conf file, 393, 402
/etc/samba directory, 189, 500
/etc/sane.d/dll.conf file, 69
/etc/services file, 189, 566
/etc/ssh directory, 189–190
/etc/ssh/sshd_config file, 546–548, 568
/etc/sysconfig/network/ifcfg-eth0 file, 392
/etc/termcap file, 107–108
/etc/tripwire file, 434
/etc/vnc.conf file, 563
/etc/x11/fs/config file, 331

/etc/X11/gdm file, 558
/etc/X11/gdm/Sessions directory, 559
/etc/X11/xdm/Xaccess file, 557
/etc/X11/xdm/xdm-config file, 557
/etc/xinetd.conf file, 189, 422
Ethernet cards, 384
Evolution program, 131, 145, 177
exchanging data

file format compatibility in, 220–223
filesystem selections for, 215–217
Linux filesystems in other OSs, 219–220
with non-Linux filesystems, 217–219

Executable File Formats menu, 308
execute permission, 103
Executor emulator, 225
exim.conf file, 522–524
exim server, 512, 522

hostname configuration in, 522
incoming mail in, 522–523
relay configuration for, 523–524

expanded font servers, 149
Explore2fs filesystem, 220
Explorer-style views, 136
export command, 86
exportfs command, 496
exports, 494–497, 599
exports file, 188, 494–496
ext2 (Second Extended) filesystem, 607

converting to ext3fs, 256–257
for removable media, 45
resizing, 258
for shared data, 216, 219
space consumption in, 253

ext3 (Third Extended) filesystem, 609
converting ext2fs to, 256–257
journaling in, 251
portability of, 250
resizing, 258
space consumption in, 253

extended partitions, 204
external firewalls, 376
external programs

in Procmail recipes, 533
shell scripts for, 88–89

external removable media, 42
external time sources, 589–593
Eye of GNOME program, 145
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F
F-Prot Antivirus for Linux program, 441
fake login screens, 362–363
false command, 89
false positives, 529
false tickers, 592
families, font, 327
Fast File System (FFS), 216, 599
FAT (File Allocation Table), 45, 215–217, 599
fbdev driver, 338
fdformat command, 99
fdisk utility, 261, 356
fetchall option, 540
fetchmail program, 180, 537–538, 537

account configuration in, 539–540
configuration file for, 540–542, 541
global options for, 538
running automatically, 542–543

.fetchmailrc file, 538–542
FFS (Fast File System), 216, 599
File Allocation Table (FAT), 45, 215–217, 599
file managers, 113, 135–137, 599
File Roller program, 131
file servers, 487

FTP, 488–492
NFS, 492–497, 493
Samba. See Samba servers
security concerns in, 506–507
summary, 507

file shares, 500, 503–505
File Systems menu, 311
File Transfer Protocol. See FTP (File Transfer Protocol)
filenames

in file recovery, 267
in ISO-9660, 52
in partition modifications, 206–207
in Procmail recipes, 533
in URIs, 470

FileRunner file manager, 137
files, 249

associations for, 118–120, 119, 127, 127
copying, 100–101
deleting, 102
format compatibility of, 220–223
linking, 101–102
ownership of, 102–103
permissions for, 103–105

recovering, 264–267
renaming and moving, 102
serving. See file servers
summary, 268
text mode tools for, 99–105
unusual, 431–432
in XF86config, 322

filesystems, 249, 599
for chroot jails, 426
corrupted, 262–264
disk check times in, 250–252
in fstab, 47–48
maximum number of files in, 253
optimizing. See optimizing
portability of, 250
in proc, 26
for removable media, 44–45
securing, 253–254
selecting, 249–250
for space consumption, 252–253
summary, 268
text mode tools for, 98–99
for throughput, 252

filesystems file, 26
filled filesystems, 431
fills in gimp, 166
filters

in gimp, 168–169
Procmail, 532–535
for spam, 530
for web content, 174–175, 175

find command, 89, 211
FIPS (First Interactive Nondestructive Partitions Splitting)

program, 207
firewalls, 376, 410, 599

iptables for. See iptables program
Linux, 411–412
for remote access logins, 555
for server access, 409

Firewire (IEEE-1394) interface, 32, 309
First Interactive Nondestructive Partitions Splitting (FIPS)

program, 207
fixed addresses in DHCP, 577–580
flaky routers, 399–401, 401
flattening images, 168
flipping photos, 163
floating-point units (FPUs), 313, 603
floating selections, 168
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floppy disks, emergency, 356–357
Font Preferences utility, 335
fontconfig utility, 108
fonts, 325, 599

adding, 150–151
console, 108–111
directories for, 328–329
Ghostscript, 151–152
implementations of, 325–327, 326
issues in, 149–150
in office tools, 148
paths for, 329–330
servers for, 149, 330–331, 599
smoothing, 331–335, 335–336, 599
third-party, 327–328
for web browsers, 171–172, 172

fonts.conf file, 333–334
fonts.dir file, 328
fonts directory, 333
fonts file, 328
fonts.scale file, 328
Fonts tool, 334
for loops, 94–95
force user option, 504
forcecr option, 540
forking processes, 285, 599
formatting, 599
forms, web, 474
.forward file, 532
forward first option, 582
forwarders option, 581
ForwardX11 option, 548
4Front sound drivers, 21
419 scams, 529, 595
FPUs (floating-point units), 313, 603
fragmentation, 254, 257
frame buffers, 338, 600
free command, 106
Free Software Foundation (FSF), 599
FreeBSD, 220
freehand drawing, 166
FreeType library, 332
frequency scaling, 9
fsck utility, 251. 257, 262–264
FSF (Free Software Foundation), 599
fstab file, 47–48, 188, 217
FTP (File Transfer Protocol), 488, 599

security in, 507

servers for, 488–489
ProFTPd, 488–491
vsftpd, 491–492

speed reports in, 396
ftp_username option, 492
ftpd_banner option, 491
full backups, 352–353
full-screen remote access sessions, 555
Fusion MPT Device Support menu, 309
fvwm window manager, 134
fvwm95 window manager, 134

G
Galeon program, 131, 145, 170
games, 124, 131
gateways, 394, 600
GCC (GNU Compiler Collection), 7
GDM (GNOME Display Manager), 555, 558–559, 559
gdm file, 558
gdmsetup command, 558
gEdit program, 131
General Setup menu, 308
generic filters, 169
Gentoo file manager, 137
get-lease-hostnames parameter, 575
getty programs, 98
GFax program, 144
Ghostscript program, 600

drivers for, 274–277, 274
font management in, 151–152
output in, 273–274

gid option, 218
GIDs (group IDs), 497
gimp (GNU Image Manipulation Program), 131, 145, 164

filters in, 168–169
launching, 164–165, 165
layers in, 167–168
loading images, 165–166
painting with, 166–167
saving images in, 169–170

GIMP-Print drivers, 277
GLAME (GNU/Linux Audio Mechanics) tool, 157, 157
glass effects filters, 169
global options

in fetchmail, 538
in smb.conf, 500–503
in xf86config, 322–323
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GNOME (GNU Network Object Model Environment),
114–115, 124

applications in, 131–132
features in, 124–126, 125
file management in, 126
MIME type mappings in, 127, 127
mouse and keyboards in, 129–130, 130
panels in, 127–128, 128
smoothed fonts in, 335, 336
themes in, 128–129, 129

GNOME Control Center, 131
GNOME Display Manager (GDM), 555, 558–559, 559
GNOME Office, 131, 143–145, 144
GNOME PPP program, 131
GNOME RPM tool, 237, 237
GNOME Sound Recorder, 156–157
GNOME System Monitor, 293–294, 294
gnome-system-monitor command, 293–294, 294
GNOME Terminal program, 131
GNOME Toaster program, 49
GNU (GNU’s not Unix), 600
GNU Cash program, 144
GNU Compiler Collection (GCC), 7
GNU Image Manipulation Program. See gimp (GNU Image

Manipulation Program)
GNU/Linux Audio Mechanics (GLAME) tool, 157, 157
GNU Network Object Model Environment. See GNOME

(GNU Network Object Model Environment)
GNU Parted program, 207, 258–260
Gnumeric program, 144
GOCR program, 73
gpg utility, 302
gPhoto package, 161–164, 163–164
gphoto2 package, 161
gradients, 166
Grand Unified Boot Loader (GRUB), 16, 209–213, 600
graphics

converting to text, 72–73
in cross-platform compatibility, 221

Graphics Support menu, 311
grep utility, 89, 266
Grip program, 159
Group directive

in Apache, 468
in ProFTPd, 490

group file, 188
group IDs (GIDs), 497

groups
for Apache servers, 468–469, 469
in inetd.conf, 460

GRUB (Grand Unified Boot Loader), 16, 209–213, 600
gtkam package, 161
GToaster program, 49
GUI tools

for processes, 293–294, 294, 299
recording programs, 155
for remote access, 552–555

tunneling through SSH, 567–569
VNC links to XDMCP, 565–567, 568
VNC logins, 561–565, 561, 563, 565
X via XDMCP servers, 555–561

for RPMs, 237–238, 237
sound editors, 156–157, 157

H
hackers, 361, 600
hard links, 101
hardware

addresses for, 387, 577
drivers for. See drivers
identifying, 13–15, 14
in /proc filesystem, 27
for removable media, 44

HCDs (host controller drivers), 56
hdparm utility, 36–39
<HEAD> tag, 483
heads, 40, 40, 600
here option, 540
HFS (Hierarchical File System)

for cross-platform CD-Rs, 53
for removable media, 45
for shared data, 216

HFS Utilities, 46–47
hide option, 495
hiding servers, 376–377
hierarchy in NTP, 589–592, 590
high-level formatting, 99, 600
high-memory support, 9, 313
hinting for fonts, 327
history, command, 82
host_accept_relay option, 523
host command, 402
host controller drivers (HCDs), 56
host restrictions, 423
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hostname command, 106
hostname file, 188, 392
hostnames, 600

configuring
in exim, 522
in postfix, 518–519
in sendmail, 514–515

DNS servers for. See DNS (Domain Name System)
in etc/exports, 494
in TCP/IP, 387
in TCP Wrappers, 420–421
in URIs, 470

hosts file, 188, 393
hosts.allow file, 188, 420–421
hosts allow option, 501
hosts.deny file, 188, 420–421
hosts deny option, 501
hosts.equiv file, 188
hosts.lpd file, 188, 270, 279
HPFS filesystem, 216
.htaccess file, 475
HTML (Hypertext Markup Language), 600

attachments in, 179
editors for, 481–483, 482
validation tests in, 484

<HTML> tag, 483
HTTP (Hypertext Transfer Protocol), 465, 600
httpd.conf file, 467
httpd directory, 188
hubs, 386
Hypertext Markup Language. See HTML (Hypertext Markup

Language)
Hypertext Transfer Protocol (HTTP), 465, 600

I
I/O ports in proc, 25
I2O Device Support menu, 310
IA-32 CPU, 4, 601
IA-64 CPU, 4, 601
IceWM window manager, 134
icons

desktop, 116, 125
in GNOME themes, 129

ide directory, 26
identification

in automatic configurations, 184, 185
hardware, 13–15, 14

IEEE-1394 (Firewire) interface, 32, 309
if keyword, 92–93
ifcfg-eth0 file, 392
ifconfig command, 394, 397, 578
images

custom video modes for, 340
gimp. See gimp (GNU Image Manipulation Program)

IMAP (Internet Message Access Protocol), 458, 510, 601
vs. POP, 524–527
UW IMAP for, 527–529, 528

imap package, 528
impersonating Sysadmins, 362
Impress program, 141
in-application font handling, 149
incoming mail

in exim, 522–523
in postfix, 520
in sendmail, 515
setting up servers for, 179

incoming spam, 529–530
blackhole lists for, 530–532
Procmail filters in for, 532–535
techniques against, 529–530

incompatibility in DHCP, 389
incremental backups, 352–355
inet_interfaces option, 520
inetd.conf file, 188, 458–460, 551
inetd program, 376, 457–459
init.d directory, 188
inittab file, 97–98, 188, 190
inodes, 253, 256, 600
Input Device Support menu, 310
input redirection, 83–84
insecure option, 495
insmod command, 17–19
install action, 241
installation

best order in, 208–209
DHCP, 573–574, 573
kernels, 316–320
packages, 235–236
partition schemes in, 204–205
Samba packages, 498–500, 499–500
time servers, 589
UW IMAP server, 527–529, 528

installed software, checking, 373–374, 374
instances option, 460
integrating scanners, 72
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integrity
of kernels, 302
of packages, 237
of system, 427–429

Intel Architecture 32, 4, 601
Intel Architecture 64, 4, 601
interfaces

in fetchmail, 539
for removable media, 42
xinetd for, 423

internal removable media, 42
Internet Explorer, 171
Internet Message Access Protocol (IMAP), 458, 510, 601

vs. POP, 524–527
UW IMAP for, 527–529, 528

Internet Printing Protocol (IPP), 272, 601
Internet Protocol (IP), 601
interpreted programs, 601
interpreters, 87, 601
interrupts (IRQs)

for printing, 60–61
in proc, 25

interrupts file, 25
interval option, 539
intruder detection, 429

breaches, 441–443
root kit, 441
summary, 443
suspicious events, 429–432
Tripwire for. See Tripwire tool

invitations in VNC, 564
ioports file, 25
IP (Internet Protocol), 601
IP addresses, 386–387, 387, 601

DHCP for. See DHCP (Dynamic Host Configuration
Protocol)

in etc/exports, 494
firewalls for. See firewalls
IP4 vs. IP6, 387, 601
TCP wrappers for, 419–422

IPP (Internet Printing Protocol), 272, 601
iptables program, 410–412

configuration of, 413–414, 417–419
default policies in, 414–415
operation of, 412–413, 413
working with, 416–417

IrDA (Infrared) Support menu, 310
IRIX filesystem, 250

IRQs (interrupts)
for printing, 60–61
in proc, 25

is option, 540
ISA bus, 601
ISDN Subsystem menu, 310
ISO-9660 filesystem, 44, 52, 601
italic fonts, 327

J
jails, 410, 424–425

directories for, 425–427
running programs in, 427–428

Java risks, 173
JavaScript risks, 173, 173
JFS (Journaled File System) and journaling, 251–252,

601–602
limitations of, 264
options for, 255
portability of, 250
for removable media, 45
resizing, 259

jobs utility, 293
Joliet filesystem, 45, 52
journals, 601
junk mail (spam), 608

incoming, 529–535
outgoing, 535–536

K
K Desktop Environment. See KDE (K Desktop Environment)
K Menu Editor, 120, 121
K3B program, 49
kappfinder program, 120
Karbon14 program, 143
kbdrate program, 63–64
KChart program, 143
kcontrol command, 334
kcore file, 25
KDE (K Desktop Environment), 114–115

applications in, 124
features in, 116–118
Kicker in, 120–121
managing files in, 118
MIME type mappings in, 118–120, 119
mouse and keyboards in, 123, 123
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smoothed fonts in, 334, 335
themes in, 121–122, 122
VNC options for, 563–564, 563

kde-config file, 557
KDE Control Center, 123–124
KDE System Guard, 294
KDM (KDE Display Manager), 555, 557–558
KEdit program, 124
keep option, 540
KerberosAuthentication option, 548
kernel-based Web servers, 466
Kernel Hacking menu, 311
kernel module loader option, 18
kernels, 602

CPUs options in, 8–9, 8, 312–314
custom. See custom kernels
hardware drivers in, 16–17
obtaining, 301–303
in proc, 25
for text resolution, 109

key codes, 62, 62
keyboards, 62

in GNOME, 129–130, 130
in KDE, 123, 123
operation of, 62–63, 62
in text mode, 63–64
USB, 65
in X, 64–65
in XF86config, 324

keys, encryption, 174, 479, 602
Kicker, 116, 120–121
kill program, 286, 297–299, 377
killall program, 299, 377
killing processes, 297–299
Kivio program, 143
KMail program, 124, 177
Knetfilter tool, 412
KOffice programs, 124, 142–143, 142
Konqueror file manager, 116, 118, 137, 170
Konsole program, 124
Kooka program, 70
KPaint program, 124
kpm command, 294
KPPP program, 124
KPresenter program, 143
Krita program, 143
ksmp3play program, 159
KSpread program, 143

ksysguard command, 294
ksysv tool, 454–455, 455
Kugar program, 143
KWord program, 143, 151
kWrite program, 124

L
lame program, 158
latency, 395, 398–399, 602
LaTeX program, 145–147, 146
launchers in GNOME, 126
launching

external programs, 88–89
gimp, 164–165, 165

layers in gimp, 167–168
LBA (logical block addressing) mode, 40, 602
leases in DHCP, 388–389
leveraging break-ins, 364
Library Runtimes menu, 312
light effects filters, 169
LILO (Linux Loader), 16–17, 209–210, 213–215, 602
lilo.conf file, 188, 213–214
Lindows emulator, 227
Line Printer Demon (LPD), 602
link types, network latency from, 398
linking files, 101–102
linux directory, 16
Linux Loader (LILO), 16–17, 209–210, 213–215, 602
Linuxconf tool, 190
listen option

in SSL, 480
in vsftpd, 491

listen-on option, 581
ListenAddress option, 547
little-endian data representation, 6
load averages, 430, 602
load printers option, 501
Loadable Module Support menu, 308
loading

hardware drivers as modules, 17–20
images, 165–166

loadkeys program, 63–64
LOADLIN boot loader, 209–210
LoadModule directive, 480
loads, network latency from, 398
local domains for DNS servers, 582–588
local_domains option, 522–523
local_domains_include_host option, 523

KDE-CONFIG FILE • LOCAL_DOMAINS_INCLUDE_HOST OPTION626

4226indx.qxd  6/4/03  2:10 AM  Page 626



local_domains_include_host_literals option, 523
local_enable option, 492
local firewalls, 376
local-host-names file, 515
local network activity tools, 374–375
local servers, 405–406
local startup scripts, 461

in Debian, 191
in Mandrake, 193
in manual configurations, 198–199
in Red Hat, 194
for shutting down servers, 377
in Slackware, 195
in SuSE, 197

log directories for chroot jails, 426
log entries, suspicious, 431
log-on_access option, 460
log-on_failure option, 460
log_type option, 460–461
logfile option, 538
logical block addressing (LBA) mode, 40, 602
login configuration files, 85
logrotate.conf file, 188
logrotate.d directory, 188
lokkit tool, 411
long ISO-9660 filenames, 52
loop option, 218
loopback interface traffic, 418
loops in shell scripts, 94–96
lossy compression schemes, 157, 602
low-level formats, 99, 602
LPD (Line Printer Demon), 602
lpd.perms file, 279–281
LPRng printing system, 269, 271–272, 279–281
ls command, 111
lsof command, 106, 293
LTOOLS, 219–220
Lynx Web browser, 170–171
LyX program, 147

M
m4 macro language, 513
MAC (Media Access Control) addresses, 387, 577–579,

578–579, 602
Mac-on-Linux emulator, 147
machine check exceptions, 8
machine environment emulators, 225–226
Macintosh printers, working with, 283–284, 284

mail. See e-mail
Mail Abuse Prevention System (MAPS), 536
mail directory, 526
mail exchanger (MX) records, 511, 586, 603
mail server pattern matches, 530–531
mail servers, 511–512

in Debian, 191
local, 405
in Mandrake, 193
in Red Hat, 194
in Slackware, 195
in SuSE, 197

mailing lists, 379
main.cf file, 518–519
make command, 317
make clean command, 316–317
make config command, 304
make dep command, 316–317
make menuconfig command, 304, 305
make modules command, 318
make oldconfig command, 307
make xconfig command, 304, 305, 306
makemap command, 517
Mandrake Control Center, 192
Mandrake distribution

automatic setup mechanisms in, 192–193, 192
console fonts in, 108
DHCP clients in, 390
keymap configuration files in, 63
local startup scripts in, 198, 461
printing systems for, 270
quirks in, 132
Samba packages in, 498
XDMCP servers for, 556

Mandrake Security (msec), 187
MandrakeUpdate tool, 237
manual configurations, 197

bypassing configuration files in, 201
local startup scripts for, 198–199
modifying configuration files in, 199
scripts vs. configuration files in, 197–198
SysV startup scripts for, 199–201
user-specific configurations, 201–202

manufacturers, video drivers for, 12
mapping

display and printer fonts, 149
MIME types, 119–120, 119, 127, 127
queues to printer lists, 153, 153
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MAPS (Mail Abuse Prevention System), 536
masquerade_classes option, 519
masquerade_domains option, 519
masquerade_exceptions option, 519
Master Boot Records (MBRs), 208, 602
master browser computers, 502
math coprocessors, 313, 603
Math Emulation option, 313
math emulation support, 9
max-lease-time parameter, 575
max_load option, 460
maximum number of files in filesystems, 253
maximum transfer unit (MTU) size, 403
mbox format, 526
MBRs (Master Boot Records), 208, 602
media

for backups, 345–349
removable. See removable media

Media Access Control (MAC) addresses, 387, 577–579,
578–579, 602

meminfo file, 25
memory

for drivers, 314
in proc, 25
in server startup decisions, 462
for super servers, 456
for video cards, 10

Memory Technology Devices menu, 308
Memory Type Range Register (MTRR) support, 9, 313
menu.lst file, 212–213
menus in GNOME, 125
merging layers, 168
Mesa package, 12, 339
Mi/X server, 554
middleware, 74
MIME (Multipurpose Internet Mail Extension) types,

119–120, 119, 127, 127, 603
mime.types file, 468
min-lease-time parameter, 575
mingetty program, 98
minimum-privilege users, running servers as, 410
Minix filesystem, 45
MIPS CPU, 4
miscellaneous servers, 571

DHCP. See DHCP (Dynamic Host Configuration
Protocol)

DNS. See DNS (Domain Name System)
summary, 594

time, 588–593, 590
misses in spam filters, 529
mixers, 20, 21, 603
mkdir command, 105
mkfontdir program, 329
mkfontscale program, 329
mkfs utility, 99
mkisofs command, 52–53
mksmbpasswd.sh file, 502–503
mod_ssl library, 479
modelines, 341–344, 344
Modes section in XF86config, 323
modified files, detecting, 432–433
modprobe command, 17–19
Module section in XF86config, 322
modules, 603

building, 318
in Debian, 191
loading hardware drivers as, 17–20
in proc, 25

modules.conf file, 18–20, 189, 315, 385
modutils directory, 18
modutilsnamed.conf file, 580–582, 588
MoL emulator, 226
monitor option, 539
monitors

custom video modes for, 339–344, 342, 344
in gimp, 165
in XF86config, 324

monocultures, 465–466
mount command, 98
mount points, 47, 98, 603
mounting, 603

NFS exports, 496–497
removable disks, 98

mouse, 66
configuring, 66
extra buttons on, 67–68
in GNOME, 129–130, 130
in KDE, 123, 123
two-button, 66–67
wheel mouse, 67
in XF86config, 324

moving
files, 102
layers, 168
Panel items, 128

Mozilla web browser, 171
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MP3 files, 157–159
mp3blaster program, 160
mp3enc program, 158
mtab file, 189
mtools package, 46
MTRR (Memory Type Range Register) support, 9, 313
MTU (maximum transfer unit) size, 403
Multi-Device Support menu, 309
Multibrowser viewing tests, 484–485
multihomed network cards, 393–395
Multimedia Devices menu, 310
multimedia player, 159–160, 160
multiple jails, 424
multiple OSs

boot loaders for, 209–215
emulators for, 223–226, 225
exchanging data in. See exchanging data
installation tricks and traps, 203

best order, 208–209
partition modifications, 206–208, 208
partition schemes, 204–205

summary, 229
multiple outputs for video cards, 10
multiple print queues, 277–278
multiple programs in virtual terminals, 97–98
multiple X servers, 12
Multipurpose Internet Mail Extension (MIME) types,

119–120, 119, 127, 127, 603
multitasking, 30
multiwindow views, 135
Mutt program, 177
mv command, 102
mwm window manager, 134
MX (mail exchanger) records, 511, 586, 603
mydestination option, 520–521
mydomain option, 519
myhostname option, 519
mynetworks option, 520
mynetworks_style option, 520
myorigin option, 519

N
name server (NS) records, 586
named.conf file, 189, 580–582, 588
names

domain, 584
for SysV startup scripts, 447–449

NAT (Network Address Translation), 603
Nautilus file manager, 125–126, 137
Nessus network scanner, 375
nesting block actions in recipes, 533
net directory, 25
NET TIME command, 593
Netatalk package, 283
netbios name option, 501
netbios-name-servers parameter, 576
netbios-node-type parameter, 576
Netscape, 171, 178
netstat utility, 293, 374–375
network access, 407

firewalls for. See firewalls
jails for, 424–427
limiting outside server access, 409
limiting server access to system, 410
passwords for, 408
running necessary servers only, 407–408
summary, 428
TCP wrappers for, 419–422
up-to-date servers for, 408
xinetd restrictions, 422–424

Network Address Translation (NAT), 603
network cards, 383

recognizing, 385
selecting, 384–385
speed of, 385–386

network configuration, 383
in Debian, 191
DHCP. See DHCP (Dynamic Host Configuration

Protocol)
in Mandrake, 193
network cards, 383–386
performance

optimizing, 402–406
testing, 395–402, 401

in Red Hat, 194
in Slackware, 195
static IP addresses in, 391–395, 392
summary, 406
in SuSE, 197
TCP/IP basics, 386

Network Device Support menu, 310
Network File System (NFS), 492–493, 603

exports in, 494–497
kernel and package options for, 493–494, 493
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network interface cards (NICs), 383
recognizing, 385
selecting, 384–385
speed of, 385–386

network masks, 386–387, 387, 603
network stacks, 386, 603
Network Time Protocol (NTP), 588–589, 603

clients for, 593
stratum hierarchy in, 589–592, 590
testing operations of, 592–593

Networking Support menu, 310
networks

access to. See network access
configuring. See network configuration
DHCP for, 574–576
with openoffice.org, 142
password interception on, 364–365
in proc, 25
scanning, 73–75
sharing printers on, 278–284, 284
sniffing, 366, 375–376
suspicious traffic on, 430

news servers, 405–406
newsgroups, 379
NFS (Network File System), 492–493, 603

exports in, 494–497
kernel and package options for, 493–494, 493

nfs-utils package, 493
nice option, 460
nice program, 294–296
NICs (network interface cards), 383

recognizing, 385
selecting, 384–385
speed of, 385–386

NIS netgroups, 421, 494
Nmap network scanner, 375–376
no_all_squash option, 495
no bouncemail option, 538
no_root_squash option, 495
noauto option, 218
nohide option, 495
noise filters, 169
non-kernel drivers for USB devices, 57
non-login configuration files, 85
non-USB support devices, 57
nonnative packages, 463
nopriv_user option, 492
normal font styles, 327

Northern Captain file manager, 137
nouser option, 218
nousers option, 218
NS (name server) records, 586
nt acl support option, 504
NTFS filesystem, 216
NTP (Network Time Protocol), 588–589, 603

clients for, 593
stratum hierarchy in, 589–592, 590
testing operations of, 592–593

ntp.conf file, 589
ntpdate command, 593
ntpq program, 592–593
ntsysv utility, 452–453, 453
numbers in passwords, 370
nupop server, 526

O
object code, 87, 604
OCR (optical character recognition), 72–73
OCR Shop package, 73
odd system behavior, 429–431
office productivity, 139

emulators, 147–148
fonts, 148–152
GNOME office, 143–145, 144
KOffice, 142–143, 142
LaTeX program, 145–147, 146
openoffice.org, 140–142, 140
printers, 152–154, 153
selecting tools for, 139–140
summary, 154

oftpd FTPD server, 489
Ogg Vorbis files, 157–159, 159
oggenc program, 158
OHCD (Open Host Controller Interface), 56
OK option, 517
Old CD-ROM Drivers menu, 309
one-way hashes, 365
1024-cylinder boundary, 204
Online Update tool, 247, 247
opacities in gimp, 168
Open Host Controller Interface (OHCD), 56
open relays, 530, 604
Open Sound System (OSS), 21, 604
open source software, 604
openoffice.org program, 140–142, 140
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OpenSSH logins, 546
OpenSSL library, 479
Opera web browser, 171
optical backup media, 348–349
optical character recognition (OCR), 72–73
optimizing

disk performance, 29
ATA and SCSI, 29–32
burning CD-Rs. See burning CD-Rs
controllers and host adapters, 32–35
partitions, 39–41, 40
removable media. See removable media
summary, 53
testing and optimizing, 35–39

filesystems, 254
converting ext2fs to ext3fs, 256–257
creating, 254–256
defragmenting disks, 257
resizing, 257–262

kernel performance, 312
CPU options, 312–314
removing drivers, 314–315
tuning drivers, 315–316, 315

network performance, 402
local servers, 405–406
MTU size in, 403
send and receive window sizes, 403–405

system architecture
CPUs. See CPUs (central processing units)
hardware drivers. See drivers
/proc filesystem, 24–27
sound, 20–24, 21
summary, 27
video performance, 9–12

X configuration, 321
card-specific optimizations, 336–339, 337
custom video modes, 339–344, 342, 344
font appearance. See fonts
summary, 344
XF86config for, 322–325, 323

option parameters in DHCP, 575–576
Options directive, 475
options in automatic configurations, 186, 186
options line in modules.conf, 19
order of layers, 168
orphan processes, 286–287, 604
OS Loader boot loader, 210
OSs, multiple. See multiple OSs

OSS (Open Sound System), 21, 604
outgoing mail servers, 179
outgoing spam, 535–536
outline fonts, 148, 326, 604
output redirection, 83–84
overriding

configuration files, 201
dependency complaints, 236

overzealous configuration tools, 186–187
ownership of files, 102–103

P
<P> tag, 484
Package Management tool, 237
packages, 231, 604

automating upgrades, 244–247, 246–247
basic management features in, 231–232
converting formats of, 241–244
Debian, 239–241, 242
RPMs for. See RPMs
summary, 247

packet-filter firewalls, 409, 411, 604
Packet Socket feature, 573
pager tool, 117, 126, 604
painting, 166–167
pam.d directory, 189
Panels

in GNOME, 125, 127–128, 128
in KDE, 116

pap program, 283–284, 284
.paprc file, 284
papstatus program, 283
Parallel Port Support menu, 308
parallel ports, 60–61, 604
parent PIDs (PPIDs), 286
parent processes, 285–286, 286, 604
Parted command, 258–260
partial mail retrieval options, 525
PartitionMagic program, 207–208, 208, 258
partitions

for multiple OSs, 204–208, 208
optimizing, 39–41, 40
in proc, 26
resizing, 261

passphrases in Tripwire, 437
passwd command, 370–371
passwd file, 80–81, 189
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passwords
bases for

modifying, 370–371, 371
selecting, 369–370

BIOS, 368
cracking, 364–365, 372
in e-mail, 527
in fetchmail, 540
in FTP, 488
protecting, 371–372
selecting, 368
on servers, 408
for SSH, 550
in VCN, 562

patches, 301, 604
path MTU discovery, 403
paths

for fonts, 329–330
for Samba file shares, 504

PC Cards, 604
PCI bus, 604
PCL (Printer Control Language), 276
PCMCIA (Personal Computer Memory Card International

Association), 605
pdksh (Public Domain Korn Shell), 80
pdnsd DNS server, 580
per_source option, 460
performance

optimizing. See optimizing
of web servers, 465–467

peripherals, 55, 56
keyboards. See keyboards
mouse. See mouse
parallel ports for, 60–61
RS-232 devices, 58–60
scanners. See scanners
summary, 75
USB devices, 55–58, 58

permissions, 103–105, 267
PermitRootLogin option, 547
persistent changes, scripts for, 450
Personal Computer Memory Card International Association

(PCMCIA), 605
.pfa file format, 326
PfaEdit utility, 328
.pfb file format, 326
.pfm file format, 326
photos. See digital camera tools

physical access, security for, 367–368
physical addresses for network cards, 387, 577
PID groups, 297
pidof command, 89
PIDs (process IDs), 286, 605
Pine program, 178, 524
ping-check parameter, 575
ping command, 399
PIO (programmed input/output) mode, 37, 605
pipes, 84, 605
platters, 40, 40
Plex86 emulator, 226
Plug and Play Support menu, 308
Point-to-Point Protocol (PPP), 59
pointer (PTR) records, 586
policies

in iptables, 414–415
in Tripwire, 433–436, 439

poll option, 539–541
POP (Post Office Protocol), 510, 605

vs. IMAP, 524–527
UW IMAP for, 527–529, 528

pop-up ads, 173, 605
popa3d server, 526
portability of filesystems, 250
ports, 605

for printing, 60–61
for Telnet, 552

post-install line, 19
Post Office Protocol (POP), 510, 605

vs. IMAP, 524–527
UW IMAP for, 527–529, 528

post-server pattern matches, 530
postfix server, 512, 518

hostname configuration in, 518–519
incoming mail in, 520
relay configuration for, 520–521

postmaster option, 538
Power Management Options menu, 308
power-saving options, 39
PowerPC CPU, 4, 605
ppd directory, 276
PPD files, 605
PPIDs (parent PIDs), 286
PPP (Point-to-Point Protocol), 59
ppp directory, 189
preceding attribute rules, 436
Preemptable Kernel option, 313
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primary boot loaders, 209
primary partitions, 204
print filters, 605
printcap file, 153, 189, 270–273, 275, 279
printcap name option, 501
Printer Control Language (PCL), 276
printer fonts, mapping, 149
printers, 152, 269

Ghostscript output, 273–278, 274
printing systems for, 269–273, 273
queues for

mapping to printer lists, 153, 153
multiple, 277–278

selecting, 153–154
sharing, 278–284, 284, 500, 505–506
summary, 284

printers.conf file, 276
printing option in smb.conf, 501
printing with interrupts, 60–61
priorities for processes, 294–297, 295
privacy. See also security

with attachments, 179
for web browsers, 172–176, 173, 175, 177

Privoxy proxy server, 174
/proc filesystem, 24

hardware in, 27
proc directory structure, 24–26

process groups, 297
process IDs (PIDs), 286, 605
processes, 605

GUI tools for, 293–294, 294
killing, 297–299
miscellaneous information for, 293
orphans and zombies, 286–287
parent/child relationships in, 285–286, 286
priorities for, 294–297, 295
ps options for, 287–291
summary, 300
suspicious, 430
termination tools for, 299–300
top for, 291–292, 291

Processor Family setting, 313
Processor Type and Features menu, 308
Procmail filters, 532–535
procmailrc file, 532
profile.d directory, 189
profile file, 189
Profiling Support menu, 311

proftpd.conf file, 489–491
ProFTPd server, 488–491
program crashes and behavior, suspicious, 430
programmed input/output (PIO) mode, 37, 605
prompts, 86–87
proprietary file formats, 222–223
protecting passwords, 371–372
protocol option

in fetchmail, 539
in SSH, 547

protocols
for e-mail, 510, 510
in URIs, 470

proxy servers, 174–175, 175, 405, 605
ps utility, 287–291
psf program, 284
pstree utility, 293
PTR (pointer) records, 586
PubkeyAuthentication option, 548
Public Domain Korn Shell (pdksh), 80
pull protocols, 605
pump client, 390–391
punctuation in passwords, 370
PureFTPd server, 489
push protocols, 605
pwd command, 105

Q
qmail server, 512
qmail-pop3d server, 526
QPopper server, 526
qualify_domain option, 522
Quanta editor, 482, 482
question marks (?) for wildcards, 100
queues

mapping to printer lists, 153, 153
multiple, 277–278

quit action, 241

R
RAM. See memory
RAM disks, 606
random access storage, 43, 606
range of devices in ATA vs. SCSI, 30
ranges for IP addresses, 577
rasterizers, 326–327, 606
Razor tool databases, 530
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rc.d directory, 189
read command, 89
read permission, 103
readers, e-mail, 177–178
rebuilding packages, 236, 238
rec program, 155–156
receive window size, 403–405
recipes, 530, 533–535
recognizing network cards, 385
recording sounds, 155–156
recover utility, 266
recovering

deleted files, 264–267
emergency restore procedures for, 355–359
from filesystem corruption, 262–264

red/green/blue (RGB) encoding system, 606
Red Hat distribution

automatic setup mechanisms in, 193–195, 194
console fonts in, 108
DHCP clients in, 390
keymap configuration files in, 63
local startup scripts in, 198, 461
printing systems for, 270
quirks in, 132
Samba packages in, 498
updating in, 246–247, 246
XDMCP servers for, 556

redhat-config-security-level tool, 411
redirect option, 461
redirection, input and output, 83–84
reduced instruction set computers (RISC), 6, 606
refresh rates, 110, 340
region operators in gimp, 166
registrars, domain, 584
ReiserFS filesystem, 606

journaling in, 251–252
portability of, 250
resizing, 258–259
space consumption in, 253

REJECT actions in iptables, 414–415
REJECT option in sendmail relays, 517
relay configurations

anti-relay, 536
in exim, 523–524
in postfix, 520–521
in sendmail, 516–518

relay_domains option, 520
RELAY option, 517

relayhosts option, 520
release kernels, 303
remote login access, 545

GUI, 552–555
tunneling through SSH, 567–569
VNC links to XDMCP, 565–567, 568
VNC logins, 561–565, 561, 563, 565
X via XDMCP servers, 555–561

security problems in, 569–570
for sharing printers, 278–282
SSH for, 546–551
summary, 570
Telnet for, 551–552
text-mode, 545

remote network scanners, 375–376
removable media, 42

for backups, 347–348
bootable, 357–358
configuring, 46–48
filesystems for, 44–45
Linux-compatible hardware, 44
need for, 42–43
tar with, 352

remove action in dselect, 241
removing

drivers, 314–315
packages, 235–236
unnecessary servers, 373–378, 374

renaming files, 102
render filters, 169
rendering engines, 170
renice program, 296–297
replacing sound hardware, 24
request response time in super servers, 456
RequireValidShell directive, 490
reserved blocks, 255
resize_reiserfs utility, 258–259
resize2fs utility, 258
resizing

filesystems, 257–262
partitions, 207–208, 208
photos, 163

resolution
custom video modes for, 340
in gimp, 165
of text, 109–111

resolv.conf file, 393, 402
restore directories, 267
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restoring Windows partitions, 207
retrieving photos, 162–163, 163
reverse lookups, 587–588
reversing order in passwords, 370
RGB (red/green/blue) encoding system, 606
RhostsAuthentication option, 547
rippers tool, 158
RISC (reduced instruction set computers), 6, 606
rlogin tool, 552
rm command, 102, 265
rmdir command, 105
rmmod command, 17
ro option

in NFS, 495
for non-Linux filesystems, 218

Rock Ridge filesystem, 45, 53
Roman font styles, 327
room access, securing, 367–368
root accounts, 606

access to, 365
passwords for, 369

root command, 212
root directories, 606
/root directory, 595
root kits, 441, 606
root servers, 582
root_squash option, 495
root windows, 561
rotating photos, 163
route command, 394, 405, 574
routers, 387, 606

broadband, 572
in DHCP, 576
flaky, 399–401, 401
network latency from, 398

ROX file manager, 137
Roxen servers, 466
rpc.nfsd server, 493
RPM (RPM Package Manager), 231, 606
rpm target, 317
rpm utility, 232–234, 440
rpmbuild utility, 238
RPMs, 232

GUI tools for, 237–238, 237
installing, upgrading, and removing packages, 235–236
investigating packages, 234–235
rebuilding packages, 238
rpm utility, 232–234

verifying package integrity, 237
RS-232 devices, 58–60, 606
RsaAuthentication option, 547
runlevels

in Debian, 191
in inittab, 190
in Mandrake, 192–193
in Red Hat, 194
in server startup decisions, 462
in Slackware, 195
in super servers, 456–457
in SuSE, 197
in SysV startup scripts, 447–450

running software, checking, 373–374, 374
rw option

in NFS, 495
for non-Linux filesystems, 218

S
saferm script, 265
samba directory, 189, 500
samba.d directory, 189
Samba servers, 497–498, 606

file shares for, 503–505
global options for, 500–503
installing packages for, 498–500, 499–500
printer shares for, 284, 505–506
with Windows XP, 503

Samba Web Administration Tool (SWAT), 185, 499, 499
SANE (Scanner Access Now Easy) package, 68, 607
sane-find-scanner command, 69
saned server, 74–75
sash (Stand Alone Shell), 80
saving

images, 169–170
photos, 162–163, 163

Sawfish window manager, 134
scan codes, 62, 62, 607
scanimage program, 69–70, 73–75
Scanner Access Now Easy (SANE) package, 68, 607
scanners, 68, 365–366

configuring, 68–70
integrating, 72
on networks, 73–75
for OCR, 72–73
remote, 375–376
scanning with, 70–72, 71
support for, 68
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schedules for incremental backups, 353–354
Screen section in XF86config, 324
scripts

CGI, 473–474
for DHCP, 391
local. See local startup scripts
shell. See shells and shell scripts
SysV. See SysV startup scripts
in VCN, 562–563, 562

ScriptsAlias directive, 475
SCSI (Small Computer System Interface), 29–32, 34–35,

347, 607
SCSI Device Support menu, 309
scsi directory, 26
Second Extended filesystem. See ext2 (Second Extended)

filesystem
secondary boot loaders, 209
sectors, 39, 40, 607
secure HTTP, 477
secure option in NFS, 495
Secure Shell. See SSH (Secure Shell)
Secure Sockets Layer (SSL)

in fetchmail, 540
in secure HTTP, 479–480
for web browsers, 173–174

secure web server content, 477, 478
Apache servers for, 479–481
certificates for, 479–480
need for, 477–478, 478

security
with attachments, 180
for file servers, 506–507
filesystem, 253–254
in inetd.conf, 461
intruder detection. See intruder detection
network access. See network access
for remote access logins, 554, 569–570
in server startup decisions, 462
in smb.conf, 501
in super servers, 457
system. See system security
for web browsers, 172–176, 173, 175, 177
web servers for, 465–467

Security Options menu, 311
sed command, 89
seeks, disk, 40
select action, 241

selections in gimp, 168
self-extracting archive files, 223
send window size, 403–405
sender_canonical_maps option, 519
sendmail.cf file, 513–518
sendmail.mc file, 513, 515
sendmail server, 511–512

configuration files for, 513–514
hostname configuration for, 514–515
incoming mail in, 515
relay configuration for, 516–518

sequential access, 43, 607
Serial Line Interface Protocol (SLIP), 59
server files for chroot jails, 425–426
Server Message Block (SMB), 283
Server Message Block/Common Internet File System

(SMB/CIFS), 185, 607
Server Side Includes (SSIs), 474
ServerFlags section in XF86config, 322
ServerLayout section in XF86config, 323
ServerName directive, 490
servers, 447, 607

DHCP. See DHCP (Dynamic Host Configuration
Protocol)

DNS. See DNS (Domain Name System)
for e-mail, 511–512
file. See file servers
font, 149, 330–331
FTP, 488–492
hiding, 376–377
local startup scripts for, 461
in network stacks, 386
outside access to, 409
passwords on, 408
removing, 373–378, 374
restrictions on, 409
shutting down, 377–378
small servers with super servers, 455–461
startup methods for, 462–463
summary, 463
super. See super servers
system access by, 410
SysV startup scripts for. See SysV startup scripts
time, 588–593, 590
uninstalling, 378
updating, 408
user IDs for, 456
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web. See web servers
in XF86config, 323–324, 323
in zone definitions, 583

ServerType directive, 490
services file, 189, 566
serving secure content, 477–481, 478
Sessions directory, 559
set group ID (SGID) bit, 105, 607
set user ID (SUID) bit, 105, 608
setfont utility, 108
setserial utility, 58–60
setup command, 212
SGID (set group ID) bit, 105, 607
shadow file, 189
sharing

files. See file servers
printers, 278–284, 284, 500, 505–506

shells and shell scripts, 79, 87, 607
case keyword in, 93–94
conditional expressions in, 90–92
customizing, 84–87
if keyword in, 92–93
key features of, 87–88
for launching external programs, 88–89
loops in, 94–96
selecting, 80–81
summary, 96
time-saving tricks for, 81–84
variables in, 90

Shorewall package, 411
shoulder surfing, 362
shutting down servers, 377–378
signals for processes, 297–298
Simple Mail Transfer Protocol (SMTP), 408, 510, 607
single-user installs in openoffice.org, 141
single-window views, 135
size

attachments, 179–180
MTUs, 403
send and receive windows, 403–405

Sketch program, 145
Slackware distribution

automatic setup mechanisms in, 195–196
console fonts in, 108
DHCP clients in, 390
keymap configuration files in, 63
local startup scripts in, 198, 461

printing systems for, 270
quirks in, 132
Samba packages in, 498
XDMCP servers for, 556

SLIP (Serial Line Interface Protocol), 59
Small Computer System Interface (SCSI), 29–32, 34–35,

347, 607
small servers, running with super servers, 455–461
SMB (Server Message Block), 283
SMB/CIFS (Server Message Block/Common Internet File

System), 185, 607
smb.conf file, 500–501
smb passwd file option, 501
smbprint script, 283
smbspool script, 283
smbtar script, 350
smoothing fonts, 331–335, 335–336
SMP (Symmetric Multi-Processing) support, 8, 313
SMTP (Simple Mail Transfer Protocol), 408, 510, 607
smtphost option, 540
sneakernet. See removable media
sniffers, 365–366
sniffing, 366
SOA (start of authority), 584–585
social engineering, 362–364, 608
Socket Filtering feature, 573
software

checking, 373–374, 374
updating, 378–380

software modems, 59
sort command, 89
sound and sound files, 20, 155

for cross-platform compatibility, 222
diagnosing and fixing problems, 20–21, 21
drivers for, 21–24
GUI sound editors, 156–157, 157
MP3 and Ogg Vorbis, 157–159
multimedia player, 159–160, 160
recording, 155–156

sound cards, 26
Sound menu, 311
source code, 87, 463, 608
Sourceforge search engine, 466
sources.list file, 24–245
space consumption by filesystems, 252–253
spam, 608

incoming, 529–535
outgoing, 535–536
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spare Linux installations, 359
spawning processes, 285, 608
speed

in ATA vs. SCSI, 31
of network cards, 385–386
of removable media, 42

spinning down disks, 39
SPPs (standard parallel ports), 60, 608
spreadsheet files for compatibility, 221
square brackets ([]) in shell scripts, 91
Squid proxy server, 175
SquidGuard proxy server, 175
SSH (Secure Shell), 607

clients in, 549–550
configuring, 546–548
for e-mail, 527
implementations of, 546
for remote logins, 545
tunneling through, 567–569

ssh client, 549
ssh command, 569
ssh directory, 189–190
ssh-keygen command, 550
SSH server traffic in iptables, 418–419
sshd_config file, 546–548, 568
SSIs (Server Side Includes), 474
SSL (Secure Sockets Layer), 607

in fetchmail, 540
in secure HTTP, 479–480
for web browsers, 173–174

SSLCACertificatePath directive, 481
sslcert option, 540
SSLCertificateFile directive, 481
SSLeay library, 479
SSLEnable directive, 481
sslkey option, 540
SSLRequireSSL directive, 481
stable kernels, 303
stable scanner support, 68
Stand Alone Shell (sash), 80
standard error (stderr) stream, 83–84, 608
standard input (stdin) stream, 83–84, 608
standard output (stdout) stream, 83–84, 608
standard parallel ports (SPPs), 60, 608
StarOffice program, 140–141
start of authority (SOA), 584–585
starting servers, SysV startup scripts for, 449–451

startup order for servers, 450–451
startup scripts

for DHCP, 391
local. See local startup scripts
SysV. See SysV startup scripts
in VCN, 562–563, 562

stat command, 106
stateful inspection, 411
static IP addresses, 391–395, 392, 577–580
statistical spam filters, 530, 608
stderr (standard error) stream, 83–84, 608
stdin (standard input) stream, 83–84, 608
stdout (standard output) stream, 83–84, 608
sticky bit, 105, 608
STonX emulator, 225
stop points in Tripwire, 434
stopping servers, SysV startup scripts for, 449–451
storing passwords, 372
Storm Package Manager, 241, 242
stratum hierarchy in NTP, 589–592, 590
styles, font, 327
Subarchitecture Type setting, 312
subnet command, 576
subnet masks, 386–387, 387, 575
SUID (set user ID) bit, 105, 608
Summit products, 338
Super DLT tape, 346
super servers

in Debian, 191
inetd for, 457–459
in Mandrake, 193
purpose of, 456–457
in Red Hat, 194
running small servers with, 455–461
for shutting down servers, 377
in Slackware, 195
in SuSE, 197
xinetd for, 459–461

support files for chroot jails, 425–426
SuSE distribution

automatic setup mechanisms in, 196–197
console fonts in, 108
DHCP clients in, 390
keymap configuration files in, 63
local startup scripts in, 198, 461
printing systems for, 270
quirks in, 132
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Samba packages in, 498
updating, 247, 247
XDMCP servers for, 556

SuSe Firewall2 package, 412
suspicious events, 429

notices and activities, 372
odd system behavior, 429–431
unusual files and file contents, 431–432
user complaints, 431–432

SVGATextMode program, 109
swap directory, 165
swap partitions, 41
swaps file, 25
SWAT (Samba Web Administration Tool), 185, 499, 499
Sweep tool, 157
switches for network card speed, 386
Sylpheed program, 178
symbolic links, 52, 101
Symmetric Multi-Processing (SMP) support, 8, 313
sync option, 495
synchronizing

clocks, 588–593, 590
disks, 110

Sysadmins, impersonating, 362
sysconfig directory, 189
syslog option, 538
system

integrity of, 437–439
server access to, 410
text mode tools for, 106–107

system architecture, optimizing. See optimizing
system calls emulators, 226–229, 229
System Commander boot loader, 211
system scans, 365–366
system security, 361

attacks on. See attacks, security
passwords for. See passwords
removing unnecessary servers, 373–378, 374
software updates for, 378–380
summary, 380

system startup procedures
in Debian, 191
in Mandrake, 192
in Red Hat, 193
in Slackware, 195
in SuSE, 196

system upgrades in APT, 245

SysV startup scripts, 447, 608
vs. configuration files, 197–198
in Debian, 191
distribution-specific tools for, 451–455
locations and names for, 190, 447–449
in Mandrake, 192
for manual configurations, 199–201
for processes, 299
in Red Hat, 194
for shutting down servers, 377
for starting and stopping servers, 449–451
in SuSE, 196

T
tables in iptables, 412
tags in HTML, 483–484
tails, file, 253
tape

for backups, 346–347
filesystems for, 44

tar tool
for emergency restores, 355–356
features of, 350–352
for file recovery, 267
for incremental backups, 354–355

tarball files, 608
task lists, 117, 126
TCP/IP (Transmission Control Protocol/Internet Protocol),

386–387, 609
TCP wrappers

for hiding servers, 376
operation of, 419–420
restricting access with, 420–422
for server access, 409

tcsh shell, 80
Telephony Support menu, 310
telnet file, 551
Telnet program, 609

for e-mail, 524
for remote logins, 545, 551–552

telnet-server package, 551
telnet-server-krb5 package, 551
temporal restrictions, xinetd for, 423
temporary changes, SysV startup scripts for, 449
temporary directories for chroot jails, 426
termcap file, 107–108
terminal codes, 62, 62
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terminals, 107–108, 609
termination in ATA vs. SCSI, 30
termination tools for processes, 299–300
terminfo file, 107–108
testing

disk performance, 35–39
emergency restore procedures, 359–360
network performance, 395

DNS problems, 401–402
flaky routers, 399–401, 401
latencies, 398–399
throughput, 396–398

NTP operations, 592–593
web pages, 484–485

text
converting graphics to, 72–73
for cross-platform compatibility, 221
in graphics, 166

text-based recording programs, 155
text mode, 97

color in, 111
console fonts in, 108–111
file manipulation tools in, 99–105
filesystem manipulation tools in, 98–99
keyboards in, 63–64
remote access in, 545

SSH for, 546–551
Telnet for, 551–552

resolution in, 109–111
summary, 111
system information tools in, 106–107
terminals in, 107–108
virtual terminals in, 97–98

Thavan tape, 346
themes

in GNOME, 128–129, 129
in KDE, 121–122, 122

Third Extended filesystem. See ext3 (Third Extended) filesys-
tem

third-party fonts, 327–328
threads, 609
3D acceleration, 10, 338–339
throughput, 609

filesystems for, 252
in network performance, 395
testing, 396–398

thttd servers, 466
tightvnc package, 562

tightvncserver package, 562
tile cache size, 165
time-saving shell tricks, 81–84
time servers, 588

external time sources for, 589–593
installing, 589

time-to-live (TTL) values, 584–586, 609
timeout periods, 400
<TITLE> tag, 483
TkDesk file manager, 137
to option, 540
Tom’s Hardware Guide, 6
Tom’s Root/Boot Disk tool, 357
toolame program, 158
top utility, 291–292, 291, 299
traceroute tool, 399–400
tracks, 39, 40, 609
transferring files. See file servers
translation tables, 53
Transmission Control Protocol/Internet Protocol (TCP/IP),

386–387, 609
Transport Security Initiative (TSI), 536
trash can utilities, 265–266
triple-pane views, 136
tripwire file, 434
Tripwire tool, 432

configuring, 433–437, 439–440, 440
for detecting modified files, 432–433
verifying system integrity with, 437–439

Trojan Horse programs, 362, 366
troubleshooting

DNS problems, 401–402
sound problems, 20–21, 21

true command, 89
TrueType fonts, 326–327, 331–332
trust relationships, 364
trusted hosts authentication model, 552
TSI (Transport Security Initiative), 536
.ttf file format, 326
TTL (time-to-live) values, 584–586, 609
ttmkfdir program, 328–329
tune2fs program, 256
tuning drivers, 315–316, 315
tunneling in SSH, 527, 609

remote logins, 567–569
VNC, 569
X, 568

TurboPrint package, 277
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twcfg.txt file, 434
twinstall.sh file, 434
twm window manager, 134
two-button mouse, 66–67
2D acceleration, 10
twpol.txt file, 434
twprint utility, 438–439
typ1inst program, 328

U
UART (universal asynchronous receiver/transmitter), 59, 609
UBE (unsolicited bulk e-mail), 609
UCE (unsolicited commercial e-mail), 609
UDF (Universal Disk Format), 44, 53
UFS (Unix File System), 216, 610
UHCD (Universal Host Controller Interface), 56
uid option, 218
UIDs (user IDs), 102, 287, 456, 497
uLinux tool, 357
umount command, 99
Uniform Resource Identifiers (URIs), 469–470, 609
Uniform Resource Locators (URLs), 610
uninstalling servers, 378
uninvited VNC connections, 564
uniq command, 89
unique passwords, 371–372
universal asynchronous receiver/transmitter (UART), 59, 609
Universal Disk Format (UDF), 44, 53
Universal Host Controller Interface (UHCD), 56
Universal Serial Bus (USB) interface, 32, 55–56, 610

drivers for, 56–57
keyboards, 65
working with, 57–58, 58

Unix File System (UFS), 216, 610
unix2dos utility, 221
unnecessary servers, removing, 373–378, 374
unsolicited bulk e-mail (UBE), 609
unsolicited commercial e-mail (UCE), 609
unsupported scanners, 68
untested scanner support, 68
until loops, 95–96
update action in dselect, 240
Update Agent, 246–247, 246
updating

servers, 408
software, 378–380
Tripwire databases, 439

upgrading
automating, 244–247, 246–247
controllers and host adapters, 32–33
packages, 235–236

uptime command, 106
URIs (Uniform Resource Identifiers), 469–470, 609
URLs (Uniform Resource Locators), 610
USB (Universal Serial Bus) interface, 32, 55–56, 610

drivers for, 56–57
keyboards, 65
working with, 57–58, 58

USB Support menu, 311
use-host-decl-names parameter, 575
UseFtpUsers directive, 490
user database files for chroot jails, 426
User directive

in Apache, 468
in ProFTPd, 490

user IDs (UIDs), 102, 287, 456, 497
user option

in fetchmail, 540
for non-Linux filesystems, 218

user tools, 155
digital camera tools, 160
e-mail clients, 177–180, 178
sound files. See sound and sound files
summary, 180
web browsers. See web browsers

UserAlias directive, 490
userdir_module module, 471
userlist_enable option, 492
usermod command, 81
usernames

in e-mail, 510–511, 527
in fetchmail, 540
suspicious, 431
in TCP Wrappers, 421

users
for Apache servers, 468–469, 469
impersonating, 362

users option for non-Linux filesystems, 218
/usr/lib/cups/backend directory, 284
/usr/local/fonts file, 328
/usr/share/terminfo file, 107–108
/usr/src/linux directory, 16
UW IMAP server, 525–529, 528
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V
validation tests, HTML, 484
/var/lib/dhcp/dhcpd.leases file, 579
/var/spool/mail directory, 526
variables

in shell scripts, 90
in Tripwire, 435–436

VCN logins, startup scripts in, 562–563, 562
veridical time sources, 589
verifying

package integrity, 237
system integrity, 437–439

version file, 25
version numbering for kernels, 303
vertical bars (|) for pipes, 84
vga driver, 338
video cards

features for
important and unimportant, 10–11
supported and unsupported, 11–12

in XF86config, 324
video modes, custom, 339

benefits of, 340
modelines for, 341–344, 344

video performance, 9
drivers for, 337–338
resolution in, 109–111
speeding up X, 12
video cards for, 10–12

vidmode command, 109
views in file managers, 135–136
virtual desktops, 117
virtual domains, 471–473
Virtual Network Computing. See VNC (Virtual Network

Computing)
virtual terminals, 97–98, 610
VirtualDocumentRoot directory, 472–473
<VirtualHost > directive, 473, 490
virus scanners, 441
viruses, 363
vmlinux target, 317
VMware emulator, 147, 226
VNC (Virtual Network Computing), 610

KDE options for, 563–564, 563
links to XDMCP, 565–567, 568
logins, 561, 561

clients for, 564–565, 565

as individuals, 562–563
operating model for, 561–562

for remote access, 553
tunneling SSH through, 569

vnc.conf file, 563
.vnc/xstartup file, 202
vncpasswd command, 562
vncserver command, 562
vncviewer program, 564, 569
vsftpd server, 488, 491–492
VXA tape, 346

W
w utility, 293
Web, definition, 610
web browsers, 170

fonts for, 171–172, 172
privacy and security for, 172–176, 173, 175, 177
selecting, 170–171

web filters, 169
web forms, 474, 610
web pages

in Apache servers, 469–471
designing. See designing web pages
enabling, 471

web searches for hardware identification, 15
web servers, 465

Apache, 467–473, 469
designing web pages. See designing web pages
dynamic content for, 473–477
for performance and security, 465–467
proxy servers, 405
serving secure content, 477–481, 478
summary, 485

Webadmin tool, 190
websites for security, 379
WebSphere Studio Homepage Builder editor, 482
what-you-see-is-what-you-get (WYSIWYG) displays, 481,

610
wheel mouse, 67
while loops, 95
who command, 107
whois command, 400
widget sets, 113, 610
wildcards, 100

in /etc/exports, 494
in TCP Wrappers, 421
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Win4Lin emulator, 147, 226
window borders in themes, 129
Window Maker window manager, 134
window managers, 113, 610

for desktop environment, 133–135
for processes, 299

Windows Emulator (WINE), 137, 224, 226–229, 229
Windows printers, working with, 283
Windows XP and Samba, 503
WINE (Windows Emulator), 137, 224, 226–229, 229
WineX emulator, 227
WINIPCFG command, 578
WinModems, 59
wm2 window manager, 135
wmx window manager, 135
Word format, 222
word processing files for compatibility, 221
workgroup option, 501–502
worms, 363, 367, 441
write_enable option, 492
write permission, 103
writeable option, 504
Writer program, 141, 150
WU-FTPD server, 488
WYSIWYG (what-you-see-is-what-you-get) displays, 481,

610

X
X 86–64 architecture, 610
X-CD-Roast program, 49–52, 50–51
X Display Manager (XDM), 555, 557
X Display Manager Control Protocol (XDMCP), 553

clients for, 559–560, 559–560
servers for, 555–558
VNC links to, 565–567, 568

X Logical Font Descriptors (XLFDs), 328, 611
X Multimedia System (XMMS) player, 160, 160
X server program, 611
X window manager, launching, 202
X Window System, 113, 611

keyboards in, 64–65
optimizing configuration. See optimizing
remote access in, 553
speeding up, 12
tunneling, 568

X11 directory, 189

X11Forwarding option, 548
x86–64 CPU, 4
Xaccess file, 557
XCF file format, 168
Xconfigurator tool, 336
XDM (X Display Manager), 555, 557
XDM Broadcast option, 560
xdm-config file, 557
XDM Indirect option, 560
XDM Query option, 560
XDMCP (X Display Manager Control Protocol), 553

clients for, 559–560, 559–560
servers for, 555–558
VNC links to, 565–567, 568

XF86cfg program, 336
XF86Config file, 189, 322

component sections in, 324–325
global sections in, 322–323
for keyboards, 64–65
for mouse, 66–67
server layout and screen in, 323–324, 323

XF86config program, 336
XF86Setup tool, 336
XFce desktop environment, 114
Xfm file manager, 137
XFree86 Modeline Generator page, 341–343, 342
XFree86 program, 321

for card-specific optimizations, 336
for remote access logins, 554
for video drivers, 11

XFS filesystem, 610
journaling in, 251
portability of, 250
resizing, 259

xfs_growfs utility, 259
xfsft server, 331
xfstt server, 331
Xft library, 150, 332–334
xftcache command, 333
.xftconfig file, 333
xinetd.conf file, 189, 422
xinetd.d directory, 189
xinetd program, 376, 422–423

for access restrictions, 423–424
for network restrictions, 422–423
for server access, 409
for super servers, 459–461
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.xinitrc file, 115, 201
xkill program, 299
XLFDs (X Logical Font Descriptors), 328, 611
Xmanager, 554
XMMS (X Multimedia System) player, 160, 160
xmodmap command, 65
XOSL boot loader, 210
XPde desktop environment, 114
Xplore file manager, 137
XSane program, 70–72, 71
xscanimage program, 70
.xsession file, 115, 202
xset command, 330–331
xstartup files, 202, 563
Xtraceroute tool, 401, 401
xvidtune utility, 344, 344
Xvnc file package, 562
xvncviewer package, 562, 564

Y
YaST Control Center, 247
YaST utility, 196, 237, 247, 247, 454
YaST2 utility, 196, 237, 454, 454

Z
Z Shell (zsh), 80
Zeus servers, 466
zImage target, 317
ZipSlack distribution, 357
zombie bots, 366
zombie processes, 286–287, 611
zones in DNS, 580, 582–583

control file configuration for, 584–587
names in, 583
reverse lookups in, 587–588

zsh (Z Shell), 80
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