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Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of

a topic. Italicized page numbers indicate illustrations.

A

A (address) records, 139
Abend Log file, 422-425
access, 319. See also security
client selection in, 320-324
to network resources, 320
access control lists (ACLs), 333, 333, 452
Access Point mode, 259
access points, 11
accounts
anonymous, 326-327
disabling, 326, 358
limiting connections in, 327
lockouts, 330
maintenance, 328
naming conventions for, 235
policies for, 356
ACK (acknowledgment) messages, 452
in connection-oriented services, 77, 78
in TCP, 108
ACLs (access control lists), 333, 333, 452
active caching, 136
Active Directory, 452
active hubs, 57, 452
active intruder detection, 346
active-mode FTP, 124
active monitors, 452
active protection lights, 373
ActiveX programs, 396
Activity LEDs for NICs, 32
Ad-Aware program, 396
ad-hoc wireless networks, 252-253, 452
adapters
defined, 452
in workstation configuration, 261
address (A) records, 139, 452
Address Resolution Protocol (ARP), 82,
112-113, 164-165

ARP table in, 165
defined, 452
operation of, 165-167
addresses, 452
in AppleTalk, 90
in Data Link layer, 60-61, 67-69
IP. See IP addresses
in IPX/SPX, 84
in NetBEUL, 86
in Network layer, 70-72, 70
in TCP/IP, 82
ADSL (asymmetric digital subscriber line),
290, 453
ADSP (AppleTalk Data Stream Protocol),
88
Advanced TCP/IP Properties dialog box,
419-420, 419
Advanced TCP/IP Settings dialog box
DN tab, 148, 149
Options tab, 150, 150
WINS tab, 148-150, 149
AEP (AppleTalk Echo Protocol), 88
AFP (AppleTalk Filing Protocol), 88, 120
alias records, 139
American Registry of Internet Numbers
(ARIN), 126
American Standard Code for Information
Interchange (ASCII), 81
anonymous accounts, 326-327
antennas for wireless networks, 246-248
AntiSpyware program, 396
antivirus software, 394-397, 452
APIPA (Automatic Private IP Addressing),
144,152
AppleShare 1P, 89, 223
AppleShare service, 89, 453
AppleTalk Data Stream Protocol (ADSP),
88
AppleTalk Echo Protocol (AEP), 88
AppleTalk Filing Protocol (AFP), 88, 120

ﬁ%

40



%{% i% 4406Indx.fm Page 492 Thursday, March 17,2005 11:57 AM

A

492 AppleTalk protocol — Bindery

AppleTalk protocol, 87-90, 87
AppleTalk Session Protocol (ASP), 88
AppleTalk Translation Protocol (ATP), 88
Application layer, 49, 81, 453
Application Log file, 243, 434, 434
application protocols in TCP/IP, 114-119
application servers, 6
application support
in Macintosh OS, 222
in Novell NetWare, 215
in Unix, 218
ARIN (American Registry of Internet
Numbers), 126
ARP (Address Resolution Protocol), 82,
112-113, 164-165
ARP table in, 165, 453
defined, 452
operation of, 165-167
.arts domain, 138
ASCII (American Standard Code for
Information Interchange), 81
ASCII file type in FTP, 182-183
ASP (AppleTalk Session Protocol), 88
asymmetric digital subscriber line (ADSL),
290, 453
asynchronous transfer mode (ATM), 295,
453
ATM (asynchronous transfer mode), 295,
453
ATP (AppleTalk Translation Protocol), 88
Attachment Unit Interface (AUI) port, 55,
453
attributes for objects, 214
audits, 354, 431-433
AUI (Attachment Unit Interface) port, 535,
453
authentication
in Macintosh OS, 222
in Novell NetWare, 211-213, 212-213
in Unix, 217
in Windows, 207
in wireless networks, 340
automatic account lockouts, 330
automatic local interface configuration,

152
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Automatic Private IP Addressing (APIPA),
144, 152
Available Networks option, 256

B (Bearer) channels in ISDN, 289, 453
B-ISDN (Broadband-ISDN), 22
B security level, 348-349
backbones, 15-16, 15, 453
background check policies, 356
backup windows, 388, 453
backups, 382-383
media options for, 383-385
plans for, 383, 453
policies for, 356
tape rotation schedules for, 390-391,
392
types of, 386-389, 387, 389-390
utilities for, 385-386
for workstations, 386
badge policies, 355
bandwidth, 453
Bandwidth on Demand Interoperability
Group (BONDING), 289, 454
baseband signaling, 22
defined, 453
in Physical layer, 52
baselines, 453
documentation of, 244
in installation, 243-244
battery backup systems, 374-376
standby power supplies, 374-375
uninterruptible power supplies,
239-240, 376
battery power indicators
in standby power supplies, 375
in uninterruptible power supplies, 376
Bay Networks routers, 76
Bearer (B) channels in ISDN, 289, 453
best effort transmissions, 109, 454
BIAs (burned-in addresses), 60
binary file type in FTP, 182-183
binary-to-decimal conversion, 132
Bindery, 79, 211
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.biz domain, 138
black box firewalls, 343
blackouts, 240, 240, 476
blanks, 454
Bluetooth wireless networks, 249
BNC connectors, 17-18, 18
BONDING (Bandwidth on Demand
Interoperability Group), 289, 454

boot sector viruses, 393
BootP (Bootstrap Protocol), 144
BorderManager product, 342
bounded media, 52, 454
bridges, 33, 454

in Data Link layer, 67, 68

wireless, 489
Bridging mode in wireless networks, 259
Broadband-ISDN (B-ISDN), 22
broadband signaling, 22, 52

cable modems for, 290

defined, 454
broadcast addresses, 126, 454
broadcast domains, 76, 454
brownouts, 240, 240, 476
Building Driver Information Database

window, 322, 324

burned-in addresses (BIAs), 60
bus topologies, 10-11, 11, 52, 53, 454
buses, 454
bytes, netstat for, 169

.biz domain - Channel Service Units

C

C2 security level, 347-349
.ca domain, 137
cable, 454
coaxial, 17-19, 18
crossover, 436-437, 436-437
fiber-optic, 25-28, 28-29
FireWire, 24-25, 24
summary, 30-31
tools for
multifunction testers, 270-271
optical loss test sets, 270
punchdown, 271-272, 272
tone generators, 269

wire continuity testers, 269
wire map testers, 268-269
troubleshooting, 414-415, 442
twisted-pair, 20-25
USB, 25, 25-26
cable maps, 243, 455
cable modems, 35, 290-292, 291, 455
cable testers, 12, 442,455
Cache Array Routing Protocol (CARP),
136
caches, ARP, 165
caching proxy servers, 136
Calculator, 132
camera policies, 356
canonical name (CNAME) records, 139,
456
Caps Lock key, 410-411
CARP (Cache Array Routing Protocol),
136
Carrier Sense/Multiple Access with
Collision Avoidance (CSMA/CA)
technology, 62, 455
Carrier Sense/Multiple Access with
Collision Detection (CSMA/CD)
technology, 61-62, 455
carriers, 455
categories, cable, 20-21, 455
.cc domain, 138
CCPs (compression control protocols),
297
cd command in FTP, 183
CD-ROM support, 435
cells in ATM, 295, 455
Central Office, 287, 455
central processing units (CPUs), 5
centralized WANSs, 4
certification tools, 271
certified operating systems and networks,
348-350
Challenge Handshake Authentication
Protocol (CHAP), 340, 455
Chameleon Unix Link, 323
changes and troubleshooting, 416-417
Channel Service Unit/Data Service Units
(CSU/DSUs), 36
Channel Service Units (CSUs), 455
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channels in wireless networks, 259
CHAP (Challenge Handshake
Authentication Protocol), 340, 455
character-set conversions, 50, 81
checkpoints, 50, 455
checksums, 456
inIP, 111
in security, 346
in TCP, 107
Choose Program Destination Location
dialog box, 324
CIDR (Classless Internetwork Domain
Routing), 133-134, 456
CIR (Committed Information Rate), 293
circuit breakers, 374
circuit switching, 292, 456
Cisco routers, 76
Class A IP addresses, 127-128
Class B IP addresses, 127-128
Class C IP addresses, 127-128, 131-133
Class codes in log files, 425, 427-428
Class D IP addresses, 127-128
Class field in SOA, 140
classful networks, 130, 456
Classless Internetwork Domain Routing
(CIDR), 133-134, 456
clean desk policies, 354
clear to send (CTS) packets, 62
client selection, 320
NetWare client, 321-322
primary, 324
Unix client, 323-324
Windows 95/98 and N'T/2000 client,
320-321
client/server networks, 8-9, 10, 456
Client Services for NetWare (CSNW), 207
client support
in Macintosh OS, 221
in Novell NetWare, 210
in Unix, 217
in Windows, 206-207, 207
clients
defined, 456
LPR, 116
in workstation configuration, 261
climate problems, 242, 442
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clipper chips, 352, 456
clustering technologies, 369-371, 456
CNAME (canonical name) records, 139,
456
coaxial cable, 17, 456
F-Type connectors for, 19, 20
Thin Ethernet, 17-19, 18
cold sites, 372
cold spares, 382
collision domains
defined, 456
with switches, 69
collision lights, 456
collisions, 61, 456
colons (:) in IPv6 addresses, 129
.com domain, 137
COM ports, 284-285
Committed Information Rate (CIR), 293
Completing the Network Connection
Wizard
in PPP, 300, 300
in PPTP, 306
components in workstation configuration,
261-263, 261, 263
compression control protocols (CCPs),
297
concentrators, 11, 57
concurrent connections, 327
configuration documents, 243-244
Configuration tab, 324
configure terminal command, 75-76
configuring
external modems, 284-285
internal modems, 284
workstations. See workstations
conflicts in logical addresses, 70-72, 70
Connect Dial-up Connection window,
301, 301
Connection Availability window
in PPP, 300, 300
in PPTP, 305
connection-oriented services and
protocols, 77-78, 457
connectionless services and protocols, 78,
109, 457
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connections
limiting, 327
netstat for, 167-168, 168
in Transport layer, 77-78, 78
connectivity devices, 31-37
connectors
BNGC, 17-18, 18
F-Type, 19, 20
fiber-optic, 27-29, 28-29
RJ, 22, 479
Console Log file, 421-422, 422
continuity testers, 269
Control Panel
defined, 457
for Windows 9x workstation
configuration, 260
controllers, 61, 457
conversions, character-set, 50, 81
converters, media, 36
Copying Files window, 324
Copying Windows Files screen, 321-322
cost decisions with routers, 457
country codes, 138, 234, 457
CPUs (central processing units), 5
crack programs, 330
CRC:s (cyclical redundancy checks), 457-458
crimpers, 267, 267, 489
critical code, 426
crossover cables, 436437, 436-437,457
crosstalk, 20, 457
CSMA/CA (Carrier Sense/Multiple Access
with Collision Avoidance) technology,
62,455
CSMA/CD (Carrier Sense/Multiple Access
with Collision Detection) technology,
61-62, 455
CSNW (Client Services for NetWare), 207
CSU/DSUs (Channel Service Unit/Data
Service Units), 36
CSUs (Channel Service Units), 455
CTS (clear to send) packets, 62
current configuration in installation,
243-244
cutover time, 370
cyclical redundancy checks (CRCs),
457-458

connections — destination port numbers 495

D

D (signal) channel in ISDN, 289, 458
D-type connectors, 459
daemons, 116
DASs (dual-attached stations), 296, 460
Data Encryption Standard (DES), 351
Data Encryption (WEP Enabled) option,
257
Data Link layer, 51, 59, 59, 458
concepts in, 59-62
devices in, 66-69, 68
Project 802, 63-66
Data over Cable Service Interface
Specification (DOCSIS), 290, 292
data packets, 458
Data Service Units (DSUs), 36, 458
Datagram Delivery Protocol (DDP), 88
datagrams, 107, 458
DDNS (dynamic DNS), 143
DDP (Datagram Delivery Protocol), 88
dead zones in protocol switching, 334, 335
decimal-to-binary conversion, 132
default gateways, 7, 74-76, 114, 458
definition files for viruses, 395
delta channels (D channels), 289, 458
demarcation points, 287, 458
demilitarized zones (DMZs), 36,333, 334,
356
Denial of Service (DoS) attacks, 345, 458
Department of Defense (DoD) model, 1035,
106,459
Department of Defense (DoD) security
standards, 347
certified operating systems and net-
works, 348-350
Trusted Computer systems, 347
Trusted Network Interpretation, 348
DES (Data Encryption Standard), 351
design issues in TCP/IP, 103
destination address field, 112
Destination Address window, 305, 305
destination port numbers
defined, 458
in TCP/IP, 107
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device IDs, 60
Device Manager, 285
devices
placement of, 237
routing by, 114
DHCP (Dynamic Host Configuration
Protocol), 144, 262, 297, 460
diagnostics, 439, 472
dial tone, 287
Dial-up Connection Properties window,
302, 302
dialogs, 80
differential backups, 387-388, 389
Diffie, Whitfield, 353
Diffie-Hellman algorithm, 352-353
dig command, 142
digital subscriber line (DSL), 34-35,
289-290, 290, 458
dipole antennas, 247
Direct Sequence Spread Spectrum (DSSS),
249-250, 459
directional antennas, 246-248, 459
directories, 459
Directory in Novell NetWare, 213-215
Directory Information Tree (DIT),
213-214
directory services, 79, 211, 459
disabling accounts, 326, 358
disaster recovery, 459. See also fault
tolerance
discards, netstat for, 170
disk striping, 459
disk system fault tolerance, 377
disk duplexing, 378, 379
disk mirroring, 378, 379
disk striping, 380, 380
RAID, 380-382
spares, 382
distance limits
of cable types, 30-31
in wireless network signal degradation,
255
distance vector routing, 73, 83, 459
distinguished names, 215
distributed WANSs, 4
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DIT (Directory Information Tree),
213-214
DIX connectors, 459
DMZs (demilitarized zones), 36, 333, 334,
356
DNS (Domain Name Services), 80, 84,
138-142, 234, 297, 459
DN records, 143-144
DNS-SD (DNS Service Discovery), 153
DNS servers, 459
DNS tab
in troubleshooting, 419-420, 419
for workstations, 148, 149
DNS zones, 459
DOCSIS (Data over Cable Service Interface
Specification), 290, 292
documentation
in installation, 237, 243-244
of troubleshooting, 420
DoD (Department of Defense) model, 1035,
106, 459
DoD (Department of Defense) security
standards, 347
certified operating systems and
networks, 348-350
Trusted Computer systems, 347
Trusted Network Interpretation, 348
Domain Name Services (DNS), 80, 84,
138-142, 234, 297, 459
domains
defined, 459
in Internet, 137-138
door lock policies, 355
DoS (Denial of Service) attacks, 345, 458
dotted decimal notation, 71, 81, 125, 460
downloading files, 182-184
drop cables, 10-11
DSL (digital subscriber line), 34-35,
289-290, 290, 458
DSSS (Direct Sequence Spread Spectrum),
249-250, 459
DSUs (Data Service Units), 36, 458
dual-attached stations (DASs), 296, 460
dumb terminals

defined, 460
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for mainframes, 7

in WANG, 4
duplexed hard drives, 378, 379, 460
duplicate IP addresses, 166, 187
duplicate servers, 371, 460
dynamic ARP entries, 165, 460
dynamic DNS (DDNS), 143
Dynamic Host Configuration Protocol

(DHCP), 144, 262, 297, 460

dynamic packet filtering, 335, 336, 460
dynamic ports, 123
dynamic routing, 73, 460
dynamic state lists, 335, 336
dynamically allocated ports, 460

e-mail (electronic mail), 33, 461
E-mail address field in SOA, 141
E3 circuits, 294
EAP (Extensible Authentication Protocol),
340, 461
EBCDIC (Extended Binary Coded Decimal
Interchange Code), 81
ECPs (encryption control protocols), 297
EDirectory, 211
.edu domain, 137
EEPROM (electrically erasable program-
mable read-only memory), 461
EES (Escrowed Encryption Standard), 352
electromagnetic interference (EMI), 19,25,
241, 461
electronic mail (e-mail), 33, 461
electrostatic discharge (ESD), 241, 461
emergency virus scans, 397
EMI (electromagnetic interference), 19,235,
241, 461
encoding, 52, 461
encryption, 350
keys in, 351-353, 352, 461
operation of, 351
uses for, 350
encryption control protocols (ECPs), 297
endpoints, 290, 461
engines, antivirus, 395, 488

environmental issues, 237-238
climate, 242
electromagnetic interference, 241
electrostatic discharge, 241
power, 238-241, 238, 240
radio frequency interference,
241-242
in troubleshooting, 441-442
equipment access policies, 355
Error events, 429
error messages for installation, 242-243,
243
errors
netstat for, 170
operator, 412
Escrowed Encryption Standard (EES), 352
ESD (electrostatic discharge), 241, 461
Ethernet addresses, 60
Ethernet cable descriptions, 23-24
Ethernet networks
for cable modems, 291
defined, 461
Event Detail dialog box, 431, 431
Event ID Numbers, 430
Event Viewer, 243, 243, 429
events
in Security Log file, 431-433, 432-433
in System Log file, 429-431, 430-431
exam essentials
for fault tolerance, 400
for fundamentals, 37
for installation, 273-274
for NOSs, 223-224
for OSI model, 91-92
for remote access, 309
for security, 358-359
for TCP/IP, 155-156
for TCP/IP utilities, 195-196
for troubleshooting, 443-444
exit interviews, 357
expansion slots, 32, 461
expiration of passwords, 331
Expire field in SOA, 141
extended AppleTalk networks, 461
Extended Binary Coded Decimal
Interchange Code (EBCDIC), 81
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Extensible Authentication Protocol (EAP),
340, 461

external modems, 284-285

extranets, 104, 462

F

F-Type connectors, 19, 20
failover clustering, 369-370
failover devices, 462
failover servers, 462
Failure Audit events, 433
Fast Ethernet standard, 23, 462
Fatal code, 426
fault resistance, 16, 462
fault tolerance, 368-369, 462
backups. See backups
cold sites, 372
disk systems, 377
disk duplexing, 378, 379
disk mirroring, 378, 379
disk striping, 380, 380
RAID, 380-382
spares, 382
exam essentials for, 400
hot sites, 369-371
in mesh topologies, 14-15
in physical topology selection, 16
power management, 372-373
battery backup systems, 374-376
line conditioners, 376-377
surge protectors, 373-374
review questions for, 401-406
software patches for, 397-399
in star topologies, 12
summary, 399
virus protection, 392-397
warm sites, 371-372
fax servers, 6
FDDI (Fiber Distributed Data Interface),
296, 462
FDM (frequency division multiplexing),
462
FHSS (Frequency Hopping Spread
Spectrum), 249-250, 462-463
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Fiber Distributed Data Interface (FDDI),
296, 462
fiber-optic cable, 25-28, 28-29
defined, 462
optical loss test sets for, 270
Fibre Channel systems, 462
File and Print Services for NetWare
(FPNW), 207
file servers, 6, 462
file services
in Macintosh OS, 222
in Novell NetWare, 215
in Unix, 217
in Windows, 208
File Transfer Protocol (FTP), 115,
180-181, 462
downloading files in, 182-184
ports and modes of, 124
starting and logging in with, 181-182
uploading files in, 184
file viruses, 393
files, transferring, 180-184
filtering in firewalls, 335, 336
firewalls, 36-37, 135, 332, 462
access control lists for, 333, 333
black box, 343
demilitarized zones for, 333, 334
dynamic packet filtering in, 335, 336
for NetWare, 342
policies for, 356
protocol switching in, 334, 335
proxy servers in, 336-338, 336
for Unix, 341-342
for Windows, 342-343
firm domain, 138
5-4-3 Rule, 56, 57
flags field
in 1P, 111
in TCP, 108
folder replication, 386
forward acknowledgments, 108
fox and hound wire tracers, 269
FPNW (File and Print Services for
NetWare), 207
FQDNs (Fully Qualified Domain Names),
80, 136, 463
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fragmentation offset field, 111
fragmented memory, 413
frame relay technology, 292-293, 292,462
frames in Data Link layer, 59-60
frequency division multiplexing (FDM),
462
Frequency Hopping Spread Spectrum
(FHSS), 249-250, 462-463
FTP (File Transfer Protocol), 115,
180-181, 462
downloading files in, 182-184
ports and modes of, 124
starting and logging in with, 181-182
uploading files in, 184
FTP proxies, 337, 463
full backups, 387, 387, 463
full-duplex communications, 5
Fully Qualified Domain Names (FQDNs),
80, 136, 463

G

Gateway Services for NetWare (GSNW),
206, 207
gateways, 7, 33, 81, 463
default, 74-76, 114
inIP, 110
General Protection Fault messages, 413
GFS (Grandfather-Father-Son) backup
rotation, 391, 392
global groups, 463
globally unique identifiers, 60
GNU public license, 216
.gov domain, 137
Grandfather-Father-Son (GFS) backup
rotation, 391, 392
ground loops, 463
grounds in power management, 373
groups, naming conventions for, 235
GSNW (Gateway Services for NetWare),
206, 207
guards, security, 356
Guest account, 326-327

hacker tools, 344
IP spoofing, 344, 344
Ping of Death, 345
SYN floods, 345
WinNuke, 345
half-duplex communications, 5
Hard Disk Not Found message, 393
hardware addresses
in Data Link layer, 60-61
defined, 463
hardware for wireless networks, 255
hardware loopbacks, 437-438, 437, 463
hardware problems vs. software, 412-413
hardware requirements for remote access,
284-285
HDSL (high data-rate digital subscriber
line), 289-290
header checksum field, 111
headers
P, 110-111, 110
TCP, 108-109, 108
heartbeats, 369, 463
Hellman, Martin, 353
heuristic scanning, 394
high data-rate digital subscriber line
(HDSL), 289-290
histories, password, 331
hop counts, 463
hops, 73, 463
Host-to-Host layer, 107, 463
hosts, 7, 463
in TCP/IP, 81
for telnet, 193
HOSTS file, 138
hot sites, 369-371
hot spares, 382
hotels, wireless networks in, 260
HTML (Hypertext Markup Language),
464
HTTP (Hypertext Transfer Protocol), 117,
464
HTTP proxies, 337
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HTTPS (HyperText Transfer Protocol
Secure), 117, 339
hubs, 32, 464
MDI/MDI-X port setting on, 414-415
in Physical layer, 57, 57
in star topologies, 11-12, 12, 53
humidity, 242, 442
hybrid mesh topology networks, 14
Hypertext Markup Language (HTML),
464
Hypertext Transfer Protocol (HTTP), 117,
464
HyperText Transfer Protocol Secure
(HTTPS), 117, 339

i.Link standard, 24-25, 24
1/0 addresses for modems, 284-285
IAB (Internet Architecture Board), 465
IBM data connectors, 464
IBM type cable, 21
ICA (Independent Computing
Architecture), 308
ICANN, 138
ICMP (Internet Control Message
Protocol), 112, 465
ICP (Internet Cache Protocol), 136
ICS (Internet Connection Sharing), 121
IDCs (insulation displacement connectors),
272
identification field in IP, 111
IEEE (Institute of Electrical and Electronics
Engineers, Inc.), 464
IEEE 802 standards, 63-64
802.1 LAN/MAN Management (and
Media Access Control Bridges)
standard, 64, 464
802.1x standard, 340
802.2 Logical Link Control standard,
64, 464
802.3 CSMA/CD standard, 64, 464
802.5 Token Ring standard, 65
802.10 LAN/MAN Security standard,
65, 464

%

802.11 Wireless LAN standard, 66,
249, 464
802.11a Wireless LAN standard,
249-251
802.11b Wireless LAN standard, 251
802.11g Wireless LAN standard,
251-252
802.12 Demand Priority Access Method
standard, 66
1394, 24-25, 24
IETF (Internet Engineering Task Force)
defined, 465
for Zero Configuration, 151-152
ifconfig utility, 190
IGMP (Internet Group Management
Protocol), 118
IHL (Internet Header Length) field, 110
IMAP (Internet Mail Access Protocol), 116
immediate objects, 213
incremental backups, 388-389, 390
Independent Computing Architecture
(ICA), 308
.info domain, 138
Information events, 429
Information Screen, 324
Informational code, 426
Infrared Data Association (IrDA),
248-249
infrared wireless networks, 248-249
infrastructure mode in wireless networks,
253-254
installation
current configuration and baselines in,
243-244
device placement in, 237
environmental issues in, 237-238
climate, 242
electromagnetic interference, 241
electrostatic discharge, 241
power, 238-241, 238, 240
radio frequency interference,
241-242
error messages and logs for, 242-243,
243
exam essentials for, 273-274
naming conventions for, 233-235
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NetWare client, 321-322
preparation for, 232
protocols for, 235-236
review questions for, 275-280
summary, 273
tools for
media testing, 268-271
punchdown, 271-272, 272
wire crimpers, 267, 267
Unix client, 323-324
Windows 95/98 and N'T/2000 client,
320-321
workstation configuration in, 236, 260
NetWare, 265-266, 266
Windows 9x, 260-263, 261,
263-264
Windows 2000, 264-265, 265
Institute of Electrical and Electronics
Engineers, Inc. (IEEE), 464. See also
IEEE 802 standards
insulation displacement connectors (IDCs),
272
.int domain, 137
Integrated Services Digital Network
(ISDN), 288-289, 464
Integrated Services Digital Network
(ISDN) terminal adapters, 35
interference in wireless network signal
degradation, 255
internal addresses in IPX/SPX, 84
internal bridges, 464
internal modems, 284, 465
International Computer Security
Association, 354
International Organization for
Standardization (ISO), 465
Internet
defined, 465
domain organization in, 137-138
vs. internets, 104
Internet Architecture Board (IAB), 465
Internet Cache Protocol (ICP), 136
Internet Connection Sharing (ICS), 121
Internet Control Message Protocol

(ICMP), 112, 465

Internet Engineering Task Force (IETF)
defined, 465
for Zero Configuration, 151-152
Internet Group Management Protocol
(IGMP), 118
Internet Layer in TCP/IP, 107
Internet Mail Access Protocol (IMAP), 116
Internet Protocol (IP), 109-112, 110, 465
Internet Protocol (TCP/IP) Properties
dialog box, 146-147, 147
Internet Research Task Force (IRTF), 465
Internet Service Providers (ISPs), 465
Internetwork Packet Exchange (IPX),
79-80, 79, 465
internetworks, 4, 72, 465
interoperability
in AppleTalk, 90
in IPX/SPX, 85
in Macintosh OS, 221-222
in NetBEUI, 86
in Novell NetWare, 210-211
in TCP/IP, 83
in Unix, 217
in Windows, 206
intranets, 104, 465
intruder detection, 345-346, 356
inverse multiplexing, 289, 465
inverted trees, 213
inverters, power, 374
IP (Internet Protocol), 109-112, 110, 465
IP addresses, 125, 466
CIDR, 133-134
classifications of, 126-128, 128
conflicts in, 70-72, 70
in IP spoofing, 344
IPv4, 125-128, 128
IPv6, 128-130
proxy servers for, 134-136, 135
subnets in, 130-133
in wireless networks, 259
for workstations, 147, 148
IP Configuration dialog box, 186-187
IP control protocols (IPCPs), 297
IP headers, 110-111
IP proxy servers, 337, 466
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IP Settings tab, 147, 148
IP spoofing, 344, 344, 466
ipconfig utility, 188-190, 466
IPCPs (IP control protocols), 297
IPSec protocol, 339
IPX (Internetwork Packet Exchange),
79-80, 79, 465
IPX addresses, 71-72, 466
IPX/SPX protocol suite, 79-80, 79, 83
addressing in, 84
interoperability in, 85
naming in, 85
routing in, 85
IrDA (Infrared Data Association),
248-249
IRQs for modems, 284-285
IRTF (Internet Research Task Force), 465
ISDN (Integrated Services Digital
Network), 288-289, 464
ISDN terminal adapters, 35, 466, 484
ISO (International Organization for
Standardization), 465
Isobar surge protector, 373
isotropic antennas, 247
ISPs (Internet Service Providers), 465

keys
encryption, 351-353, 352
Registry, 466

J

J3 circuits, 294

Java programming language, 396, 466
Java Virtual Machines (JVMs), 466
Jerusalem virus, 393

.jp domain, 137

jumpers, 466

Juniper Networks routers, 76

K

Kerberos authentication, 207, 339
kernel

defined, 466

in Unix, 216

L

L2TP (Layer 2 Tunneling Protocol), 338
LAAs (locally administered addresses), 61
LAN drivers, 466
LANSs (local area networks), 3, 4, 467
large-capacity removable disks for
backups, 384
laser printers, 467
Layer 2 switches, 67-69, 467
Layer 2 Tunneling Protocol (L2TP), 338
Layer 3 switches, 77, 467
lcd command in FTP, 183
LCP (Link Control Protocol), 297, 467
LCs (Local Connectors), 29, 29
LDAP (Lightweight Directory Access Pro-
tocol), 118
leaf objects, 213-214
leases in DHCP, 144, 467
LEDs (light-emitting diodes)
for links, 411
for NICs, 32
length of passwords, 328-329
let-through ratings in surge protectors, 374
light-emitting diodes (LEDs)
for links, 411
for NICs, 32
Lightweight Directory Access Protocol
(LDAP), 118
limiting connections, 327
Lindows operating system, 218
line conditioners, 239, 241, 376-377, 467
line noise, 377, 467
Line Printer Daemon (LPD), 116
Line Printer Remote (LPR) program, 118
line voltage, 238, 467
line voltage indicators
in SPSs, 375
in UPSs, 376
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Link Control Protocol (LCP), 297, 467
link lights, 411, 467
link-local addresses, 129, 152
link state route discovery protocols, 73, 83,
467
link state routing, 467
Linux, 216-218, 467
LLC (logical link control), 467
LMHOSTS file, 150, 179
load balancing, 370
local addresses in IPv6, 129
Local Area Connection Properties dialog
box, 265, 266
local area networks (LANSs), 3, 4, 467
Local Connectors (LCs), 29, 29
local groups, 467
local interface configuration, 152
local loops, 287, 468
Local Security Policy Setting dialog box,
432-433, 432
locally administered addresses (LAAs), 61
lockouts, account, 330
Locus codes in log files, 426-427
log files, 421, 468
for installation, 242-243, 243
NetWare, 421
Abend Log file, 422-425
Console Log file, 421-422, 422
Server Log file, 425-428
Windows 2000, 428-429
Application Log file, 434, 434
Security Log file, 431-433, 432-433
System Log file, 429-431, 430-431
logging property, 358
logical bus topology, 468
logical concepts vs. physical, 8
logical link control (LLC), 468
logical network addressing, 70-72, 70, 468
logical parallel ports, 468
logical port addresses, 468
logical ring topology, 468
logical topologies, 61, 468
logins
checking procedures for, 410-411
with FTP, 181-182

in workstation configuration, 263, 264
long-term backup configurations, 391
loopback addresses

in IPv4, 128

in IPv6, 129
loopbacks, hardware, 437-438, 437
LPD (Line Printer Daemon), 116
LPR (Line Printer Remote) program, 118
Is command in FTP, 183

MAC (media access control), 468
MAC addresses, 468
in Data Link layer, 60-61, 67-69
in IPX, 70
in IPX/SPX, 84
in TCP/IP, 82
in wireless networks, 254
Macintosh OS operating system, 89
application support in, 222
authentication of, 222
client support in, 221
features of, 219-220, 220-221
file and print services in, 222
interoperability in, 221-222
security in, 223
services for, 89-90
volumes in, 89
macro viruses, 393
MADCAP (Multicast Address Dynamic
Client Allocation Protocol), 152-153
magnetic tape for backups, 385
mail exchange (MX) records, 139, 468
mail relay policies, 356
mail server policies, 356
mail servers, 6
maintenance accounts, renaming, 328
manufacturer resources, 434-435
CD-ROM support, 435
README files, 435
telephone support, 435
Web site support, 436
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MAUs (Multistation Access Units), 57-58,
58,65
defined, 469
in star topologies, 11
MDI-X (medium dependent
interface-crossover) ports, 291
defined, 469
setting, 414-415
MDIs (medium dependent interfaces), 291
defined, 469
setting, 414-415
mechanical transfer registered jacks
(MTR]Js), 29, 29
media, 10, 16-17
coaxial cable, 17-19, 18
fiber-optic cable, 25-28, 28-29
FireWire, 24-25, 24
testing tools for, 268
continuity testers, 269
multifunction cable testers, 270-271
optical loss test sets, 270
tone generators, 269
wire map testers, 268-269
twisted-pair cable, 20-25
USB, 25, 25-26
media access, 61-62, 468
media access control (MAC), 468
media converters, 36, 468
medium dependent interface-crossover
(MDI-X) ports, 291
defined, 469
setting, 414-415
medium dependent interfaces (MDIs), 291
defined, 469
setting, 414415
member servers, 469
mesh topologies, 14-15, 14, 54, 54, 469
Microsoft Challenge Handshake
Authentication Protocol (MS-CHAP),
341, 469
Microsoft Client for NetWare Networks,
321
Microsoft Management Console (MMC),
429, 429

%

Microsoft Windows. See Windows
operating system
.mil domain, 137
Mills, David, 117
mini-MAAS, 153
Minimum TTL field in SOA, 141
mirroring, disk, 378, 379
Missing Operating System message, 393
MMC (Microsoft Management Console),
429,429
MMC Local Security Settings snap-in, 431
MMF (multimode fiber), 26
modem policies, 356
modems, 34, 284-285
cable modems, 290-292, 291
defined, 469
modes, FTP, 124
MONITOR.NLM utility, 440
monitor viewing policies, 355
monthly backup rotation, 390-391
mput command, 184
MS-CHAP (Microsoft Challenge
Handshake Authentication Protocol),
341, 469
MTR]Js (mechanical transfer registered
jacks), 29, 29
Multicast Address Dynamic Client
Allocation Protocol (MADCAP),
152-153
Multicast DNS, 153
multifunction cable testers, 270-271
multimode fiber (MMF), 26
multiple outlets
in SPSs, 375
in UPSs, 376
multiple-server clustering, 370-371, 469
multiplexing, 469
multipoint RF systems, 469
Multistation Access Units (MAUs), 57-58,
58,65
defined, 469
in star topologies, 11
MX (mail exchange) records, 139, 468
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N-Series connectors, 473
Name Binding Protocol (NBP), 88, 90
name caches, nbtstat for, 177-178, 177
name resolution, 470
in TCP/IP, 136-137
DNS for, 138-142
HOSTS for, 138
Internet domain organization in,
137-138
WINS for, 142-144
in Zero-Conf, 153
Name Server field in SOA, 140
name tables, nbtstat for, 178, 178
names, 233
in AppleTalk, 90
for groups, 235
in IPX/SPX, 85
for maintenance accounts, 328
in NetBEUI, 86
for printers, 234
for servers, 233
in TCP/IP, 84
for test and service accounts, 235
for user accounts, 235
for wireless networks, 256
narrowband signaling, 22
NAT (Network Address Translation), 245,
337,471
National Computing Security Center
(NCSC), 347, 470
National Security Agency (NSA), 470
navigation in FTP, 182-183
NBE (NetBIOS Frame), 143
NBP (Name Binding Protocol), 88, 90
nbrstat utility, 174-175, 470
-a switch, 175-177
-A switch, 177
-c switch, 177-178, 177
-n switch, 178, 178
-r switch, 178-179, 179
-R switch, 179

-S switch, 179-180, 180
-s switch, 180, 180
NCP (NetWare Core Protocol), 471
NCPs (network control protocols), 297
NCSC (National Computing Security
Center), 347,470
NDC (Network and Dial-up Connectivity)
program, 264-265, 265
NDIS (Network Driver Interface
Specification), 143
NDPS (Novell Distributed Print Services),
472
NDS (Novell Directory Services), 79, 211,
472
NDS tree, 211, 212, 470
nearline sites, 371, 470
.net domain, 137
NetBEUI protocol, 80, 86, 143, 470
NetBIOS (network basic input/output
system), 142-143, 471
NetBIOS Frame (NBF), 143
NetBIOS name table, nbtstat for, 175-177
NetManage setup window, 323-324
NetRanger software, 346
netstat utility, 167-168, 168, 470
-a switch, 168-169, 169
-e switch, 169-170
-n switch, 173
-p switch, 174
-r switch, 171, 171
-s switch, 171-173
uses for, 174
NetWare Administrator program,
213-214, 213, 471
NetWare Bindery, 79, 211
NetWare Core Protocol (NCP), 471
NetWare Link Services Protocol (NLSP),
73,471
NetWare Loadable Modules (NLMs), 471
NetWare operating system. See Novell
NetWare
Network Access layer, 107
Network Address Translation (NAT), 245,
337, 471
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network addressing in Network layer,
70-72, 70
Network and Dial-up Connections
window
for PPP, 298, 298, 301, 301
for PPTP, 304, 306-307, 306
Network and Dial-up Connectivity (NDC)
program, 264-265, 265
Network applet, 151
network attached storage, 471
Network Authentication (Shared Mode)
option, 257
network basic input/output system
(NetBIOS), 142-143, 471
network-centric directory services, 211
network-centric operating systems, 471
Network Connection Type window
for PPP, 299, 299
for PPTP, 304
Network Connection Wizard
for PPP, 298-300, 298-300
for PPTP, 304-306, 305
network control protocols (NCPs), 297
Network dialog box, 260, 321, 324
Network Driver Interface Specification
(NDIS), 143
Network File System (NFS), 80, 117, 471
network interface cards (NICs), 32, 54-535,
55,472
for cable modems, 291
diagnostics for, 472
hardware loopbacks for, 437-438, 437
link lights for, 411
wireless, 245, 246, 256-257, 257-258
Network layer, 51, 472
concepts in, 70-76, 70, 72
devices in, 76-77
network media, 10, 472
Network News Transfer Protocol (NNTP),
118
network operating systems (NOSs), 5,204,
472
exam essentials for, 223-224
Macintosh. See Macintosh OS
operating system

Novell NetWare. See Novell NetWare
review questions in, 225-230
summary, 223
Unix, 216-218
Windows. See Windows operating
system
network portion of network addresses, 71
network segment in IPX/SPX, 84
Network Service Locator (NSL), 89
network software diagnostics, 439
Network Support Encyclopedia (NSE),
435
Network Time Protocol (NTP), 117-118
networking protocols
AppleTalk, 87-90, 87
IPX/SPX, 84-85
NetBEUIL 86
TCP/IP, 82-84
Networking tab, 302, 302, 307, 307
networks
defined, 471
wireless. See wireless networks
NFS (Network File System), 80, 117, 471
NICs. See network interface cards (NICs)
Nimda virus, 393
NLMs (NetWare Loadable Modules), 471
NLSP (NetWare Link Services Protocol),
73,471
nmbd daemon, 120
NNTP (Network News Transfer Protocol),
118
No NOS Unrecoverable code, 426
node portion of network addresses, 71
noise, line, 377, 467
non-unicast packets, 170, 472
nonces in CHAP, 340
Nortel Networks routers, 76
NOSs (network operating systems), 5,204,
472
exam essentials for, 223-224
Macintosh. See Macintosh OS
operating system
Novell NetWare. See Novell NetWare
review questions in, 225-230
summary, 223
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Unix, 216-218
Windows. See Windows operating
system
notification policies, 355
Novell Directory Services (NDS), 79, 211,
472
Novell Distributed Print Services (NDPS),
472
Novell NetWare, 209
application support in, 215
authentication in, 211-213, 212-213
clients in, 210, 321-322
Directory in, 213-215
directory services in, 211
features of, 209-210
file and print services in, 215
firewalls for, 342
interoperability with, 210-211
log files, 421
Abend Log file, 422-425
Console Log file, 421-422, 422
Server Log file, 425-428
security in, 215
versions of
NetWare 3.x, 471
NetWare 4.x, 471
NetWare 5, 471
workstation configuration, 265-266,
266
Novell NetWare Client, 321-322
Novell Support Connection, 472
NSA (National Security Agency), 470
NSE (Network Support Encyclopedia),
435
NSL (Network Service Locator), 89
nslookup command, 142
nslookup utility, 194-195, 473
NT Directory Service (NTDS), 473
NTP (Network Time Protocol), 117-118

(o)

objects, 473
in Novell NetWare, 211, 213-214
in X.500, 234

notification policies — OSI 507

OC (optical carrier) levels, 295
octets, 71, 125-126, 473
ODI (Open Datalink Interface), 473
OE (operator error), 412, 473
OFDM (Orthogonal Frequency Division
Multiplexing), 250, 474
offline devices, 286, 473
offset field, 108
OLTSs (optical loss test sets), 270
omnidirectional antennas, 246-248, 473
on-access virus scans, 396
on-demand virus scans, 395-396
100Base standards, 23
1000Base standard, 23
Open Datalink Interface (ODI), 473
Open Directory, 222
Open Shortest Path First (OSPF), 73, 83
Open Systems Interconnect model. See OSI
(Open System Interconnect) model
OpenLinux operating system, 217, 473
operating modes (Access Points or Bridge)
option, 259
Operation Aborted code, 426
operator error, 412,473
optical carrier (OC) levels, 295
optical disks for backups, 384-385
optical loss test sets (OLTSs), 270
options field
in 1P, 112
in TCP, 109
Options tab for workstations, 150, 150
Orange Book security, 347-349
.org domain, 137
Organizationally Unique Identifiers
(OUIs), 60-61, 125, 473
Orthogonal Frequency Division Multi-
plexing (OFDM), 250, 474
OS Panther operating system, 89
OSI (Open System Interconnect) model,
46-49, 47-48, 473
Application layer, 49, 81
Data Link layer, 51, 59-69, 59, 64, 68
exam essentials for, 91-92
Network layer, 51, 70-77, 70, 72
Physical layer, 51-58, 53-58
Presentation layer, 50, 81
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review questions for, 93-98

Session layer, 50, 80

summary, 91

and TCP/IP, 105-107, 106

Transport layer, 50, 77-80, 78-79
OSPF (Open Shortest Path First), 73, 83
OUIs (Organizationally Unique

Identifiers), 60-61, 125, 473

outlets

in SPSs, 375

in UPSs, 376
oversampling, 474
overvoltage threshold, 239, 474

P

packet filtering, 335, 336, 474
packet switching
defined, 474
in frame relay technology, 292
packets, 474
netstat for, 170
in Network layer, 72
padding field
in 1P, 112
in TCP, 109
PAP (Password Authentication Protocol),
340
parity, 381
passive caching, 136
passive detection, 474
passive hubs, 57, 474
passive intruder detection, 346
passive-mode FTP, 124
Password Authentication Protocol (PAP),
340
passwords
automatic account lockouts, 330
in client/server networks, 9
expiration of, 331
in FTP, 181-182
histories of, 331, 474
for logins, 410-411
in Macintosh OS, 222
in peer-to-peer networks, 8

policies for, 355

in share-level security, 325

in SLIP, 297

strong, 328-330

unique, 331

in user-level security, 325

in wireless networks, 259
patch cables, 415, 442, 474
patch panels, 474
patches, 474

applying, 398-399

need for, 397

policies for, 356

sources of, 397-398
PDCs (Primary Domain Controllers), 477
PDUs (protocol data units), 107, 477
peer communications, 47-48, 48, 474
peer-to-peer networks, 7-8, 9, 475
performance in clustering, 371
Performance Monitor, 440
performance-monitoring tools, 439-440
peripherals, 475
permanent virtual circuits (PVCs), 293,

475
PGP (Pretty Good Privacy), 353, 477
Phone Number to Dial window, 299, 299
physical addresses in Data Link layer, 60
physical concepts vs. logical, 8
physical conditions in troubleshooting,
441-442

Physical layer, 51-52, 475

bus topology in, 52, 53

hubs in, 57, 57

MAUs in, 57-58, 58

mesh topology in, 54, 54

NICs in, 54-55, 55

repeaters in, 56, 56-57

ring topology in, 53, 53

star topology in, 53, 53

transceivers in, 55
physical media, 10, 16-17

coaxial cable, 17-19, 18

fiber-optic cable, 25-28, 28-29

FireWire, 24-25, 24

twisted-pair cable, 20-25

USB, 25, 25-26
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physical parallel ports, 475
physical ports, 475
physical security, 6, 319
physical topologies, 10, 475
backbones and segments, 15-16, 15
bus, 10-11, 11, 475
mesh, 14-15, 14, 475
ring, 13-14, 14, 475
selecting, 16
star, 11-13, 12, 475
Ping of Death, 345, 475
ping utility, 185-186, 475
plain old telephone service (POTS) lines,
34, 286-288, 287, 475-476
plenum-rated coating, 17, 476
point-to-point communication, 476
Point-to-Point Protocol (PPP), 297-302,
298-302,476
Point-to-Point Protocol over Ethernet
(PPPOE), 297302, 298-302
Point-to-Point Tunneling Protocol (PPTP),
302-308, 303-307, 476
policies, 353. See also standard operating
procedures (SOPs)
breaking, 357
clean desk, 354
common, 355-357
exit interviews, 357
recording equipment, 354-355
security audits, 354
polling, 476
POP (Post Office Protocol), 116, 476
ports, 476
for FTP, 124
for modems, 284-285
in SPSs, 375
in surge protectors, 374
in TCP/IP, 121-124
in UPSs, 376
positive forward acknowledgments, 108,
476
.post domain, 138
Post Office Protocol (POP), 116, 476
POTS (plain old telephone service) lines,
34, 286-288, 287, 475-476

physical parallel ports — protocol suites 509

power management, 372-373
battery backup systems, 374-376
line conditioners, 376-377
surge protectors, 373-374
power problems
overage, 238-239, 238, 476
quality, 241
underage, 239-240, 240, 477
power switches, checking, 411-412
PPP (Point-to-Point Protocol), 297-302,
298-302, 476

PPPoE (Point-to-Point Protocol over
Ethernet), 297-302, 298-302

PPTP (Point-to-Point Tunneling Protocol),
302-308, 303-307, 476

Preferred Networks option, 256

Presentation layer, 50, 81, 477

Pretty Good Privacy (PGP), 353, 477

primary clients, selecting, 324

Primary Domain Controllers (PDCs), 477

primary logons in workstation

configuration, 263, 264

print servers, 6, 477

print services, 477
in Macintosh OS, 222
in Novell NetWare, 215
in Unix, 217
in Windows, 208

Printer Access Protocol, 88

printers, naming conventions for, 234

priorities
for data, 51
in troubleshooting, 440-441

private key encryption, 351, 477

private networks, 477

private ports, 123

proactive intruder detection, 346

Process/Application layer, 106

Project 802, 63-66

property, logging and returning, 358

protocol addresses, 70-72

protocol analyzers, 439, 477

protocol data units (PDUs), 107, 477

protocol field, 111

protocol suites, 46, 478
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protocol switching in firewalls, 334, 335
protocols, 235-236, 478
AppleTalk, 87-90, 87
IPX/SPX, 84-85
NetBEUI, 86
for security, 338-341
TCP/IP, 82-84
in wireless network signal degradation,
255
in workstation configuration, 262-263
proxies, 478
proxy cache servers, 337, 478
proxy servers, 6, 336-338, 336, 478
caching, 136
FTP, 337
1P, 134-136, 135, 337
SMTP, 337
Web, 337
PSTNs (public switched telephone
networks), 286-288, 287, 478
public attribute, 478
public key encryption, 352-353, 352, 478
Public Network window, 305, 305
public networks, 478
public switched telephone networks
(PSTNs), 286-288, 287, 478
punchdown tools, 271-272, 272, 478
PVCs (permanent virtual circuits), 293,
475
pwd command in FTP, 183

Q

quad decimal notation, 125, 478
Quality of Service (QoS), 51, 478

radio frequency interference (RFI), 19, 25,
241-242,478

radio frequency (RF) signals with WAPs,
69

%

RADIUS (Remote Authentication Dial-In
User Service), 341
RAID (redundant array of inexpensive
disks) technology, 380-382, 478-479
range of wireless antennas, 247
RARP (Reverse Address Resolution
Protocol), 112-113
RAS (Remote Access Services), 308
RDP (Remote Desktop Protocol), 308
README files, 435, 478
recording equipment policies, 354-355
recoverable code, 426
Red Book security, 348
Red Hat Linux, 217
reduced instruction set computing (RISC),
479
redundant array of inexpensive disks
(RAID) technology, 380-382,
478-479
Refresh field in SOA, 141
regeneration process, 65, 479
Registered Jack (R]) connectors, 479
RJ-11, 22
RJ-45, 22
registered port numbers, 123
Registry for workstation configuration,
151
Release All button, 187
reliable protocols, 110
remote access, 283
ATM, 295
cable modems, 290-292, 291
exam essentials for, 309
FDDI, 296
frame relay, 292-293, 292
ISDN, 288-289
PPP and PPPoE, 297-302, 298-302
PPTP, 302-308, 303-307
PSTNs, 286-288, 287
RAS, 308
RDP, 308
requirements for, 283-286
review questions for, 310-315
SLIP, 296-297

summary, 309
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T-series connections, 293-294
xDSL technology, 289-290, 290
remote access protocols, 479
remote access servers, 6, 479
Remote Access Services (RAS), 308
Remote Authentication Dial-In User
Service (RADIUS), 341
Remote Desktop Protocol (RDP), 308
removable disks for backups, 383-385
renaming maintenance accounts, 328
Rendezvous protocol, 89, 479
Renew All button, 187
repeaters, 56, 56-57, 479
replication, 479
in clustering, 371
folder, 386
reproducible problems, troubleshooting,
410
request to send (RTS) packets, 62
requirements for remote access, 283-286
reserved field, 108
reserved IP addresses, 128
resolved names, nbtstat for, 178-179, 179
Resource record type field in SOA, 140
responses in connection-oriented services,
77,78
Retry field in SOA, 141
Reverse Address Resolution Protocol
(RARP), 112-113
review questions
for fault tolerance, 401-406
for fundamentals, 38-43
for installation, 275-280
for network operating systems,
225-230
for OSI model, 93-98
for remote access, 310-315
for security, 360-365
for TCP/IP, 157-162
for TCP/IP utilities, 197-202
for troubleshooting, 445-450
revisions, software, 397-399
RF (radio frequency) signals with WAPs,
69
RFI (radio frequency interference), 19, 25,
241-242,478

remote access protocols — .ru domain 511

RG-58 cable, 479
RG-62 cable, 479
RG Type system, 17
rights, checking, 410-411
ring topologies, 13-14, 14, 53, 53
RIP (Routing Information Protocol), 73,
83, 480
RISC (reduced instruction set computing),
479
Rivest, Shamir, and Adleman (RSA)
encryption, 353
R]J connectors, 479
RJ-11, 22
RJ-45, 22
roaming in wireless networks, 253
roaming profiles, 480
rotation schedules for backups, 390-391,
392
routable and nonroutable protocols, 73
route add command, 75
route costs, 480
route delete command, 75
route print command, 74
routers, 33, 480
in Network layer, 76-77
in TCP/IP, 113-114
routes, 480
routing, 480
in AppleTalk, 90
in IP, 109
in IPX/SPX, 85
in NetBEUI, 86
in Network layer, 72-76, 72
in TCP/IP, 83, 113-114
Routing Information Protocol (RIP), 73,
83, 480
Routing Table Maintenance Protocol
(RTMP), 88
routing tables, 72, 83, 171, 171, 480
RSA (Rivest, Shamir, and Adleman)
encryption, 353
RSA Data Security, Inc., 480
RTMP (Routing Table Maintenance
Protocol), 88
RTS (request to send) packets, 62
.ru domain, 137
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S

S-HTTP (Secure HyperText Transfer
Protocol), 480
sags, 239, 240, 476
SAM (Security Accounts Manager), 480
Samba application, 120
SASs (single-attached stations), 296, 482
SATAN software, 346
SC (subscriber class) connectors, 27-29,
28, 483
scanning for viruses, 395-397
schema for objects, 214
SCP (Secure Copy Protocol), 118
SDSL (Single Line Digital Subscriber Line),
290
Secure Copy Protocol (SCP), 118
Secure File Transfer Protocol (SFTP),
115-116
Secure Hypertext Transfer Protocol
(S-HTTP), 480
Secure Shell (SSH) protocol, 117
Secure Sockets Layer (SSL) protocol, 339
security, 324
access, 319. See also security
client selection in, 320-324
to network resources, 320
accounts for, 325-328
common attacks, 344-345
DoD, 347-350
encryption, 350-353, 352
exam essentials for, 358-359
firewalls for. See firewalls
intruder detection, 345-346
in Macintosh OS, 223
in Novell NetWare, 215
passwords for, 328-331
for peer-to-peer networks, 7-8
policies for, 353, 480
audit, 354
breaking, 357
clean desk, 354
common, 355-357
exit interviews, 357
recording equipment, 354-355

%

protocols for, 338-341
review questions for, 360-365
for servers, 6
share-level, 325
summary, 358
in Unix, 218
user-level, 325
in Windows, 208
Security Accounts Manager (SAM), 480
Security Log file, 243, 431-433, 432-433,
480
segments, 15-16, 15, 414, 480
Select Directory dialog box, 323
Select NetWare Logon dialog box, 265,
266
Select Network Client dialog box,
262-263, 263, 321
Select Network Component Type dialog
box, 146, 146, 261, 261, 321
Select Network Protocol dialog box, 146
self-powered devices, 480
sequence numbers, 107, 481
Sequenced Packet Exchange (SPX), 79-80,
79, 481
Serial Line Internet Protocol (SLIP),
296-297, 481
Serial Number dialog box, 323
Serial number field in SOA, 141
serial ports, 284-285
server-centric design, 481
server-centric directory services, 211
Server Log file, 425-428
Server Message Blocks (SMBs), 120, 323
server problems vs. workstation, 413
servers, 5-7, 7
defined, 481
naming conventions for, 233
service accounts, 235, 481
services
in Macintosh, 89-90
in workstation configuration, 262
in Zero-Conf, 153
Services for Unix (SFU), 206
Session layer, 50, 80, 481
sessions, nbtstat for, 179-180, 180
SessionWall software, 346
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Setup Option dialog box, 323

severity codes in log files, 426

SFF (small form factor) connectors, 29, 29

SFTP (Secure File Transfer Protocol),
115-116

SFU (Services for Unix), 206

share-level security, 325, 481

shared keys in wireless networks, 259

shared Macintosh folders, 89

shared secrets in CHAP, 340

shells, 216, 481

shielded cable, 481

shielded twisted-pair (STP) cable, 20, 65,
481

show ip route command, 75

signal (D) channel in ISDN, 289

signal degradation in wireless networks,
255

signal encoding, 52, 482

signaling methods, 482

in Physical layer, 52
in twisted-pair cable, 22

signals, 482

Simple Mail Transfer Protocol (SMTP),
116, 482

Simple Network Management Protocol
(SNMP), 115, 482

single-attached stations (SASs), 296, 482

Single Line Digital Subscriber Line (SDSL),
290

single-mode fiber (SMF), 26

site wiring fault lights, 373

skipjack algorithm, 352, 482

Slackware Linux, 217

SLIP (Serial Line Internet Protocol),
296-297, 481

slots, 32

small-capacity removable disks for
backups, 383-384

small form factor (SFF) connectors, 29, 29

smbd daemon, 120

SMBs (Server Message Blocks), 120, 323

SMF (single-mode fiber), 26

SMTP (Simple Mail Transfer Protocol),
116, 482

SMTP proxy servers, 337
SNMP (Simple Network Management
Protocol), 115, 482
snoop programs, 396
Snort software, 346
SOA (start of authority) records, 140-142
sockets
defined, 482
in TCP/IP, 121-124
software configurations, troubleshooting,
441
software patches, 474
applying, 398-399
need for, 397
policies for, 356
sources of, 397-398
software problems vs. hardware, 412-413
software requirements for remote access,
285-286
SONET (Synchronous Optical Network),
295, 482
source address field, 111
source addresses, 482
source port numbers, 107, 121, 482
spares, disk, 382
special characters in passwords, 329-330
speed
in ATM, 295
of cable types, 30-31
spikes, 238-239, 238, 477
split pairs, 269
splitters, 290, 482
SPSs (standby power supplies), 374-375,
482
SPX (Sequenced Packet Exchange), 79-80,
79, 481
Spybot Search & Destroy program, 396
square connector (SC), 27-29, 28, 483
SSH (Secure Shell) protocol, 117
SSIDs in wireless networks, 253-254, 259
SSL (Secure Sockets Layer) protocol, 339
ST (straight tip) connectors, 27, 28, 483
standard operating procedures (SOPs),
233. See also policies
device placement, 237
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naming conventions, 233-235
protocol standards, 235-236
workstation configuration, 236
standards documents, 236
standards for wireless networks, 248-252
standby power supplies (SPSs), 374-375,
482
star topologies, 11-13, 12, 53, 53, 475,
483
start of authority (SOA) records, 140-142
state tables, 335, 483
static ARP table entries, 165, 483
static routing, 72, 483
statistics, netstat for, 171-173
.store domain, 138
STP (shielded twisted-pair), 20, 65, 481
straight tip (ST) connectors, 27, 28, 483
striping, disk, 380, 380
subnet masks, 72, 130, 483
subnets in IP addresses, 130-133
subnetting, 483
subnetwork addresses, 126, 483
subnetworks, 483
subscriber class (SC) connectors, 27-29,
28,483
Success Audit events, 433
supernetting, 133, 483
supplicants in wireless networks, 340
support
CD-ROM, 435
telephone, 435
Web site, 436
surge protectors, 239, 373-374, 483
SurgeArrest surge protectors, 373
surges, 238-239, 238, 477
swipe mechanism policies, 355
switched networks, 483
switches, 32-33
in Data Link layer, 67-69, 68
in star topologies, 11
symmetrical keys, 351, 483
symptoms in troubleshooting, 415
SYN floods, 345, 483
Synchronous Optical Network (SONET),
295, 482
SYS$LOG.ERR file, 425-428

%

System Log file, 243, 429-431, 430-431
system management ports
in SPSs, 375
in UPSs, 376
System Properties dialog box, 285
System Settings Change dialog box, 321,
324

T

T-series connections, 293-294, 486
tape for backups, 385, 390-391, 392
TCP (Transmission Control Protocol), 80,
107-109, 108, 485-486
TCP/IP (Transmission Control Protocol/
Internet Protocol), 102, 486
address conflicts in, 70
addressing in, 82
AFP, 120
application protocols in, 114-119
ARP for, 82, 112113
benefits of, 105
design goals for, 103
exam essentials for, 155-156
history of, 102-103
hosts in, 7
ICMP in, 112
1CS, 121
interoperability in, 83
IP, 109-112, 110
IP addresses in. See IP addresses
name resolution in
DNS for, 138-142
HOSTS for, 138
Internet domain organization in,
137-138
WINS for, 142-144
names in, 84
and OSI model, 105-107, 106
ports and sockets in, 121-124
review questions for, 157-162
routers and routing in, 113-114
routing in, 83
SMB, 120
summary, 154-155
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TCP, 107-109, 108
in Transport layer, 80
UDP, 119, 119
utilities for
ARP, 164-167
exam essentials for, 195-196
FTP, 180-184
ifconfig, 190
ipconfig, 188-190
nbtstat, 174-180, 177180
netstat, 167-174, 171
nslookup, 194-195
ping, 185-186
review questions for, 197-202
summary, 195
telnet, 191-193, 192
tracert, 191, 191
winipcfg, 186-187
VLANSs, 153-154
workstation configuration for. See
workstations
TDM (time division multiplexing), 293
TDMA (Time Division Multiple Access),
484
TDRs (Time Domain Reflectometers), 12,
484
TechNet, 435
technical support
CD-ROM, 435
Web site, 436
telephone support, 435
telephony servers, 6, 484
Telnet protocol, 117, 191-193, 192, 484
temperature, 242, 442
templates, 484
Temporal Key Integrity Protocol (TKIP),
339
temporary accounts, disabling, 326
10Base2 cable, 17-19, 18
10BaseFL standard, 452
10BaseT standard, 452
10GBase standard, 23-24
terminal adapters, 466, 484
terminal emulators, 484
terminate and stay resident (TSR)
software, 484

TDM - training 515

terminators, 484
test accounts, 235, 484
testing policies, 356
TFTP (Trivial File Transfer Protocol), 80,
115, 486
Thick Ethernet, 17, 484
Thin Ethernet, 17-19, 18, 484
third-party support for Windows, 205
This Computer Is a Computer-to-Computer
(Ad Hoc) Network option, 257
tickets in Kerberos, 207
Time Division Multiple Access (TDMA),
484
time division multiplexing (TDM), 293
Time Domain Reflectometers (TDRs), 12,
484
time to live (TTL) field, 111, 485
TKIP (Temporal Key Integrity Protocol),
339
TLS (Transport Layer Security), 339
token passing, 62, 485
Token Ring networks, 485
tokens, 61, 485
tone generators, 269, 438-439, 438, 485
tone locators, 438—-439, 438, 485
tools
media testing, 268-271
punchdown, 271-272, 272
wire crimpers, 267, 267
top-level domains, 137
topologies, 10, 485
backbones and segments, 15-16, 15
bus, 10-11, 11, 475
mesh, 14-15, 14, 475
in Physical layer, 52-54, 53-54
ring, 13-14, 14, 475
selecting, 16
star, 11-13, 12, 475, 483
Torvalds, Linus, 216
TOS (Type of Service) field, 110
total length field, 111
tracert utility, 191, 191, 485
tracking policies, 355
trailers, 485
training
for backups, 386
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importance of, 440
for troubleshooting, 416
transceivers, 36, 55, 485
transferring files, 180-184
transients, 485
Transmission Control Protocol (TCP), 80,
107-109, 108, 485
Transmission Control Protocol/Internet
Protocol. See TCP/IP (Transmission
Control Protocol/Internet Protocol)
transmission distance of cable types, 30-31
transmission media, 486
transmissions, 485
Transport layer, 50, 486
concepts in, 77-78, 78-79
implementations in, 78-80
Transport Layer Security (TLS), 339
.travel domain, 138
trees
inverted, 213
NDS, 211, 212, 470
NetWare, 265-266, 266
Tripwire software, 346
Trivial File Transfer Protocol (TFTP), 80,
115, 486
Trojan horses, 486
troubleshooting, 409
cabling, 414-415, 442
crossover cables for, 436-437, 436-437
exam essentials for, 443-444
hardware loopbacks for, 437-438, 437
hardware vs. software, 412-413
log files in. See log files
manufacturer resources for, 434-436
performance-monitoring tools for,
439-440
physical conditions in, 441-442
priorities in, 440-441
protocol analyzers for, 439
review questions for, 445-450
segments in, 414
servers vs. workstations, 413
simple solutions in, 409-410, 440
software configurations, 441

%

steps in
documenting, 420
establishing changes, 416-417
establishing symptoms, 415
identifying problem area,
415-416
implementing solution, 418-420,
419
recognizing solution effects, 420
selecting cause, 417
testing solution, 420
summary, 443
tone generators and tone locators for,
438-439, 438
viruses in, 442-443
true clustering, 370-371
trunk lines, 287, 486
Trusted Computer systems, 347
Trusted Network Interpretation, 348
TSR (terminate and stay resident)
software, 484
TTL (time to live) field, 111, 485
twisted-pair cable, 20-21, 486
connecting, 22
Ethernet cable descriptions, 23-24
signaling methods in, 22
in Token Ring standard, 65
type command, 486

U

UART (Universal Asynchronous
Receiver-Transmitter), 285

UDP (User Datagram Protocol), 80, 119,
119,167, 487

.uk domain, 137

UL listing for surge protectors, 374

unicast packets, 170

Uniform Resource Locators (URLs), 486

uninterruptible power supplies (UPSs),
239-240, 376, 486

unique passwords, 331

Universal Asynchronous
Receiver-Transmitter (UART), 285
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Universal Serial Bus (USB), 25, 25-26
for cable modems, 291
defined, 487
for modems, 285
Unix operating system, 216, 487
application support for, 218
authentication in, 217
client for, 217, 323-324
features in, 216-217
file and print services in, 217
firewalls for, 341-342
interoperability in, 217
security in, 218
UnixWare, 217
unknown protocol packets, 170
unreliable protocols, 110, 487
unshielded twisted-pair (UTP) cable and
installations, 20, 487
connecting, 22
in Token Ring standard, 65
updating virus protection, 394-397
upgrades, 487
uploading files, 184
upper-layer information field in IP, 112
UPSs (uninterruptible power supplies),
239-240, 376, 486
uptime, 487
urgent pointer field, 108
URLs (Uniform Resource Locators), 486
USB (Universal Serial Bus), 25, 25-26
for cable modems, 291
defined, 487
for modems, 285
Use Windows to Configure My Wireless
Settings option, 256
user accounts. See accounts
User Datagram Protocol (UDP), 80, 119,
119, 167, 487
user-level security, 325, 487
usernames
in client/server networks, 9
in FTP, 181-182
for logins, 410-411
users, 487
UTP (unshielded twisted-pair) cable and
installations, 20, 487

Universal Serial Bus — WANSs 517

connecting, 22
in Token Ring standard, 65

\"/

vampire taps, 487
Variable Length Subnet Masking (VLSM),
130
VDSL (very high data-rate digital
subscriber line), 290
ventilation, 242
version field, 110
versions, Macintosh OS, 219-220,
220-221
very high data-rate digital subscriber line
(VDSL), 290
virtual COM ports, 284, 487
Virtual LANs (VLANSs), 153-154, 487
virtual private networks (VPNs), 488
IPSec for, 339
with L2TP, 338
with PPTP, 303-308, 303-307
virus engines, 395, 488
viruses, 392-393, 488
scanning for, 395-397
in troubleshooting, 442-443
types of, 393-394
updating protection for, 394-397
VLANS (Virtual LANs), 153-154, 487
VLSM (Variable Length Subnet Masking),
130
voltage indicators in UPSs, 376
volume, 488
volumes, disk, 378
VPN (virtual private networks), 488
IPSec for, 339
with L2TP, 338
with PPTP, 303-308, 303-307

1)}

walls in wireless network signal
degradation, 255
WAN:Ss (wide area networks), 4-5, 488
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WAPs (wireless access points), 35, 69,
244-245, 245
configuration, 258-259
defined, 489
war driving, 254
warm sites, 371-372
Warning code, 426
Warning events, 429
web proxies, 337, 488
web servers, 6, 488
web site support, 436
weekly backup rotation, 390
well-known port numbers, 122-123
WEP (Wired Equivalent Privacy) protocol,
254
in firewalls, 339
in wireless networks, 259
Wi-Fi networks, 251
Wi-Fi Protected Access (WPA) standard,
339
wide area networks (WANSs), 4-5, 488
Win4Lin operating system, 218
window field in TCP, 108
Windows Calculator, 132
Windows Internet Naming Service
(WINS), 142-144, 488
Windows NT Service, 488
Windows operating system, 204-205
authentication in, 207
client support for, 206-207, 207,
320-321
features, 205
file and print services in, 208
firewalls for, 342-343
on Linux, 218
log files in, 428-429
Application Log file, 434, 434
Security Log file, 431-433, 432-433
System Log file, 429-431, 430-431
security in, 208
Windows 95/98 client, 320-321
Windows 2003, 488
workstation configuration, 260-265,
261, 263-265
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Windows Registry, 151
Wine program, 218
WinFrame products, 308
winipcfg utility, 186-187, 488
WinNuke program, 345, 488
WINS (Windows Internet Naming
Service), 142-144, 488
WINS tab, 148150, 149
wire crimpers, 267, 267, 489
wire map testers, 268-269
Wired Equivalent Privacy (WEP) protocol,
254
in firewalls, 339
in wireless networks, 259
wireless access points (WAPs), 35, 69,
244-245, 245
configuration, 258-259
defined, 489
wireless bridges, 489
Wireless Network Key (WEP) option, 256
wireless networks, 244
ad-hoc mode in, 252-253
antennas for, 246-248
components of, 244-248
hardware for, 255
in hotels, 260
infrastructure mode in, 253-254
NICs for, 245, 246, 256-257,
257-258
signal degradation in, 255
standards for, 248-252
WAPs for, 244-245, 245, 258-259
wiring policies, 355
workgroups, 3, 489
workstation problems vs. server, 413
workstations, 5-7, 7, 489
backups for, 386
configuring, 145-147, 236, 260
DNS tab, 148, 149
IP address tab, 148
IP Settings tab, 147
NetWare, 265-266, 266
Options tab, 150, 150
properties for, 145-147, 146-147
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Windows 9x, 260-263, 261,
263-264
Windows 2000, 264-265, 265
Windows Registry for, 151
WINS tab, 148-150, 149
Zero Configuration, 151-153
World Wide Web (WWW), 489
worms, 489
WPA (Wi-Fi Protected Access) standard,
339

Y

Yagi antennas, 246-248, 459
yearly backup rotation, 391

X

X.500 standard, 234
X Window interface, 489
xDSL technology, 289-290, 290

y 4

zero compression rule, 129

Zero-Conf Multicast Address Allocation
Protocol (ZMAAP), 152-153

Zero Configuration, 151-153, 489

Zimmerman, Phil, 353

ZIP (Zone Information Protocol), 88

ZMAAP (Zero-Conf Multicast Address
Allocation Protocol), 152-153

Zone field in SOA, 140

Zone Information Protocol (ZIP), 88
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