
Index
Symbols and Numerics
* (asterisk) as wildcard character, 270

? (question mark) as wildcard character, 

270

32-bit machines

Active Directory and domain preparation 

using, 30

downloading Exchange Server tools for, 

30, 269

not supported by Exchange Server, 28

using Exchange Server tools on, 30–31

64-bit machines

processor choices, 28

required for Exchange Server, 28, 34

642 event message, 161

4662 event message, 161

• A •
accepted domain settings, 61

ACE (Access Control Entry), 80

Active Directory

dynamic distribution group 

requirements, 254

Edge Transport server access to, 10

making security changes for, 203–204

modifying the view of distribution 

groups, 156–157

renaming domains not supported, 34

requirements for Exchange Server, 32–34

Routing Log Viewer information about, 

242

security built-in for, 202

Active Directory Users and Computers 

console

Group Scope setting, 156

Group Type setting, 157

user and group security settings, 160–161

user auditing setup, 162–164

ActiveSync. See Exchange ActiveSync

AD LDS (Active Directory Lightweight 

Directory Services), 56

ADAM (Active Directory Application Mode)

AD LDS replacing on Windows Server 

2008, 56

Edge Transport server use of, 10, 55

Add-DistributionGroupMember 

cmdlet, 289

Add-MailboxPermission cmdlet, 283

address list folders, 59

address spaces, 115, 243

Administrator account, avoiding 

deleting, 87

Administrator privileges

for cmdlets, 278

for command line, 292

permissions for, 278

security risks for, 153

for Windows PowerShell, 264, 267–269

ADSI Edit console

creating attributes using, 204–208

setting attribute security with, 202–204

alternative mailboxes

equipment mailbox creation, 140–141

linked mailbox creation, 141–143

room mailbox creation, 138–140

antispam and antivirus features, 10–14. See 
also spam prevention; virus prevention

Anti-spam Stamp, 13, 174–176

Antivirus Extensibility feature, 169

antivirus stamp, 13, 169

application accessibility settings, 60

Application log size, setting, 86–87

Archive hosted service, 24, 57

asterisk (*) as wildcard character, 270

attachment fi ltering, 13, 169, 177–178

attack surface of server, 84

AttributeName control property, 202

attributes of templates

creating, 204–208

fi nding the OID (Object Identifi er) for, 205
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attributes of templates (continued)

LDAP display name for, 206

mAPIID value for, 207–208

oMSyntax value for, 206

overview, 202

security settings, 202–204

syntax value for, 207

auditing users, 161–164

authentication for OWA access, 105–106

auto attendant settings, 63

Autodiscover service, troubleshooting, 

215–216

Availability service, troubleshooting, 

215–216

• B •
backup. See also replication

choosing an application for, 250–251

data store backup creation, 248–251

elements not requiring, 249

elements requiring, 248–249

Extensible Storage Engine (ESE) type, 250

fast and fewer backups, 15, 249–250

further information, 249, 251

recovery storage group creation, 223

replication versus, 237–238

storage locations for data, 248–249

Volume Shadow copy Service (VSS) type, 

250

of Windows confi guration, 248

for Windows Server 2008, 251

Baseline test, 82–84

basic authentication, avoiding, 106

behaviors with templates, 199–200

Best Practices Analyzer. See Exchange Best 

Practices Analyzer (ExBPA)

blocking messages with unsafe 

attachments, 178

blogs, 336–337, 340–341

bold type in this book, 2

business continuity features, 15

• C •
CAL (Client Access License) editions, 

21–23

Calendar Attendant, 289–290

calendars

Calendar Attendant for, 289–290

iCalendar standard, 137

retrieval settings for IMAP4 and POP3, 

136–137

CCR (Cluster Continuous Replication), 

15, 20, 241

CD command, 297

Certifi cate Export Wizard, 101

Certifi cate Import Wizard, 102–103

certifi cates (SSL). See also digital 

certifi cates; SSL (Secure Sockets 

Layer)

automatic installation of, 14, 96

binding for Default Web Site, 98–99

exporting from server store to fi le, 

101–102

Friendly Name for, 98

installing on client machine, 102–103

self-signed, creating with IIS Manager 

console, 97–99

self-signed, creating with Windows 

PowerShell, 99–100

thumbprints for, 100

check box control, 197

checksum test, 302

Clean-MailboxDatabase cmdlet, 281

Client Access License (CAL) editions, 

21–23

Client Access role. See also OWA (Outlook 

Web Access)

application accessibility settings, 60

client connection confi guration, 104–110

connectivity methods, 65–66

device characteristics settings, 60

exporting certifi cate from server store to 

fi le, 101–102

installing certifi cate on client machine, 

102–103

organization level, 60

overview, 52–54

protocol confi guration for, 54

server level, 65–66

SSL certifi cate creation with IIS Manager 

console, 97–99

SSL certifi cate creation with Windows 

PowerShell, 99–100

SSL security level setting, 103–104
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client connection confi guration

Exchange ActiveSync mailbox policy 

creation, 107–108

Hub Transport role settings, 66–67

OWA confi guration, 104–106

POP3 and IMAP4 for, 109–110

reconfi guring users to rely on mailbox 

policy, 108–109

Cluster Continuous Replication (CCR), 

15, 20, 241

clustered mailbox servers, 285–286

cmdlets. See also Exchange Management 

Shell; Windows PowerShell; specifi c 

cmdlets

for adding custom resources, 273–275

administrator privileges required for, 278

for Calendar Attendant, 290

for clustered mailbox servers, 286

defi ned, 266

distribution group-related, 287–289

help for, 270–271

locating, 269–270

mailbox-related, 272–273, 277–278, 

280–286

for multimailbox search, 277–278

for restarting services, 276

scripting with, 278

for setting mailbox confi guration, 272–273

user-related, 278–280

in Windows PowerShell 2.0, 310–311

command line

arguments for fi ltering data, 277

Command History, 293

confi guring, 292–296

Display Options discontinued for, 294

Edit Options, 294

ESEUtil command, 296–303

ExBPACmd command, 304–305

Exchange Management Shell versus, 291

font for, 294

history of, 291

ISInteg command, 303–304

opening administrator command line, 292

text colors for, 296

window layout for, 294–295

window options, 292–294

Windows PowerShell versus, 264

comments

for custom folders, 128

for transport rules, 180

Community Technology Preview (CTP) 

version of Windows PowerShell, 311

compliance features, 14–15

confi dential messaging features, 14

confi guration management tools, 69–70

confi guring Exchange Server. See initial 

confi guration

ConfirmationRequired control 

property, 202

Connection Filtering, 11

connectivity problems, troubleshooting, 

217

Connectivity Test, 80–81

Connect-Mailbox cmdlet, 281

Contacts templates, 195. See also 

templates

Content Filtering feature, 12, 166

Continuity hosted service, 24, 57

controls for forms and templates

adding to templates, 198–199

Addition behavior for, 200

alignment marks, 198

attributes determined by, 202

available controls, 197–198

defi ned, 197

Deletion behavior for, 200

Exchange Server API for working with, 

199

Modifi cation behavior for, 200

properties, 200–202

copying database to another location, 

302–303

counters, performance, 259

CTP (Community Technology Preview) 

version of Windows PowerShell, 311

custom managed folders. See managed 

folders

• D •
DACL (Discretionary Access Control List), 

80, 157

Data Encryption Standard (DES), 170

data store backup, 248–251
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Database Recovery Management tool, 

221–223

Database Troubleshooter, 224–225

databases

checksum test, 302

cmdlets for working with, 281, 284–285

copying to another location, 302–303

Database Recovery Management tool for, 

221–223

Database Troubleshooter for, 224–225

defi ned, 52

defragmenting, 297–298

disk space requirements for, 31

displaying contents, 301–302

event logs, viewing, 223

Exchange Server editions and storage 

limits, 20

Exchange Server editions and support 

for, 20

integrity check for, 301, 303–304

portability improvements, 15

public folder, backup required for, 248

public folder, creating, 92–94

recovering, 300–301

recovery storage group creation, 223

repairing, 223, 298–299

replication, backing up, 249

restoring, 300

storage groups, 20, 52

troubleshooting, 221–225

verifying, 223

DDR (Double Data Rate) RAM, 29

decryption, 170

deep integration for antivirus scanning, 

14, 169

Default connection settings, 66–67

default managed folders. See managed 

folders

Default Public Folders folder

creating new folders, 146

mail-enabling a folder, 148

removing unneeded folders, 148

viewing folder properties, 147

Default Web Site

certifi cate binding for, 98–99

SSL security level setting, 103–104

defragmenting the database, 297–298

deleting or removing

Administrator account, avoiding, 87

messages with unsafe attachments, 178

NNTP support before installing Exchange 

Server, 32

problem messages, 236

public folders, 148

SMTP support before installing Exchange 

Server, 32

stripping unsafe attachments from 

messages, 178

template controls, 200

Delivery Status Notifi cation (DSN) 

settings, 62

DES (Data Encryption Standard), 170

Details Template Editor

adding a control to a template, 198–199

controls available, 197–198

Details Templates Editor versus, 195

editing a template, 195–197

Exchange Server API versus, 199

panes, 196

Details Templates Editor

creating a console for, 194

Details Template Editor versus, 195

overview, 194–195

template types in, 195

uses for, 193

device characteristics settings, 60

device security, SP1 improvements for, 18

dial plans, 63

digest authentication, avoiding, 106

digital certifi cates. See also certifi cates 

(SSL)

backup required for, 248

for devices without an account, 184

importing and exporting, 189–191

Network Device Enrollment for, 184

obtaining, 183

from remote location, 184

S/MIME support, 184

storage location for, 190

uniqueness of certifi cates and messages, 

189–190

uses for, 183

using, 188–189

verifying the presence of, 184–187
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viewing with MMC, 184–187

viewing with Windows PowerShell, 187

Direct Push

further information, 106

timeout value for, 107

Disable-DistributionGroup cmdlet, 

287

Disable-Mailbox cmdlet, 281

Disable-MailUser cmdlet, 279

disaster recovery tools, 70

Disconnected Mailbox folder, viewing, 69

Discretionary Access Control List (DACL), 

80, 157

disjoint namespaces, 33–34

displaying database contents, 301–302

Distribution Group folder, 69

distribution groups

cmdlets related to, 287–289

confi guring, 286–289

creating, 148–149

defi ned, 153

dynamic, 253–256

limiting number of, 148

modifying Active Directory view of, 

156–157

scope setting for, 156

security groups versus, 153

setting properties for, 149–150

types of use for, 157

uses for, 68–69, 148

DNS (Domain Name System) confi guration, 

33–34

Double Data Rate (DDR) RAM, 29

DSN (Delivery Status Notifi cation) 

settings, 62

DVD drive, 29

dynamic distribution groups

Active Directory requirements for, 254

cmdlets for working with, 287–289

creating, 254–256

as performance option, 253

queries for, 254

• E •
edge protocol rules, 13, 169

edge subscriptions, 62

Edge Transport role

Consolidated Management for, 13

described, 10

Hub Transport role versus, 55

overview, 55–56

subscriptions between Hub Transport 

role and, 55

Edge Transport server

consolidated management for, 13

coverage in this book, 3

hosted services alternative to, 110

Hub Transport server confi guration as, 

110

receive connector confi guration, 

113, 116–117

Routing Log Viewer information about, 

242

send connector confi guration, 113, 

114–116

virus prevention features, 168–169

EdgeSync service, 55

edit text box control, 197

e-mail. See also mail fl ow; mailboxes

address policies, 62

antispam requirements, 165–167

antivirus and malware requirements, 

167–169

connecting to Exchange Server using 

Outlook, 118–119

dual-provider approach, 117

fi nding message events, 231–233

mail-enabling a folder, 148

meaning in Exchange Server 2007, 52

message delivery options, 153–154

message delivery restrictions, 155–156

message size restrictions, 154–155

out-of-offi ce messages, 125

receive connector confi guration, 116–117

send connector confi guration, 114–116

e-mail folders

CAL edition differences for managing, 21

list of, 52

Enable-DistributionGroup cmdlet, 

287

Enable-ExchangeCertificate 

command, 100

Enable-Mailbox cmdlet, 281
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Enable-MailUser cmdlet, 279

encryption. See also SSL (Secure Sockets 

Layer)

Data Encryption Standard (DES), 170

defi ned, 170

e-mail, 170, 172

hard drive, 170

hosted, 24, 58

Intra-Org Encryption feature, 14, 171

opportunistic TLS, 14, 171

S/MIME, 172

Triple DES, 170

Voice Over IP (VOIP), 171

Encryption hosted service, 24, 58

Enterprise edition

Client Access License (CAL) options, 

21–23

features compared to Standard edition, 

20–21

SP1 requirement for features, 20, 21

environment for Exchange Server 

installation

Active Directory setup, 32–34

disk space requirements, 31–32

installing Internet Information Services 

role, 38–41

installing .NET Framework 2.0, 36–37

installing Windows PowerShell, 37–38

minimum hardware requirements, 28–30

mixed Exchange Server version 

environments, 34

operating systems supported, 34–35

removing NNTP support, 32

removing SMTP support, 32

starting Remote Registry service, 32

testing your confi guration, 41–44

verifying your confi guration, 32–36

E.164 for dial plan connection, 63

equipment mailboxes, 140–141

Err utility, 320–321

error codes

Exchange Server, utility for looking up, 

320–321

Outlook, 215

error reporting options during installation, 

45–46

ESE (Extensible Storage Engine) backup, 

250

ESEnTUtl (Extensible Storage Engine 

Technology Utility), 298

ESEUtil (Extensible Storage Engine Utility)

changing directory before executing, 297

checksum test, 302

copying database to another location, 

302–303

database integrity check, 301

database name for, 297

defragmenting the database, 297–298

displaying database contents, 301–302

ESEnTUtl versus, 298

further information, 298–303

mode confi guration for, 297

overview, 296–297

recovering the database, 300–301

repairing the database, 298–299

restoring the database, 300

event logs, viewing database-related, 223

ExBPACmd command, 304–305

Exchange ActiveSync

CAL edition differences for, 21

Client Access role settings, 60, 65–66

confi guring client access for, 272

default mailbox policy with SP1, 108

Direct Push, 106–107

Exchange Server support for, 53

mailbox policy creation, 107–108

mailbox policy for linked mailboxes, 142

policy selection when adding 

mailboxes, 90

reconfi guring users to rely on mailbox 

policy, 108–109

SP1 required for advanced policies, 21

Exchange Best Practices Analyzer (ExBPA)

Baseline test, 82–84

command line use of, 304–305

Connectivity Test, 80–81

Health Check, 75–79, 94, 96, 252–253

opening, 74

Performance Baseline scan, 75, 252–253

Permission Check, 79–80

Readiness Check, 40–41, 75

timing for running tests, 75
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Exchange Management Console. See also 

specifi c confi guration types

applying managed folder policy to user 

mailbox, 133–134

confi guration areas in, 49

distribution group creation, 149

Exchange Management Shell versus, 278

help topics in, 51

hosted services overview, 57–58

managed custom folder creation, 126–127

managed default folder creation, 128–129

managed folder confi guration, 129–131

managed folder mailbox policy settings, 

132–133

opening, 50, 72

Organization Confi guration overview, 

58–63

Recipient Confi guration overview, 68–69

repeated items in, 50

roles overview, 51–57

Server Confi guration overview, 63–68

SP1 improvements for, 20

Toolbox folder, 69–70

Exchange Management Shell. See also 

cmdlets

adding custom resources with, 273–275

antispam agent installation and 

confi guration with, 275–276

for clustered mailbox servers, 285–286

cmdlets, defi ned, 266

command line arguments for fi ltering 

data, 277

command line versus, 291

for distribution group confi guring, 

286–289

earlier command prompt programs, 263

Exchange Management Console versus, 

278

executing cmdlets, 272–275

for mail folder interaction, 280–286

multimailbox search with, 277–278

SCL threshold setting, 85–86

for SCR management, 242

setting mailbox confi guration with, 

272–273

SP1 improvements for, 20

for user interaction, 278–280

Windows PowerShell versus, 266

Exchange Processes Are Failing tool, 

218–220

Exchange Server 2007. See also initial 

confi guration; installing Exchange 

Server

Client Access License (CAL) editions, 

21–23

features, 10–15

hosted version, 9, 23–25

mixed version environments, 34

Service Pack 1 (SP1), 1, 16–20

Standard versus Enterprise edition, 20–21

trial version, 9

Exchange Server API, 199

Exchange Server TechNet forum, 332–333

Exchange Troubleshooting Assistant 

(ExTRA). See Microsoft Exchange 

Troubleshooting Assistant

Export-ExchangeCertificate 

command, 100

Export-Mailbox cmdlet, 277–278, 

282–283

Extensible Storage Engine (ESE) backup, 

250

Extensible Storage Engine Technology 

Utility (ESEnTUtl), 298

Extensible Storage Engine Utility. See 

ESEUtil

• F •
fi ltering e-mail

attachments, 13, 169, 177–178

by connections, 11

by content, 12, 166

by fi lename or fi le extension, 177

hosted, 14, 21, 24–25, 57

by MIME type, 177

by recipients, 11

by senders, 11

Filtering hosted service. See Hosted 

Filtering

Firefox, OWA Light access using, 53–54

Forefront Security for Exchange Server

CAL edition differences for, 21

for compressed fi le scanning, 177

described, 85

downloading, 313
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Forefront Security for Exchange Server 

(continued)

further information, 313

using, 312–314

forms, 193. See also templates

forms-based authentication for OWA 

access, 105–106

4662 event message, 161

Forwarding Address fi eld, security risks 

with, 153

FQDN (Fully Qualifi ed Domain Name)

creating certifi cate with, using IIS 

Manager console, 97–99

creating certifi cate with, using Windows 

PowerShell, 99–100

for OWA access, 53

warning for certifi cates not using, 96

full access permission for mailboxes, 

158, 160

• G •
Gerber, Barry (Mastering Microsoft 

Exchange Server 2007), 199

Get-CASMailbox cmdlet, 285

Get-ChildItem command, 187, 268

Get-ClusteredMailboxServer cmdlet, 

286

Get-DistributionGroup cmdlet, 287

Get-DistributionGroupMember 

cmdlet, 287

Get-DynamicDistributionGroup 

cmdlet, 287

Get-ExchangeCertificate command, 

100

Get-Mailbox cmdlet, 277–278, 280

Get-MailboxCalendarSettings 

cmdlet, 290

Get-MailboxDatabase cmdlet, 284

Get-MailboxFolderStatistics 

cmdlet, 282

Get-MailboxPermission cmdlet, 283

Get-MailboxServer cmdlet, 271, 284

Get-MailboxStatistics cmdlet, 282

Get-MailUser cmdlet, 279

Get-ManagedFolderMailboxPolicy 

cmdlet, 285

Get-User cmdlet, 279

GFI MailSecurity antivirus utility, 321–322

Gold Certifi ed Partner requirements, 343

Google, 337–338

group box control, 198

Groups templates, 195. See also templates

• H •
hard drive

analyzing the log drive space, 223

encrypting, 170

fi le format required for Exchange 

Server, 30

partitions for specifi c tasks, 30

space requirements for Exchange Server, 

29, 31–32

hardware requirements for Exchange 

Server, 28–30

hardware security, SP1 improvements 

for, 18

Health Check

dealing with issues, 77–79

deciding when to act on warnings, 79

described, 75

Do Not Show Me This Item Again... 

options, 79

error for mailbox without an OAB, 94

labels for scans, 76

Performance Baseline option, 75, 252–253

selecting the test to perform, 76

steps for running a scan, 76–77

time required for, 75–76

viewing a scan report, 77–78

warning for certifi cate not using FQDN, 96

help

for cmdlets, 270–271

in Exchange Management Console, 51

in Windows PowerShell, 264, 269–271

Hosted Filtering

alternatives to, 24

CAL edition differences for, 21

described, 14, 24, 57
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further information, 57

trial for, 25

hosted services

Archive, 24, 57

benefi ts of, 23

buying, 25

Continuity, 24, 57

defi ned, 57

elements of, 24–25

Encryption, 24, 58

Filtering, 14, 21, 24–25, 57

receive connector confi guration, 

113, 116–117

send connector confi guration, 

113–116

Software as a Service (SaaS) model for, 58

hosted version of SP1, 16

Hub Transport role

accepted domain settings, 61

edge subscription settings, 62

Edge Transport role versus, 55

e-mail address policies, 62

global settings, 62

journaling settings, 62

organization level, 61–62

overview, 54–55

relay domain settings, 61

remote domain settings, 61

send connector settings, 62

server level, 66–67

subscriptions between Edge Transport 

role and, 55

transport rules, 62, 179–183

Hub Transport server

adding antispam features, 176

defi ning e-mail domains, 111–113

Edge Transport server confi guration, 110

EdgeSync service on, 55

Internet Mail Flow confi guration, 

110, 113–116

receive connector confi guration, 

113, 116–117

Routing Log Viewer information about, 

242

send connector confi guration, 

113–116

• I •
iCalendar standard, 137

icons in margins of this book, 5

IIS. See Internet Information Services

IIS Manager console. See Internet 

Information Services (IIS) Manager 

console

IMAP4 (Internet Message Access Protocol 

version)

calendar retrieval settings, 136–137

Client Access role settings, 65–66

confi guring client access for, 272

Exchange Server support for, 54

further information, 109

logon method for, 109

POP3 versus, 109

starting the service, 110

IMF (Intelligent Message Filter), 12

Import-ExchangeCertificate 

command, 100

Import-Mailbox cmdlet, 283

Information Rights Management (IRM), 171

Information Store Integrity Checker 

(ISInteg), 303–304

initial confi guration

Application log size setting, 86–87

basic mailbox confi guration, 87–96

Best Practices Analyzer tests, 74–84

client access, 96–110

client connection to Exchange Server, 

117–119

entering the product key, 72–74

Hub Transport server setup, 110–117

malware protection, 84–86

mandatory confi guration tasks, 72–87

Install-AntiSpamAgents.PS1 script, 

275

installing. See also installing Exchange 

Server

antispam agents, 275–276

certifi cate on client machine, 102–103

Internet Information Services role, 38–41

Microsoft Management Console, 45

.NET Framework 2.0, 36–37

Windows PowerShell, 37–38
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installing Exchange Server

Active Directory requirements, 32–34

determining disk space, 31–32

IIS installation, 38–41

minimum hardware requirements, 28–30

.NET Framework 2.0 installation, 36–37

operating systems supported, 34–35

overview, 27

planning for, 27

removing NNTP support, 32

removing SMTP support, 32

starting Remote Registry service, 32

steps for, 44–47

testing your confi guration, 41–44

time required for, 27

verifying your confi guration, 32–36

Windows PowerShell installation, 37–38

integrity check for databases, 301, 303–304

Intelligent Message Filter (IMF), 12

Internet Explorer, OWA access using, 53

Internet Information Services (IIS)

installing the role, 38–40

troubleshooting, 216

verifying the installation, 40–41

Internet Information Services (IIS) Manager 

console

certifi cate information in, 101

creating a self-signed SSL certifi cate with, 

97–99

exporting certifi cate from server store to 

fi le, 101–102

installing certifi cate on client machine, 

102–103

SSL security level setting, 103–104

Windows PowerShell versus, 97, 99

Internet Mail Flow confi guration, 110. See 
also mail fl ow

Internet Message Access Protocol version 

4. See IMAP4

Internet resources

Active Directory and domain 

preparation, 30

Active Directory domain info, 34

Active Directory non-English domain 

controller hotfi x, 33

antispam and antivirus partners, 168

Archive hosted service info, 57

Autodiscover service troubleshooting, 

216

automatic spam update confi guration, 

218

Availability service info, 215

backup applications, 251

backup elements listing, 249

blogs, 336–337, 340–341

command line arguments for fi ltering 

data, 277

Continuity hosted service info, 57

DACL info, 157

DDR RAM info, 29

DES encryption breaking, 170

Direct Push, 106

disjoint namespace confi guration, 34

distribution group scope setting, 156

Encryption hosted service info, 58

Err utility download, 320

ESEUtil modes, 298–302

Exchange Server API info, 199

Exchange Server features, 15

Filtering hosted service info, 57

Forefront Security download, 313

Forefront Security info, 313

4662 event message, 161

general-question Web sites, 332

GFI MailSecurity, 321, 322

Gold Certifi ed Partner requirements, 343

Google, 337–338

Hosted Filtering alternatives, 24

Hosted Filtering trial, 25

iCalendar standard, 137

IIS troubleshooting, 216

IMAP4 info, 109

IRM info, 171

memory requirements calculation, 29

Microsoft Developer Network (MSDN), 

333–335

Microsoft Exchange Hosted Services 

purchase, 25

Microsoft Knowledge Base, 334–336

migration techniques, 342

MIME types, 177

monitoring large Exchange Server setups, 

251

.NET Framework 2.0 download, 36

Network Device Enrollment info, 184

new client features, 135

OID for attributes, 205

oMSyntax value types, 206
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Outlook error codes, 215

out-of-offi ce message obsolescence, 125

OWA troubleshooting, 216

performance counters, 259

Postini fi ltering service, 24

ProduKey utility download, 316

Quota Message Service, 195

recovering messages from Spam 

Quarantine mailbox, 176

role implementation checklist, 51

SaaS info, 58

SAN and NAS confi gurations compared, 

239

SCL info, 167

scripting with Windows PowerShell, 278

secure network share confi guration, 216

Sender ID info, 165

Sender Policy Framework (SPF), 165–166

SID listing, 318

single-label DNS name issues, 34

SIP URI info, 63

S/MIME compared to PGP/MIME, 16

S/MIME info, 172

SP1 evaluation copy, 22

SP1 hosted trial version, 16

syntax values for attributes, 207

SysInternals tools, 319–320

TechNet Web sites, 332–333

third-party add-ins, 342–343

third-party newsletters and blogs, 

339–341

third-party Web sites, 338–339

32-bit tools for Exchange Server, 30, 269

TinyURL Web site, 152

Triple DES, 170

Unifi ed Messaging role, 57

User Info utility, 317–318

VeriSign Web site, 183

VOIP encryption, 171

WebDAV info, 64

whitepapers, 341

Windows PowerShell 2.0 CTP version, 311

Windows PowerShell and Linux interface 

comparison, 265

Windows PowerShell certifi cate-specifi c 

commands, 100

Windows Server 2008 backup 

requirements, 251

Windows Server 2008 disk space 

requirements, 32

Windows Server 2008 terminology 

changes, 56

Windows Server 2008 tutorial, 259

XML Notepad download, 314

X-MS-Exchange-Organization header, 175

Intra-Org Encryption feature, 14, 171

IP gateway settings, 63

IRM (Information Rights Management), 171

ISInteg (Information Store Integrity 

Checker), 303–304

italics in this book, 2

Itanium processor, 28

• J •
journaling

archive integration, 15

CAL edition differences for, 22

defi ned, 62

fl exible, described, 15

Hub Transport role settings, 62

mailbox security using, 158

managed folder settings for, 129, 131

• K •
Knowledge Base (Microsoft), 334–336

• L •
label control, 198

languages

in Details Templates Editor, 195

disk space requirements for UM language 

packs, 31

selecting when installing Exchange 

Server, 44

LCR (Local Continuous Replication)

described, 15, 238

enabling, 239–240

Exchange Server editions and support 

for, 20

SAN or NAS confi guration, 238–239

LDAP (Lightweight Directory Access 

Protocol), 206
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linked mailboxes, 141–143

list box control, 198

Local Group Policy Editor, 162–164

logging

analyzing the log drive space, 223

Application log, 86–87

comparing two log fi les, 244–245

opening log fi les, 243–244

Outlook feature for, 214–215

Routing Log Viewer, 242–245

verifying transaction log fi les, 223

viewing database-related event logs, 223

login authentication, 105–106

• M •
Mail Contacts folder, 69

mail fl ow

defi ned, 113

distribution group settings, 150

distribution groups versus security 

groups, 153

Internet mail fl ow confi guration, 110

kinds of, 113

mailbox settings for, 144

Queue Viewer tool for, 234–237

receive connector confi guration, 

113, 116–117

send connector confi guration, 

113, 114–116

tools, 70

troubleshooting, 228–231

viewing folder properties, 147

Mail Flow Troubleshooter, 228–231

Mailbox Agents templates, 195. See also 

templates

mailbox policies

cmdlets for working with, 285

defi ned, 63

for Exchange ActiveSync, 107–109

for managed folders, 60, 90, 132–135, 142

reconfi guring users to rely on, 108–109

Unifi ed Messaging role settings, 63

Mailbox role

address list folders, 59

Managed Custom Folders, 60

Managed Default Folders, 59

managed folder mailbox policies, 60

Offl ine Address Book (OAB), 60

organization level, 59–60

overview, 52

recipient level, 68

server level, 64–65

WebDAV settings, 64–65

mailbox security

full access permission, 158, 160

inherent privacy of mailboxes, 157

journaling, 158

mailbox property settings, 145

send as permission, 158–159

on users and groups, 160–161

mailboxes

account and security settings, 145

aliases for, 89

applying managed folder policies to, 

133–134

associating OABs with, 94–96

backup required for, 248

basic confi guration, 87–96

business-critical features, 124

cmdlets related to, 272–273, 277–278, 

280–286

disk space requirements for, 31–32

distribution groups for, 148–150

equipment mailbox creation, 140–141

Exchange ActiveSync policy for, 107–109

linked mailbox creation, 141–143

Mail Flow Settings, 144

Mailbox Features options, 144

Mailbox Settings, 144

message folder confi guration, 136–145

messaging records management, 125–135

multimailbox search, 15, 178–179, 

277–278

notifi cation when specifi c size is 

exceeded, 195

OAB setup with Outlook 2003 and earlier, 

92–94

OAB setup with Outlook 2007, 90–92

out-of-offi ce messages, 125

properties, setting, 143–145

Public Folder Management Console use 

for, 145–148

recipient-level settings, 68
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room mailbox creation, 138–140

security settings, 157–161

setting confi guration for, 272–273

specialized tasks, 124

troubleshooting, 213–216

user information for, 144

user mailbox creation, 87–90

user needs and requirements, 

123–125, 135–136

maintenance

data store backup creation, 248–251

performance monitoring, 251–259

performance testing, 257–259

performance troubleshooting, 259–262

reasons for performing, 247

managed code, 264

Managed Folder Assistant, 134–135

managed folder mailbox policies

applying to a user mailbox, 133–134

described, 60

enabling Managed Folder Assistant, 

134–135

for linked mailboxes, 142

selecting when adding mailboxes, 90

setting, 132–133

managed folders. See also messaging 

records management

cmdlets for working with, 285

comments for custom folders, 128

confi guring, 129–131

creating custom folders, 126–127

creating default folders, 127–129

custom, described, 60

default, described, 59

feature described, 125

journal message settings, 129, 131

length of retention for messages, 129–130

mailbox policies for, 60, 90, 132–135, 142

RSS Items setting, 129

mAPIID value for attributes, 207–208

Mastering Microsoft Exchange Server 2007 

(Gerber and McBee), 199

MaxLength control property, 201

McBee, Jim (Mastering Microsoft Exchange 

Server 2007), 199

memory requirements

Exchange Server, 29

Windows Server 2008, 32

message delivery

options and security risks, 153–154

restrictions, 155–156

message folder confi guration

alternative mailboxes, 138–143

calendar retrieval settings for IMAP4 and 

POP3, 136–137

mailbox properties, 143–145

Message Tracking tool, 231–233

messaging records management

applying managed folder policy to user 

mailbox, 133–134

described, 14, 125

enabling Managed Folder Assistant, 

134–135

managed custom folder creation, 126–127

managed default folder creation, 127–129

managed folder confi guration, 129–131

managed folder mailbox policy settings, 

132–133

managed folders feature described, 125

Outlook versions support, 126

user needs and requirements, 123

Microsoft Developer Network (MSDN), 

333–335

Microsoft Exchange ActiveSync. See 

Exchange ActiveSync

Microsoft Exchange Hosted Services. See 

hosted services

Microsoft Exchange Troubleshooting 

Assistant

Database Recovery Management tool, 

221–223

Database Troubleshooter, 224–225

Exchange Processes Are Failing tool, 

219–220

location of, 219

Mail Flow Troubleshooter, 228–231

Performance Troubleshooter, 259–262

for problems of local origin, 211

Microsoft Knowledge Base, 334–336

migration techniques, 342

MIME (Multipurpose Internet Mail 

Extension) types, fi ltering by, 177

MMC (Microsoft Management Console)

creating a Details Templates Editor 

console, 194

installing, 45
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MMC (Microsoft Management Console) 

(continued)

saving the console, 186

viewing digital certifi cates with, 184–187

MOM (Microsoft Operations Manager), 13

monitor resolution for Exchange Server, 30

monitoring, defi ned, 251

monitoring performance

defi ned, 251

dynamic distribution groups for, 253–256

frequency for, 253

in large Exchange Server setups, 251

Performance Baseline scan for, 

75, 252–253

performance counters for, 259

Performance Monitor for, 257–259

monofont type in this book, 2

mouse, needed for Exchange Server, 30

Move-ClusteredMailboxServer 

cmdlet, 286

Move-Mailbox cmdlet, 282

MSDN (Microsoft Developer Network), 

333–335

MSExchange.org site, 332

Mueller, John (author)

e-mail address, 5, 331

TinyURL feedback requested by, 152

Windows Server 2008 All-in-One Desk 
Reference For Dummies, 259

Multiline control property, 201

multimailbox search

described, 15, 178–179

performing, 277–278

Multipurpose Internet Mail Extension 

(MIME) types, fi ltering by, 177

multivalued drop-down box control, 198

multivalued list box control, 198

• N •
namespaces, disjoint, 33–34

NAS (Network Area Storage), 238–239

Nero backup application, 251

.NET Framework 2.0, 36–37, 264

Network Device Enrollment feature, 184

Network News Transfer Protocol 

(NNTP), 32

New Distribution Group wizard, 149

New Mailbox wizard

for equipment mailboxes, 141

for linked mailboxes, 141–143

for room mailboxes, 138–140

for user mailboxes, 88–90

New SMTP Send Connector wizard, 

114–116

New Transport Rule wizard, 179–182

New-DistributionGroup cmdlet, 287

New-DynamicDistributionGroup 

cmdlet, 288

New-ExchangeCertificate command, 

100

New-Mailbox cmdlet, 281

New-MailboxDatabase cmdlet, 284–285

New-MailUser cmdlet, 279

New-ManagedFolderMailboxPolicy 

cmdlet, 285

NNTP (Network News Transfer 

Protocol), 32

NTFS, required for Exchange Server, 30

• O •
OAB (Offl ine Address Book)

associating URLs with, 92

associating with a mailbox, 94–96

backup required for, 248

Client Access role settings, 65–66

custom forms use of, 193

described, 60

distribution options, 91, 94

Mailbox role settings, 60

setup with Outlook 2003 and earlier, 

92–94

setup with Outlook 2007, 90–92

OCS (Offi ce Communication Server), 19

OID (Object Identifi er) for attributes, 205

oMSyntax value for attributes, 206

operating systems

64-bit, required for Exchange Server 2007, 

28, 34

supported for Exchange Server 2007, 

34–35

supported for Exchange Server 

management tools, 35

32-bit, using Exchange Server tools on, 

30–31
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opportunistic TLS encryption, 14, 171

Organization Confi guration in Exchange 

Management Console

Client Access role settings, 60

Hub Transport role settings, 61–62

list of administrators in, 58

Mailbox role settings, 59–60

managed custom folder creation, 126–127

managed default folder creation, 127–129

managed folder confi guration, 129–131

managed folder mailbox policy settings, 

132–133

OAB setup for Outlook 2003 or earlier, 94

OAB setup for Outlook 2007, 90–92

send connector confi guration, 114–116

servers affected by, 58

subfolders in, 58

transport rule creation, 179–182

Unifi ed Messaging role settings, 62–63

Outlook 2003 or earlier

connecting to Exchange Server using, 

118–119

messaging records management support, 

126

OAB confi guration, 94

public folder database creation, 92–94

Outlook 2007. See also OWA (Outlook Web 

Access)

Anti-spam Stamp with, 13, 174–176

attachment fi ltering with, 13, 169, 177–178

connecting to Exchange Server using, 

118–119

e-mail folders, 52

as main e-mail client program, 52

multimailbox search with, 15, 178–179

OAB confi guration for local network, 

90–91

OAB confi guration for remote network, 

91–92

Safe Sender List Aggregation with, 

11, 174, 177

SP1 features for, 18

transport rules with, 17, 62, 179–183

Outlook error codes, 215

Outlook Express, 52

Outlook logging feature, 214–215

Outlook Voice Access, 19

Outlook Web Access Light, 19, 53–54

out-of-offi ce messages, 125

OWA (Outlook Web Access)

authentication, forms-based versus 

Windows, 105–106

CAL edition differences for, 22

calendar retrieval using, 137

Client Access role settings, 65–66

confi guring client access for, 272

confi guring for Exchange Server setup, 

104–106

Exchange Server support for, 53

forcing S/MIME use, 172

Light version, 19, 53–54

self-service support options, 18

SSL security level setting, 104

troubleshooting, 216

URL for accessing, 53, 105

• P •
paging fi le size, 29

PCL (Phishing Confi dence Level), 175

performance

connectivity problems, 217

counters for, 259

defi ned, 251

dynamic distribution groups for, 253–256

features in Exchange Server 2007, 10–15

frequency for checking, 253

mailbox issues, 213–216

Message Tracking tool impact on, 232

monitoring, 251–259

Performance Baseline scan, 75, 252–253

Performance Monitor tool, 257–259

Performance Troubleshooter, 259–262

of Remote Desktop, 328–329

testing, 212–218, 257–259

tools overview, 70

troubleshooting, 259–262

user setup issues, 212–213

Performance Baseline scan, 75, 252–253

Performance Monitor, 257–259

Performance Troubleshooter, 259–262

Permission Check, 79–80

permissions. See also Administrator 

privileges

full access, 158, 160

send as, 158–159

for working with cmdlets, 278



360 Microsoft Exchange Server 2007 For Dummies 

personal store

defi ned, 183

digital certifi cates for devices without an 

account, 184

importing and exporting digital 

certifi cates, 189–191

obtaining digital certifi cates, 183

using digital certifi cates, 188–189

verifying digital certifi cate presence, 

184–187

PGP/MIME (Pretty Good Privacy/

Multipurpose Internet Mail 

Extensions), 16

Phishing Confi dence Level (PCL), 175

POP3 (Post Offi ce Protocol version 3)

calendar retrieval settings, 136–137

Client Access role settings, 65–66

confi guring client access for, 272

Exchange Server support for, 54

IMAP4 versus, 109

logon method for, 109

starting the service, 110

Postini fi ltering service, 24

postmark verifi cation, 12

PowerShell. See Windows PowerShell

processor requirements for Exchange 

Server, 28

product key

entering for Exchange Server, 64, 72–74

reminder for, 72

tracking on network with ProduKey 

utility, 316–317

ProduKey utility, 316–317

protocols supported, 54. See also specifi c 

protocols

PS1 fi le extension, 278

public folder databases

backup required for, 248

creating for Outlook 2003 or earlier, 92–94

Public Folder Management Console

creating new folders, 146

described, 145–146

mail-enabling a folder, 148

modifying existing folders, 147–148

modifying public system folders, care in, 

145

removing unneeded folders, 148

SP1 improvements for, 20

viewing folder properties, 147

Public Folders templates, 195. See also 

templates

• Q •
QoS (Quality of Service) issues for send 

connector, 115

question mark (?) as wildcard character, 

270

queue, defi ned, 234

Queue Viewer tool

changing servers, 235

described, 234

Message Count column, 235

Messages tab, 235–237

Queues tab, 234–235

removing problem messages, 236

viewing message information, 237

viewing messages in a specifi c queue, 235

Quota Message Service, 195

• R •
RAM. See memory requirements

Readiness Check, 40–41, 75

ReadOnly control property, 201

receive connectors

confi guring, 114–116

defi ned, 113

mail fl ow type with, 113

types of, 116

Recipient Confi guration in Exchange 

Management Console

adding a user mailbox, 88–90

applying managed folder policy to user 

mailbox, 133–134

Disconnected Mailbox folder in, 69

distribution group creation, 148–149

Distribution Group folder in, 68–69

full access permission setting, 158, 160

linked mailbox creation, 141–143

Mail Contacts folder in, 69

Mailbox folder in, 68

overview, 68
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room mailbox creation, 138–141

send as permission setting, 158–159

recovering the database, 300–301

recovery storage group creation, 223

registry, backup required for, 248

relay domain settings, 61

reliability. See also performance; security

features in Exchange Server 2007, 10–15

SP1 improvements for, 17–18

Remember icon, 5

Remote Desktop Connection application

accessing local resources with, 327–328

creating a connection, 323–325

display settings, 326–327

enabling, 323

overview, 322

performance optimization for, 328–329

running a confi guration program with, 

328–329

remote domain settings, 61

Remote Procedure Call (RPC), 14, 171

Remote Registry service, 32

Remove-DistributionGroup cmdlet, 

288

Remove-DistributionGroupMember 

cmdlet, 289

Remove-DynamicDistributionGroup 

cmdlet, 289

Remove-ExchangeCertificate 

command, 100

Remove-Mailbox cmdlet, 281

Remove-MailboxDatabase cmdlet, 285

Remove-MailboxPermission cmdlet, 

283

Remove-MailUser cmdlet, 279

Remove-ManagedFolderMailboxPolicy 

cmdlet, 285

removing. See deleting or removing

repairing the database, 223, 298–299

replication. See also specifi c kinds

backing up replication databases, 249

backup versus, 237–238

CCR (Cluster Continuous Replication), 

15, 20, 241

defi ned, 237

determining need for, 238

digital certifi cate uniqueness after, 189

Exchange Server editions and support 

for, 20

LCR (Local Continuous Replication), 

15, 20, 238–240

maintenance reduced by, 247

SCR (Standby Continuous Replication), 

17–18, 20, 241–242

types supported, 238

viewing folder properties, 147

resolution, screen, 30

resources, Internet. See Internet resources

resources, physical

accessing with Remote Desktop, 327–328

custom, adding with Set-
ResourceConfig cmdlet, 273–275

room mailbox information about, 139–140

Restart-Service cmdlet, 276

Restore-Mailbox cmdlet, 283

restoring the database, 300

roles. See also specifi c roles

checklist for implementing, 51

Client Access, 52–54

defi ned, 51

Edge Transport, 55–56

Hub Transport, 54–55

Mailbox, 52

Unifi ed Messaging, 56–57

room mailboxes, 138–140

Routing Log Viewer

comparing two log fi les, 244–245

described, 242

opening log fi les, 243–244

tabs, 242–243

RPC (Remote Procedure Call), 14, 171

• S •
SaaS (Software as a Service) model, 58

Safe Sender List Aggregation feature, 

11, 174, 177

SAN (Storage Area Network), 238–239

scalability

Archive Integration feature, 15

Cluster Continuous Replication (CCR) 

feature, 15

database portability feature, 15

Exchange Server edition choices for, 21

Local Continuous Replication (LCR) 

feature, 15

multimailbox search feature, 15, 178–179, 

277–278
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scalability (continued)

new features supporting, 10, 12, 15

Service Resilience feature, 12

schema for resources

creating, 273

defi ned, 273

modifying, 274–275

SCL (Spam Confi dence Level)

further information, 167

threshold setting for, 85–86, 167

X-MS-Exchange-Organization-SCL header, 

175

SCOM performance monitor, 253

SCR (Standby Continuous Replication)

advantages of, 241–242

described, 17–18, 241

Exchange Management Shell used for, 242

Exchange Server editions and support 

for, 20

SP1 required for, 17, 20, 238

screen resolution requirements, 30

scripts and scripting

antispam agent scripts, 275

with Windows PowerShell, 278

with Windows PowerShell Scriptomatic, 

311–312

Search Dialogs templates, 195. See also 

templates

secure network share confi guration, 216

Secure Sockets Layer. See SSL

Secure/Multipurpose Internet Mail 

Extensions (S/MIME), 16–17, 172, 184

security. See also mailbox security; SSL 

(Secure Sockets Layer); user security

Active Directory, 202–204

Administrator privilege risks, 153

antispam requirements, 165–167

antivirus and malware requirements, 

167–169

auditing users, 161–164

continuous consideration needed for, 159

encryption, 170–172

features in Exchange Server 2007, 10–15

hardware, 18

importance of, 151

mailbox property settings, 145

mailbox security settings, 157–161

MaxLength control property for, 201

Permission Check for, 79–80

SP1 improvements for, 18

for template attributes, 202–204

user security settings, 152–157

UseSystemPasswordChar control 

property for, 201

of Windows PowerShell, 263–264, 267–268

security groups, 153

Security Identifi er (SID), 80, 317–318

SELF user, 160–161

send as permission for mailboxes, 158–159

send connectors

confi guring, 114–116

cost of an address space for, 115

defi ned, 62, 113

Hub Transport role settings, 62

mail fl ow type with, 113

Routing Log Viewer information about, 

243

Send on Behalf feature, 153

Sender ID feature, 11, 165–166

Sender Policy Framework (SPF), 165–166

Server Confi guration in Exchange 

Management Console

associating an OAB with a mailbox, 95–96

Client Access role settings, 65–66

client connection confi guration, 104–110

creating fi lters for server properties, 64

enabling Managed Folder Assistant, 

134–135

Hub Transport role settings, 66–67

Mailbox role settings, 64–65

overview, 63–64

OWA confi guration, 104–106

product key installation, 64, 72–74

receive connector confi guration, 116–117

Unifi ed Messaging role settings, 67–68

Service Pack 1. See SP1

Service Resilience feature, 12

Session Initiation Protocol Uniform 

Resource Identifi er (SIP URI), 63

Set-CASMailbox cmdlet, 

126, 272–273, 285

Set-DistributionGroup cmdlet, 288

Set-DynamicDistributionGroup 

cmdlet, 289

Set-Mailbox cmdlet, 283

Set-MailboxCalendarSettings 

cmdlet, 290

Set-MailboxDatabase cmdlet, 285
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Set-MailboxServer cmdlet, 284

Set-MailUser cmdlet, 279–280

Set-ManagedFolderMailboxPolicy 

cmdlet, 285

Set-ResourceConfig cmdlet, 273–275

Set-User cmdlet, 279

SID (Security Identifi er), 80, 317–318

single copy clusters, 20

single-label DNS name issues, 34

SIP URI (Session Initiation Protocol 

Uniform Resource Identifi er), 63

64-bit machines

processor choices, 28

required for Exchange Server, 28, 34

642 event message, 161

SmartScreen content fi ltering, 12

S/MIME (Secure/Multipurpose Internet 

Mail Extensions), 16–17, 172, 184

SMTP (Simple Mail Transport Protocol)

defi ning internal servers, 62

Edge Transport role for relay services 

and hosted services, 55

Edge Transport server support for, 10

Hub Transport role with, 55

relay domain settings for, 61

removing support before installing 

Exchange Server, 32

send connector confi guration, 114–116

Software as a Service (SaaS) model, 58

Spam Confi dence Level. See SCL

spam prevention

antispam features, 10–14

antispam requirements, 165–167

Anti-spam Stamp, 13, 174–176

Content Filtering for, 166

GFI MailSecurity for, 321–322

installing and confi guring antispam 

agents, 275–276

PCL level for, 175

Recipient Limits setting, 154

Safe Sender List Aggregation feature, 

11, 174, 177

SCL threshold setting for, 85–86, 167

Sender ID feature for, 165–166

Spam Assessment feature, 12

spam assessment overview, 167

third-party solutions, 168

Two-Tiered Spam Quarantine feature, 

13, 176

updating spam support, 218

white listing, 11

speed. See performance

SPF (Sender Policy Framework), 165–166

SP1 (Service Pack 1)

administration tool updates, 20

coverage in this book, 1

database disk space requirements 

with, 31

default Exchange ActiveSync mailbox 

policy with, 108

described, 16

device security and management with, 18

evaluation copy for testing, 22

hosted trial version for testing, 16

new transport rules with, 17

required for Advanced Exchange 

ActiveSync Policies, 21

required for SCR, 20, 238

required for Windows Server 2008, 16, 19

SCR support with, 17–18

“Setup cannot detect an SMTP or Send 

connector...” message, 114

S/MIME support with, 16–17

streamlined setup with, 19

voice features, 19

Web Services API with, 19

Web-based messaging additions, 18–19

SSL (Secure Sockets Layer)

automatic installation of certifi cates, 

14, 96, 172

certifi cate creation with IIS Manager 

console, 97–99

certifi cate creation with Windows 

PowerShell, 99–100

as default for client access traffi c, 14

exporting certifi cate from server store to 

fi le, 101–102

installing certifi cate on client machine, 

102–103

security level setting, 103–104

Standard edition

Client Access License (CAL) options, 

21–23

features compared to Enterprise edition, 

20–21

SP1 requirement for features, 20–21
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Standby Continuous Replication. See SCR

Start-ClusteredMailboxServer 

cmdlet, 286

Stop-ClusteredMailboxServer 

cmdlet, 286

Storage Area Network (SAN), 238–239

storage groups, 20, 52. See also databases

stripping unsafe attachments from 

messages, 178

syntax value for attributes, 207

SysInternals tools, 318–320

system requirements for Exchange Server. 

See environment for Exchange Server 

installation

• T •
TabIndex control property, 201

TechNet Web sites, 332–333

Technical Stuff icon, 3, 5

telephone connection for dial plan, 63

templates

adding controls to, 198–199

attribute security for, 202–204

attributes of, 202

behaviors with, 199–200

control properties with, 200–202

controls available for, 197–198

creating attributes, 204–208

defi ned, 193

in Details Templates Editor, 195

editing, 195–197

Exchange Server API for modifying, 199

forms as instances of, 193

testing

checksum test, 302

confi guration for installing Exchange 

Server, 41–44

performance, 212–218

SP1, evaluation copy for, 22

SP1, hosted trial version for, 16

test user for, 212–213

Text control property, 201

third-party add-ins, 342–343

third-party newsletters and blogs, 339–341

third-party Web sites, 338–339

32-bit machines

Active Directory and domain preparation 

using, 30

downloading Exchange Server tools for, 

30, 269

not supported by Exchange Server, 28

using Exchange Server tools on, 30–31

timeout value for Direct Push, 107

TinyURL Web site, 152

Tip icon, 5

TLS (Transport Layer Security), 14, 171

transaction log fi les, verifying, 223

transport rules

changing priority for, 182–183

comments for, 180

creating a new rule, 179–182

defi ned, 62

exceptions for, 182

Hub Transport role settings, 62

linking actions with, 181

SP1 improvements for, 17

uses for, 179

trial version

of Exchange Server, 9

of SP1, evaluation copy, 22

of SP1, hosted, 16

troubleshooting your confi guration

Autodiscover service, 215–216

Availability service, 215–216

connectivity problems, 217

Database Recovery Management tool for, 

221–223

Database Troubleshooter for, 224–225

Exchange Processes Are Failing tool for, 

218–220

IIS issues, 216

Mail Flow Troubleshooter for, 228–231

mailbox issues, 213–216

Microsoft Exchange Troubleshooting 

Assistant for, 211, 219, 221–225

monitoring needed for, 211

need for, 211

Outlook logging for, 214–215

overview, 211–212

OWA access, 216

performance testing, 212–218, 257–259

Performance Troubleshooter for, 259–262

test user for, 212–213
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thinking outside the confi guration issue 

box, 217–218

updating Exchange Server, 218

updating spam support, 218

user setup issues, 212–213

Two-Tiered Spam Quarantine feature, 

13, 176

• U •
UM (Unifi ed Messaging)

CAL edition differences for, 22

disk space requirements for language 

packs, 31

Unifi ed Messaging role

auto attendant settings, 63

confi guring connections, 67–68

dial plan settings, 63

further information, 57

IP gateway settings, 63

organization level, 62–63

overview, 56–57

server level, 67–68

Uninstall-AntiSpamAgents.PS1 

script, 275

updating

Exchange Server automatically, 218

Exchange Server during installation, 47

spam support, 218

URLs. See also Internet resources

associating with OAB for remote 

network, 92

for calendar retrieval, 137

for OWA access, 53, 105

shortening with TinyURL Web site, 152

User Info utility, 317–318

user security

Administrator privilege risks, 153

Exchange Server and Windows combined 

for, 152–153

message delivery options, 153–154

message delivery restrictions, 155–156

message size restrictions, 154–155

modifying Active Directory view of 

distribution groups, 156–157

Recipient Limits setting, 154

as weakest link, 164

username, converting SID to, 317–318

users

adding mailboxes for, 87–90

Administrator, 87

auditing, 161–164

cmdlets related to, 278–280

creating a new user, 87–90

Exchange Management Shell interaction 

with, 278–280

mailbox needs and requirements, 

124–125, 135–136

Mailbox role support for, 52

new client features, 135–136

reconfi guring to rely on Exchange 

ActiveSync mailbox policy, 108–109

security settings, 152–157

SELF, 160–161

test user for troubleshooting, 212–213

as weakest security link, 164

Users templates, 195. See also templates

UseSystemPasswordChar control property, 

201

• V •
VeriSign Web site, 183

virus prevention

Antivirus Extensibility feature, 169

antivirus features, 10–14

antivirus stamp, 13, 169

attachment fi ltering, 13, 169, 177–178

deep integration for antivirus scanning, 

14, 169

edge protocol rules, 13, 169

Edge Transport server features, 168–169

GFI MailSecurity for, 321–322

overview, 167–168

third-party solutions, 168

user’s cooperation needed for, 168

Vista, 16, 35

voice mail alerts, 19

VOIP (Voice Over IP) encryption, 171

volume licensing

per-device versus per-user licensing, 

22–23

requirements for features, 21–22

VSS (Volume Shadow copy Service) 

backup, 250
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• W •
Warning! icon, 5

Web resources. See Internet resources

Web Services API, 19

Web-based messaging, 18–19

WebDAV (Web-based Distributed 

Authoring and Versioning), 64–65

white listing, 11

whitepapers, 341

wildcard characters for Windows 

PowerShell, 270

Windows authentication for OWA access, 

106

Windows Management Instrumentation 

(WMI) interface, 311

Windows PowerShell. See also cmdlets

administrator privileges required for, 264

administrator-level session for, 267–269

certifi cate-specifi c commands, 100

cmdlets, 266, 269–271

command line versus, 264

Community Technology Preview (CTP) 

version, 311

creating a self-signed SSL certifi cate with, 

99–100

earlier command prompt programs, 263

Exchange Management Shell versus, 266

help for, 100, 264, 269–271

IIS Manager console versus, 97, 99

installing, 37–38

Linux interface compared to, 265

locating cmdlets, 269–270

managed code with, 264

.NET Framework 2.0 required for, 37

reasons for using, 265

scripting with, 278

security, 263–264, 267–268

32-bit version, 269

upgrading to version 2.0, 310–311

using, 268–269

viewing digital certifi cates with, 187

wildcard characters, 270

Windows PowerShell Scriptomatic, 311–312

Windows registry, backup required for, 248

Windows Server 2000 issues, 34

Windows Server 2003 versions 

supported, 35

Windows Server 2008

backup requirements, 251

disk space requirements for, 32

installing IIS on, 38–41

installing Windows PowerShell on, 37–38

SP1 required for, 16, 19

terminology changes, 56

tutorial on new features, 259

versions supported for Exchange Server 

2007, 35

Windows Server 2008 All-in-One Desk 
Reference For Dummies (Mueller), 259

Windows Vista, 16, 35

Windows XP versions supported, 35

WMI (Windows Management 

Instrumentation) interface, 311

• X •
XML Notepad, 314–316

X-MS-Exchange-Organization-Antispam-

Report header, 176

X-MS-Exchange-Organization-PCL header, 

175

X-MS-Exchange-Organization-SCL header, 

175

XP versions supported, 35


