
Index
• Symbols and 
Numerics •
## SECRET-DATA encryption, 93

? command, 78, 369

| (pipe), 353

+ (plus sign), 129

.0 fi le extension, 176

0.0.0.0/0 route, 236

.8 - (minus sign), 129
16 prefi x, 238

1/8 route, 236

2/8 route, 236

5/8 route, 236

7/8 route, 236

23/8 route, 236

127/8 route, 236

3DES-CBC (Triple Data Encryption 

Standard-cipher Block Chaining), 291

802.1X protocol, 152–153

• A •
ABR (area border router), 118, 122

accept action, 134, 209, 228–230

access control list (ACL), 52, 58

access layer, 32

access permission, 20

access switching layer, 39–40

ACL (access control list), 52, 58

active alarm, 311

active confi guration, 80

active route, 47

active state, 205

address block, 45

address family identifi er (AFI), 121

Admin status, 337–338

admission control, 152–153

ADSL interface. See asymmetric digital 

subscriber line interface

ADSL-over-ATM interface, 187

Advanced Encryption Standard (AES), 291

Advanced Insight Solutions (AIS), 24–25

AES (Advanced Encryption Standard), 291

af (assured forwarding), 245–246

AFI (address family identifi er), 121

age output fi eld, 316

agent, 95

aggregate route, 238–240

aggregation layer, 38, 40

aggregation switch, 160

AH (Authentication Header) protocol, 

289–290

AIS (Advanced Insight Solutions), 24–25

alarm, 311, 331–332

Alert severity level, 99

alert syslog severity, 172

ALG (Application Layer Gateway), 60

all keyword, 154

AND statement, 228

annotate command, 20

Any confi guration option, 98

Any severity level, 98

any syslog facility, 171

any syslog severity, 171

any warning confi guration, 98

application layer, 325

Application Layer Gateway (ALG), 60

Application-Specifi c Integrated Circuit 

(ASIC), 11

APS (Automatic Protection Switching), 

350–351

archive log, 329

archiving confi guration, 82–86

area

IS-IS protocol, 121–122

OSPF protocol, 118–119

area border router (ABR), 118, 122

area ID match condition, 226

area identifi er, 121
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AS (autonomous system), 49, 117–118, 202, 

317, 341–342

AS path match condition, 226

ASIC (Application-Specifi c Integrated 

Circuit), 11

assured forwarding (af), 245–246

asymmetric digital subscriber line (ADSL) 

interface

confi guring, 187–192

overview, 181–182

Asynchronous Transfer Mode-over-ATM 

interface, 187

ATM -options hierarchy, 106

authentication, 61, 138–139, 168

authentication confi guration option, 97

Authentication Header (AH) protocol, 

289–290

authentication protocol, 192

authentication server, 92

authentication-profi le-name 

statement, 153

authorization confi guration option, 98

authorization error message, 98

authorization event, 175

authorization syslog facilities, 171

Automatic Protection Switching (APS), 

350–351

automation script, 22–23

auto-negotiate setting, 189–191

autonomous network, 197

autonomous system (AS), 49, 117–118, 202, 

317, 341–342

availability, 40

• B •
BA classifi er. See behavior 

aggregate classifi er

backbone area, 118

bad route, 237

bandwidth

capping transmission rate, 257–258

overview, 255–256

reserving on LSPs, 280–284

strict-high scheduling, 257

bandwidth policy, 256

banner, 89–91

Basic Settings page, 142

BCD (binary-coded decimal), 121

be (best effort), 245

behavior aggregate (BA) classifi er

aliases, 247

forwarding classes, 248–249

linking forwarding classes to, 250–252

linking to traffi c, 252–253

massaging for core transit, 261–265

overview, 244

queues, 249–250

BER (bit error rate), 194–195

BERT tester, 194–195

best effort (be), 245

BFD (Bidirectional Forwarding Detection), 63

BGP. See Border Gateway Protocol

bgp command, 69

bgp neighbor neighbor-name 

command, 69

bgp-dead-peers script, 359–360

bidirectional communication, 278

Bidirectional Forwarding Detection (BFD), 63

bidirectional security association, 292

binary, 14

binary-coded decimal (BCD), 121

bit error rate (BER), 194–195

black holing, 48

block-all-else term, 132

book, JUNOS, 370

Border Gateway Protocol (BGP)

authenticating packets, 138–139

Autonomous Systems, 197–199

confi guring, 199–203

dead-peers script, 359–360 

default actions, 230

monitoring, 203–214

overview, 49

route refl ectors, 214–220

verifying peering relationships, 342–343

branch router, 249

broadcast domain, 33, 145

broadcast message, 124

broadcast traffi c, 145

bugs, 346, 348–349

business critical application, 250, 255

business rules, 347–348



375375 Index

• C •
CA (certifi cate authority), 292

candidate confi guration, 21, 80

capping transmission rate, 257–258

carrier network, 272

carrier-sense multiple access with 

collection detection (CSMA/CD) 

protocol, 145

centralized authentication, 94

certifi cate authority (CA), 292

certifi cation, JUNOS, 370–371

/cf/var/log/ log fi le directory, 174

chain topology, 144

Challenge Handshake Authentication 

Protocol (CHAP), 193–194

challenge value, 193

change-log confi guration option, 98

change-log notice message, 98

change-log syslog facility, 171

CHAP (Challenge Handshake 

Authentication Protocol), 193–194

chassis confi guration option, 97

chassis statement, 73

Chassis technology, 39–40

chassisd process log fi le, 332–333

CIDR (Classless Interdomain Routing), 116

ciphertext, 290

Cisco IOS software, 203

Class of Service (CoS)

classifying inbound traffi c, 243–253

controlling outbound traffi c, 253–261

massaging BA classifi ers for core transit, 

261–265

overview, 35, 241–243

process log fi le, 332

queue, 311

class selector (cs), 246

classifi cation stage, 242

Classless Interdomain Routing (CIDR), 116

class-of-service statement, 73

clear bgp neighbor neighbor-name 

command, 69

clear command, 69, 75

clear log command, 177

CLI. See command-line interface

client, 95

clock signal, 186

clocking, 183

cluster, 217

cluster ID, 217, 219

code point alias, 246–248

collision domain, 145

command, see names of specifi c 

commands

command completion, 78–79

command log, 329–330

command-line interface (CLI)

archiving confi gurations, 82–86

command completion, 78–79

commit command, 21–22

commit confi rmed command, 21–22

committing confi gurations, 80–82

confi guration mode, 68–78

confi guring routers, 86–88

help command, 78

keyboard sequences, 78–80

logging in to routers, 67–68

operational mode, 68–75

overview, 19–20

rollback command, 21–22

tools, 20

as troubleshooting tool, 326

commit at command, 20

Commit Check command, 21

commit command, 21–22, 77, 80–81, 83–84, 

88, 106, 157, 355

commit complete command, 81

commit confi rmed command, 21–22, 

81–82, 364

commit synchronize command, 157

commits log fi le, 331–332

committing confi guration, 80–82
compatibility, 25–27

/confi g directory, 83

confi guration

activating, 77

archiving, 82–86

changing, 350–351, 356–357

committing, 80–82

constraining, 350, 356

displaying, 77

returning to previous, 77

simplifying, 351, 357–359
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Confi guration and Diagnostic Automation 

Guide, 354

confi guration confi guration option, 97

confi guration hierarchy, 77

confi guration message log, 329–330

confi guration mode, 69–78

confi guration statement, 73

confi gure command, 72, 84, 364

confl ict-log confi guration option, 98

confl ict-log syslog facility, 171

congestion, 258

connect state, 205

connecting switch, 143–144

console port, 68

constraint on packet forwarding, 279–286

constraint-based routing, 279

control plane, 8

conventions used in book, 2

convergence, 47–48

cooling, 40

copy command, 77

core fi le, 327, 336

core layer, 32, 40

core switch, 160

core transit, massaging BA classifi ers for, 

261–265

CoS. See Class of Service

cos-voice class, 251, 263

Critical severity level, 99

critical syslog severity, 172

cryptographic key, 61

cs (class selector), 246

CSC (Customer Support Center), 371

CSMA/CD (carrier-sense multiple access 

with collection detection) protocol, 145

Ctrl key, 79–80

current address, 311

Customer Support Center (CSC), 371

• D •
daemon, 13

daemon confi guration option, 98

daemon syslog facility, 171

data communications equipment (DCE), 180

Data Encryption Standard (DES), 126

Data Encryption Standard-cipher Block 

Chaining (DES-CBC), 291

data link layer, 120, 325

data plane, 9

data terminal equipment (DTE), 180, 184

DCE (data communications equipment), 180

deactivate command, 20, 77

Debug severity level, 99

debug syslog severity, 171

debugging, 178, 352

DECNET Phase V Network Technology, 120

default action, 229–231

default gateway, 46

default route, 115

default security feature, 124–127

default VLAN, 143, 146–148

delete command, 77

DES (Data Encryption Standard), 126

DES-CBC (Data Encryption Standard-cipher 

Block Chaining), 291

destination port, 263–264

detail modifi er, 315

development, JUNOS software, 14–17

Device Control daemon dec, 333

device fl ag, 309

DHCP (Dynamic Host Confi guration 

Protocol), 46

diagnostic command, 308–318

diagnostic logic, custom, 351–352, 359–360

Differentiated Services Code Point (DSCP), 

244–248, 264–265

digital certifi cate, 292

Digital Equipment Corporation DECNET 

Phase V Network Technology, 120

digital subscriber line (DSL) interface, 179

Dijkstra SPF calculation, 117

direct route, 314

disable command, 166–167, 276, 339

display xml modifi er, 353

displaying running processes, 334–335

distance-vector algorithm, 48, 111

distribution, 160

documentation, 20

domain-name statement, 74

down arrow shortcut, 80

down device fl ag, 309

downloading new release, 29

downtime

human error, 63–64, 346–348

overview, 61, 345–346
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planned, 62

reducing with JUNOScript, 349–352

software issues, 348–349

unplanned, 62–63

DSCP (Differentiated Services Code Point), 

244–248, 264–265

dscp-classifi er statement, 252–253

DSL (digital subscriber line) interface, 179

DTE (data terminal equipment), 180, 184

dual route refl ector, 220

Dynamic Host Confi guration Protocol 

(DHCP), 46

dynamic IPSec tunnel, 299

dynamic routing protocol, 47, 110–111, 160

dynamic security association, 292–293

dynamic setup, 273

• E •
E1 interface, 180

EBGP (external BGP), 201, 210

ECN (Explicit Congestion Notifi cation), 245

edit chassis confi guration, 331–332

edit command, 76–77

[edit protocols ospf] hierarchy, 177

[edit system] hierarchy, 173 

[edit system syslog] level, 177

EEOL (Extended End of Life), 29

ef (expedited forwarding), 245

EGP (Exterior Gateway Protocol), 48

egress queue, 313

egress router, 270, 274, 277, 280

EIGRP (Enhanced Interior Gateway Routing 

Protocol), 49

else statement, 354

Emergency severity level, 99

emergency syslog severity, 172

Encapsulating Security Payload (ESP) 

protocol, 289–291

encapsulation, 183

encryption, 125–126, 183, 290–291. See also 

secure tunnel

Encryption Services (ES), 294, 297

End of Engineering (EOE), 28

End of Life (EOL), 28

end of row (EOR), 39

endpoint, 188

engineering support, 28

Enhanced Interior Gateway Routing 

Protocol (EIGRP), 49

Enter command, 71

Enter EZ Setup option, 142

EOE (End of Engineering), 28

EOL (End of Life), 28

EOR (end of row), 39

ERO (explicit route object), 282

Error Correction Control daemon eccd, 333

Error severity level, 99

error syslog severities, 172

ES (Encryption Services), 294, 297

Esc key, 79–80

ESP (Encapsulating Security Payload) 

protocol, 289–291

Ethernet -options hierarchy, 106

ethernet-switching keyword, 146

event, 63, 95–99, 352

exact match type, 234–235

exact modifi er, 318

exit command, 77, 130

expedited forwarding (ef), 245

Explicit Congestion Notifi cation (ECN), 245

explicit route object (ERO), 282

explicit-priority confi guration 

statement, 175–176

export policy, 208–209, 232

EX-series switch, 41, 106, 142, 152, 157

Extended End of Life (EEOL), 29

eXtensible Markup Language (XML), 

27, 352–353

Extensible Stylesheet Language 

Transformation (XSLT), 353–354

Exterior Gateway Protocol (EGP), 48

external BGP (EBGP), 201, 210

• F •
failover, 12

family ethernet-switching 

command, 149, 159

family statement, 107, 159

Fast Ethernet interface, 85, 105, 165

Fast Ethernet -options hierarchy, 106



378 JUNOS For Dummies 

fast failover, 52

Fast-Reroute (FRR), 52

fe-0/0/2 Fast Ethernet interface, 114

FEC (Forward Equivalency Class), 53

FIB (Forwarding Information Base), 47

fi le command, 75

fi le copy operational mode command, 

83, 84

fi le list detail /confi g command, 364

fi le list detail /var/db/confi g 

command, 364

File Transfer Protocol (FTP), 60

fi lter input statement, 263

fi nd-ospf term, 224

fi rewall confi guration option, 98

fi rewall fi lter, 58–59, 61, 131, 135, 

296–297, 343

fi rewall policer, 256

fi rewall statement, 73

fi rewall syslog facility, 171

Flexible PIC Concentrator (FPC), 86, 102

fl ooding packet, 145

Flow accounting, 24

forum, JUNOS, 370

Forward Equivalency Class (FEC), 53

forwarding class, 245–252

Forwarding Information Base (FIB), 47

forwarding plane, 8–9

forwarding table, 12, 221, 341

forwarding-options statement, 73

FPC (Flexible PIC Concentrator), 86, 102

frame checksum, 340

from statement, 226–227

FRR (Fast-Reroute), 52

FTP (File Transfer Protocol), 60

ftp confi guration option, 98

ftp syslog facility, 171

full mesh confi guration, 202

full-duplex operation, 145

fxp0 management interface, 87, 104

• G •
gateway router, 38, 238, 282, 296

Gbps (gigabits per second), 38

ge-0/0/1 interface, 146, 148

ge-0/0/2 interface, 148

ge-0/1/0 interface, 151

ge-1/2/0 interface, 103

ge-1/2/0.0 interface, 122

Generic Routing Encapsulation (GRE), 51

Gigabit Ethernet interface, 105, 142

Gigabit Ethernet PIC, 102

Gigabit Ethernet-options hierarchy, 106

gigabits per second (Gbps), 38

GMT (Greenwich Mean Time), 100

Graceful Restart (GR) Protocol 

Extensions, 63

Graceful Routing Engine Switchover 

(GRES), 40, 62, 157–158

GRE (Generic Routing Encapsulation), 51

Greenwich Mean Time (GMT), 100

GRES (Graceful Routing Engine 

Switchover), 40, 62, 157–158

• H •
hacker, 123

hardware

routing, 54–55

switching, 41–42

troubleshooting, 331–334

Hardware address, 311

hashing algorithm, 125–126, 291

Hashing Message Authentication Code 

(HMAC), 291

Health monitor, 24

Hello protocol packet, 138

help command, 78

help reference command, 78

help resource, 369–371

help syslog syslog_message 

command, 369

help topic command_name command, 

78, 369

helper mode, 158

hierarchical routing, 48

high availability, 36, 61–64

high-priority queue, 260–261

HMAC (Hashing Message Authentication 

Code), 291

hop popping, 277
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hop-by-hop routing, 43

host, 44

hostname, 67, 305

hostname statement, 74

host-to-host monitoring, 303–306

human error, 63–64, 346–348

• I •
IANA (Internet Assigned Numbers 

Authority), 199

IBGP (internal BGP), 199–200, 210

ICMP packet, 307, 321, 344

icon used in book, 4

idle state, 205

IETF (Internet Engineering Task Force), 

25, 120

if statement, 354

if-then construct, 225, 229

IGP. See Interior Gateway Protocol

IKE (Internet Key Exchange) protocol, 

292–293

import policy, 208, 232

in profi le queue, 260

inactive reason output fi eld, 316

in-band management, 164–167

inbound traffi c

BA classifi ers, 248–253

confi guring policies that advertise 

route, 208

Differentiated Services Code Point, 

244–248

overview, 243–244

inet protocol, 103

inet.0 routing table, 112–113

inet.1 routing table, 112

inet.3 routing table, 112

inet6 protocol, 103

inet6.0 routing table, 112

info authorization event, 175

Info severity level, 99

info syslog severity, 172

ingress router, 270

input fi lter, 262

input policer, 242

input rate, 311

input-list statement, 263

insert command, 77, 224–225

integration, 26–27

interactive-command confi guration 

option, 98

interactive-command syslog facility, 171

interconnecting switch

redundancy, 157–159

Virtual Chassis confi guration, 154–157

interface

choosing for remote management, 

163–167

confi guring, 100–105, 183–195

diagnostic commands, 308–313

identifi ers, 101

limiting traffi c on, 134–135

matching to network needs, 106–107

physical, 179–182

properties of, 182–183

putting to work, 105–107

speed of, 38

steps to connect, 166

troubleshooting, 185, 337–340

interface address, 207, 298, 305

interface all confi guration 

statement, 166

interface name match condition, 225

<interface>.<unit> tag, 150

interfaces command, 69, 73

Interior Gateway Protocol (IGP), 

48–49, 111, 115–117, 137. See also 

Intermediate system to intermediate 

system protocol; Open Shortest Path 

First protocol

Intermediate system to intermediate 

system (IS-IS) protocol

areas, 121–122

automatic confi guration of LDP on, 

356–357

confi guring and monitoring, 122

network entity title, 120–121

overview, 49, 111

security, 137–138

internal BGP (IBGP), 199–200, 210

internal router, 118
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Internet Assigned Numbers Authority 

(IANA), 199

Internet Engineering Task Force (IETF), 

25, 120

Internet Key Exchange (IKE) protocol, 

292–293

Internet Protocol (IP), 141, 267, 288. See 
also IP address

Internetwork, 8

interoperability, 25–26

intrusion detection, 58

invoking JUNOScript, 355

IOS software, 203

IP (Internet Protocol), 141, 267, 288

IP address

overview, 44–47

routing policy, 50

routing table, 47–49

setting for router interface, 102–105

IP Security (IPSec) protocol, 61, 288, 296

IPSec tunnel, 289–299

IPSec tuple, 293

IPv4 address, 45

IPv6 address, 45

IS-IS protocol. See Intermediate system to 

intermediate system protocol

iso protocol, 103, 122

iso.0 routing table, 112

• J •
jinstall descriptor, 17

jitter, 35, 242, 322

J-Net Communities forum, 370

JNTCP (Juniper Network Technical 

Certifi cation Program), 370–371

J-series router, 54, 249, 299

JTAC (Juniper Networks Technical 

Assistance Center), 24, 28, 371

Juniper Network Technical Certifi cation 

Program (JNTCP), 370–371

Juniper Networks Education Services, 370

Juniper Networks router, 159, 165

Juniper Networks Technical Assistance 

Center (JTAC), 24, 28, 371

JUNOS software

automated tools, 22–25

command-line interface, 19–22

compatibility, 25–27

development of, 14–17

functions, 10–12

high availability, 61–64

modular architecture, 13

network operating system, 8–10

overview, 7

planes, 12

security, 57–61

upgrading, 27–29

JUNOScript

changing confi guration, 350–351, 356–357

constraining confi guration, 350, 356

creating custom logic for operational 

commands, 351–352, 359–360

invoking, 355

minimizing downtime, 345–349

overview, 352–353

reacting to live events, 352

simplifying confi guration, 351, 357–359

writing, 353–354

J-Web tool, 26

• K •
kernel, 12

kernel confi guration option, 98

kernel syslog facilities, 171

keyboard sequence, 78–80

• L •
L2 (Layer 2), 33, 150

L3 (Layer 3), 34, 43–50

label, 271

Label Distribution Protocol (LDP)

automatic confi guration of, 356–357

defi ned, 53

enabling authentication for, 139

label operation, 271–272

label stacking, 272

label switching, 268–269
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label-switched path (LSP)

defi ned, 53

establishing, 273

overview, 269

reserving bandwidth on, 280–284

RSVP-Signaled, 274–279

verifying traffi c using, 284–286

label-switching router (LSR), 53, 270–271

LAN, local–area network, 160

last fl apped fi eld, 311

latency, 318–322

layer, overview, 32

Layer 2 (L2), 33, 150

Layer 3 (L3), 34, 43–50

LCP (link control protocol), 192

LDP. See Label Distribution Protocol

left arrow shortcut, 80

Level 1 systems router, 122

Level 2 systems router, 122

limit-ssh-telnet fi lter, 131, 133

line card, 331, 333–334

link confi guration option, 97

link control protocol (LCP), 192

Link Layer Discovery Protocol (LLDP), 

34, 146

Link status, 337–338

link-state advertisement (LSA), 111, 117, 138

link-state algorithm, 48

link-state protocol, 111

link-state protocol data unit, 111, 120, 232

literature, JUNOS, 370

LLDP (Link Layer Discovery Protocol), 

34, 146

lo0 loopback interface, 103–104, 121, 133, 

135, 137, 211

load command, 84

local change, 48

local preference, 210

local-area network (LAN)

overview, 33

segmenting, 145–154

using switches to connect to, 160

location independence, 40

logging. See also system log

tools for, 23–24

trace, 177–178

tracking events with, 97–99

logging out, 91, 130

logical interface, 107, 182–183, 189, 316

logical rule, 347–348

login, 67–68, 89–91, 126–128

longer match type, 234, 235

longest match, 46

loopback (lo0) interface, 103–104, 121, 

133, 135, 137, 211

loopback address, 101, 203, 212–214, 

304–305

loopback testing, 339

loose statement, 283

loss percentage fi eld, 322

low-priority queue, 261

LSA (link-state advertisement), 111, 117, 138

LSP. See label-switched path

lsp-next-hop statement, 283

LSR (label-switching router), 53, 270–271

• M •
MAC (Media Access Control), 33, 121, 141

Maintenance Menu, 142

maintenance release, 17

MAN (metropolitan area network), 33

Manage Access page, 143

Management Information Base (MIB), 26, 95

management interface, 104, 163, 165–166

Management Options page, 142

management process (MGD), 172, 352–353

management tool, 26

manager, 95

Martian address, 124–125, 235

mask, 45

Mastership priority column, 155

match action, 228–229, 236–237

match condition, 225–228

match type, 234–236

maximum transmission unit (MTU), 

22, 343–344, 350, 356

MD5 (Message Digest 5) algorithm, 

126, 139, 291

media, JUNOS, 370

Media Access Control (MAC), 33, 121, 141

medium-high priority queue, 260–261
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medium-low priority queue, 260–261

Member ID: 0, Role: Master 

message, 155

Member ID:1, Role Backup 

message, 155

Message Digest 5 (MD5) algorithm, 

126, 139, 291

messages fi le, 173, 174, 175, 330

metropolitan area network (MAN), 33

MF (multifi eld) classifi cation, 244, 261

MGD (management process), 172, 352–353

mgmt switch management interface, 148

MIB (Management Information Base), 

26, 95

mib2d string, 174

minus sign (-), 129

Modify action, 228

modular architecture, 13

monitoring

BGP protocol, 203–214

IS-IS protocol, 122

network, 24, 303–322

OSPF protocol, 119

router, 170–178

tools for, 23–24

MPLS. See Multi-Protocol Label Switching

mpls protocol, 103

mpls.0 routing table, 112

M-series routers, 55, 155

MTU (maximum transmission unit), 

22, 343–344, 350, 356

multicast, 54

multifi eld (MF) classifi cation, 244, 261

multihoming, 49

multiple match condition, 228

multiple mode authentication, 154

multiple push label operation, 272

Multi-Protocol Label Switching (MPLS)

authenticating signaling protocols, 139

constraints on packet forwarding, 

279–286

label operations, 271–272

label switching, 268–269

labels, 271

label-switched path, 269, 273–279

label-switching router, 270–271

overview, 50–51, 267–268

reasons to use, 51–52

signaling protocols, 273–274

workings of, 52–53

MX-series Ethernet services router, 55

my-sample-policy routing policy, 223

• N •
NAC (Network Access Control), 36–37, 151

NAT (Network Address Translation), 46, 

60–61, 101, 299–300

nc (network control), 246

NCP (network control protocol), 192

neighbor address match condition, 225

NET (network entity title), 120–121

NET selector (NSEL), 121

NETCONF (Network Confi guration) 

protocol, 27

Network Access Control (NAC), 36–37, 151

Network Address Translation (NAT), 46, 

60–61, 101, 299–300

Network Confi guration (NETCONF) 

protocol, 27

network control (nc), 246

network control protocol (NCP), 192

network entity title (NET), 120–121

network layer, 325

Network Management System (NMS), 24, 95

network operating system (NOS), 7–10

network routing. See router/routing

Network Time Protocol (NTP), 100

network topology, 238–240, 268, 303

network-facing interface, 163

next-hop address, 111, 211–212, 314

next-hop-self policy, 220

next-policy action, 228–229

next-term action, 228–229

NMS (Network Management System), 24, 95

noncritical application, 250, 255

None severity level, 98

none syslog severity, 171

Nonstop Active Routing (NSR), 63

non-stop forwarding, 12

NOS (network operating system), 7–10

Notice severity level, 99

notice syslog severity, 172

not-so-stubby area (NSSA), 119
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NSEL (NET selector), 121

NSR (Nonstop Active Routing), 63

NSSA (not-so-stubby area), 119

NTP (Network Time Protocol), 100

• O •
Object Identifi er (OID), 95

octet, 45

OID (Object Identifi er), 95

op command, 355

open development, 27

Open Shortest Path First (OSPF) protocol

areas, 118–119

automatic confi guration of LDP on, 356–357

confi guring and monitoring, 119

overview, 9, 49, 111, 117–118

security, 137–138

verifying adjacencies, 341–342

OpenConfi rm state, 205

OpenSent state, 205

operating system (OS), 7

operation script, 63

operational mode, 68–75

operational script, 355

operator privilege class, 93

-options hierarchy, 106

orlonger match type, 234–235

OS (operating system), 7

OSPF. See Open Shortest Path First 

protocol

ospfl og fi le, 177

outbound buffer, 258–259

outbound interface, 9, 298, 314

outbound traffi c

bandwidth, 255–258

confi guring policies that advertise 

route, 208

outbound buffers, 258–259

overview, 253

priority scheduling, 259–261

scheduling confi guration, 254–255

out-of-band management, 164–165

out-of-profi le traffi c, 256

output queue, 260

output rate, 311

owner and test fi eld, 321

• P •
packet, 8, 32

packet forwarding, 9–10, 279–286

Packet Forwarding Engine (PFE), 11–12

packet loss priority (PLP), 245

packet-switched networking, 267–272

Partner Solution Development Platform 

(PSDP), 27

password, 125–127

path message, 274

path statement, 282, 286

pay-as-you–grow scalability, 40

payload scrambling, 340

penultimate hop popping (PHP), 271

penultimate router, 270–271

per-unit-classifi er, 253

PFE (Packet Forwarding Engine), 11–12

pfe confi guration option, 98

pfe syslog facility, 171

phone number, 371

PHP (penultimate hop popping), 271

physical interface, 179–182

Physical Interface Card (PIC), 86, 100

physical interface property, 182–183

physical layer, 325

physical security, 123–124

PIC (Physical Interface Card), 86, 100

ping command, 75, 213, 303–307, 326, 

331, 344

pinging, 205–207, 212–214

pipe (|), 72, 353

PKI (public key infrastructure), 292

plain old telephone service (POTS) 

splitter, 182

plain-text password, 126–127

plane, 8–9, 12

planned maintenance, 346

PLP (packet loss priority), 245

plus sign (+), 129

PoE (Power over Ethernet), 35, 147

point-to-point protocol (PPP), 192–194

policer, 134, 242, 256

police-ssh-telnet policer, 134
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policy chain, 232–233

policy-options statement, 73, 223

pop label operation, 272

port, 31, 151, 164, 339

port density, 38

port expansion, 39

port number, 59

positive voltage, 180

POTS (plain old telephone service) 

splitter, 182

Power over Ethernet (PoE), 35, 147

PPP (point-to-point protocol), 192–194

preemption, 157

preference, route, 114–115, 314

prefi x, 46, 234

prefi x length, 234

prefi xlength-range match type, 234–235

present device fl ag, 309

presentation layer, 325

preshared key, 292, 296

primary statement, 283

priority scheduling, 259–261

private IP address, 44

probe type fi eld, 321

propagation delay, 242

protocol bundle, 296

protocol match condition, 226

protocols statement, 73

provider network, 277

PSDP (Partner Solution Development 

Platform), 27

pseudo wire emulation, 53

public command, 96

public IP address, 44

public key infrastructure (PKI), 292

push label operation, 272

• Q •
Quality of Service (QoS). See Class of 

Service

queue, 249–250

queue starvation, 256

quick mode, 293

quit command, 77, 130

• R •
racking switch, 142

RADIUS server, 93, 152

random early detection (RED), 246

rate-limit statement, 169

rate-limiting traffi c fl ow, 135

RE (Routing Engine), 11, 135–137, 157

read-only authorization, 96

read-only privilege class, 93

read-write authorization, 96

real-time performance monitoring (RPM), 

24, 319–322

RED (random early detection), 246

regression testing, 15

regular area, 119

reject command, 132, 228–229

release numbering, JUNOS, 16–17

release train, JUNOS, 15–16

remote management, 170

Remote Network Monitoring (RMON), 24

remote router management

accessing, 167–169

choosing interface for, 163–164

in-band management, 165–167

monitoring, 170–178

out-of-band management, 165

remote syslog host, 329

replace command, 77

request command, 75

request system snapshot 

command, 364

rescue confi guration, 20

reserved address, 237

Resource Reservation Protocol (RSVP), 139

restart command, 75, 335

RIB (Routing Information Base), 46

right arrow shortcut, 80

ring topology confi guration, 143

RIP (Routing Information Protocol), 

115–117, 137

RMON (Remote Network Monitoring), 24

rmon-alarm confi guration option, 97

rollback command, 21–22, 77, 82–83, 364

rollback rescue command, 20
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root login account, 126–127

root permission, 163

root user name, 67, 142, 169

round-trip time (RTT) fi eld, 322

route aggregation, 238–240

route fi lter, 233–237

route fl apping, 48, 111

route metric, 47, 225

route metric match condition, 230

route origin, 314

route preference, 114–115, 314

route preference match condition, 225

route prefi x, 46, 234

route refl ector, 214–220

route summary, 317–318

router ID, 219, 317

router interface card, 101

router/routing. See also interface

access, 124

banner at login, 89–91

confi guring, 86–88

dynamic routing protocols, 110–111

event tracking, 95–99

hardware, 54–55

IS-IS protocol, 120–122

Layer 3, 43–50

logging out, 91

login, 67–68

managing remotely, 163–178

MPLS, 50–53

OSPF protocol, 117–119

overview, 109–110

RIP, 115–117

route preference, 114–115

routing table, 111–114

security, 128–135

SNMP Set commands, 124

time and time zone, 99–100

troubleshooting, 340–343

user account, 91–94

using switches as, 159–160

routing cluster, 218

routing confi guration option, 97

Routing Engine (RE), 11, 135–137, 157

routing fi lter, 343

Routing Information Base (RIB), 46

routing information diagnostic command, 

313–318

Routing Information Protocol (RIP), 

115–117, 137

routing policy

applying, 231–232

confi guring aggregate route, 238–240

constructing, 221–231

evaluating, 232–233

match conditions, 225–226

that advertise routes, 208–210

routing process (rpd), 113, 335

routing protocol, 49, 158, 221, 230

routing table, 46–49, 111–114, 208, 221, 

231, 317

routing-options hierarchy, 282

routing-options statement, 73

rpd (routing process), 113, 335

RPM (real-time performance monitoring), 

24, 319–322

RSVP (Resource Reservation Protocol), 139

RSVP-Signaled LSP, 274–279

RTT (round-trip time) fi eld, 322

rule, 8, 347–348

running device fl ag, 309

• S •
SA, 293–299

SaaS (Software as a Service), 38

scaling, 37–40

scheduler, 253

scheduler map, 253

scheduling, 254–261

scheduling/queueing delay, 242

SDH, 101, 106

SDK (software development kit), 27

second-rate traffi c, 258

secret, 193

secret keyword, 152

## SECRET-DATA encryption, 93

Secure Hash Algorithm 1 (SHA-1), 126, 291

Secure Shell (SSH), 124, 126–127, 131–133, 

168–169
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secure tunnel

algorithms, 291

digital certifi cates, 292

hiding internal addresses from Internet, 

299–300

IPSec protocols, 289–291

IPSec tunnel, 293–299

overview, 61, 287–289

preshared keys, 292

security association, 292–293

security

default features, 124–127

fi rewall fi lter, 58–59

Network Address Translation, 60–61

overview, 57–58

physical security, 123–124

router, 128–135

Routing Engine, 135–137

routing protocols, 137–139

secure VPN tunnels, 61

stateful fi rewall, 60

security association (SA), 293–299

security camera, 143

security fi le, 174–175

security parameter index (SPI), 292, 296

segmenting LAN, 145–151

serial cable, 180

serial interface, 180–181, 184–187

serial line protocol, 181

serial link, 180

serialization delay, 242

service release, 17

Service-Oriented Architecture (SOA), 38

session layer, 325

Session Resource Control (SRC), 26

set command, 72, 76–77, 135

set snmp community public 
authorization readonly 

command, 96

set system announcement 

command, 90

set system login message 

command, 90

set unit 100... command, 150

set unit 200... command, 150

severity level, logging, 98–99

severity syslog event, 175

SHA-1 (Secure Hash Algorithm 1), 126, 291

shared key, 290

shared password, 193

shortest-path fi rst (SPF) algorithm, 

111, 117, 120

show | compare command, 21

show bgp neighbor command, 203–205, 

359, 366

show bgp summary command, 360, 366

show chassis alarms command, 331

show chassis fpc pic-status 

command, 333

show chassis hardware command, 363

show chassis hardware detail 

command, 364

show chassis hierarchy, 71

show command, 69, 71, 75, 77, 82–83, 

308, 316

show confi guration command, 227, 364

show Ethernet-switching 
interfaces command, 366

show interfaces brief command, 

308–310

show interfaces command, 69, 79, 308, 

310–312, 331, 353, 365

show interfaces detail command, 

185–186, 309, 311–313, 365

show interfaces detail interface-
name command, 365

show interfaces extensive 

command, 189, 195, 313, 350–351, 365

show interfaces extensive 
interface-name command, 365

show interfaces interface-name 

command, 365

show interfaces terse command, 

104, 338, 364

show ipsec security-association 

command, 298

show isis adjacency command, 

122, 366

show isis database command, 122

show isis interface command, 

122, 366
show isis route command, 122
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show log command, 98

show log messages command, 174, 367

show mpls lsp extensive 

command, 278

show ospf database command, 119

show ospf interface command, 

119, 366

show ospf neighbor command, 

119, 341, 366

show ospf route command, 119

show rip neighbor command, 116, 365

show route command, 112, 209, 

313–315, 365

show route detail command, 

313, 315–316

show route exact command, 313, 318

show route forwarding-table 

command, 340–341, 365

show route inet.0 command, 365

show route inet.6 command, 365

show route protocol bgp command, 

207, 210, 366

show route protocol command, 365

show route protocol isis 

command, 122

show route protocol ospf 

command, 119

show route summary command, 

313, 316–318

show rsvp interface command, 

280–281

show services nat pool 

command, 299

show services rpm probe-results 

command, 321

show spanning-tree bridge 

command, 366

show spanning-tree interface 

command, 366

show system cre-dumps command, 336

show system processes command, 

334–336

show system uptime command, 367

show system users command, 128

show version command, 363

show version detail command, 363

show virtual-chassis status 

command, 366

show vlans command, 147, 366

signaling protocol, 273–274

Simple Network Management Protocol 

(SNMP), 13, 26, 95–97

single mode authentication, 153

single-secure mode authentication, 154

SLAX (Stylesheet Language Alternative 

Syntax), 353–354

SMI (Structure of Management 

Information), 95

SNMP (Simple Network Management 

Protocol), 13, 26, 95–97

SNMP Set command, 124

snmp statement, 73

so- string, 356

SOA (Service-Oriented Architecture), 38

software, troubleshooting, 334–336

Software as a Service (SaaS), 38

software development, JUNOS, 14

software development kit (SDK), 27

software release numbering, JUNOS, 16–17

software release train, JUNOS, 15–16

SONAR, 306

SONET interface, 106, 331–332, 350–351

source address, 262–263

source code, 14

space, 40

spacebar, 79

Spanning Tree Protocol (STP), 33, 147

SPF (shortest-path fi rst) algorithm, 111, 

117, 120

SPI (security parameter index), 292, 296

SRC (Session Resource Control), 26

SSH (Secure Shell), 124, 126–127, 131–133, 

168–169

ssh command, 75

start shell sh command, 175

startup confi guration option, 97

stateful fi rewall, 59–60

stateless fi rewall, 58

statements confi guration mode, 72

static confi guration, 159, 273

static route, 47, 110, 208, 282
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status confi guration mode command, 129

STP (Spanning Tree Protocol), 33, 147

strict keyword, 286

strict-high scheduling, 257

strong password, 125

Structure of Management Information 

(SMI), 95

stub area, 119

Stylesheet Language Alternative Syntax 

(SLAX), 353–354

subnet, 208, 214

subnet mask, 45

subnetwork, 45

subset, 146

super-user privilege class, 93

supplicant keyword, 153

support, JUNOS, 28–29, 371

swap label operation, 272

switching delay, 242

switch/switching

confi guring, 142–143

connecting, 143–144

destinations, 32–33

hardware, 41–42

interconnecting, 154–159

Layer 3, 34

layers, 32

Network Access Control, 36–37

overview, 31–32, 141–142

plugging devices into, 143

racking, 142

scaling, 37–40

segmenting LANs, 145–154

unifi ed communications, 35–36

using as routers, 159–160

symmetric-key hash function, 290

syntax checking, 20

syslog. See system log

syslog facility, 170

system command, 69

system event, 170

system identifi er, 121

system issues, 346, 348–349

system log (syslog)

fi ltering events to different fi les, 174–175

hardware-related entries, 332–333

managing log fi les, 176–177

messages, 170–174, 170–176

overview, 24

preventing problems, 329–330

refi ning access to events, 175–176

software-related entries, 334

as troubleshooting tool, 326

turning on, 173

system redundancy, 12

system root-authentication 

statement, 88

system statement, 73–74

• T •
T1 interface, 106, 166, 180, 183–184

Tab key, 79

tag, 27

TCP traffi c, 133, 139

technical publications, 369

telephone number, 371

Telnet, 59, 167–168

telnet command, 75

term, 222–225

terminating action, 229

text string, 101

then statement, 229, 354

through match type, 234, 235

time, setting, 99–100

time zone, 99–100

time-zone statement, 74

toolkit, troubleshooting, 326–327

top command, 77

top of rack (TOR), 39

to-router3 path, 283

ToS (Type of Service), 245

trace action, 228

trace fi le, 326

trace log, 24, 97, 177–178

traceoptions command, 24, 99, 177

traceroute command, 75, 284, 286, 

306–308, 326

tracking

events, 95–99

interfaces, 104–105



389389 Index

traffi c, 123, 250, 255–257, 274–275. See also 

inbound traffi c; outbound traffi c

traffi c engineering, 51

traffi c statistics, 312

training, JUNOS, 370

transit interface, 276–277

transit router, 270, 271, 289

transit traffi c, 104

transmission rate, capping, 257–258

transparent bridging, 33

transport layer, 325

transport mode, 295

transport protocol, 59

transport session, 59

trap, 96

Triple Data Encryption Standard-cipher 

Block Chaining (3DES-CBC), 291

troubleshooting

general tips, 323–324

hardware, 331–334

interface, 337–340

layers, 325–326

maximum transmission unit, 343–344

overview, 327–329

pinpointing problems, 330–331

preventing problems, 329–330

routing, 340–343

software, 334–336

toolkit for, 326–327

trunk port, 151

T-series core platforms, 55

tunnel, 289. See also secure tunnel

tunnel mode, 295

type external command, 200

Type of Service (ToS), 245

• U •
UAC (Unifi ed Access Control), 37

unauthorized privilege class, 93

undocumented feature, 346, 348–349

unicast traffi c, 47, 49

unidirectional security association, 292

Unifi ed Access Control (UAC), 37

unifi ed communication. See also Class 

of Service

high availability, 36, 61–64

Power over Ethernet interface, 35, 147

unique numeric identifi er, 296

unit, 103

unit 0 statement, 103

unit statement, 107

Universal Coordinated Time (UTC), 

100, 173

up arrow shortcut, 80

up command, 77

upgrading JUNOS software, 27–29

upto match type, 234–235

user account, 91–94

user confi guration option, 98

user syslog facility, 171

UTC (Universal Coordinated Time), 

100, 173

• V •
/var/log/ log fi le directory, 174, 176

VCEPs (Virtual Chassis Extender Ports), 

143

vci statement, 188

VCP (Virtual Chassis port), 143, 154

video traffi c, 250, 255

Virtual Chassis cable, 143

Virtual Chassis confi guration, 143–144, 

154–159

Virtual Chassis Extender Port (VCEP), 143

Virtual Chassis port (VCP), 143, 154

Virtual Local Area Network (VLAN), 33, 

146–154, 160

virtual path identifi er (VPI), 188

Virtual Private LAN Services (VPLS), 53

Virtual Private Network (VPN)

overview, 52

secure tunnel, 61

troubleshooting, 327–329, 330–344

virtualization, 52

VLAN (Virtual Local Area Network), 

33, 146–154, 160

Voice over IP (VoIP), 35, 60, 143
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voice traffi c, 250, 255, 257, 274–275

VoIP (Voice over IP), 35, 60, 143

voltage, 180

VPI (virtual path identifi er), 188

VPLS (Virtual Private LAN Services), 53

VPN. See Virtual Private Network

• W •
W3C (World Wide Web Consortium), 27

WAN (wide area network), 33

WAP (wireless access point), 143

Warning severity level, 99

warning syslog severity, 172

Web site

books, 370

certifi cation, 371

Confi guration and Diagnostic Automation 

Guide, 354

customer care, 371

forums, 370

IPSec tunnels, 95

literature, 370

media, 370

NETCONF API, 27

new releases, 29

products and services, 25, 41

router MIBs, 95

security, 58

support, 371

technical assistance, 371

technical publications, 369

training, 370

wide area network (WAN), 33

wildcard, 252

wireless access point (WAP), 143

workfl ow, troubleshooting, 328

World Wide Web Consortium (W3C), 27

writing JUNOScript, 353–354

• X •
XML (eXtensible Markup Language), 

27, 352–353

<xsl:choose> element, 354

<xsl:if> element, 354

XSLT (Extensible Stylesheet Language 

Transformation), 353–354


