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A

A=AltRegSets, 299
absolute vs. relative paths, 36
access
AuditPol utility, auditing with, 214-218
to auxiliary devices, 27
with CACL utility, 132-134
to communications devices, 27
to default printer, 26
to functions with DLLs, 269-277
with ICACLs utility, 134-136
to printers attached via ports, 27
to system consoles, 26
to Windows Package Manager, 232-233
to WIinPE Network Installer, 232
WinRS utility, to systems with, 428-429
Accounts mode, in Net utility, 171
Active Directory
command line, using effectively, 11
DSAdd utility, creating new objects using,
373-378
DSGet utility, listing objects using,
378-382
DSMod, editing existing objects using, 382
DSMove utility, moving existing objects
using, 382
DSQuery utility, managing with, 365-371
DSRm utility, deleting objects using, 383
GPUpdate, managing group policies with,
213
NTDSUtil, managing databases with,
371-372
scripting. see scripting, for Active
Directory
add PowerShell commands, 536
adding
applications with OCSetup utility,
235-236
configured applications, 496497
debug information to batch files, 409-412
DPMI support with DosX utility, 302
Netware support with NW16, 304-305

Netware support with VWIPXSPX,
304-305
performance counters with LodCtr,
111-112
support to IIS with ASPNET_ReglIS,
520-523
support to SQL Server with
ASPNet_RegSOL, 523-527
utilities with SysOCMgr utility, 235
Address Resolution Protocol (ARP) utility,
184-185
advanced file comFC utility, 62-63
Advanced Technology Attachment Packet
Interface (ATAPI), 257
after hours automation scripting, 403-431

batch files, designing and testing, 409417

fault tolerance in, 429-430
MQBackup, creating message queue
backups with, 405
MSIExec utility, installing applications
with, 405-409
remote system management in, 424429
scripts, designing and testing, 417-423
summary, 431
task candidates, defining, 403—409
alerts, managing, 112-116
Allocate mode, in RSM utility, 254
ANSISYS
controlling environment with, 297-298
default terminal type of, 161
OEM codes, 301-303

Append utility, opening remote directories,

24-25
applications
compability, defining with SetVer,
308-309
modifying behavior with PIF, 305-308
paths, setting and viewing with Path
command, 37-38
registration errors in ASP.NET, 514
ARP (Address Resolution Protocol) utility,
184-185
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ASP.NET, 513-528
application registration errors, fixing, 514
ASPNet_Compiler, creating Web
applications with, 518-519
ASPNET_RegBrowsers, providing
multiple browser support with, 519-520
ASPNET_RegllS, adding support to IIS
with, 520-523
ASPNet_RegSQL, adding support to SQL
Server with, 523-527
ASPNet_State, understanding, 527
configuration problems, fixing, 517-518
errors, locating, 513-518
file association problems, fixing, 514-517
ASPNet_RegSQL, 523-527
about generally, 523-524
at command line, 524-526
wizard, 526-527
ASR (Automated System Recovery). see
Automated System Recovery (ASR)
assemblies, NET Framework
discovering essential, 486488
folders, viewing, 484-486
Assoc command, 64, 295
associating folders to drives, 43
Asynchronous Transfer Mode Administrator
(ATMAdmin), 168
AT utility, in Task Scheduler, 395-398
ATAPI (Advanced Technology Attachment
Packet Interface), 257
ATM Call Manager, 168
ATMAdmin (Asynchronous Transfer Mode
Administrator), 168
Attach mode, in FItMC utility, 222-223
Attrib (Attribute) utility, 130-132
audio systems, 9
auditing access, 214-218
AuditPol utility, 214-218
Backup mode, 217
Clear mode, 217
Get mode, 215
List mode, 216-217
Remove mode, 217-218
Restore mode, 217
Set mode, 215-216
AuditUsr, 210-211

AutoChk utility
with ChkNTES utility, 138-139
drive errors, checking for, 82
AutoExec.NT, 301-305
CD support using MSCDexNT, 304
code page numbers, setting, 301-302
DPMI support, adding with DosX, 302
graphics character support, enabling, 303
memory, saving with LH command, 304
Netware support, adding with NW16,
304-305
Netware support, adding with
VWIPXSPX, 304-305
Network Redirector, installing, 304
printing command line graphics, 303-304
Automated System Recovery (ASR), 248-251
ASR_Fmt, backing up and restoring
system data with, 249-250
ASR_LDM, logical disks using, 250-251
ASR_PFU, protected files using, 251
automating email, 456458
AutoRun registry setting, 295
AUX (auxiliary device) access command, 27

B

B=BaseSegment, 299
backing up. see also Automated System
Recovery (ASR)
audit policies in AuditPol, 217
files with NTBackup, 66-68
files with the WBA Admin, 68-69
message queues with MQBackup, 405
system data with ASR_Fmt, 249-250
Backup Selection (BKS) files, 66-67
backup_path, 405
BAT files. see batch files
Batch File Compiler 5.2, 465-466
batch files
as command interpreter. see command
interpreter
commands in Vista affecting, 20
editing with Notepad+, 463—465
editing with WinVi, 461-463
fault tolerance for, 429-430
storing commands in, 7
AT utility, combining with, 396-398
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batch files, compiling. see also
scripts, compiling
with Batch File Compiler 5.2, 465-466
with Quick Batch File Compiler, 466467
batch files, creating, 322-337
Call command, 323-324
Choice command, 324-326
For command, 328-330
Echo command, 326
Exit command, 327
ForFiles utility, 327-328
Goto command, 330
If command, 331-334
Pause command, 334
Prompt command, 334-335
Rem command, 335
Shift command, 335
TimeOut utility, 335-336
WaitFor utility, 336
batch files, designing and testing after hours,
409-417
centralized data stores, using, 415417
debug information, adding, 409-412
identifying, 413-415
battery alarms, 145-147
baud rates, 313-314
BCDEdit, boot configuration with, 226,
228-231
Behavior mode, in FSUtil, 80-82
BKS (Backup Selection) files, 6667
Blast Clean (BlastCln) utility, 220
Blaster virus, 220
Boot Configuration (BootConfg) utility,
226-228
Boot Configuration Data Store Editor
(BCDEdit), 226, 228-231
boot time disk checks, 137-139
Break command in batch files, 322
bulk file transfers, 45-47

C

CAB (cabinet) files, 34, 261

cabinet (CAB) files, 34, 261

CACL (Check Access Control List) utility,
132-134
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Call command extension, 295
Call command, in batch files, 323-324
CASPol utility, setting policies using,
499-502

CD command, 61-65
CD support using MSCDexNT, 304
centralized data stores, 415417
Change utility, 361
changed file class, in RoboCopy, 53
changing

directories with CD and ChDir

commands, 61-62
logons, ports and users with Change
utility, 360-361

User Account Control (UAC), 17-18
Chdir(CD) command, 61-65, 295
Check Access Control List (CACL) utility,

132-134

checkpoint files extensions, 32
ChgLogon utility, 361
ChgPort utility, 361
ChgUsr utility, 361
ChkDsk utility, 136-137
ChkNTFS utility, 137-139
Choice command, in batch files, 324-326
Cipher utility, 139-141
Classify mode, in Mem utility, 93
Clear mode, in AuditPol utility, 217
clear PowerShell commands, 536
Clear Screen (CLS) command, 316
CLR (Common Language Runtime), 489
CLS (Clear Screen) command, 316
CMB (Command) files, 291-337

application behavior, modifying with PIF,

305-308

AutoExec.NT and, 301-305

batch files, creating, 322-337

CMD switches and, 292-297

command prompts, 316-322

Config.NT and, 297-301

DOS utilities, using, 309-316
CMD switches, 292-297

command extensions, 295-297

introduction to, 292-294

registry settings and, 294-295
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CMD.EXE
as command interpreter, 291-292
introduction to, 17
using switches, 292-297
CmdKey, 317-318
creating user names and passwords,
317-318
deleting user names and passwords, 318
displaying user names and
passwords, 317
Cmdlet and shells, 558-561
compiling Cmdlet executable, 560-561
creating Cmdlet code, 558-560
creating shell with Make-Shell utility, 561
CMStP (Connection Manager Service Profile),
210-212
code access, .NET Framework, 492-493
code groups, .NET Framework, 494-495
code page numbers, 301-302
code sources online, 322
color, text, 14-15
Color command, 318-319
Color command extension, 295
COM (Component Object Model) servers, 74
COM+ applications, 506-508

file and resource management
commands, 10

fonts, 14

importance of, 4-5

internal commands, 17

low-level utilities, 10-11

old commands not supported, 20

permissions, 18-19

prompts, creating, 15-16

RegSvr32, adding and removing servers
with, 75

scripts, writing, 8

security monitoring, 10

services, managing, 11-12

system status commands, 9-10

tasks, scheduling, 8, 12

text colors, 14-15

third party utilities, 8

User Account Control, 17-18

utilities for, 6-7, 12

viewing by purpose, 8-12

Vista changes on, 17

window layout, 14

window options, 13

zones on network drives, 19-20

COM1-COM4 (communications device via
ports) command, 27
command interpreter, 291-316

command line productivity. see productivity,
at command line
command line tasks

application behavior, modifying with PIF,
305-308

application compatibility, defining with
SetVer, 308-309

AutoExec.NT, modifying, 301-305

CMD switches, 292-297

command extensions, 295-297

Config.NT, modifying, 297-301

DOS utilities, using, 309-316

registry settings and, 294-295

in Windows PowerShell, 548-550

command line, introduction to

in Active Directory. see Active Directory

command window, configuring, 12

data-specific commands, 9

developer tasks, 10-11

easy use of, 6-8

%

after hours automation scripting, 431
ASP.NET, configuring, 528
command prompt enhancers, obtaining,
447-448
developer and low-level utilities,
using, 287
NET Framework utilities, 488
productivity at command line, 459460
scripting for Active Directory, 385
scripts for retrieving information, 350-352
securing and monitoring systems, 245
system status, discovering, 120
Windows PowerShell, 562

command line vs. graphical interfaces, 78
command prompts, 316-322

Clip utility, redirecting output to
Clipboard with, 316
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CLS command, clearing screen with, 316

CmdKey, managing user names and
passwords with, 317-318

Color command, 318-319

Date command, 319

DosKey utility, tracking actions with,
319-321

Help utility, 321

introduction to, 15-16

Time command, 321

Title command, 322

command prompts, enhancers, 435-448

command line tasks, getting started with,

447-448

file integrity checking with FCIV, 439-442

moving data with Send To Toys, 438-439
Process Explorer, 445-447
shell extensions with ShellEx View,
443-445
viewing files with XVI32, 435-438
XCopy using XXCopy, 443
command window, configuring, 12
commands, defined, 17
Common Language Runtime (CLR), 489
Comp utility, comparing files with, 62
Compact utility, compressing data with,
141-142
compare-objects PowerShell command, 536
compatibility
databases, managing with SDBInst,
275-276
ForceDos utility and, 269
in PIF Properties dialog box, 305
compiling batch files. see batch files,
compiling
compiling Cmdlet executable, 560-561
compiling scripts. see scripts, compiling
CompletionChar registry setting, 295
Component Object Model (COM) servers, 74
COMPort Mappings, 361
compressing data, 141-142
computer hostnames, in Active Directory,
383-385
Computer mode, in Net utility, 172
ComRep], replicating COM+ applications
with, 284
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CON (system console) access command, 26
CONFIG files in .NET Framework, 497-499
Config mode, in Net utility, 172
Config.NT, 297-301
accessible files, setting number of, 299
ANSLSYS, controlling environment with,
297-298
displaying, 298
DOS applications, running, 298
DOS location, setting, 298
Expanded Memory Manager, 298
HIMEM.SYS, controlling extended
memory with, 299-300
ConfigServer mode, in Net utility, 172
configuring
ASP.NET. see ASP.NET
COM+ applications with ComSvcConfig,

506-508

command window, 12-13

Host options, 344

NET Framework. see NET Framework,
configuring

ODBCConf environment, 70-72
performance logs with ReLog utility,
116-117
profiles with CMStP utility, 210-211
property page options, 344
system setups. see system setup,
configuring
Connection Manager Service Profile (CMStP),
211-212
connection Status in WinIPCfg, 187
Continue mode, in Net utility, 173
Convert utility, 259-260
converting
event trace logs with TraceRpt utility,
243-244
FATpartitions to NTFS with, 259-260
IIS logs with ConvLog utility,
237-238
PowerShell command for, 537
ConvLog utility, 237-238
Copy command, 25-27
copy PowerShell commands, 537
cracker, defined, 167
CREATEPOOL mode, in RSM utility, 257
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creating
Assoc command for file associations, 64
basic scripts, 349-354
CmdKey, 317-318
Cmdlet and shells in PowerShell, 558-561
Command Prompt, 15-16
CSV files, 420-423
directories with MD and MKDir
commands, 35-36
files. see data files and directories, creating
and monitoring
FType command for file types, 64—65
interfaces with PromptPal, 453-454
message queue backups, 405
objects using DSAdd utility, 373-378
ODBC data sources, 72
permission sets, 495-496
script-based activities, 398401
shell extensions with Make-Shell utility,
550-552
shells with Make-Shell utility, 561
simple PowerShell scripts, 553-556
Web applications with
ASPNet_Compiler, 518-519
CScript, executing scripts with, 342-344
CSYV files, creating, 420423
current directory, determining, 61-65

D

daemon
line printer, 47-55
Remote Shell Daemon Service, 200
data
compressing with Compact utility,
141-142
displaying. see displaying data files
encrypting with Cipher utility, 139-141
locating. see files, locating
redirection with Type command, 57-58
data files and directories, creating and
monitoring
application paths, setting and viewing,
37-38
associating folders to drives with Subst
utility, 43
bulk file transfers using XCopy utility, 4547

copying files, 25-27
database repair with ESEnTUtl, 30-34
decompressing files with Expand utility,
34-35
directories, creating with MD and MKDir
commands, 35-36
directories, storing and reviewing, 38-39
displaying directory structure with Tree
utility, 44
modifying files with Edlin utility, 29
moving files, 36-37
recovering lost files, 39
remote directories, opening with Append
utility, 24-25
removing directories with RD and RmDir
commands, 39-40
removing directory trees with DelTree
command, 28-29
removing files with Del and Erase
commands, 27-28
renaming files and directories, 40
renaming files and directories with Move
command, 36-37
replacing existing files, 40-41
robust file transfers with RoboCopy
utility, 47-54
sorting file content, 4143
validating file operations with the Verify
command, 45
Data Source Name (DSN), 72
databases
compatibility, managing, 275-276
hard drives as, 89
NTDSUtil utility, managing with, 371-372
Open Database Connectivity, 70-72
repairing with ESEnTUtl, 30-34
Solution Database, 266-276
data-specific commands, 9
data-specific tasks
data files and directories. see data files and
directories, creating and monitoring
displaying data files. see displaying
data files
status of files and directories,
determining, 54-61
Date command, 319
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Deallocate mode, in RSM utility, 255
Debug utility, 269-270
debugging
batch files after hours, 409-412
files, 269-270
systems with NTSD utility, 271-275
decompressing files with Expand utility, 34-35
Defrag utility, 260261
defragmentation, using ESEnTUtI utility,
31-32
Del and Erase commands, 27-28
DelayedExpansion registry setting, 295
Del(Erase) command extension, 296
DELETEPOOL mode, in RSM utility, 258
deleting
CmdKey, 318
directory trees with DelTree command, 28-29
objects with DSRm utility, 383
Depends (Dependency Walker), 276-277
Detach mode, in FItMC utility, 222-223
developer utilities, 247-288
Automated System Recovery, 248-251
ComRepl utility, replicating COM+
applications with, 284
disk maintenance. see disk maintenance
DLLs. see DLLs, accessing functions with
low-level utilities and. see low-level utilities
OSUninst utility, uninstalling operating
systems with, 277
RegTLib utility, managing type libraries
with, 284
SC utility, controlling services with,
278-282
ShutDown utility, shutting down systems
with, 282-284
SRDiag utility, saving and restoring
system restore data with, 285
Start command, 251-253
SxSTrace utility, tracing WinSxS behavior
with, 287
Web-based enterprise management tasks,
285-287
devices, accessing from command line, 26-27
diagnosing
with DispDiag utility, 245
networks with NetDiag utility, 189-191
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dial-up networking, 156-157
Diantz utility, compressing files with,
261-262
Dir command, 122-123
directories
Attrib utility, changing, 130-132
Check Access Control List, changing
access with, 132-134
ChkDsk utility, determining status with,
136-137
creating with MD and MKDir commands,
35-36
ICACLs, changing access with,
134-136
locating with Dir command, 122-123
locating with Where utility, 124
storing and reviewing, 38-39
directory, defined, 23
DirectX Diagnostics (DXDiag) utility. see
DXDiag utility
DirectX status, 79
dirty bits, 138-139
Dirty mode, in FSUil, 82
disabling session logons, 361
disconnect mode, in OpenFiles utility, 125
disk maintenance, 253-269
Defrag, improving performance with,
260-261
Diantz, compressing files with,
261-262
DiskPart, managing partitions with,
262-267
DiskPerf, managing performance with,
268-269
DiskRAID, managing RAID setups
with, 269
MakeCAB, compressing files with,
261-262
MountVol, mounting volume with,
267-268
RSM, managing removable storage with.
see Removable Storage Management
(RSM) utility
DiskCopy utility, copying disks, 310
Dismount mode, in RSM utility, 256
DispDiag utility, diagnosing with, 245
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displaying
CmdKey, 317
Config.NT commands, 298
data files. see displaying data files
directory structure with Tree utility, 44
options for, in command window, 13
displaying data files, 54-61
formatted printouts with Notepad, 60-61
line printers, working with, 47-56
outputting data files with Type command,
57-60
Print utility, 56-57
DLLs
accessing functions with, 269-277
multiple versions of, 288
DNS (Domain Name Service)
defined, 172
IPConfig and, 186-187
NetDiag and, 189-190
NSLookup, 192-195
documentation errors in PathPing, 196
Domain Name Service (DNS). see DNS
(Domain Name Service)
DOS applications, 298
DOS location, 298
DOS Protected Mode Interface (DPMI), 302
DOS utilities
DiskComp, comparing disk contents
with, 309
DiskCopy, copying disks with, 310
Edit, modifying data files with, 310-311
Format, formatting disks with, 311-312
LoadFix, loading old DOS applications
with, 312
Mode, configuring system devices with,
313-316
DosKey utility, tracking actions with,
319-321
DosX utility, adding DPMI (DOS Protected
Mode Interface) with, 302
downloading
introduction to, 12
from Microsoft. see Microsoft
Download Center
Windows PowerShell, 533
DPMI (DOS Protected Mode Interface), 302

drivers
installing withPnPUattend utility, 101
verifying with Verifyer utility, 224-226
DSAdd utility, creating new objects using,
373-378
DSGet utility, listing objects using, 378-382
DSMod, editing existing objects using, 382
DSMove utility, moving existing objects
using, 382
DSN (Data Source Name), 72
DSQuery utility, managing Active Directory
with, 365-371
DSRm utility, deleting objects using, 383
DXDiag utility
audio system, troubleshooting, 9-10
converting FATpartitions to NTFS with,
259-260

E

Echo command, in batch files, 326
ECHOCONFIG, 298-299
editing
files with Edit utility, 310-311
files with Edlin utility, 29
objects with DSMod utility, 382
Edlin utility, 29
Eject mode, in RSM utility, 256257
EjectATAP]I, in RSM utility, 257
email, automating, 456458
EMM (Expanded Memory Manager), 298
EnableExtensions registry setting, 295
enabling session logons with ChgLogon, 361
encrypting data, with Cipher utility, 139-141
ending session fasts with Quick Shutdown,
451-452
EndLocal command extension, 296
environment, scripting, 360-361
changing logons, ports and users with
Change utility, 360-361
disabling session logons with
ChgLogon, 361
enabling session logons with
ChgLogon, 361
listing COMPort Mappings with
ChgPort, 361
modifying install mode with ChgUsr, 361
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ESEnTUtl (Extensible Storage Engine
Technology), 30-34
EventCreate utility, managing system events
with, 102-103
events
information, managing with WEvtUtil,
106-110
logs, using, 102
trace logs, converting with TraceRpt,
243-244
triggering. see EventTriggers utility
EventTriggers utility, 104-106
Create mode, 104-105
Delete mode, 105-106
Query mode, 106
Exe2bin utility, 270
executing applications with ForceDos, 270
executing scripts, 342-344
with CScript utility, 342-344
Host options, configuring, 344
property page options, configuring, 344
with WScript utility, 342-344
Exit command, in batch files, 327
Expand utility, decompressing files with,
34-35
Expanded Memory Manager (EMM), 298
Expanded Memory Specification (EMS), 299
export PowerShell commands, 537
eXtended Memory Specification (XMS),
299-300
extended mode, in More utility, 59-60
Extensible Storage Engine Technology
(ESEnTUtl), 30-34
external intrusion protection, 219-226
eXtra file class, in RoboCopy, 54

F

FastOpen utility, 297
FAT file system. see File Allocation Table
(FAT) file system
fault tolerance for batches and scripts,
429-430
FCIV, checking file integrity with, 439-442
File Allocation Table (FAT) file system
attributes of, 131-132
clusters in, 312

ESENTUTL o FILES| 605

Convert utility, converting FATpartitions
to NTFS with, 259-260
file and resource management commands, 10
file association problems in ASP.NET,
514-517
file dump mode, in ESEnTUHtl utility, 32
File mode
in FSUtil, 82-83
in Net utility, 173
File System Utility (FSUtil), 80-91
Behavior mode, 80-82
Dirty mode, 82
File mode, 82-83
FSinfo mode, 83-84
Hardlink mode, 84
ObjectID mode, 84-85
Quota mode, 85-86
Repair mode, 86
ReparsePoint mode, 86-87
Resource mode, 87-89
Sparse mode, 89-90
Transaction mode, 90
USN mode, 90-91
Volume mode, 91
files
Assoc command, for file associations, 64
checking integrity with FCIV, 439-442
FType command, for file types, 64-65
status of, 61-65
files, locating, 121-129
with Dir command, 122-123
find and findstr utilities, 127-129
with OpenFiles utility, 124-126
with Where utility, 124
files, monitoring, 129-142
access, using Check Access Control List
(CACL), 132-134
access, using ICACLs utility, 134-136
boot time disk checks using ChkNTFS
utility, 137-139
changing with Attrib utility, 130-132
compressing data with Compact utility,
141-142
encrypting data with Cipher utility,
139-141
status with ChkDsk utility, 136-137
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Filter Manager Control (FItMC) utility
Attach mode, 222-223
Detach mode, 222-223
Filters mode, 222
Instances mode, 222
Load mode, 221
managing file systems with, 221-223
Unload mode, 222
Volumes mode, 222
Filters mode, in FItMC utility, 222
find utility, 127-129
findstr utility, 127-129
Finger utility, getting user information
with, 185
FItMC (Filter Manager Control) utility,
221-223
folder, defined, 23
fonts, changing, 14
For command extension, 296
For command, in batch files, 328-330
ForceDos utility for application
execution, 270
foreach-object PowerShell command, 537
ForFiles utility, in batch files, 327-328
format PowerShell commands, 537
Format utility, formatting disks with, 311-312
formatted printouts, 60-61
FSinfo mode, in FSUtil, 83-84
FSUtil (File System Ultility). see File System
Utility (FSUTtil)
FTP servers, 208-209
FTP utility, 208-209
FType command, 64-65
FType command, 296

G

GACUtil, 502-504
general applications
for securing and monitoring systems,
240-243
TaskKill utility, terminating tasks with,
240-242
TaskList utility, listing applications and
services with, 242-243
TraceRt utility, converting event trace logs
with, 243-244

Get Items mode, 69
Get mode, in AuditPol utility, 215
get PowerShell commands, 537-539
GetMac utility, 168-169
Global Assemby Cache, 490
Go to command, 296
Google Search, 12
Goto command, in batch files, 330
GPResult utility, 212-213
GPT (GUID Partition Tables), 262-267
GPUpdate utility, managing group policies
with, 213-214
GrafTabl utility, graphics character support
with, 303
graphical interfaces vs. command line, 78
Graphical User Interface (GUI), 3-5
graphics
GrafTabl utility, enabling character
support with, 303
printing with graphics utility, 303-304
Group mode, in Net utility, 173-174
group policies
getting results with GPResult utility,
212-213
managing with GPUpdate utility,
213-214
GroupConv utility, 143-148
group-object PowerShell command, 539
groups, in Active Directory, 383-385
GUI (Graphical User Interface), 3-5
GUID Partition Tables (GPT), 262-267

H

hard drives as databases, 89
Hardlink mode, in FSUHtil, 84
Help mode, in Net utility, 174
HelpMsg mode, in Net utility, 174
Hewlett-Packard, 54
hibernation, 145
HI/LOW memory area command, 298
HIMEM.SYS, controlling extended memory,
299-300

/HMAMIN=m, 300
Host options, configuring, 344
Hostname utility, 185
hostnames, in Active Directory, 385
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I attribute, 27
IBM Tivoli Storage Manager, 249
ICACLs utility, 134-136
identifying batch files, 413415
If command
in batch files, 331-334
in command interpreter, 296
11s
adding support with ASPNET_ReglIS,
520-523
Reset utility, monitoring and managing
with, 238
impersonating users with RunAs utility,
359-360
import PowerShell commands, 540
inheritance rights, 136
INI (initialization or configuration) files, 72
initialization or configuration (INI) files, 72
Install mode, with ChgUsr utility, 361
installing
applications with MSIE utility, 405-409
assemblies with InstallUtil, 504
drivers with PnPUattend utility, 101
Network Redirector with ReDir
utility, 304
Windows PowerShell, 533
Instances mode, in FItMC utility, 222
Instant Messaging (IM), 298
/INT15=xxxx, 300
integrity checking, using ESEnTUtl, 32
interfaces with PromptPal, 453-454
internal commands, 17
International Standards Organization/Open
System Interconnection (ISO/OSI), 167
internet, interacting with, 237-240
ConvLog utility, converting IIS logs with,
237-238
IIS Reset utility, monitoring and
managing IIS with, 238
IPv6, working with, 238-240
Internet Packet eXchange. see IPX (Internet
Packet eXchange)
Internet Protocol, managing with IPConfig
utility, 186-187

.
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Internet Service Provider (ISP), 5
Inventory mode, in RSM utility, 259
invoke PowerShell commands, 540
IPConfig utility, managing Internet Protocol
with, 186-187
IPSecé6 utility, changing IP policies with, 239
IPv6, 238-240
IPX (Internet Packet eXchange)
IPXRoute for routing information,
169-170
VWIPXSPX supporting Netware, 304-305
IPXRoute utility, 169-170
ISO (International Standards Organization/
Open System Interconnection), 167
ISP (Internet Service Provider), 5

J

JavaScript
basic scripting, 340-341
compiling scripts with, 467-469
join-path PowerShell command, 540
JSC Compiler in .NET, 469-473
compiling scripts with, 469473
example, creating, 469472
in the .NET Framework, 472-473
using generally, 469-472

K

/K command, 297
KB16 utility, 301

L

L attribute, 27
Label utility, managing volume labels
with, 92
languages, scripting, 339-342
about generally, 339-340
JavaScript basics, 340-341
VBScript basics, 341-342
Lavedas, Tom, 322
layout of windows, 14
LH (Load High) command, saving memory
with, 304
Line Printer Daemon (LPD), 47-55
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Line Printer Queue (LPQ) utility, 55
Line Printer Request (LPR) utility, 56
List mode, in AuditPol utility, 216-217
listing
COMPort Mappings with ChgPort
utility, 361
objects with DSGet utility, 378-382
Load High (LH) command, saving memory
with, 304
Load mode, in FItMC utility, 221
LoadFix utility, 312
local hostname, with Hostname utility, 185
local mode, in OpenFiles utility, 126
LocalGroup mode, in Net utility, 174-175
LodCtr utility, adding performance counters
with, 111-112
log file extensions, 32-33
login information, getting with QUser, 218
LogMan utility, managing logs and alerts
with, 112-116
Logoff utility, terminating sessions with, 271
logon names, in Active Directory, 384
logons
changing with Change utility, 360-361
session, enabling or disabling with
ChgLogon utility, 361
logs, managing with LogMan utility, 112-116
lonely file class, in RoboCopy, 53
low-level utilities, 269-276
command line, using effectively, 10-11
Debug utility, 269-270
Exe2bin utility, 270
ForceDos utility for application
execution, 270
Logoff utility, terminating sessions
with, 271
NTSD utility, system-level debugging
with, 271-275
SDBInst, managing compatibility
databases with, 275-276
LPD (Line Printer Daemon), 47-55
LPQ (Line Printer Queue) utility, 55
LPR (Line Printer Request) utility, 56
LPT1-LPT4 (printers attached via ports)
command, 26

M

MAC (Media Access Control) information,
168-169
MakeCAB utility, compressing files with,
261-262
Make-Shell utility, creating shell extensions
with, 550-552
Malicious [Software] Removal Tool
(MRT), 223
managed object format (MOF) files, 286
managing
Active Directory databases with
NTDSUtil, 371-372
Active Directory with DSQuery, 365-371
ATM Call Manager with ATMAdmin, 168
boot configuration BootCfg, 226-228
boot configuration with BCDEditor, 226,
228-231
compatibility databases with SDBInst,
275-276
disk performance with DiskPerf, 268-269
environment variables with Set command,
96-98
environment variables with SetX utility,
98-99
event information with WEvtUtil, 106-110
file systems with FItMC utility, 221-223
files and resources generally, 10
files with RCP utility, 200
files with TFTP utility, 206-207
FTP servers with FTP utility, 208-209
group policies with GPUpdate, 213-214
IIS with IIS Reset utility, 238
Internet Protocol with IPConfig, 186-187
networks with Net utility. see Net utility
partitions with DiskPart, 262-267
performance logs and alerts with
LogMan, 112-116
power settings with PowerCfg, 143-148
RAID setups with DiskRAID, 269
services with command line utilities,
11-12
system events with EventCreate, 102-103
task management with SchTasks, 389-395
time with W32Tm utility, 161-165
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type libraries with RegTLib, 284
user names and passwords with CmdKey,
317-318
volume labels with Label utility, 92
Web-based enterprise management tasks,
285-287
Windows registry, 72-75
WinHTTP Proxy configuration with
ProxyCfg, 170-171
mapping network drives, 417-420
MD and MKDir commands, creating
directories with, 35-36
measure PowerShell commands, 540
Media Access Control (MAC) information,
168-169
Mem utility
classify mode, 93
determining memory status with, 92
program mode, 92-93
memory, saving with LH (Load High)
command, 304
message queue, backing up, 405
MessageBeep( ) function, 276-277
messages, sending with Msg utility, 214
Microsoft Download Center
about generally, 12
for NetDiag, 189
for RAS Server Monitor, 155
for RoboCopy utility, 47
updating current utilities at, 12
for Web-based enterprise
management, 285
Microsoft Information 32-bit (MSInfo32)
utility. see MSInfo32 utility
Microsoft Installer Executive (MSIE) utility,
405-409
Microsoft Knowledge Base article
on ASR utilities, 248-249
on Graphics utility, 303
on MRT utility, 223
on Net utility, 175
on Netware support, 304-305
on registries, 73-74
on SDBIsnt utility, 275
on SysOCMgr, 235

Microsoft Message Queue (MSMQ)
utility, 405
Microsoft Messenger, 175
Microsoft Terminal Server Connection
(MSTSC), 424425
Microsoft Windows Vista. see Windows Vista
mismatched file class, in RoboCopy, 54
MKDir command, 35-36, 296
Mode utility, configuring system devices
with, 313-316
modifying
application behavior using PIF,
305-308
Config.NT, 297-301
files with Edlin utility, 29
Install mode with ChgUsr utility, 361
MOF (managed object format) files, 286
MOFComp utility, 286
monitoring
files. see files, monitoring
files systems. see File System
Utility (FSUTtil)
IIS with IIS Reset utility, 238
systems. see monitoring systems
user access with AuditUsr utility,
210-211
monitoring systems, 167-245
configuring setups. see system setup,
configuring
diagnostics, performing with DispDiag
utility, 245
event trace logs, converting with TraceRpt
utility, 243-244
FTP servers, managing with FIP utility,
208-209
general applications in, 240-243
networks in. see networks
users. see users
virus and external intrusion protection,
219-226
More utility, 59-60
Mount mode, in RSM utility, 255-256
MountVol utility, 267-268
Move command, 36-37
move PowerShell commands, 540
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moving ServiceModelReg, Windows
data with Send to Toys, 438-439 Communication Foundation using,
files with Move command, 36-37 508-509
objects with DSMove utility, 382 WSATConfig, supporting WS-Atomic
MQBackup utility, message queue backups Transaction with, 509-510
with, 405 NET Framework, configuring
MRInfo utility, multicast router information CASPol utility, setting policies using,
with, 187-188 499-502
MRT (Malicious [Software] Removal CONFIG files, 497-499
Tool), 223 GACUtil, placing assemblies in Global
MSCDexNT utility, CD support with, 304 Cache Assembly with, 502-504
MSIE (Microsoft Installer Executive), 405-409 InstallUtil utility, installing assemblies
MSInfo32 utility, 93-95 with, 504
MSMQ (Microsoft Message Queue) utility, 405 RegAsm utility, registering assemblies
MSTSC (Microsoft Terminal Server with, 505
Connection), 424-425 RegSvsc utility, registering services with,
multicast router information, 187-188 505-506
multiple browser support with NET Framework security, 490-493
ASPNET_RegBrowsers, 519-520 code access, 492-493
request zones, 492
N user roles, 491
Nachi virus, 220 NET Eramework, understanding
Name mode, in Net utility, 175 configuration of, 489-497
names ! code access, 492493
code groups, 494-495

Data Source Name (DSN), 72
Domain Name Service (DNS). see DNS
(Domain Name Service)
Hostname utility, 185
managing with CmdKey, 317-318
Ren and Rename command, renaming files
and directories with, 40
of users in Active Directory, 384
National Center for Supercomputing
Applications (NCSA), 237
NBTStat utility, getting with NetBIOS, 188-189
NET Framework
JCS Compiler in, 469-473
security. see NET Framework security
understanding. see . NET Framework,
understanding configuration of
utilities. see NET Framework utilities
version 3.0. see NET Framework 3.0
NET Framework 3.0, 506-510
ComSvcConfig, configuring COM+
applications with, 506-508

configured applications, 496497
Global Assemby Cache, 490
.NET security, 490493
permission sets, creating and defining,
495-496
policy assemblies, defining, 496
request zones, 492
user roles, 491
NET Framework utilities
ASP.NET. see ASP.NET
assemblies, 486488
assembly folder, viewing, 484-486
locating .NET on systems, 478481
side-by-side versions, 481-484
understanding generally, 477-488
Net utility, 171-184
Accounts mode, 171
Computer mode, 172
Config mode, 172
ConfigServer mode, 172
Continue mode, 173

- o
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File mode, 173
Group mode, 173-174
Help mode, 174
HelpMsg mode, 174
LocalGroup mode, 174-175
Name mode, 175
Pause mode, 175-176
Print mode, 176
Send mode, 176-177
Session mode, 177
Share mode, 177-178
Start mode, 178
Statistics mode, 178-179
Stop mode, 179
Time mode, 179-180
Use mode, 180-181
User mode, 181-183
View mode, 183
NetBIOS over TCP/IP status, 188-189
NetCfg, accessing WinPE Network Installer
with, 232
NetStat utility, getting network statistics
with, 191-192
Netware, 304-305
network diagnostics, performing with
NetDiag utility, 189-191
network drives, mapping, 417-420
network paths, tracking with TraceRt utility,
207-208
Network Redirector, installing using
ReDir, 304
network routing tables, manipulating with
Route utility, 201-202
network statistics, getting with NetStat,
191-192
networking solutions with NetSH, 344-349
networks, 168-208
ATM Call Manager, 168
managing with Net utility. see Net utility
Media Access Control Information,
getting, 168-169
Net utility, managing with. see Net utility
routing information, with IPXRoute
utility, 169-170
shared open files, detecting, 125-126

TCP/IP diagnostic tools. see TCP /1P
diagnostic tools
WinHTTP Proxy configuration, managing
with ProxyCfg utility, 170-171
new PowerShell commands, 540-541
New Technology Symbolic Debugger
(NTSD), 271-275
newer file class, in RoboCopy, 53
Norton Ghost, 249
Notepad
formatted printouts, performing with,
60-61
starting, 298
XML files with XML Notepad 2007, 458-459
Notepad+, 463-465
Novell, 304-305
NSLookup utility, tracking servers, 192-195
NTBackup utility, backing up with, 66-68
NTCMD PROMPT, 298
NTDSUtil, managing databases with, 371-372
NTFS (Windows NT File System)
attributes of, 131-132
boot time disk checks, performing,
137-139
converting FATpartitions to, 259-260
NTLM ([Windows] NT LAN Manager), 161
/NUMHANDLES=n, 300
NW16, adding Netware support with,
304-305

(o)

ObjectID mode, in FSUil, 84-85
objects, scripting
using generally, 354
with WScript object, 355-356
with WScript. WshArguments object,
356-357
with WScript. WshNetwork object,
358-359
with WScript.WshShell object, 357-358
objects in Active Directory, 373-383
creating with DSAdd, 373-378
deleting with DSRm, 383
editing with DSMod, 382
listing with DSGet, 378-382
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moving with DSMove, 382
users, groups and computers with, 383-385
OCSetup (Optional Component Setup)
utility, 235-236
ODBC (Open Database Connectivity), 70-72
OEM and OEM/ANSI codes, 301-303
older file class, in RoboCopy, 54
online code sources, 322
Open Database Connectivity (ODBC), 70-72
OpentFiles utility
detecting shared open files with, 124-126
disconnect mode, 125
introduction to, 124-125
local mode, 126
query mode, 126
opening
files with OpenFiles utility, 124-126
remote directories with Append utility,
24-25
Optional Component Setup (OCSetup),
235-236
Options tab in command window, 13
OSUninst utility, uninstalling operating
systems with, 277
out PowerShell commands, 541
outputting data files with Type command,
57-60
data redirection, 57-58
displaying data files, 57-60
More utility, 59-60

P

Package Manager, Manager, 232-233
Packet Internet Groper (PING) utility, 197-199
parity types, 314
passwords
managing with CmdKey, 317-318
resetting, in Active Directory, 384
Path command, 37-38
Path Packet Internet Groper (PathPing),
195-197
PathCompletionChar registry setting, 295
PathPing utility, tracing transmission paths,
195-197
Pause command, in batch files, 334

Pause mode, in Net utility, 175-176
PentNT utility, 78
PerfMon utility, 116
performance information, 111-120
LodCtr, adding performance counters
with, 111-112
LogMan, managing performance logs and
alerts with, 112-116
PerfMon, viewing results with, 116
ReLog, reconfiguring performance logs
with, 116-117
TypePerf utility, 118-119
UnlodCtr, removing performance
counters with, 119
WinSat, assessing systems with, 119-120
permanent paths, 37-38
permission sets, 495-496
permissions, 18-19
PID (Process Identifier), 4
PIF, modifying application behavior with,
305-308
custom Auto.Exe and Config.NT, 306-307
Windows Explorer, customizing with
command line switches, 307-308
PING utility, checking connections with,
197-199
PkgMgr utility, accessing Windows Package
Manager with, 232-233
Plug and Play (PnP), 101-102
PnP (Plug and Play), 101-102
PnPUattend, unattended driver installation
with, 101
PnPUattend utility, performing unattended
driver installation with, 101
PnPUtil, managing PnP setups with, 101-102
policy assemblies, defining, 496
PopD command, 38-39, 296
pop-location PowerShell command, 541
ports
changing with Change utility, 361
supporting, 313
power settings, 143-148
PowerCfg utility, 143-148
PowerShell. see Windows PowerShell
Print mode, in Net utility, 176
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Print utility, 56-57
printing
command line graphics with graphics
utility, 303-304
Net Use vs. Windows, 180
PRN (default printer) access command, 26
Process Explorer, examining processes with,
445-447
Process Identifier (PID), 4
Process mode, in Query utility, 153
productivity, at command line, 449460
automating email with sendEmail,
456-458
ending session fasts with Quick
Shutdown, 451452
interfaces with PromptPal, 453-454
Togglt Command Line Helper, 450451
using WinOne for, 454-455
viewing XML files with XML Notepad
2007, 458-459
program groups, converting with
GroupConv utility, 143-148
Program Manager, 143
program mode in Mem utility, 92-93
Program tab in PIFs, 306
Prompt command, 296, 334-335
prompts
creating, 15-16
enhancers for command line. see
command prompts, enhancers
interfaces with PromptPal, 453-454
property page options, 344
ProxyCfg utility, managing WinHTTP Proxy
configuration with, 170-171
PushD command, 38-39, 296
push-location PowerShell command, 541

Q
QAppSrvr utility, 149
QProcess utility, 149-150
query mode, in OpenFiles utility, 126
Query utility, 153-155
obtaining session status information with,
153-155
Process mode, 153
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Session mode, 154
TermServer mode, 155
User mode, 154-155
Quick Batch File Compiler, 466-467
Quick Shutdown, ending session fasts with,
451-452
Quota mode, in FSUtil, 85-86
QUser utility, getting user login information
with, 218
QWinsta utility
obtaining session information with, 150
resetting hardware and software
with, 151

R

/R command, 298
RAID (Redundant Array of Inexpensive
Disks), 269
RAM command line argument, 299
RAR files, 261
RAS (Remote Access Server), 155-157
RASDial utility, 156
RASPhone utility, 156-157
RCP (Remote Copy Protocol) utility, 200
RD and RmDir commands, removing
directories with, 39-40
read-host PowerShell command, 542
reasons for shutting down, 283
recovering
files with Recover utility, 39
system database information with
ESEnTUtI utility, 32
ReDir utility, installing Network Redirector
with, 304
Redundant Array of Inexpensive Disks
(RAID), 269
Refresh mode, in RSM utility, 258
RegAsm utility, registering assemblies
with, 505
RegEdit utility
modifying registries with, 73-74
in performing formatted printouts,
60-61
Reglni utility, scripting registry entries
with, 74
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registering
assemblies with RegAsm utility, 505
services with RegSvsc utility, 505-506
registry, 72-75
creating basic scripts for, 352-354
RegEdit utility, modifying registry with,
73-74
Reglni utility, scripting registry entries
with, 74
RegSvr32 utility, adding and removing
servers with, 74-75
settings, 294-295
RegSvr32 utility, adding and removing
servers with, 74-75
RegSvsc utility, registering services with,
505-506
RegTLib utility, managing type libraries
with, 284
regular expressions, 129
relative vs. absolute paths, 36
ReLog utility, reconfiguring performance
logs with, 116-117
Rem command, in batch files, 335
Remote Access Server (RAS), 155-157
remote command execution
with RExec utility, 200
with RSH utility, 206
with Telnet, 160-161
Remote Copy Protocol (RCP) utility, 200
remote directories, opening with Append
utility, 24-25
Remote Procedure Call with Ping (RPCPing)
utility, 202-206
Remote Shell (RSH) utility, 206
Remote Shell (RSHD) Daemon Service, 200
remote system management, 424429
MSTSC, creating remote connections
with, 424-425
WinRM, remote Windows management
with, 425-428
WinRS, accessing systems with, 428-429
Removable Storage Management (RSM)
utility, 251-259
Allocate mode, 254
CREATEPOOL mode, 257

Deallocate mode, 255
DELETEPOOL mode, 258
Dismount mode, 256
Eject mode, 256257
EjectATAPI, 257
Inventory mode, 259
Mount mode, 255-256
Refresh mode, 258
View mode, 258
Remove mode, in AuditPol utility, 217-218
remove PowerShell commands, 542
removing
applications with OCSetup utility,
235-236
directories with RD and RmDir
commands, 39-40
directory trees with DelTree command,
28-29
files with Del and Erase commands, 27-28
malicious software with MRT
utility, 223
performance counters with UnlodCtr
utility, 119
utilities with SysOCMgr utility, 235
viruses with BlastCIn utility, 220
Ren command, renaming files and directories
with, 40
Rename command, renaming files and
directories with, 40
rename PowerShell commands, 542
renaming files and directories with Move
command, 36-37
Repair mode, in FSUil, 86
repairing system databases with ESEnTUtl,
30-34
ReparsePoint mode, in FSUtil, 86-87
Replace utility, 4041
replicating COM+ applications with
ComRepl, 284
request zones in .NET Framework, 492
Reset utility, terminating sessions with, 150
resolve-path PowerShell command, 542
Resource mode, in FSUtil, 87-89
restart-service PowerShell command, 542
Restore mode, in AuditPol utility, 217
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restoring. see also Automated System

Recovery (ASR)
system data with ASR_Fmt, 249-250
system restore data with SRDiag, 285

Resultant Set of Policy (RSoP), 212-213

resume-service PowerShell command, 542

reviewing directories with PushD and PopD
commands, 38-39

RExec utility, executing commands
remotely, 200

RmDir commands, removing directories
with, 39-40

RoboCopy utility, robust file transfers with,
47-54

robust file transfers with RoboCopy utility,
47-54

Rootkits, 44

Route utility, manipulating network routing
tables with, 201-202

routing information, with IPXRoute utility,
169-170

RPCPing (Remote Procedure Call with Ping)
utility, 202-206

RSH (Remote Shell) utility, 206

RSHD (Remote Shell) Daemon Service, 200

RSM utility. see Removable Storage
Management (RSM) utility

RSoP (Resultant Set of Policy), 212-213

RunDLL32.EXE, 276-277

running PowerShell scripts, 556-557

S

same file class, in RoboCopy, 53
saving
memory with LH command, 304
system restore data with
SRDiag, 285
SC (Service Control) utility, 278-282
scheduling tasks, 8, 12
SchTasks utility, managing tasks with,
389-395
screen colors, changing with Color command,
318-319
script-based activities in Task Scheduler,
398401
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scripting, for Active Directory, 363-386
about generally, 363-364
objects. see objects in Active Directory
users, groups and computers, working
with, 383-385
utilities for, 364-372
scripts, 339-361
for Active Directory. see scripting, for
Active Directory
after hours automation of. see after hours
automation scripting
changing environment generally, 360-361
command line, getting information from,
350-352
command line, using effectively, 8
creating basic, 349-354
CScript utility, 342-344
executing, 342-344
Host options, configuring, 344
impersonating users with RunAs utility,
359-360
JavaScript basics, 340-341
languages for, 339-342
networking solutions with NetSH
utilities, 344-349
objects generally, 354-359
property page options, configuring, 344
for registry, 352-354
system environment, getting information
about, 350-352
VBScript basics, 341-342
in Windows PowerShell, 552-557
with WScript object, 355-356
WScript utility, 342-344
with WScript. WshArguments object,
356-357
with WScript. WshNetwork object,
358-359
with WScript.WshShell object, 357-358
scripts, compiling
with JavaScript and VBScript, 467-469
with JSC Compiler in .NET, 469473
SDB (System Database) files, 30-34
SDBInst utility, managing compatibility
databases with, 275-276
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SDI LPD (Line Printer Daemon) server, 54
SecEdit (Security Edit), configuring security
policies with, 233-234
securing and monitoring systems, 167245
configuring setups. see system setup,
configuring
diagnostics, performing with DispDiag
utility, 245
event trace logs, with TraceRpt, 243244
FTP servers, managing with FIP utility,
208-209
general applications, working with,
240-243
networks, working with. see networks
users, working with. see users
virus and external intrusion protection,
219-226
security
bulletins about, 94
CACLs utility in, 132-136
monitoring, 10
.NET Framework. see .NET
Framework security
permissions for, 18-19
RPC issues with, 203
Security Edit (SecEdit) utility, 233-234
Security Identifier (SID), 82
select PowerShell commands, 542
Send mode, in Net utility, 176-177
Send to Toys, 438-439
sendEmail, automating email with, 456458
sending messages with Msg utility, 214
Service Control (SC) utility, 278-282
ServiceModelReg, Windows Communication
Foundation using, 508-509
ServiceProfileFileName, 211-212
session fasts, ending with QuickShutdown,
451-452
session logons, enabling or disabling with
ChgLogon utility, 361
Session mode, in Net utility, 177
Session mode, in Query utility, 154
Set command, 96-98, 297
Set mode, in AuditPol utility, 215-216
set PowerShell commands, 543
Set Version (Set Ver) utility tables, 309

SetLocal command, 297

setting application paths with Path command,
37-38

SetX utility, managing environment variables
with, 98-99

SFC (System File Scan) utility, 223-224

Shadow utility, 151

Share mode, in Net utility, 177-178

shared open files, detecting with OpenfFiles,
124-126

shell extensions, using ShellEx View with,
443-445

shells, creating in Windows PowerShell,
558-561

Shift command, 297, 335

SHRPubW, sharing folders with, 184

Shutdown, Quick, 451-452

ShutDown utility, 282-284

SID (Security Identifier), 82

side-by-side versions, in .NET Framework
utilities, 481-484

SigVerify utility, verifying driver safety
with, 220

sleep states, 146

snapshots of systems setups, 95

Solution Database (SDB), 266276

Sort utility, 4143

sort-object PowerShell command, 544

sparse files, 83

Sparse mode, in FSUil, 89-90

split-path PowerShell command, 544

SQL Server, supporting with
ASPNet_RegSQL, 523-527

SRDiag utility, saving and restoring system
restore data, 285

stacks, directory, 38-39

Start Backup mode, 69

Start command, 251-253, 297

Start mode, in Net utility, 178

start PowerShell commands, 544

Statistics mode, in Net utility, 178-179

status

of directories,using ChkDsk utility, 136-137
of files and directories generally. see status
of files and directories
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of files and directories with ChkDsk
utility, 136-137
of sessions, using Query utility, 153-155
of systems. see system status
using information about, 9
status of files and directories, 61-65
advanced file comparison using FC utility,
62-63
changing directories with CD and ChDir
commands, 61-62
comparing files with Comp utility, 62
current directory, determining with CD
and ChDir commands, 61-65
file associations and types, 6465
taking ownership of files with TakeOwn
utility, 65
Stop mode, in Net utility, 179
stop PowerShell commands, 544
storing
centralized data stores, 415-417
commands in batch files, 7
directories with PushD and PopD
commands, 38-39
Extensible Storage Engine Technology for,
30-34
IBM Tivoli Storage Manager for, 249
Removable Storage Management (RSM)
utility. see Removable Storage
Management (RSM) utility
Subst utility, associating folders to drives
with, 43
suspend-service PowerShell command, 544
SxSTrace, tracing WinSxS behavior with, 287
SysOCMgr, adding and removing utilities
with, 235
System Database (SDB) files, 30-34
system databases, repairing with ESEnTUtl,
30-34
system dates, working with, 319
system environment, 350-352
System File Scan (SFC) utility, 223-224
system resources, 143-165
power settings, managing with PowerCfg
utility, 143-148
program groups, converting with
GroupConv utility, 143-148

Query utility, obtaining session status
information with, 153-155
Remote Access Server (RAS), 155-157
Telephony clients with TCMSetup,
157-158
Telnet, communicating with, 158-161
Terminal Server, 148-153
time management with W32Tm utility,
161-165
system setup, configuring, 226-237
BCDEdit, managing boot configuration
with, 228-231
BootCfg, managing boot configuration
with, 226-228
MSInfo32, providing information
about, 95
NetCfg, accessing WinPE Network
Installer with, 232
OCSetup, adding and removing
applications with, 235-236
PkgMgr, accessing Windows Package
Manager with, 232-233
SecEdit, configuring local security policies
with, 233-234
SysOCMgr, adding and removing utilities
with, 235
SystemlInfo, getting system configuration
information with, 236-237
system status, 102-120
at command line, 9-10
command line tasks, getting started
with, 120
performance information, working with,
111-120
recording information about, 102-110
system status information, 77-102
DriverQuery utility, getting driver
information with, 78-79
DXDiag utility, getting DirectX status
with, 79
EventCreate utility, managing system
events with, 102-103
EventTriggers utility, triggering system
events with, 104-106
FSUtil utility, monitoring with. see File
System Ultility (FSUtil)
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Label utility, managing volume labels
with, 92

Mem utility, determining memory status
with, 92-93

MSInfo32 utility, getting general
information with, 93-95

Plug and Play, working with, 101-102

recording information about, 102

Set command, managing environment
variables with, 96-98

SetX utility, managing environment
variables with, 98-99

Ver command, determining operating
system version with, 100

Vol command, getting volume
information with, 100

VSSA Admin utility, viewing Volume
Shadow Service data with, 100-101

WEvtUtil utility, managing event
information with, 106-110

SystemlInfo utility, 236-237
system-level debugging with NTSD utility,
271-275

T

TakeOwn utility, 65
TAPI clients, 157-158
task candidates, after hours automation
scripting, 403-409
MQBackup, creating message queue
backups with, 405
MSIExec utility, installing applications
with, 405-409
Task Manager, 4-5
Task Scheduler, 387—401
about generally, 387-388
introduction to, 12
SchTasks utility, managing tasks with,
389-395
script-based activities in, 398—401
stopping and starting, 388-396
AT utility, 395-398
TaskKill utility, 240-242
TaskList utility, 4-5, 241-243
TCMSetup, 157-158

TCP/1IP diagnostic tools, 184-208
ARP utility, 184-185
defined, 169
diagnostics, performing with NetDiag,
189-191
hostname, retrieving with Hostname
utility, 185
Internet Protocol, managing with
IPConfig, 186-187
multicast router information, getting with
MRInfo, 187-188
NetBIOS over TCP/IP status, getting with
NBTStat, 188-189
network routing tables, manipulating
with Route utility, 201-202
NSLookup, tracking servers with, 192-195
PathPing, tracing transmission paths
with, 195-197
Ping, checking connections with, 197-199
RCP utility, managing files with, 200
RExec, executing commands remotely
with, 200
RPC with RPCPing utility, checking
connections using, 202-206
RSH utility, remote command execution
with, 206
statistics, getting with NetStat, 191-192
TFTP utility, managing files with, 206207
TraceRt utility, tracking network paths
with, 207-208
user information, with Finger utility, 185
Teach Yourself Microsoft XP in 21 Days, 66
techniques and tricks, 563-568
tee-object PowerShell command, 544
Telephony clients, setting up with
TCMSetup, 157-158
Telnet, 158-161
about generally, 158
administering with TLNTAdmin utility,
159-160
executing commands remotely with,
160-161
Terminal Server, 148-153
attaching user sessions with TSCon, 151
disconnecting sessions with TSDiscon, 152
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ending sessions with TSKill, 152
locating with QAppSrvr utility, 149
monitoring sessions with Shadow
utility, 151
obtaining processes with QProcess utility,
149-150
obtaining session information with
QWinsta utility, 150
resetting with QWinsta utility, 151
shutting terminal server down with
TSShutDn, 152-153
terminating sessions with Reset utility, 150
terminating
sessions with Logoff utility, 271
tasks with TaskKill utility, 240-242
TermServer mode, in Query utility, 155
testing
after hours automation scripts, 417-423
batch files in after hours automation
scripting, 409417
/TESTMEM:{ON | OFF}, 300-301
test-path PowerShell command, 545
text colors, 14-15
TFTP (Trivial File Transfer Protocol) utility,
206-207
third party utilities, 8
Time command, 321
time management using W32Tm utility, 161-165
Time mode, in Net utility, 179-180
TimeOut utility, in batch files, 335-336
Title command, 322
TLNTAdmin utility, administering Telnet
with, 159-160
Togglt Command Line Helper, 450-451
trace-command, in PowerShell, 545
TraceRpt utility, converting event trace logs
with, 243-244
TraceRt utility, tracking network paths with,
207-208
tracing transmission paths with PathPing,
195-197
tracking
with DosKey utility, 319-321
network paths with TraceRt utility, 207-208
servers with NSLookup utility, 192-195
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Transaction mode, in FSUtil, 90

Transactional Resource Manager, 88-91

Transmission Control Protocol/Internet
Protocol (TCP/IP). see TCP /1P
diagnostic tools

transmission paths, tracing with PathPing
utility, 195-197

Tree utility, displaying directory structure
with, 44

tricks and techniques, 563-568

Trivial File Transfer Protocol (TFTP) utility,
206207

TSCon utility, 151

TSDiscon utility, 152

TSKill utility, 152

TSShutDn utility, 152-153

tweaked file class, in RoboCopy, 53

Type command, outputting data files with,
57-60

TypePerf utility, 118-119

U

UAC (User Account Control). see User
Account Control (UAC)

UMBs (Upper Memory Blocks), 298

unattended driver installation,
withPnPUattend, 101

UNC (Universal Naming Convention)
paths, 48

uninstalling operating systems with
OSUninst, 277

Universal Naming Convention (UNC)
paths, 48

Unload mode, in FItMC utility, 222

UnlodCtr, removing performance counters
with, 119

update PowerShell commands, 545

Update Sequence Number (USN) mode, 90-91

updating utilities, 12

Upper Memory Blocks (UMBs), 298

usage instructions, 6-7

Use mode, in Net utility, 180-181

User Account Control (UAC)

changing, 17-18
ownership, importance of, 64
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providing virus protection, 16
troubleshooting, 18
user information, with Finger utility, 185
User mode
in Net utility, 181-183
in Query utility, 154-155
user names, managing with CmdKey,
317-318
user roles in .NET Framework, 491
users, 209-219
AuditPol auditing access of, 214-218
AuditUsr monitoring, 210-211
changing with Change utility, 361
CMStP configuring profiles, 210-211
GPUpdate, managing group policies with,
213-214
messages, sending with Msg utility, 214
QUser, getting user login information
with, 218
WhoAml, discovering identity with,
218-219
users, in Active Directory, 383-385
full name, obtaining, 384
group membership, discovering, 385
hostnames, 385
logon name, obtaining, 384
password, resetting, 384
USN (Update Sequence Number) mode,
90-91
utilities. see also specific utilities
in Active Directory. see utilities in Active
Directory
defined, 17
developer. see developer utilities
in DOS. see DOS utilities
low-level. see low-level utilities
in .NET framework. see NET
Framework utilities
SysOCMgr, adding and removing
with, 235
using effectively, 6-7
utilities in Active Directory, 364-372
managing databases with NTDSUil,
371-372
managing with DSQuery, 365-371

\"/

validating file operations with Verify, 45
van der Woude, Rob, 322
VBScript, 467-469
VBScript basics, 341-342
VDS (Virtual Disk Service), 269
Ver command, 100
/VERBOSE, 301
Verify, validating file operations with, 45
verifying
drivers with Verifyer utility, 224-226
system files with SFC utility, 223-224
View mode
in Net utility, 183
in RSM utility, 258
viewing
application paths with Path command,
37-38
files with XVI32, 435-438
by purpose, 8-12
results with PerfMon utility, 116
Volume Shadow Service data, 100-101
XML files with XML Notepad 2007,
458-459
Virtual Disk Service (VDS), 269
Virtual Private Networks (VPNs), 157
virus protection, 219-226
BlastCln utility, removing viruses
with, 220
FItMC utility, managing file systems with,
221-223
monitoring files for, 130
MRT utility, removing malicious software
with, 223
recovery from attacks, 249
against Rootkits, 44
SFC utility, verifying system files with,
223-224
User Account Control for, 16
Verityer, verifying drivers with, 224-226
Vista. see Windows Vista
Vol command, getting volume information
with, 100
Volume mode, in FSUHil, 91
Volume Shadow Service (VSS), 100-101
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Volumes mode, in FItMC utility, 222

VPNs (Virtual Private Networks), 157

VSS (Volume Shadow Service), 100-101

VSSAAdmin, viewing Volume Shadow
Service data with, 100-101

VWIPXSPX, adding Netware support with,
304-305

W

W32Tm utility
time management with, 161-165
Time mode vs., 179
WaitFor utility, in batch files, 336
wake mode, 147-148
WBAAdmin, backing up with, 68-69
Web applications, creating with
ASPNet_Compiler, 518-519
Web-based enterprise management (WBEM)
tasks, 285-287
MOFComp, administering managed
object format files with, 286
WinMgmt, interacting with server
with, 287
WEvtUtil, managing event information with,
106-110
Where utility, 124
where-object PowerShell command, 545
WhoAmI utility, 218-219
wildcard characters, 28
window layout, 14
window options, configuring, 13
Windows Communication Foundation,
508-509
Windows HyperText Transfer Protocol
(WinHTTP) Proxy, 170-171
Windows Management Instrumentation
(WMI) Service, 95
Windows Management Instrumentation
(WMI) Tester, 285
Windows Messenger, 175, 214
Windows NT File System (NTFS). see NTFS
(Windows NT File System)
Windows NT LAN Manager
(NTLM), 161
Windows Package Manager, 232-233
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Windows PowerShell, 531-562

attributes of, 533-536

benefits of, 532-533

Cmdlet and shells, creating, 558-561

command interpreter, working with,
548-550

commands, using. see Windows
PowerShell commands

downloading, 533

installing, 533

Make-Shell utility, creating shell
extensions with, 550-552

overview of, 531-532

scripts, creating. see Windows
PowerShell scripts

Windows PowerShell commands

add commands, 536
clear commands, 536
compare-objects, 536
convert commands, 537
copy commands, 537
export commands, 537
foreach-object, 537
format commands, 537
get commands, 537-539
group-object, 539
import commands, 540
invoke commands, 540
join-path, 540

measure commands, 540
move commands, 540
new commands, 540-541
out commands, 541
pop-location, 541
push-location, 541
read-host, 542

remove commands, 542
rename commands, 542
resolve-path, 542
restart-service, 542
resume-service, 542
select commands, 542
set commands, 543
sort-object, 544
split-path, 544
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start commands, 544
stop commands, 544
suspend-service, 544
tee-object, 544
test-path, 545
trace-command, 545
update commands, 545
where-object, 545
write commands, 545
Windows PowerShell scripts, 552-557
about generally, 552-553
creating simple, 553-556
running, 556-557
Windows Pre-Installation Environment
(WinPE), 232
Windows Remote Management (WinRM)
utility, 425-428
Windows Remote Shell (WinRS) utility,
428-429
Windows Resource Kit, 47
Windows Vista
about generally, 19-21
BCDEditor utility in, 228-231
changing, 17
commands and utilities, summary of,
569-574
old commands, not supporting, 20
system recovery in, 248
zones on network drives, setting, 19-20
WinHTTP (Windows HyperText Transfer
Protocol) Proxy, 170-171
WinMgmt utility, 287
WinMSD, 94
WinOne, 454-455
WinPE (Windows Pre-Installation
Environment), 232
WinRAR, 261

WinRM (Windows Remote Management)
utility, 425-428

WinRS (Windows Remote Shell) utility,
425-428

WinSat, assessing systems with, 119-120

WinSxS behavior, tracing with SxSTrace, 287

WinVi, editing with, 461-463

WMI (Windows Management
Instrumentation) Service, 95

write PowerShell commands, 545

WSATConfig, supporting WS-Atomic
Transaction with, 509-510

WS-Atomic Transaction, 509-510

WScript object, 355-356

WScript utility, 342-344

WScript. WshArguments object, 356-357

WScript. WshNetwork object, 358-359

WScript. WshShell object, 357-358

WshArguments object, 356-357

WshNetwork object, 358-359

WshShell object, 357-358

X

/X command, 297
XCopy error levels, 331
XCopy using XXCopy, 443

XCopy utility, bulk file transfers using, 45-47

XML files with XML Notepad 2007, 458-459

XML Notepad 2007, 458459

XMS (eXtended Memory Specification),
299-300

XVI32, viewing files with, 435-438

XXCopy, 443

Z
ZIP files, 261




