Xvi

Contents at a Glance

Preface........... ... i, ix

Acknowledgments ......................... XV
Part 1 Getting Connected
Chapter 1 Windows XP and Home Networking ............ 3
Chapter 2 Introduction to Networking .................. 29
Chapter 3 Life in the Slow Lane: Connecting

withaModem ................ ... ... ... 47
Chapter 4 Information Superhighway: Making the

Broadband Connection ..................... 71
Part 11 Home Networking
Chapter 5 Creating Your Home Network ................ 87
Chapter 6 Sharing an Internet Connection .............. 101
Chapter 7 Working with Users and Passwords ........... 117
Chapter 8 Securely Sharing Network Resources .......... 139
Chapter 9 Wireless Networking . ..................... 157
Chapter 10 Advanced Home Networking ................ 185
Part M Windows XP and the Internet
Chapter 11 Windows XP/.NET Integration ............... 207
Chapter 12 Browsing and Searching the Web ............ 225
Chapter 13 Using E-Mail and Newsgroups ............... 251
Chapter 14 Communicating with MSN Messenger ......... 281
Chapter 15 Windows XP Web Publishing ............... 301
Part 1V Remote Access
Chapter 16 Getting Help with Remote Assistance ......... 335
Chapter 17 Using Remote Desktop . . ................... 349



Part V

Device Connections

Chapter 18

Chapter 19

Notebooks and Tablet PCs: Using Windows XP

with Portable Computers ................... 369
Using Personal Digital Assistants (PDAs)

with Windows XP






Xix

Contents

Preface....... ... ... ix
Acknowledgments ................ ... ... XV
Part 1 Getting Connected
Chapter 1 Windows XP and Home Networking ............... 3
Introducing Windows XP Service Pack 2 with
Advanced Security Technologies .. ................... 4
Alittle History ... vv ittt e 4
The Case for Windows XP . ........ ... i, 6
Windows XP Connectivity Features . .................. 12
Easy and Secure Home Networking .. ................... 13
Complete Internet Integration . . .. ....... ... ..ot 13
Communicating, Collaborating, and Publishing ............ 14
Optimized forthe Home .............. ... ... . ..., 14
Intelligent Device Connections .. ..............oovv.... 17
Security Improvements in Windows XP Service Pack 2 . ... 17
Security Center . ..........c.iiiiintininrnennennnn 18
Windows Firewall . . ... ..ottt 19
More Secure Version of Internet Explorer . .. .............. 20
Unsafe Attachment Blocking . ........................ 21
Under-the-Hood Changes . ...........c.0iivuiennen... 21
A Closer Look at the Different Windows XP Editions .. ... 22
Security Alert: Keeping Windows Up-to-Date ........... 24
Automatically Updating Windows XP . .................. 25
Using Windows Update .. ......... ... 26
Chapter 2 Introduction to Networking ..................... 29
Connecting Usersand PCs . ........ ... ... ... . .. ... 30
Networking Methodologies .............. ... ... ..... 30
Designing a Home Network .......................... 32
Networking Hardware: What You Will Need ............ 35
PCtoPC .. i e 35
Multiple Connections . ...........cuiuiiiiuneennnenn. 36
Networking Software . ......... ... .. ... ... . ... .... 37
Using TCP/IP . .. ottt e e 38
Working with Legacy Networking Protocols ............... 41
Why You Want to Be a Client for Microsoft Networks ........ 42
Sharing Files and Printers ............. ... ..o 43
Security Implications of Home Networks ............... 43

Taking Your Home Network from Theory to Reality ...... 46



XX

Contents

Chapter 3 Life in the Slow Lane: Connecting
withaModem ............ . ... . ... . ...... 47
A Quick Look at Modems ................. ... ... ... 47
Modem SPeeds . . . . v it 48
Choosing aModem . . .......coviiiin s 49
Using XP’s New Connection Wizard with a Modem . ..... 49
Configuring a New Connection . . . ......... .. oot 51
Choosing a New Internet Service Provider (ISP) ............ 53
Connecting to an Existing ISP .. ....... ... ... ... ..... 60
Configuring Modem Connections .................... 61
Managing Connection Properties ...................... 61
Managing a Modem . ........ ...ttt 64
Connecting and Disconnecting ...................... 67
Connecting withaModem . . ......... ... ..., 67
Disconnecting a Modem . .............coiiuiinenn.n. 68
Copying and Renaming Modem Connections ........... 69
Stuck Between a Rock and a Hard Place:
A QuickLookat AOL ........ ... . .. i, 70
Chapter 4 Information Superhighway: Making the
Broadband Connection .......................... 71
Understanding Broadband .......................... 71
Available Broadband Solutions ...................... 72
CableModem . . ...t 72
Digital Subscriber Line (DSL) .. .......... ... 73
Satellite . ... ... i e e 74
Deciding on a Broadband Solution ..................... 74
Connecting to Broadband . ......................... 75
Connecting to Broadband with a Residential Gateway ........ 75
Connecting to Broadband Directly with the New
Connection Wizard .......... ... ..., 76
Configuring a Broadband Connection ................... 81
Part 11 Home Networking
Chapter 5 Creating Your Home Network .................... 87
Making Computer-to-Computer Connections ........... 87
The Case for Direct Cable Connections . . ................. 88
Using Infrared . .......... ... . 88
Basic Network Types . ....... ..., 88
Ethernet Networking . .. ... ...t 89
Wi-Fi Wireless Networking . ............ .. ... ... ..... 89
Home Phoneline Networking . ............. ... ... ..... 89
Powerline Networking . . ....... ... ... . . i 90

FireWire-Based Networking . ............ .. ... ... .. .. 90



Contents

xxi

Chapter 6

Chapter 7

Chapter 8

Using Hubs and Switches . . ......... ... ... ... ... 91
Working withHubs . .. ...... .. .. .. . ... 91
Using Switches . . . .. oottt et e e 92

Residential Gateways and Routers .................... 92
Connecting a Home Network to an External Network ........ 92
The Next Generation: Working with UPnP Devices .......... 93

Avoiding XP’s Network Setup Wizard ................ 95

Using the Microsoft Network Guide to Set Up Your
Home Network ......... ... ... i, 96

Manually Creating Networks with Windows XP ......... 98
Working with Workgroups . .. .......... .o, 98

Sharing an Internet Connection ................. 101

Looking at Connection Sharing ..................... 101

Introducing Internet Connection Sharing (ICS) ......... 102

ICS: Why You Should Never Do This ................. 106

Working with Firewalls ............. ... ... ...... 108

Always On: The New Windows Firewall in XP SP2 ...... 109
Using and Configuring Windows Firewall . . ... ........... 110
Handling Firewall Exceptions . ....................... 113

Better Firewalls: Third-Party Solutions to Consider ... ... 114

Playing Multiplayer Games Online .. ................. 115

Working with Users and Passwords .............. 117

XP’s Multiuser Environment ....................... 117
Multiusers in Windows 9X/Me . ... ... o vie e enennnnn 118
New Multiuser Featuresin XP . ...................... 118
Understanding Users and Security . . .. ... 120

Adding and Configuring Users . . .................... 120
Adding aNew User ... ...coviiini it iniineeenn.. 121
Managing USeTIS . . .. ov vt ittt it it et eeeeeenn 123
Using Passwords . . . ..o v v v it i it e 127
Configuring a User Picture . . . . ....... ... ... oL, 132
Using the Guest Account . .. ......c.vuiiiennenennenn 133
Using the Welcome Screen .. .......oi ... 134

Securely Sharing Network Resources ............ 139

Understanding Home Network Authentication ......... 139
Using Pass-Through Authentication ................... 140
Individualizing Network Authentication ................ 140

Using My Network Places ......................... 141
Browsing the Network . .. ... ... ... ... ... .. .. 142
Adding Network Places . ........... ... .. ... ... 144

Mapping Drives . ......... i 146

Sharing Local Resources .......................... 147
Sharing File Folders . ............ .. ..o, 148
Sharing a Printer .......... .. ... .. ... 153

Connecting to a Remote Printer ...................... 154



xxii

Contents

Chapter 9

Chapter 10

Integrating Older Windows Versions

into an XP Home Network ....................... 155
Working with Windows 9x/Me . .................o.... 156
Working with Windows NT/2000 . .................... 156
Wireless Networking ....................... ... 157
Going Wireless . .........ciiuiiiiniinnnennn.. 157
Types of Wireless Networking . ...................... 158
Understanding Wireless Terminology .................. 160
Setting Up a Secure Wireless Network ................ 161
Using an Access Point . ........ .. ... ... . ... 161
Using a Wireless-Enabled Broadband Router ............. 162
Adding Wireless to XP Desktops . .. ........ ... 162
Connecting to a Wireless Network . ................... 163
Fixing WEP’s Security Problems . ..................... 165
Using XP’s New Wireless Network Setup Wizard . ....... 168
Other Wireless Network Features .................... 171
Configuring Wireless Connectivity .................... 172
Connecting and Disconnecting with Wireless Networks
through the Start Menu . ........... ... ..o, 174
Creating Different Wireless Networks for 802.11b
and 802.11g Connections . ............covuiennen... 175
Feeling Blue: Using Bluetooth Devices
with Windows XP ........ .. .. .o o L. 176
Enabling a BluetoothRadio . ........................ 176
Using the Bluetooth Devices Utility . ................... 177
Adding a Bluetooth Device ................ ... ..... 178
Configuring Bluetooth Devices . ...................... 180
Sending and Receiving Files via Bluetooth . .............. 182
Removing a Bluetooth Device ....................... 183
Advanced Home Networking ................... 185
Combining Networks . .......... ... .. ..., 185
Network Routing and Bridging ..................... 186
Why You Might Want Two or More Network Subnets ....... 187
Network Bridging ... ....... ... i, 188
Now What? Monitoring and Fixing
Home Network Connections ...................... 192
Quick: Is Your Network Connection Up or Down? .......... 192
Repairing a Connection .. .......... .. ... 195
Using Windows XP in a Mixed Network .............. 196
Working with Legacy Windows . ..................... 196
Upgrading to XP ... ..ot e 197
Using Windows XP in a Mixed Network .............. 197
Working with the Macintosh . ....................... 198

Working with Linux . ......... ... i, 202



Contents

xxiii

Part 111 Windows XP and the Internet
Chapter 11 Windows XP/.NET Integration .................. 207
An Introductionto NET ......... ... ... . ... ... ... 207
NETtotheFuture ........... ... . .o, 208
But Before That Can Happen . .. ... ...... ... 209
Using .NET Passport . ............cco ... 209
Windows XP and .NET Passport ...................... 210
Configuring Passport for Auto-Login ................... 211
Using Messenger with .NET Passport . .................. 214
Receiving Microsoft Alerts .. ......... ... .. ... ...... 216
Microsoft AITts . ..o vv vttt e 216
Third-Party Alerts . . ... ..ottt it 217
Configuring Alerts . ..........iiiiui i 217
Preventing Windows Messenger/.NET Passport
from Starting .......... . ... 220
Preventing Windows Messenger Globally ............... 220
Preventing Windows Messenger on a User-by-User Basis . . . . . 222
Chapter 12 Browsing and Searching the Web ............... 225
Using Internet Explorer .......... ... ... .. ... ... 226
Stopping Pop-Up Windows . ............ .. ... oo.o... 226
Preventing Malicious Browser Add-Ons from
Taking Over Your System . ............coviuvenenn. 228
Digital Media Enhancements ........................ 229
IE 6.0 Is More Reliable ............. ... . i, 230
IE 6.0 Provides Better Privacy Online .................. 230
OtherIEfeatures . ... ..... ..ot 231
Searching the Web withIE . . ......... ... ... . ... .. 232
For Beginners Only: The MSN Explorer Experience . .. ... 236
MSN Explorer Features . .............ooiiiiunnnn. 237
Searching the Web with MSN Explorer ................. 239
Security Alert: Trustingthe Web .................... 240
Using Security Zones and Security Levels ............... 240
Privacy andthe Web . .. ... .. ... . . . 244
Configuring Privacy Features .. ...................... 244
Web Browser Alternatives .............. ... ... .. ... 247
Mozilla Firefox ....... ... .o 247
(0] 0 TP 249
Chapter 13 Using E-Mail and Newsgroups .................. 251
Introducing Outlook Express ....................... 252
Configuring Outlook Express for E-Mail ................ 255
Further Outlook Express Configuration ................. 258
Sending and Receiving E-Mail with Outlook Express . ....... 264

Using the Address Book . . .. ... .. 265



Xxiv

Contents

Understanding E-Mail Security . .. .................... 267
Working with Usenet Newsgroups . . . ... ....cuoveeenn.n. 271
Using MSN Hotmail .......... ... ... ... ... 275
Creating a Hotmail Account . . .......... ... ... ... .... 275
Logging On to Hotmail ............ .. ... .. ... ... 275
Sending and Receiving E-Mail ....................... 276
Blocking Senders and Handling Junk E-Mail ............. 277
Using Hotmail with Outlook Express . .................. 278
Chapter 14 Communicating with MSN Messenger ........... 281
A Look at Instant Messaging ....................... 282
From Pow-Wow to Messenger . ............c.cuoueunen. 282
Windows Messenger versus MSN Messenger ........... 284
Introducing MSN Messenger . ............ouoeunennnen. 284
Working with MSN Messenger . . ............c.o.co... 285
Configuring MSN Messenger . ...........oveeeunen... 287
Managing Contacts . . .. ..o vt i ittt e 289
Checking E-Mail from Messenger ..................... 292
Sending an Instant Message Request . .................. 293
Changing Your Online Status . ....................... 294
Using MSN Messenger for Audio Chat ................ 294
Using Messenger for Video Chat .................... 296
Sending and Receiving Files with MSN Messenger ... ... 297
Chapter 15 Windows XP Web Publishing ................... 301
Working with Web Folders ........................ 302
Understanding WebDAV . . ... ... .. . 303
Connecting to Remote WebDAV Servers . . ............... 303
Using the Web Publishing Wizard ................... 316
Publishing Documents tothe Web . . . .................. 316
Publishing Imagestothe Web . ...................... 319
Using Microsoft’s Web Server: Internet
Information Services (IIS) .. .......... .. 321
Installing IIS . .. ... o i 322
Administering IIS 101 .. ... ... . it i 324
Local Web Serving .. ... ..., 330
Blogging: A Web Publishing Phenomenon ............ 330
Part 1V Remote Access
Chapter 16 Getting Help with Remote Assistance ............ 335
Getting Help Remotely . . ........ ... ... .. ... .. ... 335
Sending and Accepting Invitations .................. 336
Sending an Invitation via Windows Messenger . . .......... 336
Sending an Invitation via E-Mail ..................... 340

Sending an Invitation viaaFile ...................... 342



Contents

XXV

Using Remote Assistance ....................cc.... 344
Remote Assistance forthe User . .. .................... 345
Taking Remote Control of aPC............ ... ... ..... 345
Remote Assistance for the Expert ..................... 346

Configuring Remote Assistance ..................... 347
AddressISSues ... ... i e 347
FirewallIssues . ........ ..., 348

Chapter 17 Using Remote Desktop ......................... 349

Configuring Remote Desktop ....................... 350

Installing the Remote Desktop Client ................. 352
Remote Desktop Client for Windows 2000, Me, 98, and 95 . ... 352
Remote Desktop Client for Windows CE/Pocket PC Users . . ... 353
Remote Desktop Client for Web Users . ................. 353
Remote Desktop on Other Platforms . .................. 355

Using Remote Desktop Connection .................. 355
One User, One Connection . ..........uuueiuennenenn. 355
Creating a Connection . . . ...t nnnenn.. 355
Configuring a Connection . ............. .. ... oo.u... 356

Connecting from the Internet ...................... 365

Part V Device Connections
Chapter 18 Notebooks and Tablet PCs: Using Windows XP

with Portable Computers ....................... 369

Power Management ............. .. ... ... .. .. ... 370
Power Schemes . ......... ..ot 372
Alarms ... e e 373
Power Meter ...........oiiiniiiiiiiiininnnnnn. 373
Advanced . ....... ... i e 373
Hibernate Tab ... ... 373

Accessing Content Offline ......................... 374
Offline Files and Folders ................ ... ... ..... 374
Offline Web Pages . ......... ..ot iiiinnnnnn.. 376

Portable Computers and Security .................... 378
Password Protection . ........... ... .. i, 378
Enhanced-Security File Systems .. .................... 378

Other Mobile Improvements in Windows XP ........... 380
Automatic Multiple Network Configuration .............. 380
Integrated Wireless Networking . ..................... 380
ClearType . .o v ittt e e e e e e 381
DualView . ... ... i e e 382
Infrared Networking . ........ ... .. ... . . .. 382
Fast Startup Features ........... ... i, 383
Mobile Processor Support . ........... ... i, 383



XXVi

Contents

Chapter 19

Wake-on-LAN Networking Capabilities ................. 383
Hardware Hot-Swapping . ......... ..o, 383
A Quick Look at Windows XP Tablet PC Edition 2005 ... 384
It’s the Software, Stupid . .......... .. ... .. . 384
Using Personal Digital Assistants (PDAs)
with Windows XP .............. ... .. ...... 389
Introducing the Pocket PC ... ... ... ... ... ... .... 390
Unique Pocket PC Features . . . ............. ..., 391
Synchronizing with the Desktop .................... 393
Installing and Configuring ActiveSync . ................ 394
Synchronizing Files ........... ... ... . ... 400
Networking a Pocket PC Wirelessly .................. 401
Using Palm Devices with Windows XP ............... 403
Introducing the Palm OS . . ....... ... .. ... .. ... . ..... 404
PalmONE . . ... o 406
Using the Palm OS with Windows XP . ................. 406



