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Chapter 1

A Short Introduction
to Securing
Windows Vista

Ioriginally planned to start this book with a long diatribe on the importance of taking the steps
necessary to ensure that your Windows Vista system remains safe and secure. Thankfully, at the

last minute I changed my mind. The reason is simple enough: I assume that if you’re reading this,
then you already have at least a basic understanding of the fact that computer security is important.
So, I’m not going to lecture you. Instead, I’m going to provide you with a map.

Yes, a map, and a fairly basic map at that. Securing any computer running Windows Vista — or
just about any Windows operating system for that matter — is as easy as following simple instruc-
tions. Some tasks are absolutely essential, and without them your system has little chance of remain-
ing secure. Others are only relevant to users with a home or small office network. Some topics are
just plain good to know, meaning they’ll help to improve the security of your system but aren’t going
to be the deciding factor as to whether your system remains safe. Last but not least, there are topics
geared toward those of you who truly want to take things up a notch by ensuring that not only your
computer remains secure, but also that your personal files and communications remain private.

The moral of the story is that you could read this book in the traditional cover-to-cover manner,
but it isn’t essential. I’ve tried to organize topics in the most linear manner as possible, but there are
topics that some of you can safely skip. Pretty much every chapter in this book can stand on its own,
so if you’re in the mood to tackle issues around the security of your wireless network you can simply
flip to that chapter to learn how it’s done. Will reading the entire book front-to-back hurt you? Of
course not! However, I do recognize that different people have different levels of tolerance for this
computer security stuff, and I certainly don’t want you to feel overwhelmed. What I do want, how-
ever, is for you to take at least the key steps necessary to ensure that your computer remains as secure
as possible. If you choose to go beyond those steps, that’s excellent. When all is said and done, there
are six chapters I insist you read and take action on — seven if you’re a parent. I’ll get to all the dirty
details on what’s important in a moment.

Before I go there, however, you need to understand two things:

Security is an ongoing process. As time goes on, new security threats will emerge that
will require you to take action. I can’t predict the future, but I can spot trends. If the last
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few years have shown anything, it’s that the “bad guys” are always looking for new ways to
compromise your computer. In other words, just because your computer is secure today, it
doesn’t mean that it will be completely safe tomorrow. To some degree, you’ll need to keep
an eye (or ear) on the news to ensure you’re informed as new risks arise. You’ll also need to
be somewhat diligent about ensuring that the techniques you use to secure your computer
remain intact, and updated as required.

Windows Vista is a new operating system. It hasn’t stood any true test of time just yet,
so it’s almost impossible to guess what security and privacy issues will arise, or when. Right
now, the steps you need to take to ensure that your computer remains properly secured 
are very similar to those associated with securing any computer running Windows, be it
Windows XP or even Windows 2000. Certainly Windows Vista offers some key security
improvements over previous versions, and some of the steps you’ll need to follow to get
things done have changed. However, there’s simply no telling what the future may hold.
Although the security and privacy improvements in Windows Vista look very promising,
I’d be very rich and living on a private island if I could accurately guess what the next big
security risk is.

Fortunately, all is not lost. If you look at the key steps outlined in this book as being essential (and
take the necessary actions, of course!), your Windows Vista system will be as secure as it can possibly
be right now. In fact, if you take the time to get things done properly right from the get-go, you’re
unlikely to experience any real security breakdowns at all. However, I can only explain what you
need to do to set things up correctly, and then how to maintain your setup. If you decide that secu-
rity is important today and then don’t ever give it another thought, your Windows Vista system may
well end up being at serious risk.

Oh yeah, the map! The journey begins by ensuring you understand the five golden rules of
Windows security, and then getting the directions you need. The next few sections will help you on
your way.

The Five Golden Rules of Windows Security
The five golden rules of securing any Windows system are quite basic and easy to understand:

1. You must implement user accounts properly, and protect all user accounts with a strong
password.

2. Your Windows Vista system must be protected by a firewall.

3. Your Windows Vista system must be updated regularly to ensure that you have all neces-
sary security patches and Service Packs installed.

4. Your Windows Vista system must be protected by up-to-date antivirus software, and you
must scan for viruses regularly.

5. Your Windows Vista system must be protected by up-to-date antispyware software, and
you must scan for spyware and related threats regularly.
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That’s the extent of the golden rules of Windows security, honestly. Yes, there are other important
concepts to consider, but these five are crucial. If you neglect to follow any of these rules, your
Windows system will always be at risk.

The Security Map
There’s always more than one way to get from point A to point B, and I’m not going to assume that
you’ll follow the exact directions that I provide. The truth is that I’m not 100 percent sure of your
exact situation. For example, you may already be well aware of the importance of having a firewall in
place, but it’s equally possible that you don’t have a clue as to what a firewall does. So, just to be on
the safe side, I’m going to assume that you need a little guidance. The following sections explain the
relevant importance of topics covered in this book according to a highly scientific ranking scale that
I’ve developed:

No excuses! The topics outlined in this section are important. Really important. Everyone,
excluding perhaps the family pet, needs to know this stuff. Please read these chapters!

Got a network? As the name suggests, these chapters are relevant to anyone who has a
home or small office network. A network can be as simple as one laptop computer with a
wireless network card connecting to a wireless router, or be a setup that includes multiple
computers wired through a switch, hub, or router. It doesn’t matter. If you have a network,
you’ll want to be secure, and you should read these chapters.

Nice to know. None of the topics covered in these chapters are absolutely imperative from
a basic system security perspective, but each is still important in its own way. Can you
improve the security of your Windows Vista system by reading these chapters? Absolutely,
but I’m not going to recommend that you stay up all night trying to implement every sin-
gle recommendation that I offer in these chapters. Getting a good night’s sleep is always
important.

For those who want to take things up a notch. If you’re serious (or really keen) about
locking down your system, then you should read these chapters. Actually, if you’re really
serious, you should probably read every chapter because you’ll learn lots of cool stuff, but I
digress. These chapters are really aimed at those of you who want to know how to do some
of the more advanced security stuff, like encrypting files or e-mail messages. Not for every-
one to be sure, but there are some cool techniques and concepts outlined in these chapters
for those who want to take things to a higher plane of security consciousness. That’s pretty
deep, man.

No Excuses!
All of the chapters listed in this section directly relate to the five golden rules of Windows security.
Understanding the concepts and following the techniques covered in these chapters is absolutely
essential if there is to be any hope of keeping your Windows Vista secured. Chapters that fall into the
No Excuses category include:
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Chapter 2: Implementing User Accounts and Logon Security. User accounts form the
foundation upon which all other Windows Vista security features are built. If you don’t
implement them correctly, you’ll never be the proud owner of a secure Windows Vista
 system.

Chapter 3: Implementing Password Security. You’ve no doubt heard that passwords are
important. The truth is that they’re really important. Really, really, really important. As with
user accounts, neglecting the importance of using strong passwords is a really, really, really
bad idea. Really.

Chapter 7: Protecting Windows Vista with a Firewall. A firewall is the component that
keeps Internet users from being able to connect to your PC without your permission. If
you don’t have a good firewall in place (or neglect to configure it correctly), you’re effec-
tively leaving your system open to every security threat imaginable.

Chapter 8: Keeping Windows Vista Patched and Protected. Windows Vista is built with
millions of lines of programming code, and from time to time, problems with bits of code
are discovered. These security holes can leave your system exposed to a variety of security
threats, so patch them immediately as fixes become available. In this chapter, you learn
how easy it is to ensure that Windows Vista remains properly patched and protected, 
automatically.

Chapter 9: Protecting Against Viruses. Viruses have been around for a long, long time,
and continue to present a threat to your computer’s security. To protect against threats like
viruses, worms, and Trojan horses you need to have antivirus software installed, keep it
updated, and then scan for viruses regularly. This chapter explains how to get the protec-
tion you need without spending a penny in the process.

Chapter 10: Fighting Malware: Protecting Against Spyware, Adware, and Browser
Hijackers. Most users consider any pest-related infection to be a virus, but technically 
spyware, adware, and browser hijackers are different beasts requiring their own dedicated
preventative measures. As their names suggest, these pests are typically designed to infect
your system and then spy on you and your online activities. You don’t want them on your
system, and the right antispyware setup helps to ensure your Windows Vista system
remains properly protected. This chapter shows you how it’s done.

That’s it — a total of six chapters covering the five golden rules. I did mention another important
chapter for parents, and that’s Chapter 6, “Implementing Parental Controls.” If you have kids and
want to keep them safe online, you really need to read that chapter as well. Because it doesn’t apply
to everyone, I’ve outlined it in a little more detail in the “Nice to Know” section.

Got a Network?
It wasn’t all that long ago that having a computer network in your home was the exception rather
than the rule. With the advent of high-speed Internet connections, however, many people realized
that they could easily share the connection among different computers simultaneously. Although this
ended the process of queuing up to use the Internet, it brought with it a whole new set of issues with
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respect to network security. There are a number of references to networks and security throughout
this book, but you can find the majority in the last two chapters:

Chapter 16: Securing Shared Folders and Printers. Most people install a home network
to share Internet access between two or more computers simultaneously, but you can also
use a network to share resources like files, folders, printers, and more within that network.
In this chapter you learn how you can use Windows Vista’s built-in network security fea-
tures to control who has access to shared folders and printers on your network.

Chapter 17: Securing Windows Vista on Wireless Networks. Wireless technologies
make it easier to implement a home network than ever before, but if you don’t take the
time to secure your wireless network connection you can end up granting access to your
computers (and the Internet) to neighbors or anyone within range. If you want your wire-
less network to remain secure and private, then you must take the time to secure it cor-
rectly. The good news is that it’s not tough to do. This chapter explains everything you
need to ensure that outsiders can’t freely roam your network or piggyback on your expen-
sive high-speed Internet connection without your permission.

If you don’t have a home or small-office network, you can safely skip these chapters. If you have
a laptop with a built-in wireless connection (or even connect to a wired network at work), then
you’ll still find helpful information in both chapters.

Nice to Know
There are plenty of security threats out there, but some (like viruses and spyware) are more danger-
ous than others. Personally I’d consider the information supplied in the following chapters to be very
useful towards keeping your computer’s security (and your personal privacy) intact, but they are by
no means absolutely essential. With different users and needs in mind, I’ll designate the information
in the following chapters as being nice to know:

Chapter 4: Using Built-in Tools and Settings to Improve Windows Vista Security.
Windows Vista includes a number of built-in security tools and advanced features that you
can use to better protect your PC and keep you in the loop. From reviewing the
Windows Vista security log to using the Control Panel Security Center to determine the
current status of security tools and settings, this chapter gives you a better idea of what’s
built into (and possible with) Windows Vista.

Chapter 5: Securing Your Web Browser. Internet Explorer 7 is the new web browser
included with Windows Vista, and its default security settings do a great job toward keeping
your browsing experience safer. In past iterations, Internet Explorer has been the source of
some major security concerns, but this new release shouldn’t subject you to major ills like
spyware and browser hijacks. Even so, this chapter explores some of the primary security
settings in Internet Explorer 7, and how you can tweak them, if necessary. It also outlines
alternatives to using IE as your browser such as Firefox, Netscape, and Opera.
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Chapter 6: Implementing Parental Controls. If you have children, this chapter should
be considered essential reading. The Internet is a dangerous place, and without the right
controls in place, your children can literally venture anywhere online and be exposed to all
manner of content. The new Parental Controls feature in Windows Vista now makes it pos-
sible for parents to control exactly what types of content kids can access, the programs
they can use, the types of games they can play, and even the times at which they can use
your Windows Vista system. This chapter shows how to implement controls on a user-by-
user basis.

Chapter 11: The Dark Side of Spam. Junk e-mail stinks, and nobody I know likes receiv-
ing it. Beyond being an annoyance, however, spam can also be a security risk. Junk messages
sometimes carry viruses, try to steal your personal information (via phishing attempts), or
lead to even more spam. If you want to learn more about lowering your spam intake and
making your e-mail inbox a safer place, this chapter is for you.

Chapter 13: Controlling Access to Your Personal Files. Windows Vista does a good job
of keeping different users’ personal files separated and relatively secure if you set things up
correctly. In this chapter, you learn how to keep your personal files private using security
permissions, and how to share files (including to what extent) using new sharing features
built into this latest version of Windows.

Honestly, you’ll learn something useful in every one of these nice-to-know chapters. Although
none of them provide a clear answer as to the meaning of life, they still have some wonderful nuggets
of information that may help you on your journey.

For Those Who Want to Take Things Up a Notch
My experience has shown that most people want to keep their computers secure to avoid the hassles
associated with pests like viruses and spyware. However, I also understand that many people are
increasingly interested in protecting their personal privacy. Although the techniques outlined in the
No Excuses! chapters help keep your computer safe, they won’t necessarily protect your personal
files and Internet communications to the level you would like. To properly secure these elements and
to make them private, using encryption techniques is your only option.

Unfortunately, using encryption (and using it correctly) can be a challenge. I’d love to tell you that
using encryption to keep files and e-mail messages secure is as easy as clicking a button, but if I did
that, I’d be lying. Encryption is a more advanced concept than many others in the computer security
world, and one for which you need to take a little time to learn the process. Do it right, and you’ll
benefit from some industrial-strength privacy; get it wrong, and you may find yourself permanently
locked out of your own stuff.

The following chapters are suitable for those of you who want to take things up a notch on the
security and privacy front:

Chapter 12: Securing E-mail Messages Using Encryption and Digital Signatures. Ever
wondered why e-mail programs include buttons marked Encrypt and Digitally Sign? You
can make your e-mail communications with other users completely secure and private, but
there’s a little work involved. If you don’t want to run the risk that others can potentially
read (or change) the e-mail messages you send, then this chapter is for you.
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Chapter 14: Improving File Security Using Encryption. Certain editions of Windows
Vista include a built-in feature that enables you to secure your personal files using strong
encryption. Even if you don’t have the right edition, however, you can find other programs
that can help you to ensure that your files remain for your eyes only. This chapter explains
how to use the Windows Vista native file encryption facilities and third-party tools to
encrypt files securely to levels at (or beyond) government standards.

Chapter 15: Erasing Files and Hard Drives Securely. This topic technically isn’t about
encryption, but the manner in which it works is similar. Normally when you delete a file,
it remains potentially recoverable using various tools designed to undelete or restore files.
When you erase files the right way, however, you cannot recover them. Whether you need
a way to ensure that files you delete are gone for good, or want to wipe your hard drive
clean prior to donating or selling an old PC, this chapter explains how to do the job prop-
erly and permanently.

It’s true — I did consider naming this section “security stuff for the completely paranoid.”
However, I quickly realized that I would then be calling myself paranoid. My neighbors, friends, and
relatives already use the term to describe me, so I changed the title. I don’t like to think of myself as
paranoid; I’d rather say that I like to take things up a notch.

Summary
Securing your Windows Vista system is essential. Some of the things you need to do are very impor-
tant, others not quite as important, relatively speaking. The Golden Rules have been outlined, and
you have a map that outlines the relative importance of topics covered in this book. The ball is now
in your court. Read on to secure Windows Vista systems!

Chapter 1: A Short Introduction to Securing Windows Vista 9

46562c01.qxd:PCMagazine  12/14/06  6:02 PM  Page 9



46562c01.qxd:PCMagazine  12/14/06  6:02 PM  Page 10



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (None)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


