


anti-virus software
configuring, 150–153, 151–153
definition files for, 149–150, 150
installing, 146–148, 148–149
scanning with, 153–154, 154
in Windows Vista installation, 319

Any computer firewall option, 124
Application Restrictions screen, 100, 100
Approved Sites tab, 78, 79
asymmetric encryption, 207
attachments, e-mail, 134, 152, 152
AuditMyPC port scanner, 129
authentication, 208
Automatic wireless configuration, 289–290
Autoresponders, 187
AVERT Stinger, 156–158, 157–158
AVG Anti-Virus program, 147

configuring, 150–153, 151–153
definition files for, 149–150, 150
installing, 148, 149
scanning for viruses, 153–154, 154

AVG First Run screen, 148
AVG Free Edition Test Center screen, 148, 149
AVG Plus Firewall Edition firewall, 125
AVG Resident Shield window, 151, 151
AVG Update File Download window, 149

B
batteries, CMOS, 48
Bayesian filtering, 198
beacons for spam, 186–187, 187
BearShare program, 164, 164
BHOs (Browser Helper Objects), 165
BIOS

for boot source, 267–268
passwords, 47–48, 47
settings, 46

BIOS Password configuration screen, 47–48
blacklists in spam filtering, 199
Block or Allow Specific Games link, 98
Block The Connection option, 119, 121

Block web content automatically section, 97
blocked sender lists, 191–192, 192
Blocked Top-Level Domain List window, 193, 193
blocking connections, 117–118

inbound, 121–122, 121–122
outbound, 119–121, 119–120

bootable CDs for erasing disks, 267–268
bootable disks, bypassing passwords with, 46
Broadband Reports port scanner, 129
broadcasts, SSID, 299–301, 300–301
Browser Helper Objects (BHOs), 165
browser hijacks

eliminating, 178–179, 178–179
overview, 164–165

browsers, 69
Internet Explorer. See Internet Explorer
other, 87–88, 88

browsing for folders, 282–283, 283
browsing history lists, 264–266
business environments, content filtering in, 102–103
bypassing passwords, 46, 48

C
CA Spyware Encyclopedia web site, 179
CAcert CA, 211
CAs (Certificate Authorities), 206
cases, locking, 50–51
CastleCops web site, 83, 179
CCleaner tool, 266, 266
CDs

bootable, 46, 48
for erasing disks, 267–268

CERT Coordination Center, 158
Certificate Authorities (CAs), 206
Certificate Export Wizard dialog box, 214
Certificate Export Wizard welcome screen, 213, 249
Certificate Import Wizard, 250
certificate revocation lists (CRLs), 214
certificates

EFS, 248–250, 249
example, 209–210
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managing, 211–214, 212–214
obtaining, 210–211
in public key cryptography, 205–206
revoking, 214–215

Certificates MMC, 213–214
certmgr.msc command, 248
Change an Account window, 18, 20–21
Change permission, 277
Change settings screen, 137, 137
Change Your Password screen, 40
changing passwords, 33–34
Chat history, 265
Check for revoked Digital IDs option, 223
Check for updates but let me choose whether to

download and install them option, 137
Check This Website option, 85
children, parental controls for. See parental

controls
Choose A Username And Picture screen, 319
cipher command, 243, 243
clean installation of Windows Vista, 318–319
Clean Private Data option, 266
Clear Log option, 57
CLSID/BHO List/Toolbar Master List, 83
CLSIDs, 83
CMOS battery, 48
Co-owner option for shared folders, 275
Comodo CA, 211
Computer Management MMC, 41–42
computer-to-computer networks, 294
configuring

account lockout policy settings, 40–42, 41
anti-virus software, 150–153, 151–153
file and folder settings, 234–237, 235, 237
Internet Explorer

privacy settings, 74–78, 75–77
zone settings, 70–74, 72–73

Local Computer Policy, 62–66, 63–65
Local Security Policy, 60–61, 60, 62
password policies, 38–40, 39–40

Windows Firewall
exceptions, 113–116, 114–116
overview, 109–110

Confirm Erasing dialog box, 261–262, 261
Connect Private Disk window, 252
Connect to a network window, 291–293, 292, 301,

313
connections

blocking, 117–118
inbound, 121–122, 121–122
outbound, 119–121, 119–120

enabling and disabling, 112–113, 113
to shared folders, 280–283, 281–283
to shared printers, 284–285, 285
to wireless networks, 292–294, 293

Content Advisor, 78–79, 79
content filtering

in business environments, 102–103
for parental controls, 95–97, 98
ratings for, 78–79, 79

content zones, 70–74, 72–73
ContentProtect program, 96
Contributor option for shared folders, 275
CONVERT.EXE utility, 231–232, 231
converting FAT file systems to NTFS, 231–232, 231
cookies

blocking, 76, 76
as malware, 163
malware infection through, 166
privacy settings for, 74
storing, 265

CoolWebSearch browser hijacker, 178–179, 178–179
Create A Password For Username’s Account

screen, 21
CRLs (certificate revocation lists), 214
cryptography. See encryption
Cryptography FAQ, 209
CSLIDs, 81
Custom list option, 124
CWShredder program, 178–179, 178–179
CYBERsitter program, 96

Index • C 325

46562bindex.qxd:PCMagazine  12/14/06  6:08 PM  Page 325



D
dangers

e-mail, 204–205
malware, 167–168
online, 91–92
wireless networks, 294–295

Darik’s Boot tool, 267–268
data miners, 163
Data Recovery Agent (DRA), 242–244, 243–244
Data tab, 263
definition files

spyware, 170, 170
virus, 149–150, 150

Dekart Private Disk Light encryption program, 
250–253, 251–252

Delete Browsing History option, 266
deleted file recovery, 257–258, 258
deleting

browsing history lists, 266
files, 255

erasing, 259–263, 260–263
formatting for, 257, 257
Recycle Bin for, 256–257, 256

partitions, 257, 257
user accounts, 23–24, 23

Destination Location screen, 177
Details tab for certificates, 212, 212
Device Manager, 309–310, 310
Devices with Removal Storage section, 252, 252
Diagnose and repair link, 293
dialers, 163
digital certificates

EFS, 248–250, 249
example, 209–210
managing, 211–214, 212–214
obtaining, 210–211
in public key cryptography, 205–206
revoking, 214–215

digital signatures
sending and receiving messages with, 215–218,

216–219
working with, 207–208

Digitally Sign All Outgoing Messages Only option,
222

Disabled option for Local Computer Policy, 64
disabling

browser add-ons, 81–83, 82
firewall connections, 116
Sharing Wizard, 272, 276, 277
specific connections, 112–113, 113
SSID broadcasts, 299–301, 300–301

Disk Management tool, 257
disks

CDs and floppy
bootable, 46, 48
password reset, 23, 43–44, 43

hard
erasing, 266–268
passwords for, 49

mapping, 281–282, 281–282
private, 250–253, 251–252

Do not allow attachments to be saved or opened
that could potentially be a virus option, 196

Do Not Ask For The Update Source Next Time
option, 149

Documents folder, 232–233
dollar signs ($) for hiding shared folders, 280
Download Images section in Windows Mail, 196
Download updates but let me choose whether to

install them option, 137
downloading

updates, 138–139, 138
virus definitions, 149–150, 150

DRA (Data Recovery Agent), 242–244, 243–244
drive-by downloads, 165, 175
drives. See disks
driving, war, 295

E
e-mail

attachments, 134, 152, 152
encryption for. See encryption
passwords, 36
phishing, 85
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risks, 204–205
signing, 215–218, 216–219
spam. See spam

e-mail addresses
harvesting, 184–185
protecting, 200
replacing, 200–201

E-mail Scanning Details window, 152
eavesdropping, 204
Edit the Allow and Block List link, 97
EFS (Encrypting File System), 240–241

Data Recovery Agents for, 242–244, 243–244
keys in, 248–250, 249
operation of, 241–242
process, 244–248, 246–248

802.11 standards, 290
Elder Geek on Windows Vista site, 322
Enabled option for Local Computer Policy, 64
enabling

logging settings, 123, 123
parental controls, 96–100, 97–100
Remote Assistance, 114, 115
scope settings, 123–124, 125
specific connections, 112–113, 113

Encode message before signing (opaque signing)
option, 223

encoding settings for junk e-mail, 193, 193
Encrypt All Messages option, 222
Encrypting File System (EFS), 240–241

Data Recovery Agents for, 242–244, 243–244
keys in, 248–250, 249
operation of, 241–242
process, 244–248, 246–248

encryption, 203, 208–209, 239
certificates for. See certificates
EFS. See Encrypting File System (EFS)
example, 209–210
public key cryptography, 205–208
sending and receiving messages, 219–224, 220–

222, 224
third-party programs, 240, 250–253, 251–252

wireless networks, 305
WEP, 305–308, 306–308
WPA, 308–313, 308–313

Encryption Details window, 246, 246, 248
Encryption Password window, 251
Enforce Current Settings option, 97
Enforce Password History option, 37, 39
Eraser dialog box, 262, 262
Eraser Report window, 262, 262
Eraser tool, 259

erasing files with, 261–262, 261–262
settings for, 259–260, 260
for unused disk space, 263, 263

erasing hard drives, 266–268
eTrust PestPatrol Anti-Spyware program, 169
Event ID numbers, 57
Event Viewer, 42, 55–58, 56–58
exceptions, Windows Firewall, 113–116, 114–116
Exceptions tab, 114–116, 114–116
Export File Format screen, 213, 213, 249
Export Private Key screen, 213, 249

F
Failure Audits in Security log, 56
false positives in spam filtering, 198
FAT and FAT32 file system

converting to NTFS, 231–232, 231
vs. NTFS, 230–231

FDISK tool, 257
File and Printer Sharing feature, 272
File Encryption Key (FEK), 241–242
File Scavenger program, 258, 258
File to Export screen, 213, 214, 249
files, 229

deleting, 255
erasing, 259–263, 260–263
formatting for, 257, 257
Recycle Bin for, 256–257, 256

encryption for. See encryption
file systems in, 229–232, 230–232
passwords for, 36
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in personal and Public folders, 232–233, 233
recovering, 257–258, 258
security settings for, 234–237, 235, 237
sharing. See shared folders

filtering
in business environments, 102–103
firewalls for. See firewalls
junk e-mail, 190, 190
MAC addresses, 304, 304
for parental controls, 95–97, 98
ratings for, 78–79, 79
spam, 196–199, 197

financial costs of malware, 168
Firefox browser, 87, 88
FireHole program, 129
firewalls, 107

hardware, 127–128
inbound filtering, 108–109
outbound filtering, 109
purpose, 108
testing, 128–131, 130–131
third-party, 125–127
Windows Firewall. See Windows Firewall
in Windows Vista installation, 320

firmware, router, 312, 312
First Run wizard, 148
First Time Help screen, 131
Flash plug-in, 81
floppy disks

for erasing disks, 267–268
password reset, 23, 43–44, 43

folders
browsing for, 282–283, 283
personal and Public, 232–233, 233
settings for, 236–237, 237
shared. See shared folders

Forgotten Password Wizard, 43
Format dialog box, 252
formatting

partitions, 257, 257
private disks, 252

419 messages, 188–189

freeware, 163
Full Control permission

for files, 234
for folders, 236
for shared folders, 277

Full scan for malware, 171

G
game access, 96, 98, 99–100
General System Information screen, 102, 102
General tab

for account lockout, 41
for certificates, 221
for encryption, 245
for file systems, 230, 230
for Security log, 57
for Temporary Internet files, 265
for Web content, 79, 80

golden rules of Windows security, 4–5
Group Policy Object Editor, 64, 64
Guest account, 16, 16
Gutmann erasing method, 259

H
hard drives

erasing, 266–268
passwords for, 49

hardware firewalls, 127–128
harvesting e-mail addresses, 184–185
Help Protect Windows Automatically screen, 319
heuristic analysis, 151
hiding shared folders, 280
High option for junk e-mail filters, 190
High security level for Internet Explorer, 72
hijacks, browser

eliminating, 178–179, 178–179
overview, 164–165

HijackThis tool, 180
hints, password, 22
history items, Internet, 264–266, 264–266
HOSTS file for malware, 175

Index • F–H328

46562bindex.qxd:PCMagazine  12/14/06  6:08 PM  Page 328



I
ICF (Internet Connection Firewall), 109
ICRA (Internet Content Rating Association), 78
identity theft, 33, 167
Idle Time Out setting, 297
IDs tab, 217, 218
IE Security Zone settings, 195
IE-SPYAD2 utility, 74
inbound connections, blocking, 121–122, 121–122
inbound filtering by firewalls, 108–109
Include my digital ID when sending signed

messages option, 223
information bar in Internet Explorer, 84–85, 84
infrastructure mode networks, 294
Install updates automatically (recommended)

option, 137
installing

anti-spyware software, 168–169, 169
anti-virus software, 146–148, 148–149
Windows Vista. See reinstalling Windows Vista

International tab, 193
Internet

history items for, 264–266, 264–266
malware tracking on, 167
parental controls. See parental controls

Internet Connection Firewall (ICF), 109
Internet Content Rating Association (ICRA), 78
Internet Explorer, 69–70

access settings in, 78–80, 79–80
add-ons management, 81–83, 82
information bar, 84–85, 84
Phishing Filter, 85–87, 86
pop-up windows, 83–84, 84
privacy settings, 74–78, 75–77
zone settings, 70–74, 72–73

Internet Explorer Content Advisor settings, 78
Internet Options dialog box, 265, 265
internet service passwords, 36
Internet Service Providers (ISPs) and passwords, 36
Internet zone, 71
Intranet zone, 71

ipconfig /all command, 303, 303
ipsCA CA, 211
IPSec Policies section, 61
ISPs (Internet Service Providers) and passwords, 36

J
junk e-mail

filters, 190, 190
regional and encoding settings, 193, 193

Junk E-mail Options window, 194, 194

K
K9 program, 197
Kazaa program, 164
keyloggers, 162
keys

EFS, 248–250, 249
FEK, 241–242
product, 319
public. See public key cryptography
WEP, 307

L
laptop computers

encryption for, 240
theft, 51

LeakTest program, 129
length, password, 30
levels in Internet Explorer security, 71–72, 72
License Agreement screens

Ad-Aware, 176
CWShredder, 178
Windows Vista installation, 319

List Folder Contents permission, 236
Local Computer Policy settings, 62–66, 63–65
Local Hard Drives option, 263
Local Policies in Local Security Policy, 61
Local Security Policy settings, 38, 41, 60–61, 60, 62
Local Security Settings window, 39–40
locking cases, 50–51
lockout, account, 38, 40–42, 41
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logon attempt tracking, 42
logon security, 12
logs

Security, 42, 55–58, 56–58
settings, 122–123, 123

loopback addresses, 175
Low option for junk e-mail filters, 190
Low security level for Internet Explorer, 71

M
MAC (Media Access Control) addresses, 303–305,

303–304
MailWasher Pro program, 197, 197
Make Changes To Your User Account screen

for creating accounts, 17
for deleting accounts, 23
for password policies, 40
for passwords, 21–22
for renaming accounts, 19
for type of accounts, 18

malware, 54, 161
adware, 163–164, 164
browser hijackers

eliminating, 178–179, 178–179
overview, 164–165

guidelines, 174
infection process, 165–166
infection signs, 166–167
information for, 179–180
overview, 161–162
removing, 175–179, 177–179
risks, 167–168
spyware. See spyware
toolbars from, 81, 165

Malware Protection section, 147, 148
Manage Accounts window, 17
Manage Add-ons window, 81–83, 82
Manage Documents permission, 286
Manage network connections link, 293
Manage Printers permission, 286
Manage wireless networks link, 293

mapping network drives, 281–282, 281–282
Maximum Password Age setting, 37, 39
McAfee AntiSpyware program, 168
McAfee AVERT Stinger, 156–158, 157–158
McAfee Personal Firewall Plus firewall, 125
McAfee VirusScan program, 146
Media Access Control (MAC) addresses, 303–305,

303–304
Medium security level for Internet Explorer, 71
Medium-high security level for Internet Explorer, 71
Medium-low security level for Internet Explorer, 71
Microsoft Alerts service, 140
Microsoft AntiSpyware Home Page, 179
Microsoft Security, 158
Microsoft Security Home Page, 321
Microsoft SpyNet tool, 173
Minimum Password Age setting, 37, 39
Minimum Password Length setting, 37, 39
mobility, passwords for, 46
modification, e-mail, 204
Modify permission

for files, 234
for folders, 236

MVPs.org web site, 175
My network (subnet) only option, 124

N
Name screen, 119–121, 120
names

rules, 119–121, 120
Security IDs for, 24
share, 278
user accounts, 19–20, 20
wireless networks, 298–299, 298

NetNanny program, 96
Netscape browser, 87
Network and Sharing Center, 292–294, 293
Network Center window, 291
network drive mapping, 281–282, 281–282
Network Stumbler tool, 294
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networks, 6
resource sharing on, 272
shared folders on, 280–283, 281–283
wireless. See wireless networks

Never check for updates (not recommended)
option, 137

new e-mail addresses, 200–201
New Outbound Rule Wizard, 119–122, 119–122
New Private Disk window, 251, 251
Nigerian scam messages, 188–189
NNTP protocol, 121
No automatic filtering option, 190
non-repudiation, 208
Norton AntiVirus program

for malware, 169
for viruses, 146

Norton Internet Security firewall, 125
Not Configured option, 63
notification messages, 291, 291–292
NTFS file system

converting FAT files systems to, 231–232, 231
vs. FAT, 230–231

NTFS permissions
for files, 234–236, 235
for folders, 236–237, 237

Nuke tool, 267

O
objectionable and offensive content. See parental

controls
one-way hash functions, 34
Opera browser, 87
Options settings in Windows Defender, 173
ORDB service, 199
out-of-office replies, 187
outbound connections, blocking, 119–121, 119–120
outbound filtering by firewalls, 109
Outbound security tests, 129
Overview screen, 117, 118, 123

P
P3P (Platform for Privacy Preferences Project), 

78, 185
P3P privacy policy, 74
P3P Public Overview web page, 77
Panda Titanium Antivirus program, 147
parental controls, 91–92

capabilities, 95–96
computer location for, 94
discussions with children, 93–94
enabling, 96–100, 97–100
online risks and dangers, 91–92
overview, 94–95
ratings for, 78
user activity reports, 101–102, 101–102

partitions, formatting and deleting, 257, 257
Password dialog box, 252
Password Must Meet Complexity Requirements

option, 37, 40
Password Policy folder, 39
Password Policy settings, 37
Password protected sharing is disabled option, 273
Password protected sharing is enabled option, 273
password reset floppy disks, 23, 43–44, 43
Password Reset Wizard, 44
Password screen, 213, 249
passwords, 29–30

Administrator accounts, 20
BIOS, 47–48, 47
bypassing, 46, 48
certificates, 213, 249
changing, 33–34
Data Recovery Agent, 243
Dekart Private Disk Light, 250–252
e-mail and internet service, 36
files, 36
Guest account, 16
hard disks, 49
hints, 22
management software for, 44–45, 44–45
mistakes, 31–32, 32
policies, 36–42, 39–41
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selecting, 30
shared folders, 273
storing, 42–46
Syskey, 49–50, 50
user accounts, 11, 21–23, 21, 34–35
web site, 35, 79
in Windows Vista installation, 319–320
wireless networks, 296–297, 297
WPA, 310

patches. See updates
PC Magazine Antispyware Product Guides and

Reviews web site, 179
PC Magazine Security Watch web site, 158, 322
Per Site Privacy Actions screen, 76, 76
Permanently delete suspected junk e-mail instead

of moving it to the Junk E-mail folder option,
190

permissions
files, 234–236, 235
printers, 286–287, 286
shared folders, 275–277, 276, 279–280

Personal Firewall Plus firewall, 125
personal folders, 232–233, 233
personal information, disclosing, 93
PGP (Pretty Good Privacy), 224–225
phishing

spam for, 188
Windows Mail for, 194, 194

Phishing Filter, 85–87, 86
physical access to computers, 50–51
Platform for Privacy Preferences Project (P3P), 78,

185
Plugins tab, 152
policies

Local Computer Policy settings, 62–66, 63–65
Local Security Policy settings, 41, 60–61, 60, 62
password, 36–42, 39–41

pop-up ads
in Internet Explorer, 83–84, 84
malware infection through, 166

POPFile program, 197
pornography, online, 93
port scans, 129–131, 130–131

portability, passwords for, 46
ports, firewall, 114
post-installation tasks, 319–320
pre-installation tasks, 317–318
predators, online, 93
Prepare For A Forgotten Password option, 43
Pretty Good Privacy (PGP), 224–225
principle of least privilege, 15
Print permission, 285–286
printers, shared, 271–272, 283

connecting to, 284–285, 285
process, 283–284, 284
securing, 285–287, 286

Privacy Report dialog box, 77, 77
privacy settings in Internet Explorer, 74–78, 75–77
Privacy Summary document, 77, 77
Privacy tab, 75
private disks, 250–253, 251–252
private keys, 207
Private Profile tab, 123
processes, Task Manager for, 53–55, 54
Processes tab, 54–55, 54
product keys, 319
Profile screen, 119, 121
program installations, malware infection through,

165
Program screen, 119
Properties window

for file systems, 230, 230
for Local Computer Policy settings, 65, 65

Protocols and Ports screen, 121
Pseudorandom Data erasing method, 259
Public folders

sharing, 273–274, 274
working with, 232–233, 233

public key cryptography, 205
Certificate Authorities in, 206
certificates in, 205–206
digital signatures in, 207–208
keys in, 207
performance with, 208

Public Key Policies section, 61
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Q
Quarantine option for malware, 172
Quarantined items tool, 173
Quick scan for malware, 170

R
ratings for Web content, 78–79, 79
Ratings Sites tab, 78, 79
RBLs (Realtime Blackhole Lists), 199
Read permission

for files, 234
for folders, 236
for shared folders, 276

Read & Execute permission
for files, 234
for folders, 236

Read Permissions permission, 234
Reader option for shared folders, 274
Ready to Test screen, 131, 131
Really Simple Syndication (RSS) feeds, 158
Realtime Blackhole Lists (RBLs), 199
receiving e-mail messages

encrypted, 219–224, 220–222, 224
signed, 215–218, 216–219

Recent Files list, 264–265
recovering deleted files, 257–258, 258
Recycle Bin

with Eraser, 262
working with, 256–257, 256

regional settings for junk e-mail, 193, 193
Registry

for passwords, 34
scanning, 180

reinstalling Windows Vista, 317
installation process, 318–319
post-installation tasks, 319–320
pre-installation tasks, 317–318
for virus recovery, 156

Remote Assistance
enabling, 114, 115
options for, 124

Remote IP Address settings, 124
Remove option for malware, 172
removing

malware, 172, 175–179, 177–179
viruses, 156–158, 157–158

renaming user accounts, 19–20, 20
Report This Website option, 85
reports of user activities, 101–102, 101–102
repudiation, e-mail, 204
Reset Account Lockout Counter After setting, 38
Restricted sites list, 74
Restricted sites zone, 71
Review Your Time And Date Settings screen, 319
reviewing user activity reports, 101–102, 101–102
revoking certificates, 214–215
risks

e-mail, 204–205
malware, 167–168
online, 91–92
wireless networks, 294–295

RoboForm program, 44–45, 44–45
router firmware upgrading, 312, 312
RSA encryption, 208
RSS (Really Simple Syndication) feeds, 158
Rule Type screen, 119, 121
rules

for hardware firewalls, 128
for inbound connections, 121
for outbound connections, 119

Run As command for user accounts, 24–27, 24–27

S
S/MIME (Secure/Multipurpose Internet Mail

Extensions) protocol, 206, 218
Safe list only option, 190
Safe Mode

for Administrator password, 20
for anti-spyware tool installation, 176
for virus recovery, 156

safe sender lists, 191–192, 192
SAM (Security Accounts Manager) database, 34–35
Save Events As option, 57
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scam messages, 188–189
Scan Results screen, 172, 172
scanning

for malware, 170–172, 171–172, 176–177, 177
for viruses, 153–154, 154

Scanning Result screen, 177, 177
schedules

Eraser, 263
hardware firewalls, 128
logons, 95–96
virus definitions, 149, 150
virus scanning, 153–154
Windows Defender, 173

scope settings for firewalls, 123–124, 125
Secure Deletion of Data from Magnetic and Solid-

State Memory paper, 259
Secure/Multipurpose Internet Mail Extensions

(S/MIME) protocol, 206, 218
Securing the Windows Account Database window,

49
Security Accounts Manager (SAM) database, 34–35
Security Center tool

for malware, 169
for virus protection, 147, 148
for Windows Firewall, 110–111, 111–112
for Windows Update, 136, 136
working with, 58–59, 59

Security Help screen
for encrypted e-mail messages, 219, 220
for signed e-mail messages, 215, 216

Security IDs (SIDs) for accounts, 24
Security log

reviewing, 55–58, 56–58
for tracking logons, 42

security map, 5–6
Security Settings window, 72
Security tab

encrypted e-mail messages, 220–221, 220
file permissions, 235, 235
folder permissions, 236–237, 237
Internet Explorer, 72, 73
printers, 286, 286

signed e-mail messages, 215, 216
Windows Mail, 196, 222

security updates, 134
Security Warning dialog box, 148
SecurityStats.com site, 31–32
Select Group Policy Object window, 64
Select Recovery Agents screen, 244
Select Users or Groups window, 235, 237
sender lists, 191–192, 192
sending e-mail messages

encrypted, 219–224, 220–222, 224
signed, 215–218, 216–219

Service Packs
manual updates, 140
status information, 134–135, 135

Service Set Identifiers (SSIDs), 298–301, 298, 300
session keys, 208
Set up a connection or network link, 293
Set up a network wizard, 302
shared folders, 271–272

advanced settings, 276–280
connecting to, 280–283, 281–283
Public, 273–274, 274
specific folders, 274–275, 275–276

shared printers, 271–272, 283
connecting to, 284–285, 285
process, 283–284, 284
securing, 285–287, 286

Shareware, 163
Sharing tab

for folders, 278, 278
for printers, 284, 284

Sharing Wizard feature, 274–277
Shields UP!! port scanner, 129–131, 130
Shockwave Flash Object, 81
signatures, digital

sending and receiving messages with, 215–218,
216–219

working with, 207–208
SMC access points, 310–311, 311
Software Explorer tool, 173
Software Restriction Policies section, 61
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software updates, 141–142, 142
Sophos Anti-Virus program, 147
spam, 183

beacons for, 186–187, 187
e-mail address acquisition for, 184–185
filtering, 196–199, 197
guidelines, 199–200
overview, 183–184
for phishing, 188
for scams, 188–189
viruses from, 186
Windows Mail for. See Windows Mail

Spam Reporting Addresses web site, 189
Spamhaus service, 199
SpamPal program, 197
special characters in passwords, 30
specific connections, enabling or disabling, 112–

113, 113
Specific Local Ports setting, 121
spoofing

e-mail, 204
MAC addresses, 305

Spybot Search & Destroy program, 168
SpyNet tool, 173
spyware, 54, 161–163

anti-spyware software
definition files for, 170, 170
installing, 168–169, 169
scanning with, 170–172, 171–172
tools for, 172–174, 173
in Windows Vista installation, 319

information for, 179–180
removal tools, 176–178, 177

SpywareInfo web site, 179
SpywareWarrior web site, 179
SSIDs (Service Set Identifiers), 298–301, 298, 300
standalone virus removal tools, 156
standard user accounts, 15–16
standards, wireless networks, 290
startup passwords, 49–50, 50
Statistics tab, 263

status
Service Pack, 134–135, 135
Windows Defender, 169, 169
Windows Firewall, 110–111, 111–112

Steganos E-mail Encryption program, 225
Stinger tool, 156–158, 157–158
Store Startup Key on Floppy Disk option, 49
storing passwords, 42–46
strength of passwords, 31–32, 32
Success Audits in Security log, 56
supervisor passwords, 47–48
surfing, malware infection through, 165
Symantec Security Response site, 158
Syskey password, 49–50, 50
System screen for Service Packs, 135, 135

T
Task Manager, 53–55, 54
Task Properties window, 263
TC TrustCenter CA, 211
TechNet Security home page, 322
Temporary Internet files, 264–265
testing firewalls, 128–131, 130–131
Thawte CA, 210
theft

identity, 33, 167
laptop computers, 51

third-party programs
browser add-ons, 81
encryption, 240, 250–253, 251–252
firewalls, 125–127

Time Limits setting, 98, 99
time restrictions, parental controls for, 95, 98, 99
toolbars from malware, 81, 165
Tools and Options screen, 172–173, 173
Top-Level Domain (TLDs) junk e-mail settings, 193
tracking

logon attempts, 42
by malware, 167

travelers, encryption for, 240
Trend Micro Anti-Spyware program, 168
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Trojan horses, 144
Trusted Sites window, 73, 73
Trusted sites zone in Internet Explorer, 71
Turn off sharing (people logged on to this computer

can still access this folder) option, 273
Turn on sharing so anyone with network access can

open, change, and create files option, 273
Turn on sharing so anyone with network access can

open files option, 273
Type a Computer Name And Choose A Desktop

Background screen, 319
Type Your Product Key For Installation screen, 319

U
uninstalling updates, 140, 141
unsolicited commercial e-mail (UCE). See spam
unused disk space, erasing, 263, 263
Unused Disk Space tab, 260
updates, 133–134

anti-spyware definition files, 170, 170
manual process, 139–140, 141
security, 134
Service Packs, 134–135, 135
software, 141–142, 142
virus definition files, 149–150, 150
Windows Update, 136–139, 136–139

upgrading router firmware, 312, 312
URL history, 265
US DoD 5220.22-M erasing methods, 259
USB flash drives for wireless networks, 302, 302
Use Sharing Wizard (Recommended) option

for folders, 277
for printers, 286

User Account Control dialog box settings
administrators, 24–26, 24–25
certificates, 211
content ratings, 78
creating accounts, 17
deleting accounts, 23
Event Viewer, 56
Local Computer Policy, 64
Local Security Policy, 61

lockout policies, 40–42
names, 19
parental controls, 97
password policies, 39
passwords, 21–22
processes, 55
shared folders, 275, 278
shared printers, 284
spyware removal tools, 176
Syskey password, 49
types, 18
user activities, 101
viruses, 148

user accounts, 11–12, 12
benefits, 12–13
creating, 16–17
deleting, 23–24, 23
passwords, 21–23, 21, 34–35
renaming, 19–20, 20
Run As command for, 24–27, 24–27
types, 13–16, 16, 18, 19
in Windows Vista installation, 320

User Accounts applet, 12, 12
user activity reports, 101–102, 101–102
User Controls screen, 97
user passwords, BIOS, 47–48
Username Can Only Use The Programs I Allow

option, 100
usernames

user accounts, 11, 17
in Windows Vista installation, 319

Using Your Private Key To Decrypt Message dialog
box, 219

V
View Certificates window, 217, 217, 221
View Installed Updates option, 140, 141
View tab for shared folders, 277
Virus Protection section, 195
viruses, 54, 143–144

anti-virus software
configuring, 150–153, 151–153

Index • T–V336

46562bindex.qxd:PCMagazine  12/14/06  6:08 PM  Page 336



definition files for, 149–150, 150
installing, 146–148, 149–150
scanning for viruses, 153–154, 154
in Windows Vista installation, 319

e-mail address harvesting by, 185
guidelines, 155
information for, 158
removing, 156–158, 157–158
risks from, 145–146
from spam, 186
types, 144–145

VirusScan program, 146

W
war driving, 295
Warn on encrypting messages with less than this

strength option, 223
warning signs of malware, 166–167
Web browsers, 69

Internet Explorer. See Internet Explorer
other, 87–88, 88

Web sites
e-mail address harvesting by, 185
helpful, 321–322
malware infection through, 165
passwords, 35

Webroot Spy Sweeper program, 168
WEP (Wired Equivalent Privacy), 305–308, 306–308
Where Do You Want To Install Windows? screen,

319
Which Parts of the Internet Can Username Visit?

screen, 97
Which Type Of Installation Do You Want? screen,

319
whitelists in spam filtering, 199
Wi-Fi Protected Access (WPA), 308–309

implementing, 310–313, 311–313
prerequisites, 309–310, 310

Windows Connect Now feature, 302
Windows Defender

definition files for, 170, 170
scanning for malware, 170–172, 171–172

status, 169, 169
tools for, 172–174, 173

Windows Firewall
configuring, 109–110
exceptions, 113–116, 114–116
for specific connections, 112–113, 113
status, 110–111, 111–112

Windows Firewall with Advanced Security, 117, 118
blocking connections, 117–118

inbound, 121–122, 121–122
outbound, 119–121, 119–120

in Local Security Policy, 61
logging settings, 122–123, 123
scope settings, 123–124, 125

Windows Help and Support Page, 321
Windows Mail, 189

anti-phishing setting, 194, 194
beacons in, 186, 187
junk e-mail filters, 190, 190
message security settings, 195–196, 195–196
options, 221–223, 222
regional settings, 193, 193
sender lists, 191–192, 192

Windows Mail dialog box, 217
Windows Security Center tool

for malware, 169
for virus protection, 147, 148
for Windows Firewall, 110–111, 111–112
for Windows Update, 136, 136
working with, 58–59, 59

Windows Server Update Services (WSUS)
software, 139

Windows Settings section, 97
Windows Update, 136–139, 136–139
Windows Update screen, 138
Windows Update web site, 320
Windows Vista Community site, 322
Windows Vista Home Page, 321
Windows Vista installation screen, 319
Windows Vista Security and Protection web 

site, 322
Wired Equivalent Privacy (WEP), 305–308, 306–308
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wireless access points, 295–296
Wireless Network Setup Wizard, 302
wireless networks, 289–291

access to, 299–305, 300–304
administrator password for, 296–297, 297
connection properties, 292–294, 293
encryption, 305

WEP, 305–308, 306–308
WPA, 308–313, 308–313

MAC addresses for, 303–305, 303–304
names, 298–299, 298
notification messages, 291, 291–292
risks, 294–295
wireless access points, 295–296

worms, 144
WPA (Wi-Fi Protected Access), 308–309

implementing, 310–313, 311–313
prerequisites, 309–310, 310

WPA2, 313
Write permission

for files, 234
for folders, 236

WSUS (Windows Server Update Services)
software, 139

Y
Your Folder Is Shared screen, 275, 276
You’re Ready To Start screen, 319

Z
zone settings

Internet Explorer, 70–74, 72–73
Windows Mail, 195

ZoneAlarm firewall, 125
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