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Symbols and Numerics
| operator

command line syntax, 235
& operator

command line syntax, 235
/bin directory

commands, 189
/dev directory

devices, 60
/etc directory

commands, 192
/etc/shadow file

passwords, 261, 262
/sbin directory

commands, 192
/usr/bin directory

commands, 191
files, 193

/var/log directory
security monitoring, 430

> operator
command line syntax, 234

> operator
command line syntax, 234

< operator
command line syntax, 233

A
absolute path

shell commands, 215
accessibility, desktop configuration, 76
accounts

modifying
root account and, 270, 271

users
creating, 32

ACK flag, TCP packets, 452
addresses

e-mail
Perl, 555, 556

administrative commands
shell, 222, 223, 224

administrator, 250

alerts
security, 480

Bugtraq mailing list, 481
CERT, 481
Red Hat errata Web site, 481

aliases
/etc/aliases and, 487
command line syntax, 231, 232
hosts

/etc/hosts and, 489
Anaconda, 8
analog modems, 91, 94
anonymous FTP

configuration, 364, 366
anonymous read access, FTP server, 365
anonymous write access, FTP client

testing, 367, 368
anonymous write access, FTP server, 366, 367
Apache Web server

certificates
commercial, 358, 359

configuration, 349, 351
configuration files, 347
development, 345
documentation, 345
DSOs (dynamic shared objects), 347
flexibility, 345
initial startup, 347, 348, 349
installation, 345, 347
OpenSSL software

mod_ssl package installation, 354
performance, 345
scalability, 345
security, 345
setup, 344, 345, 347, 349, 350, 351, 352, 353

OpenSSL and, 353, 354, 355, 356, 357, 358, 359,
360

site setup, 351, 352
startup

SSL and, 359, 360
testing, 349

application-specific log files, 496
application task bars, 39
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applications
building, 315, 316, 317, 318, 319
development

C/C++, 596, 597
e-mail, 389
graphics, 159

Eye of Gnome, 160
GIMP, 159, 160
GTKam, 162
OpenDraw, 161
PDF Viewer, 161
TVTime, 162

Internet, 138
main menu and, 43
multimedia, 151

audio, 152, 153, 154, 155, 156, 157, 158
office applications, 122

installation, 123, 124, 125
OpenOffice suite, 123
OpenOffice suite, starting application, 126

panel shortcuts, 45, 46
preferred

desktop configuration and, 78
printing from, configuration, 374
Python

developing, 598
source code

building from, 515, 516, 517, 518
sysadmin, 590, 591
system applications

emulators, 166, 167
file compression/archiving, 164, 165
file management, 163, 164
text editor, 163

System Logs, 496
window layout, 127

APT
Yum comparison, 334

APT (Advance Package Management Tool), 329, 330,
332

archives, 499. See also backups
candidates for, 508
definition, 499
Perl, 568
tar application, 499

archiving
compression

dump, 512
cpio and, 509

creating archives, 509
restoring archives, 510, 511
selective archiving, 510

dump and, 511
archive creation, 511, 512
incremental backups, 512
restoring archives, 512, 513

files
File Roller, 164, 165

overview, 507
storage, 508

arguments
command line

Perl, 560, 561
arrays, 548

associative, 570
associative arrays, 570
atime attribute, 179
attributes

files, 170
time, 179, 180, 181

audio applications, 152
CD burning, 156, 157, 158
CD play, 152, 153
CD ripping, 156, 157, 158
multimedia file play, 153, 154, 155, 156

authentication
FTP server

system accounts and, 368
auto-completion, 227, 228
automatic installation, 26, 28

B
background

desktop, 40
backtick approach, Perl, 561, 562
backups, 499. See also archives

candidates for, 500
CD-ROMs, 501
creating, 502
definition, 499
file storage, 501, 502
frequency, 506, 507
hard disk, 501
incremental, 507
magnetic tapes, 501
network, 501
overview, 499
removable disks, 501
restoring

from CD-ROM, 506
saving to CD-ROM, 504

configuring CD writer, 504
ISO9660 image, 505, 506

tar application, 499
tar archive

creating, 502, 503
restoring from, 503, 504

balsa package, 309
Bash, 212
bashrc file, 237
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binary files, 172
block devices, files, 171
Bluecurve theme, 75
boot disk

creating, 28
installation and, 4

boot loader
dual boot machine, 29

initial boot up, 29, 30, 32, 34
installation options, 20

booting
boot loader and, 29

initial boot up, 29, 30, 32, 34
from CD

installation and, 6
from DVD

installation, 6
kernel, VPNs and, 461, 462

Born Again shell, 212
Bourne shell, 212
broadband routers, Internet connection and, 98, 99
browsers. See also Web browsers

hardware browser, 63, 64, 65
brute force attacks, passwords, 260
BSD license, 590
bug tracker, 581, 582
Bugtraq mailing list, 481
building applications, 315, 316, 317, 318, 319

from source code, 515, 516, 517, 518
built-in programs, shell, 214
burning CDs, 156, 157, 158

C
C library, 212
C/C++ application development, 596, 597
C-shell, 212
Calendar

Evolution, 147
carriage return–line feed pair, text files, 172
CD writers

configuration, 504
CD-ROM

backups
restoring, 506

booting from
installation and, 6

CD-ROMs
backups, 501

ISO9660 image, 505, 506
saving to, 504

CDs
audio

playing, 152, 153
burning, 156, 157, 158
detection program, 76

ejecting mounted, 61
ripping, 156, 157, 158

CERT (Computer Emergency Response Team), 481
certificates

commercial, 358, 359
Web servers

private key creation, 356
character devices, files, 171
checksums

verifying, 481
chfn command, 270
child processes, 78
chmod command, 176
chsh command, 270
ciphertext, 416
CLI (command-line interface)

advantages/disadvantages, 47
file searches and, 58, 59

clients
configuration

Yum, 324, 325, 326
running

Yum, 326, 327, 328
VPNs

connection setup, 463, 464, 466, 467
Microsoft VPNs, 469, 470

command
Perl

readdir, 572
command line. See also RPM Command Line Interface

Tool
argument

Perl, 560, 561
mounting and, 62
print jobs

creating, 374
substitutions

Perl, 564, 565, 566
syntax, 228

| operator, 235
& operator, 235
<<> operator, 233
aliases, 231, 232
environment variables, 232
file globbing, 228, 229, 230
I/O redirection, 233
I/O streams, 233
quotes, 230, 231
system-defined variables, 232
user-defined variables, 232
xargs operator, 235

unmounting and, 62
user groups

creating, 272, 273
management, 272
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command line (continued)
users

adding, 265, 266, 267
management tools, 263, 264, 265

commands
/bin directory, 189
/etc directory, 192
/sbin directory, 192
/usr/bin directory, 191
auto-completion, 227, 228
chfn, 270
chmod, 176
chsh, 270
configure, 317
df, 223
fdisk, 203
find, 184, 185, 186
grep, 187
groupadd, 272
history, 225
iptables, 454, 455, 456, 457
locate, 183, 184
ls, 52, 170, 182, 216
make, 317
man, 48
mount, 197, 199, 223
mv, 217, 218
parted, 203
passwd, 267
Perl

pack, 551
system, 563, 564
uptime, 561

ps, 213
reboot, 223
SELinux, 479, 480
shell, 214

administrative, 222, 223, 224
filesystem, 215, 216, 217, 218, 219
process management, 219, 220, 221

shutdown, 222
su, 222, 283, 284, 285
sudo, 286, 287
tar, 414
touch, 181, 217
tune2fs, 209
umask, 176
useradd, 267
userinfo, 269
whereis, 55
which, 55
xargs, 187

commercial certificates, 358, 359
compatibility

filesystems, 201, 202

compiling
application builds, 315, 316, 317, 318, 319
development tools

installing, 314, 315
packages, 313, 314
root user and, 287, 288

compressing files
File Roller, 164, 165

compression
tar archives, 504

computer
shut down, 50, 51

conditional constructs, 242, 243, 244
configuration

Apache Web server
configuration files, 347
SSL, 354, 355

CD writer, 504
clients

Yum, 324, 325, 326
Custom option, 2
desktop, 75, 76, 77, 78
DHCP client, 403
DHCP server, 399, 400

Windows 2000 machines, 403, 405
firewalls

Fedora Core, 453, 454
FTP server

anonymous, 364, 366
kudzu, 206
Mozilla, 111, 112, 113, 114
network devices

manual, 22
networking

DNS hostname, 22
DNS server, 22

Package Management Tool, 302
Personal desktop, 1
printers, 373

cupsd printer daemon, start/stop, 373
printing from applications, 374

printers
print jobs created at command line, 374

root account, 25
Samba

files/utilities, 378, 379
shares, 383, 384
SWAT, 380, 381, 382, 383, 384, 385, 386, 387

Sendmail, 390, 391, 392
testing, 393

Server configuration option, 1
Service Configuration application, 443, 444
shell, 236

prompt, 237
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system configuration, 485
configuration files, 487
DNS server, locating, 486

Tripwire, 434, 435, 436, 437, 438
Web servers

Apache, 347, 349, 351
Workstation configuration option, 1

configure command, 317
connection profiles, multiple Internet connections, 104,

105, 106, 107
connections

Internet, 89, 90, 91, 93, 94, 96, 97, 99, 100, 101,
102

analog modems, 91, 94
broadband routers, 98, 99
connection profiles, 104, 105, 106, 107
DNS, 100
e-mail, 114, 115, 116
FTP clients, 116
high-bandwidth connections, 95, 97
instant messaging, 119
LANs, 99, 100
Network Configuration Tool, 90, 91
news clients, 114, 115, 116
security, 103, 104
starting, 108
VPN connections, 102
Web browsers, 109, 110, 112, 113, 114
wireless, 101
Xchat, 118

networks, 452
TCP, 452

ssh
setup, 471, 472, 473, 474, 475

VPN clients
setup, 463, 464, 466, 467

constants
Perl, 570

constructs
conditional, 242, 243, 244

Contacts
Evolution, 148, 150

contents, directories
displaying, 57
listing, 52, 53

contributing to Fedora Project, 579, 580, 581, 582,
583, 584, 585, 586

control keystrokes, 224, 225
converting files

quality, 134
copying

files
dual boot systems, 203
rcp (remote copy), OpenSSH suite, 475, 476
scp (secure copy), OpenSSH suite, 475, 476

CPAN extension
extension installation, 544, 545

cpio, 509
archive creation, 509
archiving selectively, 510
restoring archives, 510, 511

CPU
information detection, 65
usage information, 72

load average, 73, 74
Crack program, 413, 414, 416, 417, 418
cracking passwords, 413, 414, 416, 417, 418
credentials, user accounts, 250
cron daemon

etc/crontab and, 487
unattended jobs, 432

cryptography
GPG (GNU Privacy Guard), 419, 420, 421, 422, 423,

424
public key, 419, 420, 421, 422, 423, 424

CSRs (Certificate Signing Requests), 356
ctime attribute, 179
CUPS

printer installation, 371, 372, 373
CUPS (Common UNIX Printing System), 370
cupsd printer daemon

start/stop, 373
current directory, 56

changing, 57
cursor keys, 225, 226
Custom configuration option, 2
CVS (Concurrent Versions System)

module building, 584, 585
repository connection, 583
source code checkout, 583, 584

D
daemons

pppd, 462
security and, 440
syslogd, 498

data transfer
security, 409

databases
lease database, DHCP server, 401
updating

Tripwire, 439
user account database, 258

date and time
setup, 30

date and time applet, 39
debugging

bug tracker, 581, 582
decryption, 429
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defaults
etc/bashrc and, 487

desktop
application task bars, 39
background, 40
configuration, 75, 76, 77, 78
date and time, 41
date and time applet, 39
GNOME, 38
GNOME desktop control center, 75, 76, 77, 78
KDE, 38
keyboard shortcuts, 77
login photo, 77
panel, 38, 40

shortcut buttons, 39
Personal desktop configuration option, 1
screen resolution, 41
themes

Bluecurve, 75
workspace, 39

switcher, 39
detecting

hard disk, 206
developing applications

Python, 598
development applications

future of Linux, 595, 596, 597, 598, 600, 601, 602,
603

jEdit, 595, 596
MySQL, 601, 603
PHP, 599, 600, 601

development tools
source code applications, 514

device drivers
kernel, 521

device independent subsystems, 521
devices

/dev directory, 60
filesystem, 59
information detection, 66
mounting, 60

automatically, 61
root user and, 281, 282, 283

network
information detection, 67
manual configuration, 22

networked
Internet connection and, 99

networks
DNS hostname, 22
DNS server, 22

df command, 223
DHCP (Dynamic Host Configuration Protocol), 397

DHCP client
configuration, 403
installation, 403

DHCP servers
benefits, 398
configuration, 399, 400
dhcpd service

starting, 401
installtion and, 5
IP addresses

static, 402, 403
lease database, 401
setup, 397, 398, 399, 400, 401, 402, 403, 405
package installation, 399
Windows 2000 machines, 403, 405

dhcpd service
starting, 401

dictionary attacks, passwords, 261
directories

/bin
commands, 189

/dev, 60
/etc

commands, 192
/etc/rc and, 491
/sbin

commands, 192
/usr/bin

commands, 191
files, 193

contents
displaying, 57
listing, 216

contents, listing, 52, 53
current

changing, 57
current directory, 56
moving, 217, 218
permissions, 176, 178
root, 51
security, 491
shared libraries

/etc/ld.so.conf and, 490
shell commands

creating/removing, 216, 217
skel, 492
sysconfig, 492
top-level, 53
users, 250

directory permissions, 176
disabling services, 440, 441, 442, 443, 444, 445
disk

usage summary, 223
disk partitions. See partitions
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disk usage monitor, Perl, 569, 570, 572, 573, 574,
575, 576

disks
boot disk

creating, 28
mounting, 223
removable, backups and, 501

display
settings, 30

display card
information detection, 70

displaying
directory contents, 57

DNS (domain name service)
installation and, 5

DNS (Domain Name System), 100, 342
DNS hostname

configuration, 22
DNS server

configuration, 22
installation and, 5
system configuration and, 486

documentation, 588
Apache Web server, 345

dotted quad notation, 340
downloads

CD images for installation, 2
FTP server

anonymous configuration, 364
Official Fedora Core Security Guide, 482
TAR files, 414
Tripwire, 434, 435, 436, 437, 438

drives
managing, 194, 195, 196, 197, 198, 199, 200, 201,

202, 203, 204, 205, 206, 207, 208
mounting, 195, 196

flash drives, 199
Hardware Browser, 196
manually, 197, 199

DSL (Digital Subscriber Line) connections, 95, 97
DSOs (dynamic shared objects), Apache, 347
dual-boot system

file copy and, 203
installation, 13, 15, 17

dump, 511
archive creation, 511

compressed archives, 512
incremental backups, 512

restoring archives, 512, 513
DVD

booting from
installation and, 6

dynamic addresses
Internet connection, LANs, 99

E
e-mail

applications, 389
Evolution

importing from other formats, 150
Mozilla, 139, 141

mail client, 116
Perl

addresses, 555, 556
message body, 556, 557
subject, 556

receiving messages, Sendmail, 396, 397
sending

Perl, 552, 553, 554, 555, 556, 557
sending messages, Sendmail, 396
Sendmail

client setup, 394
Ximian Evolution, 114

Microsoft Exchange access, 114, 115
ejecting mounted CDs, 61
elements

Perl
extracting, 550

emulators, 166
VMWare, 166
Wine, 167

enabling services, 440, 441, 442, 443, 444, 445
encryption, 418, 419, 420, 421, 422, 423, 424, 425,

426, 427, 428, 429
cryptography

public key, 419, 420, 421, 422, 423, 424
keys

expiry date, 421
managing, 424, 425, 426

passwords, 260
private key, 419

passphrase, 419
public key

trust relationships, 426, 427, 428
environment variables

command line syntax, 232
search path, 54

error checking
Perl, 554

/etc/bashrc, 487
/etc/aliases, 487
/etc/csh.cshrc, 487
/etc/default/useradd, 488
/etc/fstab, 488
/etc/group, 488
/etc/grub.conf, 488
/etc/hosts, 489
/etc/hosts.allow, 489
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/etc/hosts.deny, 489
/etc/init.d, 489
/etc/inittab, 490
/etc/issue, 490
/etc/issue.net, 490
/etc/ld.so.conf, 490
/etc/logrotate.conf, 490
/etc/modprobe.conf, 491
/etc/passwd, 491
/etc/rc, 491
/etc/resolv.conf, 491
/etc/security, 491
/etc/shadow, 492
/etc/shells, 492
/etc/skel, 492
/etc/sysconfig, 492
/etc/sysctl.conf, 492
/etc/syslog.conf, 493
/etc/X11/org.conf, 487
/etc/xinetd.conf, 493
Evolution, 144

Calendar, 147
Contacts, 148, 150
e-mail

importing from other formats, 150
icon, 45
Inbox, 147
menu bar, 146
Microsoft Exchange Server connection, 150
setup, 144, 145
Tasks, 148
toolbar, 146

Excel
OpenCalc compatibility and, 136

execute permission, 176
existing partitions, installation and, 17, 20
exporting

keys, 424, 425
ext filesystems, 200
extensions

Perl
installation, 544, 545

external modules
loading

Perl, 555
external programs, shell, 214
Eye of Gnome graphics application, 160

F
FAT (file allocation table system) filesystem, 200
fdisk command, 203
Fedora

networks and, 338

Fedora Core
firewall

configuration, 453, 454
Fedora Project

bug tracker, 581, 582
contributions, 579, 580, 581, 582, 583, 584, 585, 586
mailing lists, 580, 581

FIFOs, 171
file compression

File Roller, 164, 165
file formats

conversion quality, 134
OpenOffice, 132, 134

file globbing, 228, 229, 230
file locking

User Manager, 263
file management

Nautilus, 163, 164
file permissions, 175
File Roller, 164, 165
file servers

description, 375
Samba, 376

configuration files/utilities, 378, 379
installation, 376
smbclient utility, 384, 385
smbmount utility, 385, 386
start/stop, 377, 378
SWAT, 380, 381, 382, 383, 384

setup, 375, 376, 377, 378, 379, 380, 381, 382, 383,
384, 385, 386, 387

filesystems
devices

adding, 59
information detection, 66

hierarchy, 51, 52, 53, 54, 55
navigating

GUI, 55, 56
terminal emulator, 56

filesystem table, 488
filenames

auto-completion, 227
ls command, 182
white space in, 182

files
/usr/bin directory, 193
attributes, 170

time, 179, 180, 181
backup

storage, 501, 502
binary, 172
block devices, 171
character devices, 171
configuration

Samba, 378, 379
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configuration files, 487
/etc/aliases, 487
/etc/bashrc, 487
/etc/crontab, 487
/etc/csh.cshrc, 487
/etc/default/useradd, 488
/etc/fstab, 488
/etc/group, 488
/etc/grub.conf, 488
/etc/hosts, 489
/etc/hosts.allow, 489
/etc/hosts.deny, 489
/etc/init.d, 489
/etc/inittab, 490
/etc/issue, 490
/etc/issue.net, 490
/etc/ld.so.conf, 490
/etc/logrotate.conf, 490
/etc/modprobe.conf, 491
/etc/passwd, 491
/etc/rc, 491
/etc/resolv.conf, 491
/etc/security, 491
/etc/shadow, 492
/etc/shells, 492
/etc/skel, 492
/etc/sysconfig, 492
/etc/sysctl.conf, 492
/etc/syslog.conf, 493
/etc/X11/xorg.conf, 487
/etc/xinetd.conf, 493

converting
quality, 134

copying
dual boot systems and, 203
rcp (remote copy), OpenSSH suite, 475, 476
scp (secure copy), OpenSSH suite, 475, 476

FIFOs, 171
groups, 175
inode, 173
links, 171, 172

hard, 173, 174, 175
symbolic, 173, 174, 175

log
application specific, 496
searching, 496, 497

logs
viewing, 494, 495, 496

ls command, 170
moving, 217, 218
ownership, 175
Perl

opening, 548, 549
permissions, 176, 178, 278, 279

private, 275
public, 275

Read-only, 275, 276
restricted, 276, 277
Write access, 277

searches
find command, 184, 185, 186
GNOME search tool, 186
locate command, 183, 184

searching for, 58, 59
shell commands

creating/removing, 217
size, 181
sockets, 171
SSH directories, 171
substitutions

Perl, 566
text, 172
types, 170, 171, 172

desktop configuration, 76
files, archival

File Roller, 164, 165
filesystem, 169

compatibility, 201, 202
ext, 200
FAT, 200
Fedora

accessing from MS Windows, 203
maintenance, 208, 209
Microsoft, 202, 203
Nautilus and, 169
navigation, 189, 191, 192, 193, 194
NTFS, 200
partitions and, 200, 201
shell commands, 215, 216, 217, 218, 219

absolute path, 215
directories, 216, 217
files, 217
relative path, 215
working directory, 215

find command, 184, 185, 186
firewalls

Fedora Core
configuration, 453, 454

iptables command, 454, 455, 456, 457
network security and, 452, 453, 454, 455, 456, 457
packet filters and, 452

fixed IP
installation and, 5

flash drives
mounting, 199

floppy disks
mounting, 60

focus
windows

desktop configuration, 78
fonts

desktop configuration, 77
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formatting
hard disks, 207

FQDN (fully qualified domain name), 5
frequency of backups, 506, 507
FTP (File Transfer Protocol), 361

clients, 116
SFTP (Secure FTP), 361

FTP client
anonymous write access

testing, 367, 368
FTP server

anonymous
configuration, 364, 366
read access, testing, 365
write access, 366, 367

authentication
system accounts and, 368

greeting banner, 370
gssftpd, 361
setup, 361, 362, 363, 364, 365, 366, 367, 368,

369, 370
TUX, 361
user accounts

disabling, 368, 369
vsftpd, 361

installation, 362, 363, 364
wu_ftpd, 361

full path name, 54
functions

opendir, 572
Package Management Tool, 293, 295, 296, 297
Perl

split, 550
future of Linux, 587

development applications, 595, 596, 597, 598, 600,
601, 602, 603

licensing, 587, 588, 589, 590
online resources, 587, 588, 589, 590
system administration applications, 590, 591, 593, 594

G
Gaim, 138, 141, 142, 144
gateway, networking, 342
gedit, 163
GID (group identification number), 259
GIMP (GNU Image Manipulation Program), 159, 160
GNOME

desktop, 38
desktop control center, 75, 76, 77, 78
notification area, 39
search tool, 186

wildcards, 187
GNOME Workstation Command Center (GWCC),

591, 592

GnomeToaster, 158
GNU GPL license, 589, 590
GNU LGPL license, 589, 590
GPG (GNU Privacy Guard), 307

setup, 420, 421, 422, 423, 424
graphical installer launch, 8
graphical mode installation, 6
graphics applications, 159

Eye of Gnome, 160
GIMP, 159, 160
GTKam, 162
OpenDraw, 161
PDF Viewer, 161
TVTime, 162

graphics card, 3
grep command, 187
groupadd command, 272
groups, 84

/etc/group and, 488
creating

User Manager, 254, 255
files, 175
managing

User Manager, 255, 256, 257
User Manager, 262, 263
users

creating, command line and, 272, 273
deleting, 273, 274
managing, command line and, 272
primary groups, 222

GRUB (grand unified bootloader)
/etc/grub.conf and, 488

gssftpd FTP server, 361
GTKam, 162
guessing passwords, 260
GUI (graphical user interface), 138

filesystem navigation, 55, 56
GUI Web browser icon, 45
GUIs

Synaptic, 332, 334
GWCC (GNOME Workstation Command Center), 591,

592

H
hacking, 408
handhelds

desktop configuration, 77
hard disks

adding new, 206
backups, 501
detection, 206
formatting, 207
mounting, 207, 208
partitioning, 207
size, 3
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hard links, 173, 174, 175
hardware

graphics card, 3
hard disk size, 3
installation needs, 3, 4
keyboard

type, 3
locating, 63, 64, 65
mouse

type, 3
physical security, 410, 411
video card, 3

hardware browser, 63, 64, 65
drive mounting and, 196

Hardware Compatibility List (HCL), 4
hardware failure, security, 410, 411
hardware failure, data loss and, 408
hardware

RAID , 410
hashes, 570

passwords, 412
HCL (Hardware Compatibility List), 4
hierarchy

filesystem, 51, 52, 53, 54, 55
high-bandwidth Internet connections, 95, 97
history command, 225
home directory, users, 250
hostname

networking, 342
hosts

aliases
/etc/hosts and, 489

HTML
OpenOffice compatibility, 131

HTTP (Hypertext Transfer Protocol), 344

I
I/O

redirection
command line syntax, 233

streams
command line syntax, 233

icons
shortcuts, 46

identities
switching, 222

IMAP (Internet Message Access Protocol), 388
importing

e-mail
other formats to Evolution, 150

keys, 426
Inbox

Evolution, 147
incremental backups, 507

dump, 512

initializing kernel
rebuilding and, 522, 523, 524

inode number, files, 173
installation

Apache Web server, 345, 347
OpenSSL software and, 353, 354, 355, 356, 357,

358, 359, 360
automatic, 26, 28
boot disk, 4

creating, 28
boot loader options, 20
from CD, 6
completion, 34
default language, 8
develoment tools

package compile, 314, 315
development tools, 514
DHCP client, 403
DHCP server and, 5
DHCP server packages, 399
DNS and, 5
dual-boot system, 13, 15, 17
from DVD, 6
graphical installation launch, 8
graphical mode, 6
hardware needs, 3, 4
Internet gateway and, 5
IP address and, 5
keyboard selection, 9
language support

additional, 24
libraries

source code applications and, 514
media test module, 6
mouse, 9
networking

firewall setup, 22, 23
setup, 21, 22

networks and, 4, 5
office applications, 123, 124, 125
packages

Package Management Tool, 298, 302
selecting, 26

partitions, 11
dual-boot system, 13, 15, 17
existing partitions, 17, 20

Perl, 543
extensions, 544, 545

printers, 371, 372, 373
root account configuration, 25
root user and, 287, 288
Samba, 376

SWAT, 380, 381
Sendmail, 389

631

installation

In
de

x

19_569961 Index.qxd  6/17/04  10:37 AM  Page 631



installation (continued)
software

additional, 32, 34
software necessary, 2
text mode, 6
time zone setup, 24
upgrade versus new, 11
vsftpd FTP server, 362, 363, 364

instant messaging, 119
Gaim client, 138, 141, 142, 144

integrity of system, 434
Tripwire, 434, 435, 436, 437, 438

database update, 439
running automatically, 438

integrity verification
packages, 312

Internet
applications, 138
connecting to, 89, 90, 91, 93, 94, 96, 97, 99, 100,

101, 102
analog modems, 91, 94
broadband routers, 98, 99
connection profiles, 104, 105, 106, 107
DNS, 100
DSL, 95, 97
dynamic addresses, 99
e-mail, 114, 115, 116
FTP clients, 116
high-bandwidth connections, 95, 97
instant messaging, 119
ISDN, 95, 97
LANs, 99, 100
Network Configuration Tool, 90, 91
news clients, 114, 115, 116
security, 103, 104
starting connections, 108
static addresses, 99
VPN connections, 102
Web browsers and, 109, 110, 112, 113, 114
wireless connections, 101
Xchat, 118

Internet Configuration Wizard, 89
Internet gateway

installation and, 5
invoking

programs
path and, 54, 55

IP
fixed

installation and, 5
IP addresses

static
DHCP server and, 402, 403

IPs
traffic

security and, 448, 449, 450, 452
iptables command

firewall settings, 454, 455, 456, 457
IRC (Internet Relay Chat), 118
ISDN (Integrated Services Digital Network) connection,

95, 97

J
jEdit, 595, 596
job control, 239, 240

K
KDE desktop, 38
kernel

booting
VPNs and, 461, 462

building
VPNs and, 461

device drivers, 521
device independent subsystems, 521
MPPE/MPPC support, 462
patching

VPNs and, 459, 460
rebuilding

initializing, 522, 523, 524
reverting to original, 536, 537
small, 524, 525, 527, 528, 529, 530, 531, 532, 534,

535, 536
scheduling and, 521

key servers, 425
key-chain storage drives

mounting, 199
keyboard

auto-completion, 227, 228
control keystrokes, 224, 225
cursor keys, 225, 226
desktop configuration, 77
information detection, 68
shortcuts, 224, 225, 226, 227, 228

desktop configuration, 77
special keys, 224, 225, 226, 227, 228
type, 3

keys
expiry date, 421
exporting, 424, 425
importing, 426
managing, 424
private

passphrase, 419
Korn shell, 212
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kudzu
configuration tool, 206
hardware detection, 63

L
L2TP (Layer 2 Tunneling Protocol), 458
language

additional support, 24
default

installation, 8
LANs (local area networks)

Internet connection and, 99, 100
launchers, 39
launching

graphical installer, 8
lease database, DHCP server, 401
libc, 212
libraries

source code applications, 514
licensing

BSD, 590
future of Linux, 587, 588, 589, 590
open source licenses, 589

GNU GPL, 589, 590
GNU LGPL, 589, 590

links
files, 171, 172
hard links, 173, 174, 175
symbolic links, 173, 174, 175

Linux
client, 343
future of, 587

development applications, 595, 596, 597, 598, 600,
601, 602, 603

licensing, 587, 588, 589, 590
online resources, 587, 588, 589, 590
system administration applications, 590, 591, 593,

594
networking and

advantages of Linux, 339
Security Enhanced. See SELinux 
server, 343

listing
users, 224

LKM (Linux Kernel Modules), 521
load average, CPU usage informatin, 73, 74
local security, 411, 412
locate command, 183, 184
log files

rotating, 490
logging, 493, 494

application specific log files, 496
process overview, 498

searching log files, 496, 497
System Logs and, 496

syslogd daemon, 498
viewing log files, 494, 495, 496

logging out
security and, 481

login, 34
checking

root user and, 288, 289
username

viewing, 547, 548, 549, 550, 551, 552
login photo, desktop configuration, 77
logwatch, 430, 431, 432, 433
loops

shell scripts, 245, 246
ls command, 52, 170, 216

filenames, 182

M
magicdev, 61
magnetic tapes, backups, 501
Mail client icon, 45
mail servers

description, 388
e-mail applications, 389
protocols, 388
Sendmail

configuration, 390, 391, 392, 393
e-mail client setup, 394
installation, 389
reasons to use, 389
starting, 392

setup, 388, 389, 390, 391, 392, 393, 394, 395, 396,
397

mailing lists, Fedora-related, 580, 581
main menu

applications, 43
Run Program option, 44

make command, 317
man command, 48
managing

partitions, 200
filesystems supported, 200, 201

managing tasks, 238
job control, 239, 240
processes, 238, 239
scheduling

processes, 240, 241
MDAs

Sendmail, demo, 394
MDAs (Mail Delivery Agents), 389
media test module

installation, 6
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memory
information detection, 65

menu bar
Evolution, 146
Mozilla, 139

menus
desktop configuration, 76
OpenOffice, 127

message body, e-mail
Perl, 556, 557

Microsoft
filesystems

accessing, 202, 203
VPN clients, 469, 470
Windows

Fedora filesystem access, 203
Microsoft Exchange

e-mail access, 114, 115
server connection to Evolution, 150

Microsoft Office
OpenOffice compability, 128, 129, 130, 131

modems
analog, 91, 94

modules
external

Perl, 555
mod_ssl package

Apache Web server, 354
configuration, 354, 355

monitoring
network services, 446

netstat, 446, 447
nmap, 447, 448

mount command, 197, 199, 223
mount point, 60, 223
mount program, 62
mounting

CDs
ejecting mounted, 61

command line and, 62
devices

automatically, 61
root user and, 281, 282, 283

disks, 223
drives, 195, 196

flash drives, 199
Hardware Browser, 196
manually, 197, 199

hard disks, 207, 208
mouse

desktop configuration, 77
information detection, 68
installation, 9
type, 3

moving
directories, 217, 218
files, 217, 218

Mozilla
launching, 45
mail client, 116, 139, 141

importing from other clients, 141
Web browser, 138, 139, 141

configuration, 111, 112, 113, 114
plug-ins, 114
proxies, 110

MP3s
playing, 155

MPL (Mozilla Public License), 138
MPPC

kernel support, 462
MPPC (Microsoft Point-to-Point Compression) 

algorithm, 458, 459
MPPE (Microsoft Point-to-Point Encryption) algorithm,

458, 459
kernel support, 462

MTAs (Mail Transfer Agents), 389
mtime attribute, 179
MUAs (Mail User Agents), 389
multimedia applications, 151

audio, 152, 153, 154, 155, 156, 157, 158
multimedia files

playing, 153, 154, 155, 156
mv command, 217, 218
MySQL database engine, 601, 603

N
NAT (Network Address Translator), 99
Nautilus, 163, 164

filesystem and, 169
navigating

filesystem
GUI, 55, 56
terminal emulator, 56

navigation
filesystem, 189, 191, 192, 193, 194

navigation toolbar
Mozilla, 139

netmask, 342
netstat utility

service monitoring and, 446, 447
Network Configuration Tool, 90, 91
network mask, 5
networked devices, 99
networking

backup storage, 501
configuration

DNS hostname, 22
DNS server, 22
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devices
DNS hostname, 22
DNS server, 22
manual configuration, 22

DHCP server
setup, 397, 398, 399, 400, 401, 402, 403, 405

DNS, 342
Fedora and, 338
file servers

setup, 375, 376, 377, 378, 379, 380, 381, 382, 383,
384, 385, 386, 387

firewall
setup, 22, 23

FTP server
setup, 361, 362, 363, 364, 365, 366, 367, 368, 369,

370
gateway, 342
hostname, 342
installation

setup, 21, 22
installation and, 4, 5
Linux

advantages, 339
mail servers

setup, 388, 389, 390, 391, 392, 393, 394, 395, 396,
397

netmask, 342
network setup

assumptions, 340, 342, 343
overview, 338
print servers

setup, 370, 371, 372, 373, 374, 375
protocols, 338
servers

configuration, 343
TCO (total cost of ownership), 339
topology, 340

dotted quad notation, 340
Web server

Apache configuration, 349, 351
setup, 343, 344, 345, 347, 349, 350, 351, 352, 353,

354, 355, 356, 357, 358, 359, 360
site setup, Apache, 351, 352

networks
connections, 452

TCP, 452
devices

information detection, 67
proxy

desktop configuration, 77
security, 440

enabling/disabling services, 440, 441, 442, 443,
444, 445

firewalls, 452, 453, 454, 455, 456, 457

IP traffic, 448, 449, 450, 452
monitoring services, 446, 447
ssh, 470, 471, 472, 473, 474, 475, 476

services
netstat monitoring utility, 446, 447
nmap monitoring utility, 447, 448
xinetd, 445

VPNs
security, 457, 458, 459, 460, 461, 462, 463, 464,

467, 469, 470
nmap utility

service monitoring and, 447, 448
notification area, 39
NTFS (NT filesystem), 200

O
office applications, 122

installation, 123, 124, 125
OpenOffice suite, 123

starting application, 126
Office Calc

icon, 45
Office Impress

icon, 45
Office Writer

icon, 45
Official Fedora Core Security Guide download, 482
OLE (Object Linking and Embedding), 130
online resources

future of Linux, 587, 588, 589, 590
open source licenses, 589

GNU GPL, 589, 590
GNU LGPL, 589, 590

OpenCalc, 136
opendir function, 572
OpenDraw, 161
OpenImpress, 137, 138
opening

files
Perl, 548, 549

OpenOffice suite, 123
applications

starting, 126
common functionality, 126, 127, 128, 129, 130, 131,

132, 134
file formats, 132, 134
HTML compatibility, 131
loading options, 129
menus, 127
Microsoft Office compatibility, 128, 129, 130, 131
OpenCalc, 136
OpenImpress, 137, 138
OpenWriter, 134, 135
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OpenOffice suite (continued)
saving options, 129
toolbars, 127
VBA and, 129
window layout, 127

OpenSSL software
Apache Web server

mod_ssl package, 354
Apache Web server installation, 353, 354, 355, 356,

357, 358, 359, 360
OpenWriter, 134, 135
operator error, data loss and, 408
ownership of files, 175

P
pack command

Perl, 551
Package Management Tool, 293

adding/removing packages, 298
configuration files, 302
functions, 293, 295, 296, 297
package installation, 298, 302
Remove Packages window, 296
removing packages, 299, 302
starting, 293
Update System GUI, 296

packages
APT, 329, 330, 332
balsa, 309
compiling

application builds, 315, 316, 317, 318, 319
development tools, installation, 314, 315

DHCP server
installation, 399

installation, 308, 309, 310
selecting for, 26

integrity verification, 312
managing

Yum, 323, 324, 325, 326, 327, 328, 329
queries

RPM, 292
RPM Command Line Interface Tool, 303, 304, 305,

306
removing, 310, 311

Package Management Tool, 299, 302
RPM

security, 306, 307
signed

verification, 308
source

uncompiled, 313, 314
TAR files, 313, 314
upgrades, 311

packet filters
firewalls and, 452

panel
desktop, 40
notification area, 39
shortcut buttons, 39
shortcuts

adding, 45
applications, 45, 46

panel, desktop, 38
parent processes, 78
parsing

Perl and, 564
parted command, 203
partitions

dual boot systems, 200
fdisk command and, 203
hard disk, 207
installation, 11

dual-boot system, 13, 15, 17
existing partitions, 17, 20

managing, 194, 195, 196, 197, 198, 199, 200, 201,
202, 203, 204, 205, 206, 207, 208

filesystems supported, 200, 201
parted command and, 203
super block, 208
swap, 207

passwd
command, 267
program

permissions, 179
passwords, 258, 412

/etc/passwd and, 491
brute force attacks, 260
changing

own account, 268, 269
cracking, 413, 414, 416, 417, 418
desktop configuration, 77
dictionary attacks, 261
hashes, 412
selecting, 412, 413
shadow password file, 412
User Manager

/etc/shadow file, 261, 262
encryption, 260
guessing, 260

patches
creating, 585, 586

patching kernel
VPNs and, 459, 460

path
invoking programs and, 54, 55

path name, 54
PCI devices

information detection, 71

636

OpenOffice suite

19_569961 Index.qxd  6/17/04  10:37 AM  Page 636



PDF Viewer, 161
performance

Apache Web server, 345
Perl

advantages, 542
archives, 568
command argument, 560, 561
command line substitutions, 564, 565, 566
commands

pack, 551
readdir, 572
system, 563, 564
uptime, 561

constants, 570
disadvantages, 542
disk usage monitor, 569, 570, 572, 573, 574, 575, 576
e-mail

addresses, 555, 556
message body, 556, 557
sending, 552, 553, 554, 555, 556, 557
subject, 556, 557

elements
extracting, 550

error checking, 554
extensions

installing, 544, 545
files

opening, 548, 549
substitutions, 566

functions
split, 550

installation, 543
introduction, 539
modules

loading external, 555
overview, 540, 541, 542, 543
parsing, 564
pipes, 561, 562
record separators, 555
records

reading, 549
regular expressions, 564
starting, 546, 547
strict, 548
syntax, 554
system load, 558, 559, 560, 561, 562, 563, 564, 565,

566, 568, 569
users

login name display, 547, 548, 549, 550, 551, 552
permissions, 84

directories, 176, 178
files, 175, 176, 178, 278, 279

private, 275
public, 275

Read-only, 275, 276
restricted, 276, 277
Write access, 277

passwd program, 179
setuid, 179

permissions block, 175
Personal desktop configuration, 1
PHP (PHP Hypertext Preprocessor), 599, 600, 601
physical security, 410, 411
physical threats, security, 409
PIM (personal information management), 144. See
pipes

Perl, 561, 562
plug-ins

Mozilla and, 114
policies

SELinux, 480
POP (Post Office Protocol), 388
POP3

starting
Sendmail and, 395

port forwarding, 99
PPP (Point-to-Point Protocol)

daemon (pppd), 462
PPTP (Point-to-Point Tunneling Protocol), 458
Presentation software icon, 45
presentations. See OpenImpress
primary groups, 222
print jobs

creating at command line, 374
Print manager icon, 45
print queues, 371
print servers. See also CUPs

printer installation, 371, 372, 373
setup, 370, 371, 372, 373, 374, 375

printers
configuration, 373

cupsd printer daemon, start/stop, 373
print jobs created at command line, 374
printing from applications, 374

installation, 371, 372, 373
printing

from applications, 374
private files, 275
private key encryption, 419

expiry date, 421
private keys

creating
Web server certificates, 356

passphrase, 419
probing, hacking, 408
process management

shell commands, 219, 220, 221
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processes
child processes, 78
parent processes, 78
running

controlling, 81
viewing, 79, 80

scheduling, 240, 241
task management, 238, 239

programs
built-in, shell, 214
external, shell, 214
finding, 55
invoking

path and, 54, 55
properties

user accounts, 258, 259, 260
protocols, 338

L2TP (Layer 2 Tunneling Protocol), 458
mail servers, 388
PPTP (Point-to-Point Tunneling Protocol), 458
TCP/IP connections, 452

ps command, 213
public files, 275
public key cryptography, 419, 420, 421, 422, 423, 424
public key encryption

exipry date, 421
importing keys, 426
publishing key, 424, 425
signatures on keys, 427
trust relationships, 426, 427, 428

publishing public key, 424, 425
Python

application development, 598

Q
queries

packages
RPM Command Line Interface Tool, 303, 304, 305,

306
queries, packages

RPM, 292
quotes

command line syntax, 230, 231

R
RAID (Redundant Array of Independent Disks), 410
RAM

information detection, 65
rcp (remote copy), OpenSSH suite, 475, 476
read permission, 176
read-only files, 275, 276
readdir command

Perl, 572

reboot, 222
reboot command, 223
rebuilding kernel

initializing, 522, 523, 524
reverting to original, 536, 537
small, 524, 525, 527, 528, 529, 530, 531, 532, 534,

535, 536
record separators, Perl, 555
regular expressions

Perl, 564
relative path

shell commands, 215
removable disks, backups, 501
Remove Packages window, Package Management Tool,

296
repositories

Yum, 324
repository, CVS

connecting to, 583
Request Tracker (RT), 594
resolution

desktop, 41
resource usage, monitoring, 72
restoring

archives
cpio, 510, 511
dump, 512, 513

backups
from CD-ROM, 506
from tar archive, 503, 504

restricted files, 276, 277
right-click menu, workspace, 42
ripping CDs, 156, 157, 158
root account

configuration, 25
Package Management Tool, 293
security and, 412

root directory
usr subdirectory, 51

root user, 83
account modification and, 270, 271
compiling and, 287, 288
date and time

desktop, 41
installation and, 287, 288
login check and, 288, 289
mounting devices and, 281, 282, 283
need for, 280, 281
running software and, 287, 288
su command and, 283, 284, 285
sudo command and, 286, 287

rotating log files, 490
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RPM
benefits, 292
packages

queries, 292
security, 306, 307

security and, 292
upgrades and, 292
verification and, 292

RPM Command Line Interface Tool, 303
packages

queries, 303, 304, 305, 306
RPM Package Management Tool

adding/removing packages, 298
configuration files, 302
functions, 293, 295, 296, 297
package installation, 298, 302
Remove Packages window, 296
removing packages, 299, 302
starting, 293

RT (Request Tracker), 594
RTF (Rich Text Format) files, 134
run levels, services, 82
Run Program option, main menu, 44
running clients

Yum, 326, 327, 328
running processes

controlling, 81
viewing, 79, 80

running software, root user and, 287, 288

S
Samba

configuration
files, 378, 379
SWAT, 380, 381, 382, 383, 384, 385, 386, 387
utilities, 378, 379

installation, 376
SWAT, 380, 381

overview, 376
shares

configuration, 383, 384
smbclient utility, 384, 385
smbmount utility, 385, 386
start/stop, 377, 378
SWAT

adding users, 383
initial use, 382, 383
share configuration, 383, 384
starting, 381

users
adding, 383

scheduling
kernel and, 521
tasks

processes, 240, 241

scp (secure copy), OpenSSH suite, 475, 476
screen

resolution
desktop, 41

screensaver
desktop configuration, 78

scripts
shell, 241

constructs, 242, 243, 244
loops, 245, 246
variables, 241, 242

search path, 54
searches

files, 58, 59
find command, 184, 185, 186
GNOME search tool, 186
locate command, 183, 184

log files, 496, 497
System Log and, 496

strings
grep command, 187

text, 187, 188, 189
xargs command, 187

security
alerts, 480

Bugtraq mailing list, 481
CERT, 481
Red Hat Errata Web site, 481

Apache Web server, 345
daemons, 440
data transfer, 409
encryption, 418, 419, 420, 421, 422, 423, 424, 425,

426, 427, 428, 429
GPG (GNU Privacy Guard), 419, 420, 421, 422, 423,

424
GPG (GNU Privacy Guard), 307
hacking, 408
hardware, 410, 411

RAID, 410
hardware failure and, 408
Internet connections, 103
local security, 411, 412
logging out, 481
monitoring

system logs, 429, 430, 431, 432, 433
Mozilla settings, 111
network services, 440

enabling/disabling, 440, 441, 442, 443, 444, 445
monitoring, 446, 447

networks
firewalls, 452, 453, 454, 455, 456, 457
IP traffic, 448, 449, 450, 452
ssh and, 470, 471, 472, 473, 474, 475, 476
VPNs, 457, 458, 459, 460, 461, 462, 463, 464, 467,

469, 470
operator error and, 408
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security (continued)
overview, 407
passwords, 412

cracking, 413, 414, 416, 417, 418
hashes, 412
selecting strong, 412, 413

physical threats, 409
planning

threats, 408, 409, 410
value of files, 408

probing (hacking), 408
root account and, 412
RPM and, 292
RPM packages, 306, 307
script errors, 412
SELinux. See SELinux 
Service Configuration application, 443, 444
services, 440
system integrity, 434

Tripwire, 434, 435, 436, 437, 438, 439
threats

countering, 410, 411, 412, 413, 414, 416, 417, 418
trojans, 409
verification, 418, 419, 420, 421, 422, 423, 424, 425,

426, 427, 428, 429
signed packages, 308

verification and, 481
viruses, 409
worms, 409

security directory, 491
Security Level Configuration, firewall configuration, 454
SELinux (Security Enhanced Linux), 476, 478

commands, 479, 480
online resources, 480
overview, 478, 479
policy rules, 480

sending e-mail
Perl, 552, 553, 554, 555, 556, 557

Sendmail
configuration, 390, 391, 392

testing, 393
e-mail

client setup, 394
receiving messages, 396, 397
sending messages, 396

installation, 389
MDA, 394
POP3 service, 395
reasons to use, 389
starting, 392

Server configuration, 1
servers

configuration, 343
DHCP server

setup, 397, 398, 399, 400, 401, 402, 403, 405

file servers
setup, 375, 376, 377, 378, 379, 380, 381, 382, 383,

384, 385, 386, 387
FTP servers

setup, 361, 362, 363, 364, 365, 366, 367, 368, 369,
370

key servers, 425
mail servers

setup, 388, 389, 390, 391, 392, 393, 394, 395, 396,
397

print servers
setup, 370, 371, 372, 373, 374, 375

Web server
Apache configuration, 349, 351
setup, 343, 344, 345, 347, 349, 350, 351, 352, 353,

354, 355, 356, 357, 358, 359, 360
site setup, Apache, 351, 352

Web servers
Apache, 345, 347, 348, 349

Service Configuration application, 443, 444
services, 82

networks
enabling/disabling, 440, 441, 442, 443, 444, 445
monitoring, 446, 447

run levels, 82
security and, 440
selecting, 82
xinetd, 445

setuid permissions, 179
SFTP (Secure FTP), 361
shadow password file, 412
shadow passwords

/etc/shadow and, 492
shared libraries

/etc/ld.so.conf and, 490
shares, Samba

configuration, 383, 384
shell, 54, 212

as command line interface, 211
Bash, 212
Bourne shell, 212
built-in programs, 214
C-shell, 212
commands, 214

absolute path, 215
administrative, 222, 223, 224
directories, 216, 217
files, 217
filesystem, 215, 216, 217, 218, 219
process management, 219, 220, 221
relative path, 215
working directory, 215

configuration, 236
prompt, 237

external programs, 214
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Korn shell, 212
user account modification, 269

shell scripts, 241
conditional constructs, 242, 243, 244
loops, 245, 246
variables, 241, 242

shells
listing

/etc/shells and, 492
shortcut buttons

panel, 39
shortcuts, 224, 225, 226, 227, 228

applications, 45, 46
auto-completion, 227, 228
icons

size, 46
panel

adding to, 45
shut down, 222
shut down computer, 50, 51
shutdown command, 222
signatures

public keys, 427
verifying, 481

signed packages
verification, 308

site certificates
verifying, 481

size
files, 181

skel directory, 492
smbclient utility, 384, 385
smbmount utility, 385, 386
SMTP (Simple Mail Transfer Protocol), 389
sockets

SSH directories, 171
soft links, 173, 174, 175
software

installation needs, 2
sound

desktop configuration, 78
sound cards

information detection, 71
settings, 32

source code
access, 583, 584, 585, 586
applications

building, 515, 516, 517, 518
applications from, 513, 514, 516, 517, 518
checking out, CVS, 583, 584
development tools and

installing, 514
libraries

installing, 514

module building, 584, 585
patch creation, 585, 586

special keys, 224, 225, 226, 227, 228
split function, Perl, 550
Spreadsheet software icon, 45
spreadsheets. See OpenCalc
ssh

network security, 470, 471, 472, 473, 474, 475, 476
connection setup, 471, 472, 473, 474, 475

SSH (Secure Shell) directories
sockets, 171

SSL (Secure Sockets Layer), 141
Apache Web server

configuration, 354, 355
startup, 359, 360

OpenSSL software
Apache Web server installation and, 353, 354, 355,

356, 357, 358, 359, 360
startup

Apache
initial, 347, 348, 349

startup scripts
/etc/init.d and, 489

static addresses
Internet connection, LANs, 99

static IP addresses
DHCP server and, 402, 403

stream editor
text searches, 188

strict, 548
strings

searches
grep command, 187

strong password selection, 412, 413
su command, 222

root user and, 283, 284, 285
subject, e-mail

Perl, 556, 557
substitutions in command line, Perl, 564, 565, 566
sudo command

root user and, 286, 287
super block, partitions, 208
swap partitions, 207
SWAT

initial use, 382, 383
installation, 380, 381
shares

configuration, 383, 384
starting, 381
users

adding, 383
SWAT (Samba Web Administration Tool)

Samba configuration, 380, 381, 382, 383, 384, 385,
386, 387
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switching identities, 222
symbolic links, 173, 174, 175
SYN flag, TCP packets, 452
Synaptic, 332, 334
syntax

command line, 228
| operator, 235
& operator, 235
<#62> operator, 234
<#62><#62> operator, 234
<<> operator, 233
aliases, 231, 232
environment variables, 232
file globbing, 228, 229, 230
I/O redirection, 233
I/O streams, 233
quotes, 230, 231
system-defined variables, 232
user-defined variables, 232
xargs operator, 235

Perl, 554
sysadmin application, 590, 591
sysconfig directory, 492
syslogd daemon, 498
system accounts, 258

FTP server authentication testing, 368
system administration

GWCC (GNOME Workstation Command Center), 591, 592
RT (Request Tracker), 594
Webmin, 593, 594

system administration applications
future of Linux, 590, 591, 593, 594

system applications
emulators, 166, 167
file compression/archiving, 164, 165
file management, 163, 164
text editor, 163

system command
Perl, 563, 564

system configuration, 485
configuration files, 487

/etc/aliases, 487
/etc/bashrc, 487
/etc/crontab, 487
/etc/csh.cshrc, 487
/etc/default/useradd, 488
/etc/fstab, 488
/etc/group, 488
/etc/grub.conf, 488
/etc/hosts, 489
/etc/hosts.allow, 489
/etc/hosts.deny, 489
/etc/init.d, 489
/etc/inittab, 490
/etc/issue, 490

/etc/issue.net, 490
/etc/ld.so.conf, 490
/etc/logrotate.conf, 490
/etc/modprobe.conf, 491
/etc/passwd, 491
/etc/rc, 491
/etc/resolv.conf, 491
/etc/security, 491
/etc/shadow, 492
/etc/shells, 492
/etc/skel, 492
/etc/sysconf, 492
/etc/sysctl.conf, 492
/etc/syslog.conf, 493
/etc/X11/xorg.conf, 487
/etc/xinetd.conf, 493

DNS server, locating, 486
system integrity, 434

Tripwire, 434, 435, 436, 437, 438
database update, 439
running automatically, 438

system load, Perl, 558, 559, 560, 561, 562, 563, 564,
565, 566, 568, 569

system logs
security monitoring, 429

/var/log directory, 430
logwatch tool, 430, 431, 432, 433

System Logs application, 496
system-defined variables

command line syntax, 232

T
tar (tape archive), 499
TAR (Tape Archive) files

downloads, 414
packages, 313, 314

tar application, 499
tar archive

compressed, 504
creating, 502, 503
excluding files, 504
including files, 504
restoring from, 503, 504

tar command, 414
task management, 238

job control, 239, 240
processes, 238, 239
scheduling

processes, 240, 241
Tasks, Evolution, 148
TCO (total cost of ownership), networking, 339
TCP (Transmission Control Protocol, 452
TCP (Transmission Control Protocol), 452
TCP/IP connections

protocols, 452
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tcpdump utility
IP traffic and, 448

tcsh, 212
terminal emulation, 46, 47, 48, 49, 50
terminal emulator

filesystem navigation, 56
testing

Apache Web server, 349
text

searches, 187, 188, 189
stream editor, 188

text editors
gedit, 163

text files, 172
carriage return-line feed pair, 172

text mode installation, 6
themes, desktop

Bluecurve, 75
time attributes, files, 179, 180, 181
time zone

setup, 24
toolbars

desktop configuration, 76
Evolution, 146
OpenOffice suite, 127

top-level directories, 53
topology, networking

dotted quad notation, 340
topology, networks, 340
touch command, 181, 217
traffic, IPs

network security and, 448, 449, 450, 452
Tripwire integrity checker, 434, 435, 436, 437, 438

configuration, 434, 435, 436, 437, 438
database update, 439
downloading, 434, 435, 436, 437, 438
running, 434, 435, 436, 437, 438
running automatically, 438

Trojans, security, 409
trust relationships

public keys, 426, 427, 428
tune2fs command, 209
tunneling

VPNs, 457, 458
L2TP, 458
PPTP, 458

TUX FTP server, 361
TVTime, 162
types of files, 170, 171, 172

U
UDP (Universal Datagram Protocol), 452
UID (user identification number), 259

umask command, 176
umount program, 62
uncompiled source packages, 313, 314
unmounting

command line and, 62
up2date facility, 320, 321, 322, 323
Update System GUI, Package Management Tool, 296
updates

automating, 328
upgrade

versus new installation, 11
upgrades

packages, 311
RPM and, 292

uploads
FTP server

anonymous configuration, 366
uptime command

Perl, 561
USB devices

flash drives, 199
information detection, 71

user account database, 258
user accounts

creating, 32, 252, 253
credentials, 250
FTP server

disabling, 368, 369
groups, 254, 255, 262, 263

member management, 255, 256, 257
information storage, 257, 258, 259, 260, 261, 262,

263
passwords, 260

/etc/shadow file, 261, 262
encryption, 260
guessing, 260

properties, 258, 259, 260
purpose, 250

user management
root user, 83

User Manager, 251
account information storage, 257, 258, 259, 260, 261,

262, 263
creating accounts, 252, 253
creating groups, 254, 255
deleting users, 272
file locking, 263
groups, 262, 263

managing, 255, 256, 257
passwords, 260

/etc/shadow file, 261, 262
encryption, 260
guessing, 260

properties, 258, 259, 260
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user-defined variables
command line syntax, 232

useradd command, 267
userinfo command, 269
users

/etc/default/useradd and, 488
account modification

root account and, 270, 271
adding, 85
adding at command line, 265, 266, 267
administrator, 250
command line tools, 263, 264, 265
deleting, 272
groups, 84

creating, command line and, 272, 273
deleting, 273, 274
managing, command line and, 272
primary group, 222

home directory, 250
listing, 224
login

name, viewing, 547, 548, 549, 550, 551, 552
modifying, 85
modifying own account, 268

description, 269, 270
password, 268, 269
shell, 269

pemissions, 84
removing, 85
Samba

adding, 383
usr subdirectory, 51
utilities

configuration
Samba, 378, 379

smbclient, 384, 385
smbmount, 385, 386

V
variables

environment
command line syntax, 232

shell scripts, 241, 242
system-defined, 232
user-defined, 232

VBA (Visual Basic for Applications)
OpenOffice suite and, 129

verification, 418, 419, 420, 421, 422, 423, 424, 425,
426, 427, 428, 429

RPM and, 292
security and, 481
signed packages, 308

VFS (Virtual Filesystem), 201
video card, 3

viewing
running processes, 79, 80

viruses, 103
viruses, security, 409
VMWare emulator, 166
VPN (Virtual Private Network) connections, 102
VPNs

PPP (Point-to-Point Protocol), 462
VPNs (Virtual Private Networks)

clients
connection setup, 463, 464, 466, 467
Microsoft VPN, 469, 470

kernel
booting, 461, 462
MPPE/MPPC support, 462

kernel building, 461
kernel patching, 459, 460
MPPC algorithm, 458, 459
MPPE algorithm, 458, 459
tunneling and, 457, 458

L2TP, 458
PPTP, 458

vsftpd FTP server, 361
installation, 362, 363, 364

W
wallpaper

desktop configuration, 76
Web browsers, 109

Mozilla, 138, 139, 141
configuration, 111, 112, 113, 114
proxies, 110

Web servers
certificates

private key creation, 356
configuration

Apache, 347
CSR (Certificate Signing Request), 356
HTTP and, 344
initial startup

Apache, 347, 348, 349
installation

Apache, 345, 347
setup, 343, 344

Apache Web server, 344, 345, 347, 349, 350, 351,
352, 353, 354, 355, 356, 357, 358, 359, 360

site setup
Apache Web server, 351, 352

testing
Apache, 349

Web sites
setup

Apache, 351, 352
Webmin application, 593, 594
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wget application, building, 315
whereis command, 55
which command, 55
white space in filenames, 182
WiFi (Wireless LAN) connections, 98
wildcard searches

GNOME search tool, 187
windows

focus
desktop configuration, 78

Windows 2000
DHCP server and, 403, 405

Wine emulator, 167
wireless Internet connections, 101
wizards

Internet Configuration Wizard, 89
word processing. See OpenWriter
word processor icon, 45
working directory

shell commands, 215
workspace, 39

launchers, 39
right-click menu, 42
switcher, 39

workspace switcher, 40
Workstation configuration, 1
worms, security, 409
Write access

files, 277
write permission, 176
wu_ftpd FTP server, 361

X
xargs command, 187
xargs operator

command line syntax, 235
Xchat, 118
XF86Config

/etc/X11/org.conf file and, 487
Ximian Evolution e-mail client, 114

Microsoft Exchange access, 114, 115
xinetd service, 445
XMMS application, 154

Y
Yum

APT comparison, 334
client

running, 326, 327, 328
client configuration, 324, 325, 326
repository, 324
update automation, 328

Yum (Yellow Dog Updater, Modified), 323, 324, 325,
326, 327, 328, 329
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