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Part I: Certification Basics

corporation chartered for the explicit purpose of developing and administer-
ing the certification and education programs associated with the CISSP (as
well as several CISSP concentrations, and the Systems Security Certified
Practitioner, or SSCP, and the Certification and Accreditation Professional, (or
CAP) certification. The CISSP certification is based on a Common Body of
Knowledge (CBK) identified by the (ISC)2 and defined through ten distinct
domains:

v Access Control

v Telecommunications and Network Security

v Information Security and Risk Management

v Application Security

v Cryptography

v Security Architecture and Design

v Operations Security

v Business Continuity and Disaster Recovery Planning

v Legal, Regulations, Compliance, and Investigations

v Physical (Environmental) Security

Vou Must Be This Tall to Ride (And
Other Minimum Requirements)

The CISSP candidate must have a minimum of four years of professional work
experience in one or more of the domains listed in the preceding section.
After being notified of a passing score on the CISSP examination, the candi-
date must submit a qualified third-party endorsement (from another CISSP;
the candidate’s employer; or any licensed, certified, or commissioned profes-
sional, such as a banker, attorney, or certified public accountant) to validate
the candidate’s work experience. This endorsement must be submitted within
90 days of the date of the exam results notification letter or the application
and exam results are voided. A percentage of submitted applications will be
randomly audited, requiring additional documentation (normally a resume
and confirmation from employers of work history) and review by (ISC)% Final
notification of certification upon receipt of the endorsement letter will nor-
mally be sent by (ISC)* via e-mail within one business day (seven business
days if audited).



























