


Application Security domain
antivirus software, 180–181
attack methods used on, 173–180
databases, 158–161
definition, 21–22, 153
distributed applications, 154–156
knowledge-based systems, 161–162
object-oriented applications, 157–158
perpetrators of attacks, 182–183
prep test questions about, 185–187
resources for, 184
security controls, 169–173
systems development life cycle, 162–169

application software, BC2
application-level gateway firewall, 102–103
architecture. See Security Architecture and

Design domain
archives, BC3
ARCnet protocol, 84
Arithmetic Logic Unit (ALU), 224
ARO (Annualized Rate of Occurrence), 142
ARP (Address Resolution Protocol), 

91, 93, BC3
artificial intelligence, 161–162
ASIS International (American Society for

Industrial Security), 375
asset, 139, BC3
asset classification and control, 356
asset valuation, 140
Associate of (ISC)2, 32
asymmetric key cryptography, 

203–207, BC3
asynchronous communication, 91
asynchronous dynamic password 

tokens, 54
ATM (Asynchronous Transfer Mode), 

90, BC3
ATM (automatic teller machine), 44
Attachment Unit Interface (AUI), 78
attacks

on access control systems, 62
on applications, 173–180
on cryptosystems, 217–219
on HTTP and HTML, 115
on networks, 117–118
perpetrators of, 182–183

audit, BC3
audit trail

components of records in, 263
definition, BC3
for Physical (Environmental) Security

domain, 356
problems in, 264–265
protection of, 266–267
reasons for, 262–263
retaining, 265–266
time synchronization for, 264
types of, 263

auditing, 262
AUI (Attachment Unit Interface), 78
authentication

biometrics and behavior, 48–53, 349, BC4
cryptography for, 190
definition, 42, BC3
factors based on, 43–44
identification component of, 44
of messages, 207–210
passwords, 45–48, 53, BC19
PIN (personal identification number), 

48, BC19
SSO (single sign-on), 54–59
three-factor authentication, 44
tokens, 53–54
Two-Factor authentication, 44

authentication, authorization,
accountability (AAA), BC1

Authentication Header (AH), 107, 215, BC2
authorization, 42–43, BC3
automatic controls, 259, BC3
automatic teller machine (ATM), 44
AV (antivirus) software, 180–181, 248, BC2
availability, 125, 258, BC3

• B •
background check, 133–134, 256, BC3
backups, 248–249, 286–287
base addressing, 228
baseband signaling, 78
baselines, 131, BC3
bastion host, 104
bayonet-type connector, 78
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BCP (Business Continuity Planning). See
also Business Continuity and Disaster
Recovery Planning domain

backups for, 286–287
BIA (Business Impact Assessment) for,

282–284
compared to DRP (Disaster Recovery

Planning), 279–280
Continuity Strategy, 291–294
damage assessment for, 285
data processing continuity planning,

290–291
documentation for, 289
emergency response for, 285
experts on, 294
external communications for, 287–288
fire and water protection, 289
logistics for, 288–289
MTD (Maximum Tolerable Downtime) 

for, 284
personnel notification for, 286
personnel safety for, 285–286
plan for, components of, 285–291
plan for, developing, 291–294
plan for, implementing, 294–295
plan for, maintaining, 295
resource requirements for, 284
resources for, 299
responsibility for, 280–281
scope of, 281–282
software escrow agreements for, 287
supplies for, 288–289
utilities, interruptions of, 288

behavior and biometrics, 48–53, 349, BC4
behavior of object, 157
behavior-based IDS, 109
Bell-LaPadula model, 65–66, 233, BC4
best evidence rule, 324, 325, BC4
BIA (Business Impact Assessment),

282–284, BC5
Biba model, 66, 234, BC4
biometrics and behavior, 48–53, 349, BC4
Birthday Attack, 217, BC4
BIU (Bus Interface Unit), 224
black box testing, 68, BC4
black hats, 183

blackout, BC4
block cipher, 191, BC4
BNC connector, 78
book ciphers, 193
bot (zombie), 177
bot herders, 177, 183
bridge, 91, BC4
broadband signaling, 78
broadcast data transmissions, 85
broadcast storm, 91
brownout, BC4
brute force attack, 62, 180, 217, BC5
buffer (stack) overflow attack, 62, 115, BC5
bus (in computer architecture), 226, BC5
bus (in network topology), 77, BC5
Bus Interface Unit (BIU), 224
business attacks, 310
Business Continuity and Disaster Recovery

Planning (BCP and DRP) domain. See
also BCP; DRP

comparing BCP and DRP, 279–280
definition, 23, 277
disasters, types of, 278–279
prep test questions about, 300–302
resources for, 299

Business Continuity Planning. See BCP
Business Impact Assessment (BIA),

282–284, BC5

• C •
CA (Certification Authority), BC5
cable types, for network, 78–80
callback method, for remote access, 110
caller ID, BC5
caller ID fraud and abuse, 116–117
caller ID method, for remote access, 110
campus area network (CAN), 74
CAN-SPAM Act, 322
Carnegie Mellon SEI CERT Coordination

Center, BC32
CAT-n cables, 79
CBC (Cipher Block Chaining), 200, BC5
CBK (Common Body of Knowledge), 10,

19–24. See also specific domains
CBK Review Seminar, 14
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CCIE (Cisco Certified Internetworking
Expert), 147, 377

CCSP (Cisco Certified Security
Professional), 376

CDI (constrained data item), 66, 235
CD-ROM, practice exam on, 13, 15, 367
Central Processing Unit (CPU), 

224–226, BC7
centralized access controls, 59–61
CER (Crossover Error Rate), 

49–50, 349, BC5
CERT (Computer Emergency Response

Team), BC6
certainty factors, 162
certification

alternatives to CISSP, 32, 33–36, 375–381
definition, 36, 133, BC5
for networking, 73, 365

Certification Authority (CA), BC5
certification of system, 167, 241–242
Certified Information Systems Security

Professional certificate. See CISSP
certificate

Certified Protection Professional (CPP)
certification, 375

CEU (Continuing Education Unit), 147
CFB (Cipher Feedback), 201, BC5–BC6
Chain of Custody (Chain of Evidence), BC6
Challenge Handshake Authentication

Protocol (CHAP), 111, BC6
challenge-response dynamic password

tokens, 54
change controls, 260–261
change management, 168, BC6
character conversion, 98
Check Point Certified Professional

Program, 376
Child Pornography Prevention Act, 320
Chosen Text Attacks (CTA), 200, 218
C-I-A (confidentiality, integrity, availability),

124–125
CIB (CISSP Candidate Information 

Bulletin), 13
cipher, 191–193, BC6
Cipher Block Chaining (CBC), 200, BC5
Cipher Feedback (CFB), 201, BC5–BC6

ciphertext, 197, BC6
Ciphertext Only Attack (COA), 218
circuit-level gateway firewall, 102
circuit-switched networks, 88
circumstantial evidence, 325, BC6
CIRT (Computer Incident Response 

Team), BC6
CISC (Complex-Instruction-Set-Computing),

225, BC7
Cisco Certified Internetworking Expert

(CCIE), 147, 377
Cisco Certified Security Professional

(CCSP), 376
CISSP (Certified Information Systems

Security Professional) certificate. 
See also exam

alternatives to, 32, 33–36
definition, 9–10, 31–32
fees for, 11, 12, 27
informing others about, 31–32
ISO/IEC 17024:2003 compliance with, 32
level of knowledge required for, 9
maintaining, 11, 25–26
minimum requirements for, 10–11
principles for agents of change with, 33
renewing, 11, 27

CISSP Candidate Information Bulletin 
(CIB), 13

CISSP CBK Review Seminar, 14
CISSP Open Study Guide, 14, 367, BC31
The CISSP Prep Guide: Gold Edition

(Krutz, Vines), 13
CISSP Review Seminar, 368
civil law (tort law), 304–306, BC6
cladding, 79
Clark-Wilson model, 66, 234–235, BC6
class, 157
class hierarchy, 157
classification, 127–129, BC6
Clipper Chip, 212
closed system, 230, BC6
clustering, 193, BC6
COA (Ciphertext Only Attack), 218
coaxial cable, 78, 80
Code of Ethics, (ISC)2, 11, 26, 333
code review of system, 166
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codes, 193
coding of system, 165–166
coercion, 327
cold site, 290, BC7
collision, 209
collusion, 255
commercial data classification, 127
Common Body of Knowledge (CBK), 10,

19–24. See also specific domains
Common Criteria, 240–241
common criteria, BC7
Common Vulnerabilities and Exposures

(CVE), BC32
communications, loss of, 343
compensating controls, BC7
compensatory damages, 305, BC7
Complex-Instruction-Set-Computing (CISC),

225, BC7
CompTIA certifications, 377
computer architecture, 223–229
computer crime, 307–309
computer crime laws, 316–323
Computer Emergency Response Team

(CERT), BC6
computer forensics, 323, BC12
Computer Fraud and Abuse Act, 317–318
Computer Incident Response Team 

(CIRT), BC6
The Computer Misuse Act, 322–323
Computer Security Act, 319
Computer Viruses For Dummies (Wiley

Publishing), 174
concealment cipher, 193, BC7
concentrator, 81, BC13
conceptual definition of system, 164
conclusive evidence, 325, BC7
Confidential information, 128
confidentiality, 124, 190, BC7
confidentiality, integrity, availability 

(C-I-A), 124–125
configuration management, 

169, 257–258, BC7
connectionless protocols, 96
connection-oriented protocols, 96
connector types, for network, 78–80
constrained data item (CDI), 66, 235

contention-based networks, 83
Continuing Education Unit (CEU), 147
Continuing Professional Education (CPE)

credits, 11, 27
control bus, 226
Control Unit, 224
controls. See specific types of controls
copyright, 313–314, BC7
corporate information security policy, 136
corrective controls, 259, BC7
corroborative evidence, 325, BC7
cost-benefit analysis, 144–145
cost-effectiveness of safeguard, 144
The Council of Europe’s Convention on

Cybercrime, 322
covert channel, 231, BC7
CPE (Continuing Professional Education)

credits, 11, 27
CPP (Certified Protection Professional)

certification, 375
CPU (Central Processing Unit), 

224–226, BC7
crackers, 45, 255
CRC (cyclic redundancy check), 83
criminal law, 304, BC8
criticality assessment, 283, BC8
Crossover Error Rate (CER), 

49–50, 349, BC5
cryptanalysis, 194, BC8
cryptographic algorithm, 194
cryptography, 194, BC8
Cryptography domain

asymmetric key cryptography, 
203–207, BC3

attack methods used on, 217–219
ciphers, 191–193
ciphertext, 197
cryptosystem, 194–195
definition, 22, 189–190
digital watermarking, 198
e-mail security, 212–213
encryption and decryption, 195–196
history of, 190
Internet security, 213–217
key clustering, 193, BC6
key escrow, 212
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Cryptography domain (continued)
key management functions, 210–212
key recovery, 212
message authentication, 207–210
non-repudiation, 196
One-time Pad, 196
PKI (Public Key Infrastructure), 210
plaintext, 196
prep test questions about, 220–222
resources for, 219
steganography, 197–198
symmetric key cryptography, 

198–203, BC27
work factor, 197

cryptology, 194, BC8
cryptosystem, 194–195, BC8
cryptovariable (key), 194, BC8
CTA (Chosen Text Attacks), 200, 218
culpable negligence, 306, BC8
custodian, 137, BC8, BC14
CVE (Common Vulnerabilities and

Exposures), BC32
Cybercrime Act 2001, 323
cyclic redundancy check (CRC), 83

• D •
DAA (Designated Approving 

Authority), 241
DAC (discretionary access control), 

63–64, BC8
D-A-D (disclosure, alteration, 

destruction), 125
data access controls, 63–67
data aggregation, 250–251
data bus, 226
data classification, 127–129
data communications equipment (DCE), 80
data compression, 98
data dictionary, 160, BC8
data encryption, 98
Data Encryption Standard (DES), 

199–201, BC9
data export, in MAC, 65
data hiding, 171
data import, in MAC, 65

Data Link Connection Identifiers (DLCI), 89
Data Link Layer (Layer 2), OSI model,

81–92
data mining, 160–161
data network. See network
data ownership, with DAC, 63
data processing continuity planning,

290–291
data representation, 98
Data Terminal Equipment (DTE), 80, 92
data warehouse, 160–161, BC8
database, 158–161
database management system (DBMS), BC8
DCE (data communications equipment), 80
DDOS (Distributed Denial of Service), 177
decentralized access controls, 61
decision support, 160
Decode Unit, 224
decryption, BC8
dedicated mode, 230
defense in depth, 125, 170–171, BC9
Defense Information Technology Security

Certification and Accreditation
Process (DITSCAP), 242, BC9

delegation, 157
demonstrative evidence, 324, BC9
Denial of Service (DoS) attack, 

115, 177, BC9
DES (Data Encryption Standard), 

199–201, BC9
design of system, 165
design review of system, 165
Designated Approving Authority 

(DAA), 241
detective controls, 259, BC9
deterrent controls, BC9
development process. See software

development life cycle; systems
development life cycle

Diameter protocol, 60, 111, BC9
dictionary attack, 62, 177–178, BC9
Diffie-Hellman algorithm, 206–207, BC9
digest, message, 208–210
digital certificate, BC9
digital signaling, 78
Digital Signature Standard (DSS), 208, BC10
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Digital Subscriber Line (xDSL), 88, BC30
digital watermarking, 198
direct addressing, 228
direct evidence, 324, BC9
Directive 95/46/EC on the protection of

personal data, 322
Disaster Recovery Institute International

(DRII), 378
Disaster Recovery Planning. See DRP
disasters, types of, 278–279
disclosure, alteration, destruction 

(D-A-D), 125
discretionary access control (DAC), 

63–64, BC8
discretionary security property, 233
disk mirroring (RAID Level 1), BC9
disk striping (RAID Level 0), BC9
disk striping with parity (RAID Level 5), BC9
distributed application, 154–156, BC9
Distributed Denial of Service (DDOS), 177
DITSCAP (Defense Information Technology

Security Certification and
Accreditation Process), 242, BC9

DLCI (Data Link Connection Identifiers), 89
documentary evidence, 324, BC10
dogs, 347
domains, 10, 19–24, BC10. See also specific

domains
DoS (Denial of Service) attack, 

115, 177, BC9
DRAM (Dynamic RAM), 227
DRII (Disaster Recovery Institute

International), 378
DRP (Disaster Recovery Planning). See also

Business Continuity and Disaster
Recovery Planning domain

compared to BCP (Business Continuity
Planning), 279–280

emergency response for, 296–297
external communications for, 297
personnel notification, 297
personnel safety for, 298
physical security for, 298
plan for, developing, 296–297
plan for, testing, 298–299
prevention included in, 298

resources for, 299
World Trade Center attacks, changing

future planning for, 279
DSS (Digital Signature Standard), 208, BC10
DTE (Data Terminal Equipment), 80, 92
dual-homed gateway, 103–104
due care, 305, BC10
due diligence, 305, BC10
dumb card, 347
dumpster diving, 269, BC10
dynamic password, 53, BC10
Dynamic RAM (DRAM), 227

• E •
EALs (eight assurance levels), 240–241
EAP (Extensible Authentication Protocol),

111, BC10
eavesdropping, 179, 269
EC (Elliptic Curve) algorithm, 207
ECB (Electronic Code Book), 200, BC10
E-Commerce Consultants, International

Council of, 379
Economic Espionage Act, 319
ECPA (Electronic Communications Privacy

Act), 319
education, for security awareness, 147
EES (Escrowed Encryption Standard), 

212, BC10
EF (Exposure Factor), 142
EIA/TIA-232 standard, 80
EIA/TIA-449 standard, 80
eight assurance levels (EALs), 240–241
El Gamal algorithm, 207
electrical power, controls for, 351–352
electricity, damage from, 341–342
Electromagnetic Interference (EMI), BC10
Electronic Code Book (ECB), 200, BC10
Electronic Communications Privacy Act

(ECPA), 319
Elliptic Curve (EC) algorithm, 207
e-mail security, 112–114, 212–213
emanations, 232
emergency procedures, 356
EMI (Electromagnetic Interference), BC10
employee activities, inappropriate, 255–256
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employee sabotage, 254
employees, roles and responsibilities for,

135–137
employment agreements, 134
employment procedures, 357
Encapsulating Security Payload (ESP), 

107, 215, BC11
encapsulation, 157, 158
encryption, 195–196, BC10
encryption standards

AES (Advanced Encryption Standard),
203, BC2

DES (Data Encryption Standard), 
199–201, BC9

EES (Escrowed Encryption Standard),
212, BC10

end-to-end-encryption, 195, BC10
end-user. See user
enticement, BC11
entrapment, 327, BC11
environmental controls, 351–355
Environmental Security domain. See

Physical (Environmental) 
Security domain

equipment failure, 342
Errors and Omissions (E&O), 253
Escrowed Encryption Standard (EES), 

212, BC10
ESP (Encapsulating Security Payload), 

107, 215, BC11
espionage, 254, 255, BC11
establishment (authorization), 42–43, BC3
Ethernet, BC11
Ethernet protocol, 84
ethics, 130, 333–334, BC11
“Ethics and the Internet” (IAB), 334
European Information Technology Security

Evaluation Criteria (ITSEC), 
239–240, BC15

evidence
admissibility of, 326–330
best evidence rule, 324, BC4
Chain of Custody (Chain of Evidence), BC6
life cycle of, 328–330, BC11
rules of, 325–326
types of, 324–325

exam. See also prep test questions in 
this book

breaks during, 374
description of, 16–17
language used in, 17
passing score for, 16
practice exam on CD-ROM, 13, 15, 367
preparation for, 365–370
registering for, 11–12, 365–366
results of, when to expect, 17–18
study plan for, 12–16, 366
supervising, 29
test-taking strategies for, 368–369,

371–374
travel to, 369–370
what to bring to, 372–373
writing questions for, 28–29

Exclusive Or (XOR), 201, BC30
exigent circumstances, BC11
expert systems, 161–162, BC11
Exposure Factor (EF), 142
Extensible Authentication Protocol (EAP),

111, BC10
extranet, 74, BC11

• F •
facilities monitoring, 271
facility design, 343–345
facsimile security, 115–116
fail closed, 42, BC11
fail open, 42, BC11
failover system, 231, BC11
fail-safe system, 231
fail-soft (resilient) system, 231, BC11
False Accept Rate (FAR), 49, 349, BC12
False Reject Rate (FRR), 49, 349, BC12
fault, BC12
fault-tolerant system, 231, BC12
Federal Information Processing Standard

(FIPS), PUB 46, 200
Federal Privacy Act, 315
Federal Sentencing Guidelines, 319
felony, 304, BC12
fencing, 345–346
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Fiber Distributed Data Interface (FDDI), 
84, BC12

fiber optic cable, 79–80
fiduciary responsibility, 136
file ownership, with DAC, 63
File Transfer Protocol (FTP), 97
financial attacks, 310
finger scan systems, 51
FIPS (Federal Information Processing

Standard), PUB 46, 200
fire, 340–341
fire detection and suppression, 353–355
firewall, 101–105, 114
firmware, 228, BC12
Floating Point Unit (FPU), 224
forensics, 323, BC12
Fraggle attack, 118
frame relay, BC12
Frame Relay protocol, 89–90
fraud, 253–254, 255, BC12
FRR (False Reject Rate), 49, 349, BC12
FTP (File Transfer Protocol), 97
full-duplex mode, 97
“fun” attacks, 311–312
functional requirements of system, 164
functional specifications of system,

164–165
fuzzy logic, 161, BC12

• G •
gateway, 94, BC12
Global Information Assurance Certification

(GIAC), 381
goals, 129, BC12
governance, 130
government data classification, 128–129
Gramm-Leach-Bliley Financial Services

Modernization Act (GLBA), 316
granularity of access control, 159
grey box testing, 68, BC12
grudge attacks, 310–311
guard dogs, 347
guards, 346
guidelines, 130, BC13

• H •
hackers, 45, 182, 255
half-duplex mode, 97
hand geometry systems, 51
hardware, 224–228, BC13
hardware address, 83
hardware segmentation, 169–170, BC13
Hashed Message Authentication Code

(HMAC), 210
HDLC (High-level Data Link Control), 

89, 90–91
HDSL (High-rate Digital Subscriber 

Line), 89
Health Insurance Portability and

Accountability Act (HIPAA), 
315–316, BC13

hearsay evidence, BC13
hearsay rule, 325–326, BC13
heating, ventilation, air conditioning

(HVAC), 352–353
heuristics, antivirus software using, 181
hidden code, 176, BC13
HIDS (host-based intrusion detection), 

109, 269
HierosGamos Guide to Computers and the

Law, BC32
High-level Data Link Control (HDLC), 

89, 90–91
High-rate Digital Subscriber Line 

(HDSL), 89
High-Speed Serial Interface (HSSI), 80, BC13
HIPAA (Health Insurance Portability and

Accountability Act), 315–316, BC13
hiring practices, 134–135
HMAC (Hashed Message Authentication

Code), 210
hoax, 175
honeypot, BC13
host scan, 68
host-based intrusion detection (HIDS), 

109, 269
host-to-host protocols, 95–96
Host-to-Host Transport Layer, TCP/IP

model, 100
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hot site, 290, BC13
HSSI (High-Speed Serial Interface), 80, BC13
HTML (HyperText Markup Language), 115
HTTP (HyperText Transfer Protocol), 

99, 115
hub, 81, BC13
HVAC (heating, ventilation, air

conditioning), 352–353

• I •
I&A (identification and authentication), 

42, 44
IAB (Internet Architecture Board), “Ethics

and the Internet”, 334
ICMP (Internet Control Message Protocol),

94, BC13
ICMP flood attack, 117
icons used in this book, 4
IDEA (International Data Encryption

Algorithm) cipher, 203
identification, 42, 44, 347–348, BC13
identification and authentication (I&A), 

42, 44
identity management, 132–133, BC13
identity theft, 159
IDS (intrusion detection system), 

108–109, 269–270, BC14
IEEE 802 standards, 82
IETF (Internet Engineering Task Force)

IPSec standard, 106, 215, BC14
L2TP standard, 106, BC15
PEM standard, 99, 213, BC19
S/MIME standard, 99, 212, BC24

IKE (Internet Key Exchange), 107, 216
implementation attack, 217
incident management, 271–272
indexed addressing, 228
indirect addressing, 228
industrial espionage, 254
inference, 159, BC13
inference channel, BC14
inference engine, 161, BC14
information custodian, 137, BC8, BC14
information flow model, 67, 235, BC14
information owner, 136–137, BC14, BC19

Information Security and Risk Management
domain

C-I-A (confidentiality, integrity,
availability), 124–125

data classification, 127–129
defense-in-depth, 125
definition, 21, 123–124
goals, 129
guidelines, 130, 131
mission statement, 129
objectives, 129
personnel security, 133–138
policy, 130, 131
prep test questions about, 149–151
procedures, 130, 132
resources for, 148
risk analysis, 141–144
risk control, 144–145
risk, definition of, 139
risk identification, 139–141
security awareness, 146–147
security management practices, 132–133
single point of failure, avoiding, 126
standards, 130, 131

information security laws, 316–323
Information Systems Audit and Control

Association (ISACA), 379–380
Information Technology Security

Evaluation Criteria, European 
(ITSEC), BC15

informative policies, 131
INFOSYSSEC Web site, BC32
infrastructure support, loss of, 254
inheritance, 158
initialization vector (IV), 200
inrush, BC14
instance, 157, 158
instantiation, 157
Institute of Electrical and Electronic

Engineers (IEEE), 802 standards, 82
Integrated Services Digital Network (ISDN),

88, BC15
integrity

cryptography for, 190
data integrity, in distributed 

applications, 155
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definition, 125, BC14
software integrity, 154

integrity verification procedures (IVP), 
66, 235

intellectual property, 312–314, BC14
interface types, for network, 80
International Council of E-Commerce

Consultants, 379
International Data Encryption Algorithm

(IDEA) cipher, 203
International Information Systems Security

Certifications Consortium. See (ISC)2

international law, 307
Internet, BC14
Internet Architecture Board (IAB), “Ethics

and the Internet”, 334
Internet Control Message Protocol (ICMP),

94, BC13
Internet Engineering Task Force. See IETF
Internet Key Exchange (IKE), 107, 216
Internet Layer, TCP/IP model, 100
Internet Protocol (IP), 92–93, 96, BC14
Internet Protocol Security (IPSec), 

106–107, 215–216, BC14
Internet Security Association and Key

Management Protocol (ISAKMP), 107
Internet Security Systems, BC33
Internetwork Packet Exchange (IPX), 

93, 96, BC15
internetworks, 92
intranet, 74, BC14
intrusion detection system (IDS), 108–109,

269–270, 350, BC14
Intrusion Prevention System (IPS),

108–109, BC14
investigations, 323–332
IP (Internet Protocol), 92–93, 96, BC14
IPSec (Internet Protocol Security), 

106–107, 215–216, BC14
IPX (Internetwork Packet Exchange), 93,

96, BC15
iris pattern, 52
ISACA (Information Systems Audit and

Control Association), 379–380
ISAKMP (Internet Security Association and

Key Management Protocol), 107

(ISC)2 (International Information Systems
Security Certifications Consortium).
See also security organizations

active membership in, 27–32
definition, 9–10
events of, 27–28, 29
focus groups, 30
online store for, 32
other certifications of (besides CISSP), 

34, 380–381
publications of, 29–30
study groups, 30
Web site for, 11

(ISC)2 Code of Ethics, 11, 26, 333
ISDN (Integrated Services Digital Network),

88, BC15
ISO 27001 code, 259
ISO15408 standard, 240
ISO/IEC 17024:2003 compliance, 32
ITSEC (European Information Technology

Security Evaluation Criteria), 
239–240, BC15

ITU-T standard, 80
IV (initialization vector), 200
IVP (integrity verification procedures), 

66, 235

• J •
Java, for applets, 156
job description, 135
job requirements, 256
job rotations (rotation of duties), 

138, 257, BC15, BC22
job specifications, 256

• K •
Kerberos, 55–58, BC15
key (cryptovariable), 194, BC8
key agreement algorithm, 206
key change, 211
key clustering, 193, BC6
key control, 211
key disposal, 212
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key distribution, 211
key escrow, 212
key generation, 211
key installation, 211
key logging, BC15
key management functions, 210–212
key recovery, 212
key storage, 211
keystroke monitoring, 270–271
knowledge-based IDS, 109
knowledge-based systems, 161–162
Known Plaintext Attack (KPA), 218
Krutz, Ronald L. (The CISSP Prep Guide:

Gold Edition), 13
KryptoKnight, 59, BC15

• L •
LAN (local area network), 73–74, 84–86
LAPB (Link Access Procedure, 

Balanced), 89
last successful logon, displaying, 47
last username to log on, displaying, 47
lattice-based access controls, 65, BC15
laws. See Legal, Regulations, Compliance,

and Investigations domain
Layer 1, OSI model, 76–81
Layer 2 Forwarding Protocol (L2F), 

106, BC15
Layer 2, OSI model, 81–92
Layer 2 Tunneling Protocol (L2TP), 

106, BC15
Layer 3, OSI model, 92–94
Layer 4, OSI model, 94–97
Layer 5, OSI model, 97–98
Layer 6, OSI model, 98
Layer 7, OSI model, 98–100
layering (defense in depth), 

125, 170–171, BC9
LDAP (Lightweight Directory Access

Protocol), 59, BC15
leased lines, 86–87
least privilege, 170, 249, BC15
legal liability of safeguard, 145
Legal, Regulations, Compliance, and

Investigations domain
business attacks, 310
computer crime, 307–309
computer crime laws, 316–323

definition, 24
ethics, 333–334
financial attacks, 310
“fun” attacks, 311–312
grudge attacks, 310–311
information security laws, 316–323
intellectual property, 312–314
international law, 307
investigations, 323–332
military attacks, 310
prep test questions about, 336–338
privacy laws, 314–316
resources for, 334–335
terrorist attacks, 309
U.S. common law, 304–306

liability, 305
liability of safeguard, 145
life safety controls, 351–355
lightning, 342
Lightweight Directory Access Protocol

(LDAP), 59, BC15
limited access mode, 231
Link Access Procedure, Balanced (LAPB), 89
link encryption, 195–196, BC15
Link (Network Access) Layer, TCP/IP

model, 100
local area network (LAN), 73–74, 84–86
locks, 347
log. See audit trail
logic bomb, 176, 311, BC15
logical access controls, for biometrics, 48
logical controls. See technical controls
Logical Link Control (LLC) sublayer, OSI

model, 82
logon banner, contents of, 47
loss of physical and infrastructure s

upport, 254
L2F (Layer 2 Forwarding Protocol), 

106, BC15
L2TP (Layer 2 Tunneling Protocol), 

106, BC15

• M •
MAC (mandatory access control system),

64–65, BC15, BC16
MAC (Media Access Control) sublayer, OSI

model, 82–84
MAC address, 83
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maintenance hook, 179, 232, BC16
maintenance of system, 167–168
malicious applet, 176
malicious code, 173–176, 248, 255
malware, 248, BC16
MAN (metropolitan area network), 74
management roles and responsibilities, 136
mandatory access control system (MAC),

64–65, BC15–16
mandatory vacations, 257
man-in-the-middle attack, 62, 218, BC16
man-made disasters, 279
mantrap, 346, BC16
manual controls, 259, BC16
MAU (Multistation Access Unit), 77
Maximum Tolerable Downtime (MTD), 

284, BC16
MD5 algorithm, 209
Media Access Control (MAC) sublayer, OSI

model, 82–84
media access, types of, 83–84
media controls, 261, BC16
meet-in-the-middle attack, 219, BC16
memory, 227
memory addressing, 228, BC16
Memory Management Unit (MMU), 224
memory space, 228, BC16
Merkle-Hellman (Trapdoor) Knapsack

algorithm, 207
message authentication, 207–210
message digest, 208–210, BC16
messages, between objects, 157, 158
metadata, BC16
method, 157, 158
metropolitan area network (MAN), 74
Microsoft certifications, 381
military attacks, 310
MIME Object Security Services (MOSS),

213, BC17
misdemeanor, 304, BC17
mission statement, 129, BC17
MMU (Memory Management Unit), 224
mobile code (applet), 155–158, 176, BC3
monitoring, 327, BC17
monoalphabetic substitution, 

190, 192, BC17
Morris worm, 175
Mosaic browser, 154

MOSS (MIME Object Security Services),
213, BC17

MPLS (Multi-Protocol Label Switching),
216, BC17

MSAU (Multistation Access Unit), 77
MTD (Maximum Tolerable Downtime), 

284, BC16
multicast data transmissions, 85
multilevel mode, 231
multilevel systems, 64, BC17
multiple inheritance, 158
multiprocessing, 226, BC17
multiprogramming, 226, BC17
Multi-Protocol Label Switching (MPLS),

216, BC17
multistate, 226
Multistation Access Unit (MSAU or 

MAU), 77
multitasking, 226, BC17
multiuser, 226

• N •
NAT (network address translation), BC17
National Computer Security Center

(NCSC), 235–236, BC27
National Information Assurance

Certification and Accreditation
Process (NIACAP), 242, BC17

National Institute of Standards and
Technology, U.S. (NIST), BC18

natural disasters, 278–279
need-to-know, 249, BC17
network. See also OSI model

cable and connector types for, 78–80
devices on Data Link Layer for, 91–92
devices on Network Layer for, 94
devices on Physical Layer for, 81
interface types for, 80
media access types for, 83–84
single point of failure for, avoiding, 126
topologies of, 77
types of, 73–75

Network Access (Link) Layer, TCP/IP
model, 100

network address translation (NAT), BC17
Network File System (NFS), 97
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Network Interface Card (NIC), 81, BC18
Network Layer (Layer 3), OSI model, 92–94
Network Security domain. See

Telecommunications and 
Network Security domain

network segments, 91
network-based IDS, 108
network-based intrusion detection 

(NIDS), 269
neural networks, 162, BC17
NFS (Network File System), 97
NIACAP (National Information Assurance

Certification and Accreditation
Process), 242, BC17

NIC (Network Interface Card), 81, BC18
NIST (U.S. National Institute of Standards

and Technology), BC18
noninterference model, 67, 235, BC18
non-repudiation, 43, 196, BC18

• O •
Oakley Key Exchange Protocol, 107
object, 157, 158, BC18
object reuse, BC18
objectives, 129, BC18
object-oriented application, 157–158
object-oriented database, 159
OFB (Output Feedback), 201, BC18
One-time Pad, 196, BC18
one-time password, 53, BC18
one-to-many search, 48
one-to-one search, 48
one-way function, 205, 209, BC18
one-way hashing algorithm, 209
open message format, BC18
open system, 230, BC18
Open Systems Interconnection model. See

OSI model
Open Web Applications Security Project

(OWASP), 167
operating system (OS), 229, BC18
operations controls, 259–262
Operations Security domain

administrative controls, 261
administrative management and control,

256–258
antivirus and malware management, 248
audit trails, 262–267

auditing, 262
backups, 248–249
definition, 23, 247
fraud detection system, 251–252
ISO 27001 code, 259
least privilege, 249
legal requirements for data security, 251
monitoring, 267–272
need-to-know, 249
prep test questions about, 274–276
privacy, 250–251
privileged functions, 250
record retention, 252
remote access, 253
resources for, 273
security controls, 259–262
sensitive information, handling, 252
threats and countermeasures, 253–256

orange book, 235–239, BC19
OS (operating system), 229
OS detection, 68
OSI (Open Systems Interconnection) model

Application Layer (Layer 7), 98–100
Data Link Layer (Layer 2), 81–92
definition, 75–76, BC19
mnemonic to remember layers of, 75
Network Layer (Layer 3), 92–94
Physical Layer (Layer 1) of, 76–81
Presentation Layer (Layer 6), 98
Session Layer (Layer 5), 97–98
Transport Layer (Layer 4), 94–97

Output Feedback (OFB), 201, BC18
outsourcing, 132
OWASP (Open Web Applications Security

Project), 167
owner, 136–137, BC14, BC19

• P •
Packet Level Protocol (PLP), 89
packet (password) sniffing, 

62, 268–269, BC19
packet-filtering firewall, 101–102, BC19
packet-switched network, 89–90
passive hub, 81
passive IDS, 108
passphrases, 45
Password Authentication Protocol (PAP),

110, BC19
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password (packet) sniffing, BC19
passwords, 45–48, 53, BC19
patch and vulnerability management, 258
patent, 313, BC19
Patriot Act, BC19
P-boxes (Permutation boxes), 193
PBX fraud and abuse, 116
PEAP (Protected Extensible Authentication

Protocol), BC19
PEM (Privacy Enhanced Mail), 

99, 213, BC19
penetration testing, 67, 267–269, BC19
Permanent Virtual Circuit (PVC), 89–90
permissions, with DAC, 63
Permutation boxes (P-boxes), 193
permutation cipher, 192–193, BC28
personal identification number (PIN), 

48, BC19
personnel, loss of, 343
personnel security policies and practices,

133–138
PGP (Pretty Good Privacy), 213, BC20
pharming, 113, BC20
phishing, 113, BC20
photo identification card, 347
phreakers, 183
physical address, 83
physical controls

for biometrics, 48
definition, 41–42, BC20
for Physical (Environmental) Security

domain, 345–349
Physical (Environmental) Security domain

administrative controls, 356–357
definition, 24, 339, 357–358
environmental and life safety controls,

351–355
physical access controls, 345–349
prep test questions about, 359–361
resources for, 358
site and facility design, 343–345
technical controls, 349–351
threats, types of, 340–343

physical evidence, 324, BC22
Physical Layer (Layer 1), OSI model, 76–81
physical support, loss of, 254
PIN (personal identification number), 

48, BC19

PKI (Public Key Infrastructure), 132–133,
210, BC20

plaintext, 196, BC20
PLP (Packet Level Protocol), 89
point-to-point links, WAN, 86–88
Point-to-Point Protocol (PPP), 

87, 110, BC20
Point-to-Point Tunneling Protocol (PPTP),

106, BC20
policy, 130–131, BC20
polling networks, 83–84
polyalphabetic substitution, 192
polyinstantiation, 158, BC20
polymorphism, 158
pornography, 255
port scan, 68, 268, BC20
practice exam on CD-ROM, 13, 15, 367
Pre-Fetch Unit, 224
prep test questions in this book

for Access Control domain, 70–72
for Application Security domain, 185–187
for Business Continuity and Disaster

Recovery Planning domain, 300–302
for Cryptography domain, 220–222
for Information Security and Risk

Management domain, 149–151
for Legal, Regulations, Compliance, and

Investigations domain, 336–338
for Operations Security domain, 274–276
for Physical (Environmental) Security

domain, 359–361
practice exam on CD-ROM, 13, 15, 367
for Security Architecture and Design

domain, 244–246
for Telecommunications and Network

Security domain, 120–122
Presentation Layer (Layer 6), OSI model, 98
Pretty Good Privacy (PGP), 213, BC20
preventive controls, 259, BC20
principles for agents of change, 33
privacy, 124, 250–251, BC20
Privacy Enhanced Mail (PEM), 

99, 213, BC19
privacy laws, 314–316
private key (symmetric key cryptography),

198–203, BC27
privileged entity controls, 260
privileged functions, 250
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